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Abstract

1. Overview This article continues our ongoing Registration with Spring Security series by finishing the missing
piece of the registration process - verifying
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1. Overview

This article continues our ongoing Registration with Spring Security series by finishing the missing
piece of the registration process — verifying the email to confirm the user registration.
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The registration confirmation mechanism forces the user to respond to a “ Confirm Registration” email
sent after successful registration to verify hisemail address and activate his account. The user does this by
clicking a unique account activation link sent to him as part of the email message.

Following thislogic, anewly registered user will not be ableto log in until email/registration verification
is completed.

2. A Verification Token

We will make use of asimple verification token as the key artifact through which a user is verified.

2.1. Adding a VerificationToken Entity to Our Model

The VerificationToken entity must meet the following criteria:

1. There will be one VerificationToken associated to a User. So, we need a one-to-one unidirectional
association between the VerificationToken and the User.

2. 1t will be created after the user registration data is persisted.
3. It will expirein 24 hours following initial registration.
4. Itsvalue should be unique and randomly generated.

Requirements 2 and 3 are part of the registration logic. The other two are implemented in a simple
VerificationToken entity like the onein Example 2.1.:

Example 2.1.

@ntity
@rabl e
public class VerificationToken {
private static final int EXPIRATION = 60 * 24;

@d
@xner at edVval ue(strategy = CenerationType. AUTO
private Long id;

@ol um(nane = "t oken")
private String token;

@neToOne(targetEntity = User.class, fetch = FetchType. EAGER)
@oi nCol uim(name = "user_id")
private User user;

@col um(nane = "expiry_date")
private Date expiryDate;

public VerificationToken() {

super();

}

public VerificationToken(String token, User user) {
super();

this.token = token;
this.user = user;
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this. expiryDate = cal cul at eExpi r yDat e( EXPI RATI ON) ;
this.verified = fal se;

}
private Date cal cul at eExpi ryDate(int expiryTimelnM nutes) ({
Cal endar cal = Cal endar. getlnstance();
cal .setTine(new Ti mestanp(cal .getTinme().getTinme()));
cal . add( Cal endar. M NUTE, expiryTi nel nM nut es);
return new Date(cal.getTinme().getTinme());
}

/1 standard getters and setters

}
2.2. Add an Enabled Flag to the User Entity

We will set the value of this flag depending on the result of the registration confirmation use case. Lets
jus add the following field to our User entity for now:

@col um(nane = "enabl ed")
private bool ean enabl ed;

3. The Account Registration Phase

Lets add two additional pieces of business logic to the user registration use case:
1. Generating a VerificationToken for the user and persisting it.

2. Sending the account confirmation email message which includes a confirmation link with the
VerificationToken’ s valueas a parameter.

3.1. Using Spring Event Handling to Create the Token and Send the
Verification Email

These two additional pieces of logic should not be performed by the controller directly because they are
“collateral” back-end tasks. The controller will publish a Spring ApplicationEvent to trigger the execution
of thesetasks. Thisisassimple asinjecting an ApplicationEventPublisher in the controller, and then using
it to publish the registration completion. Example 3.1. shows thissimple logic:

Example 3.1.

@\ut owi red
Appl i cati onEvent Publ i sher
@Request Mappi ng(val ue = "/user/registration", method = Request Met hod. POST)
publ i c Mbdel AndVi ew regi sterUser Account (@mbdel Attribute("user”) @alid UserDto acc
Bi ndi ngResult result, WbRequest request, Errors errors) {
User registered = new User();
String appUl = request. get ContextPath();
if (result.hasErrors()) {

return new Model AndVi ew("regi stration”, "user", accountDto);
}
regi stered = createUser Account (account Dt o) ;
if (registered == null) {
result.rejectValue("email", "message.regError");
}
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event Publ i sher. publ i shEvent (new OnRegi strati onConpl et eEvent (regi st ered,
request. getLocal e(), appUl));
return new Model AndVi ew( "successRegi ster”, "user", accountDto);

}
3.2. Spring Event Handler Implementation

The controller is using an ApplicationEventPublisher to start the RegistrationListener that will handle
the verification token creation and confirmation email sending. So it needs to have access to the
implementation of the following interfaces:

1. An AplicationEvent representing the completion of the user registration.
2. An ApplicationListener bean which will listen to the published event and proceed to do all the work.

The beans we will create are the OnRegistrationCompleteEvent , and the RegistrationListener shown
Examples3.2.1-3.2.2.

Example 3.2.1. — The OnRegistrationCompl eteEvent

@uppr essWar ni ngs("serial ")

public class OnRegi strati onConpl et eEvent extends ApplicationEvent {
private final String appUrl;
private final Local e |ocale;
private final User user;

public OnRegi strationConpl et eEvent (User user, Locale locale, String appUl) {
super (user);
thi s.user = user;
this.locale = |ocale;
this.appUl = appUrl;

}
/1 standard getters and setters

}

Example 3.2.2. - The RegistrationL istener Responds to the OnRegistrationCompleteEvent

@onponent

public class RegistrationListener inplenents ApplicationListener<OnRegistrati onCon
@\ut owi red

private |UserService service;

@\ut owi red
private MessageSource messages;

@\ut owi red
private JavaMail Sender mail Sender;

@verride
public void onApplicationEvent (OnRegi strati onConpl et eEvent event) {

this.confirnRegistration(event);

}

private void confirmnmRegistrati on(OnRegi strationConpl et eEvent event) ({
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User user = event.getUser();

String token = UUI D.randonJUI D().toString();
servi ce. addVerificati onToken(user, token);
String recipient Address = user.getEmail ();

String subject = "Registration Confirmation”;

String confirmationUrl = event.getAppUrl () + "/regitrationConfirm htm ?tok
String nessage = nessages. get Message( " nessage. regSucc”, null, event.getlLoc
Si npl eMai | Message email = new Sinpl eMai | Message() ;

emai | . set To(reci pi ent Addr ess) ;

emai | . set Subj ect (subj ect);

emai | . set Text (message + " \r\n" + "http://1ocal host:8080" + confirmationUr
mai | Sender . send(emai | );

}

Here, the confirmRegistration method will receive the OnRegistrationCompleteEvent, extract all the
necessary User information from it, create the verification token, persist it, and then send it as a parameter
in the “Confirm Registration” link sent to the user.

3.3. Processing the Verification Token Parameter

When the user receivesthe “ Confirm Registration” email, he will click on the attached link and fireaGET
request. The controller will extract the value of the token parameter in the GET request and will useit to
verify the user. Lets seethislogic in Example 3.3.1.

Example 3.3.1. — RegistrationController Processing the Registration Confirmation Link
private | UserService service;

@\ut owi red

public RegistrationController(lUserService service){
this.service = service

}

@Request Mappi ng(value = "/regitrationConfirm', nmethod = Request Met hod. GET)
public String confirnRegistrati on(\WebRequest request, Mdel nodel,
@Request Par am( "t oken") String token) {
VerificationToken verificati onToken = service.getVerificationToken(token);

if (verificationToken == null) {
nodel . addAttri but e("nessage”, nmessages. get Message("aut h. message. i nval i dTok
nul |, request.getlLocale()));
return "redirect:/badUser. htm ?l ang=" + request. getLocal e(). getLanguage();
}
User user = verificationToken. getUser();
Cal endar cal = Cal endar. getlnstance();
if (user == null) {
nodel . addAttri but e("nessage”, nmessages. get Message("aut h. message. i nval i dUse
nul |, request.getlLocale()));
return "redirect:/badUser. htm ?l ang=" + request. getLocal e().getLanguage();
}

if ((verificationToken.getExpiryDate().getTine() - cal.getTine().getTine()) <=
user. set Enabl ed(f al se);

} else {
user. set Enabl ed(true);

}
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servi ce. saveRegi st eredUser (user);
return "redirect:/login.htm ?l ang=" + request. getLocal e() . get Language();

}

Notice that if there is no user associated with the VerificationToken or if the VerificationToken does not
exist, the controller will return a badUser .html page with the corresponding error message (See Example
3.3.2).

Example 3.3.2. — The badUser .html

<U@taglib uri="http://java.sun.com jsp/jstl/core" prefix="c" %
<U@taglib prefix="sec” uri="http://ww.springframework. org/security/tags" %
<U@aglib uri="http://ww.springfranework.org/tags" prefix="spring"%
<U@taglib uri="http://java.sun.com jsp/jstl/fnt" prefix="fnt"%
<f m : set Bundl e basenane="nessages" />
<% page session="true"%
<htm >
<head>
<link href="<c:url value="/resources/bootstrap.css" />" rel="styl esheet">
<title>Expired</title>
</ head>
<body>
<h1>${ nessage} </ h1>
<pr >
<a href="<c:url value="/user/registration” />">
<spring: message code="|abel .form | ogi nSi gnUp" ></ spri ng: nessage>
</ a>
</ body>
</htm >

If the token and user exist, the controller then proceeds to set the User‘s enabled field after checking if
the VerificationToken has expired.

4. Adding Account Activation Checking to the Login
Process

We need to add the following verification logic to MyUserDetailsService's loadUserByUsername
method:

» Make sure that the user is enabled before letting him log in.
Example 4.1. shows the simple isEnabled() check.
Example 4.1. — Checking the VerificationToken in MyUser DetailsSer vice

private UserRepository userRepository;
@\ut owi red

private | UserService service;

@\ut owi red

private MessageSource messages;

@\ut owi red
public MyUserDetail sService(UserRepository repository) {
this.userRepository = repository;

}
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public UserDetails | oadUserByUsername(String email) throws UsernaneNot FoundExcept i
bool ean enabl ed = true;
bool ean account NonExpired = true;
bool ean credenti al sNonExpired = true;
bool ean account NonLocked = true;

try {
User user = userRepository.findByEmil (email);
if (user == null) {
return new org.springframework. security.core.userdetails.User(" ", " "
true, true, true, getAuthorities(new Integer(1)));
}

if (luser.isEnabled()) {
account NonExpired = fal se;
servi ce. del et eUser (user);
return new org.springframework. security.core.userdetails.User(" ", " "
account NonExpired, true, true, getAuthorities(new Integer(1)));
}
return new org. springframework. security.core.userdetails. User (user. get Emai
user. get Password().toLower Case(),
enabl ed, account NonExpired, credential sNonExpired, accountNonLocked,
get Aut horities(user.getRole().getRole()));
} catch (Exception e) {
t hrow new Runti meException(e);

}
}

Notice that if the user is not enabled, the account is deleted and the method returns an
org.springframework.security.core.userdetails.User with the accountNonExpired flag set to false. This
will trigger aSPRING_SECURITY_LAST_EXCEPTION inthelogin process. Thisexception’s String
valueis: ‘User Account Has Expired.

Now, we need to modify our login.html page to show thisand any other exception messagesresulting from
en email verification error. The error checking code we added to login.html is shown in Example 4.2.:

Example 4.2. — Adding Account Activation Error Checking to login.html

<c:if test="${paramerror != null}">
<c: choose>
<c:when test="${SPRI NG _SECURI TY_LAST_EXCEPTI ON. nessage == 'User is disable

<div class="alert alert-error">
<spring: message code="aut h. nessage. di sabl ed"></spri ng: nessage>

</ div>
</ c: when>
<c:when test="${SPRI NG _SECURI TY_LAST_EXCEPTI ON. nessage == 'User account ha

<div class="alert alert-error">
<spring: message code="aut h. message. expi red"></ spri ng: message>
</div>
</ c: when>
<c: ot herw se>
<div class="alert alert-error">
<spring: message code="nessage. badCredenti al s"></spring: nessage>
</div>
</ c: ot herwi se>
</ c: choose>
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</c:if>

5. Adapting the Persistence Layer

We need to modify the API of the persistence layer by:

1. Creating a VerificationTokenRepository. For User and VerificationToken access.

2. Adding methods to the IUserInterface and its implementation for new CRUD operations needed.
Examples 5.1 — 5.3. show the new interfaces and implementation:

Example 5.1. — The VerificationTokenRepository

public interface Verificati onTokenRepository extends JpaRepository<VerificationTok
Verificati onToken findByToken(String token);

Verificati onToken findByUser(User user);
}

Example5.2. — The IUser Service Interface

public interface | UserService {
User registerNewUser Account (UserDto accountDto) throws Emmil Exi st sExcepti on;
User getUser(String verificationToken);
voi d saveRegi st eredUser (User user);
voi d addVerificati onToken(User user, String token);
Verificati onToken getVerificati onToken(String VerificationToken);

voi d del et eUser (User user);

}
Example 5.3. The User Service

@ber vi ce

public class UserService inplenments | UserService {
@\ut owi red
private UserRepository repository;

@\ut owi red
private VerificationTokenRepository tokenRepository;

@r ansacti onal
@verride
public User registerNewUser Account (UserDto accountDto) throws Email Exi st sExcep
if (email Exi st (accountDto.getEmail ())) {
t hr ow new Emai | Exi st sException("There is an account with that email ad
accountDto.getEmail ());

}

User user = new User();
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user. set Fi r st Nane(account Dt 0. get Fi r st Name() ) ;
user. set Last Nanme(account Dt 0. get Last Name() ) ;

user. set Passwor d(account Dt 0. get Passwor d() ) ;

user. set Emai | (accountDto. getEmail ());

user. set Rol e( new Rol e(l nt eger.val ue (1), user));
return repository. save(user);

}

private bool ean email Exi st(String email) {
User user = repository.findByEmail (email);
if (user !'=null) {
return true;

}

return fal se;
}
@verride

public User getUser(String verificationToken) {
User user = tokenRepository.findByToken(verificationToken). getUser();
return user;

}

@verride

public VerificationToken getVerificationToken(String VerificationToken) {
return tokenRepository.findByToken(VerificationToken);

}

@r ansacti onal

@verride

public void saveRegi st eredUser (User user) {
repository. save(user);

}

@r ansacti onal

@verride

public void del eteUser(User user) {
repository. del ete(user);

}

@r ansacti onal

@verride

public void addVerificati onToken(User user, String token) ({
Verificati onToken nyToken = new VerificationToken(token, user);
t okenReposi tory. save(nyToken) ;

}
6. Conclusion

We have expanded our Spring registration processto include an email based account activation procedure.
The account activation logic requires sending a verification token to the user viaemail, so that he can send
it back to the controller to verify hisidentity. A Soring event handler layer takes care of the back-end work
needed to send the confirmation email after the controller persists aregistered.
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