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Introduction to VistAWeb

Veterans Health Information Systems and Technology Architecture (VistA) VistAWeb is an
intranet web application used to review remote patient information found in VistA and the
Health Data Repository (HDR) databases. To a large extent, VistAWeb mirrors the reports
behavior of the Computerized Patient Record System (CPRS) and Remote Data View
(RDV). However, by permitting a more robust and timely retrieval of remote-site patient
data, VistAWeb is also an enhancement to CPRS/RDV.

There are three ways to access VistAWeb. VistAWeb can be made available by adding it to
the CPRS Tools Menu, and it can be selected as the default method of retrieving data from
the Remote Data Available button in CPRS. These two methods are referred to as CPRS-
spawned versions of VistAWeb. They are compliant with the Health Level 7 (HL7) Clinical
Context Object Workgroup (CCOW) standards and therefore maintain context with the
patient selected in CPRS. As a third option, VistAWeb can be accessed in a standalone mode
by entering the uniform resource locator (URL) link (https://vistaweb.med.va.gov/) in the
Internet Explorer address bar. These methods of accessing VistAWeb are discussed in more
detail in later sections of this manual.

Note: Some links found in this user manual go to sites or pages found on the VA intranet.
These sites or pages are not accessible from outside the VA network.

The standalone version of VistAWeb is connected to neither CPRS nor the clinical context
management application. Standalone VistAWeb serves an important function for users who
have been granted special access to multiple sites, such as for National Programs, Veterans
Administration (VA) researchers, and others. VistAWeb was also made available more
broadly, though temporarily, to assist clinical staff with the retrieval of patient information
from the sites affected by damage caused by hurricane Katrina.

To fully appreciate the data that VistAWeb presents to the user, it is important to know
something about the HDR as one of the sources of that data. Please read the following
section to familiarize yourself with the purpose of the HDR and some of the terms and
acronyms that describe it, as these will be used in subsequent sections of this manual.

Brief Overview of the HDR

The purpose of the HDR project is to establish a clinical data repository. A clinical data
repository is a collection of clinical information that resides on one or more independent
platforms and is used by clinicians and other personnel to facilitate longitudinal patient-
centric care. The data in the HDR will be retrieved from existing VistA files and organized in
a format that supports the delivery of care, regardless of the patient's current location or
where the patient has been treated in the past. Additionally, the HDR will serve five main
purposes:
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e Serve as a primary source for the legal health record (LHR)

e Enable the generation of clinical reports based on the entire clinical holdings of Veterans
Health Administration (VHA)

e Serve as a platform for a re-engineered CPRS

e Serve as a platform for patient self-access to the medical record

e Support standardization between and among Department of Defense (DoD), Indian
Health Services (IHS), and other government and private industry clinical databases
through the creation of a standards-based database

To accomplish this complex task of consolidating the clinical patient data from all of the
VistA sites and creating a new system of data storage and retrieval, three different, but
interrelated database strategies are being employed: HDR-Historical (Hx), HDR-Interim
Messaging Solution (IMS), and HDR 1. To date, only HDR-Historical and HDR-IMS are
storing data.

Data in HDR-HXx is being extracted from VistA sites on a domain-by-domain basis from a
specified “date-backward” to the beginning of the clinical records in VistA and stored in a
relational database. VistA data from a specified “date-forward” is stored on a domain-by-
domain basis in the HDR-IMS database as HL7 messages. Data in HDR-IMS has been
standardized by VHA'’s Data Standardization team in collaboration with domain stakeholders
and subject matter experts. The data in HDR-HXx for these same domains has not been
standardized—except for Allergies. A project decision was made to standardize the main
VistA allergy file both backward and forward in time because a previously reported allergy,
for instance an allergy to Penicillin, would have obvious relevance to present-day patient
care. Standardized allergy data is coded and computable and thereby amenable to automated
drug-allergy order checking. Currently a total of thirty domains, or major portions of clinical
domains, have been targeted for storage in the HDR. It is anticipated that these domains will
be standardized to varying degrees.

A read service (and in the future, a write service) called Clinical Data Service (CDS) returns
the clinical patient data for the Vitals, Allergies, and Outpatient Pharmacy domains from the
HDR databases to the VistAWeb application in response to requests for data by VistAWeb
users. If both HDR-Hx and HDR-IMS contain the same record, VistAWeb discards the
duplicate, displaying only the HDR-IMS data. Furthermore, there is duplicate data in VistA
databases and both HDR databases because all of the data that has been extracted for the
Historical database or stored in the IMS database came from or is still being sent to VistA
databases. When VistAWeb retrieves site (VistA) records and duplicate records from the
HDR, VistAWeb displays the HDR instance of the record.
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Known Constraints

There are known constraints in the installation and use of VistAWeb:

1.

VistAWeb is a CCOW-compliant application. If VistAWeb is launched from CPRS on a
computer without the CCOW-compliant Vergence Desktop Components installed, a
message will be displayed saying “VistAWeb is CCOW compliant and has been
unsuccessful in locating a CCOW vault. Please contact your local IRM for assistance.”
VistAWeb will then exit.

Note: Information Resources Management (IRM) staff should refer to the VistAWeb
Informational Patch OR*3*230 for guidance on where to find information and who to talk to
about installation and configuration of the CCOW Desktop Components. Additional CCOW
information can be found at http://vista.med.va.gov/vistaweb/Desktop_Components.htm and
http://vista.med.va.gov/CCOW/index.html.

2.

Access to VistAWeb in a test account should not be made available to general users.
Access should be made available in a production account. Accessing VistAWeb in test
accounts will require the user to enter the IP address and port number of the test system
each time a patient selection is performed. Access to VistAWeb in a test account should
be restricted to IRM staff for limited testing purposes only.

Note: Using VistAWeb to look up ““test patients” may produce confusing results. Normally,
no two sites ever have the same test patients. Using a test patient in a production account
may seem to work satisfactorily, but can cause VistAWeb to error out as it attempts to
reconcile a test patient at multiple sites.

3.

VistAWeb uses pop-ups. Field facilities that have chosen to turn off pop-ups on desktops
will need to allow them for VistAWeb. In Internet Explorer in the Tools menu pull-down,
select Pop-up Blocker>Pop-up Blocker Settings, type the VistAWeb URL in the Address
of the Web site to allow: box, and click the Add button (Figure 1).
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Figure 1: Setting Internet Explorer to Allow Pop-ups

a Application Frameset - Microsoft Internet Explorer

File Edit Wew Favorites | Tools  Help

Mail and Mews v L e .
Back = | . \ﬂ P . ; 3 ]

@ A s L Pop-up Elocker Block Pop-ups from This Site. ..
Ty Manage Add-ons. ..

fddress I@ htkps: [ vistaweb, me d _ Turn OFf Pop-up Elocker

. Svnchronize... P TE——

'ap-1 ilocker Setkings,..
Pop-up Blocker Settings R|
Exceptions

@ Pop-ups are currently blocked. You can allow pop-ups from specific Web
sites by adding the site to the list below.

Address of Web site to allow:

hitps:/fvistaweb.med.va.gov/ Add

Allowed sites:

Note: Some links found in this user manual go to sites or pages found on the VA intranet.
These sites or pages are not accessible from outside the VA network.
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What's New with VistAWeb Release 8.0?

Several enhancements and fixes have been included in VistAWeb in the 8.0 release. If you
are already familiar with VistAWeb, read this section of the manual to find out what’s new in
this release. If you are not familiar with VistAWeb, you may want to start with Accessing
VistAWeb and then come back to this section to find out what’s new.

VistAWeb Version 8.0 Features/Enhancements

1. Resolves PSPO-970 - Remedy ticket # 259376 - Inpatient Medications from a previous
VA inpatient stay may not display in Remote Data View (RDV) and VistAWeb
"Pharmacy - Medications" view of medications, depending on the current VA patient
status. This may result in problems such as the need to continue the meds, knowing about
the meds if side effects occur several days later, etc.

2. The special user access message has been changed to:
If you need to look up a patient who has not been seen at your VAMC (remote site
patient lookup), you must request Special User access to VistAWeb. Ask for special user
access by emailing the VHA CO CAPRI access team vhacocapri@va.gov.

3. The OOPS message has been changed to:
Oops
An error has occurred. If the problem persists please contact your local IRM/Computer
support staff or log a ticket with the VA Service desk (VASD) at 1-888-596-4357.
Please provide the process you were performing and the date/time the error occurred.”

4. A fix has been included in v8 for the problem with multiple threads locking up VistaWeb
so that some data may not appear in Notes.

Standard Printing

e The print function has been removed from Internet Explorer (IE) and put in VistAWeb
e A standard VistAWeb header appears on all printed reports. This header, which contains
patient-identifying information, appears on the first page of the printed report.

VistAWeb 11/27/2007

FirstName LastName SSN Last 4 DOB

e The footer of printed pages will contain the name of the person who printed the
report.
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e Line Feeds
= No line feeds occur between pages.
= Line feeds will occur between documents.

e Clipboard
= |E 6: When you do a copy to clipboard, this data is available to other web

pages. This poses a patient safety issue, since patient information could be
inadvertently pasted into other web pages.

= |E 7: Users can set up an option to prevent the clipboard data from being
available to other web pages.

NOTE: - The printouts may not print all of the columns of a grid report, depending on the
formatting or the size of the browser window. A message has been added to the print
dialog window for grid reports and for grid report printouts, as follows:

***WARNING: Printed grid reports may not show all columns.. Check printouts carefully.***

FHIE to BHIE name change

e The note on the tree view that reads:
t - Pages with FHIE data (Dept. of Defense)

e Has been changed to:
t - Pages with BHIE data (Dept. of Defense)

Complex Documents

e VistAWeb will display Department of Defense data for Vitals.
e The Problem List Report will display Department of Defense data.

View Details windows for Allergies and Outpatient Pharmacy

e For Allergies and Outpatient Pharmacy, detailed display windows for HDR records
currently show up as blank. For such records, a call will be made to VistA to get the
details. After this fix, the view details windows for Allergies and Outpatient
Pharmacy will no longer be blank.
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Figure 2:
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Figure 3:
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BRIEF CLINICAL

Ad Hoc Health Summary Report Selection

medical record

Patient Selection

Limit exceeded. Cannot add more sub-components

Select Adhoc Reports:

Component Selection(s)

Active Medications [AM] [A]
Advance Directive [CD]

Adverse Reactions/Allerg Brief [BADR]
Adverse Reactions/Allergies [ADR]

Bema Med History [BCMA]

Becma Med Log [BCML]

Bcma Specific Drug Lookup [BCMS]
Ccshs#3 Problems Treated [PRO]

Clinical Reminders Brief [CMB]

Clinical Reminders Due [CR] [”’]

[Bema Specific Drug Lookup [BCMS]

o v

<<

File Selections:

Selelctions Allowed: 1
File Entries Selected:

Acetaminophen 500/Oxycodone 5mg [A]
Acetaminophen 650/Propoxyphene N *
Acetaminophen 660/Hydrocodone 10m
Acetaminophen/Tramadol

Acetate (meq/L)

Acetazolamide

Acetazolamide

Acetazolamide

Acetazolamide

Acetest Reagent [V]

Accu-Chek Compact Test

E el v

Additional Ad Hoc Components

Header Name:

BCMA Specific Drug

£ =

medical record

Patient Selection

Select Adhoc Reports:

Compenent Selection(s)

Active Medications [AM] [A]
Advance Directive [CD]

Adverse Reactions/Allerg Brief [BADR]
Adverse Reactions/Allergies [ADR]

Bema Med History [BCMA]

Bema Med Log [BCML]

Bcma Specific Drug Lookup [BCMS]
Ccshs#9 Problems Treated [PRO]

Clinical Reminders Brief [CMB]

Clinical Reminders Due [CR] [V]

Pce Outpatient Diagnosis [OD]
=]
[
[==]

<<

Improved Navigation for Vitals

Header Name:

Outpatient Diagnosis

Occurrence Limit:
ol 10

Display Hospital Location

Display Provider Narrative

ICD Text Display

|

Time Limit:

The vitals report now allows you to switch between grid and graph views, which permits
graphing of multiple vital signs without having to return to the initial Vitals date selection
screen. Figure 4 shows the Vitals Grid view.
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Figure 4: Grid View

Vital Signs I | medical record
Patient Selection This page uses pop-up windows. Click here for help on enabling pop-ups.
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Vitals Graph

ViewDetails| & Date _|TEMPIPULSEIRESP| TP | HE | Wt [Pain/POxC/GICVP(Blood Glucosel  Site
View Detail 12/ o927 97.5 83 20 122/69 z38.00 CLE13 TEST LAE
View Detail 11,-'18,-'2n|CIicI( to reverse the 'Date’ 50r‘t|126,-_.——1 329.2 CLEi3 TEST LAB

When you click on the Vitals Graph button, the screen displays selection radio buttons for the
Vital Type, the Chart Type, and Dimension (Figure 5). In addition, to the Grid and Graph
buttons, the vitals have been ordered to coincide with the order found on the View Detail
report, and the table has been restructured so it better fits the screen area.

Figure 5: Graph View

Patient Selection This page uses pop-up windows. Click here for help on enabling pop-ups.

O Today O One Week O Two Weeks O One Month O Two Months O Six Months O One Year (O Two Years (O All Results
From: (mm/dd/yyyy) |5/26/2004 To: (mm/dd/yvyy) | 12/06/2004

Date Range

Vitals Grid| |Vitals Graph

Vital Type () Temperature ) Pulse () Respiration () Elood Pressure () Height () Weight
O Pain O Oximetry O Glucose

Chart Type | O Line O Spline & Bar O Area

Dimension | (O oD &) 3D

Enhanced Sorting of Grids

Look back at Figure 4 and note that there is a small triangle next to Date in the Date column
with hover text that says, “Click to reverse the ‘Date’ sort.” You can click on the triangle to
reverse the date-order of the table. Columns that can be sorted are underlined. When you
click on any of the other underlined column headings, they will re-sort and the reverse sort
triangle will appear next the column heading you just sorted. The capability to reverse the
sort helps provide easier access to data; for example, you can now reverse the sort on the Last
Fill Date in the Outpatient Pharmacy grid to get the most recent dates at the top of the list
instead of at the bottom.
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Icons and Hover Text

An Icon column and hover text have been added to the Progress Notes report and the newly
added Consults and Procedures report. Table 1 shows the icons and their associated hover

text. Figure 6 shows the Consults and Procedures report, the Icon column, and the hover text
for a Procedure note.

Table 1:  Icons and Hover Text for Progress Notes and Consults and Procedures
[ View attached image in CPRS
Progress note
Progress note addendum
Progress note with addendum
Interdisciplinary child note
Kl Interdisciplinary note addendum
e Interdisciplinary child note with addendum
= Interdisciplinary parent note
3] Interdisciplinary parent note with addendum
Consult request
T Procedure request
(X Interfacility consult request
e

Interfacility procedure request

-
=
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Figure 6: Consults and Procedures Report, Icon Column, and Hover Text

Consults I . . I medical record

Patient Selection

C Today ) One ' Two ) One O Two I 5ix ) Dne ' Two [OF-1]

Date Range: Week Weeks Month Months Months Year Years Dates
From: [mm/dd/yyyy] To: [mm/dd/ypyy]

Print Report

View Detailsllcon|Consult Date/TimelE Status [ConsultTypel  Service | Site |

Wiew Detail o8/16/=2005 14:57 (c) Consult PROSTHETICE REQUEST CHYZOAS

View Detail 005 13:57  (C) Corsult PROSTHETICE REQUEST CHYZAS

View Detail [E og/zofzo0515:57 () Consult PROSETHETICE REQUEST CHYSQAS

View Detail og/zofzoo0515:57 () Consult PROSTHETICE REQUEST CHYS2QAS

Wiew Detail og/=zofzo00515:57  (C) Consult PROSTHETICE REQUEST CHYZOAS

Wiew Detail og/zofzo05 15:57  (C) Consult PROSTHETICE REQUEST CHYZOAS

N ' P T Y P e ———— [—— b
i} B @ Internet

Veterans Tracking Application

A link to the Veteran Tracking Application (VTA) has been added at the top of the
VistAWeb reports menu tree (see Figure 7). VTA is a modified version of the DoD Joint
Patient Tracking Application (JPTA). After the link is clicked, the VTA SharePoint website
is displayed if the user has already received access permission to the site. If the user has not
requested and received access permission, a screen is presented where the user can make that
request.

Current functionality allows the display of Patient Treatment History notes entered directly
into VTA by VA/DoD Liaisons and Case Managers, as well as a link to display clinical data
from the DoD Composite Health Care System (CHCS) and a link to Theater data.

Note: In both standalone and spawned VistAWeb, patient context is not maintained when
users make patient selection changes. CCOW capability is not yet available.

Note: There currently is no link to VTA provided through CPRS.
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Figure 7: VTA Link

UTA

B Sites
B Care Team
B Allergies 1*

Department of Defense Documents

Additional Department of Defense (DoD) documents have been added to VistAWeb. Note
that the symbol indicating potential DoD data now follows the menu name, rather than
preceding it. This enhancement was done to improve accessibility for assistive technologies.
The new reports are:

Expanded ADTt

Consults and Procedurest

Consults (DoD Remote Data Only) T
Discharge Summariest

Outpatient Encounterst

Problem List T

Vitalst

Several other reports were previously available as part of the growing list of DoD reports.
For example, the Pre-deployment and Post-deployment Health Assessments Progress Notes
report was made available in a previous release of VistAWeb (Figure 8).

12
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Figure 8: Progress Notes for Pre- and Post-Deployment Health Assessments

Progress Notes | I medical record

Patient Salection

O Taday 1 One i Twa O One O Twa O Bix I One ) Twa ®an
5 Week Weeks Muonth Months Muonths 'ear Years Dates
Date Range: S Py 2 pirs ST Cuery
From: (mmiddfyyyy] | Tao: (mmdddfyywy)
Moximum | ' 1Al Beports
MumberfSite:

A maximum of & notes per site (plus associated addanda) will be displayed regardless of the number of notes available withio the specified date ranga.
Erint Bepert

View betais] | pate | Autnor ———JLocation|ste|
Yiew Detail oo:oo POST-DEPLOYMENT Health Assessment SERVICE MEMEBER / PROVIDER oD
View Detail oo:00 PRE-DEPLOYMENT Health Assessment SERVICE MEMEBEER / PROVIDER DO
View Detail oo:oo PRE-DEPLOYMENT Health Assessment SERVICE MEMEBER ( PROVIDER DDD:
back to top’

Consults

Consults report has been added to the VistAWeb menu. Clicking on the Consults menu item
will bring up the Consults grid. The grid will display some of the Consult information, and a
View Detail link will present the detailed Consult information, as shown in the list in the next
section of the manual under Orders — Current Orders, Consults.

Anatomic Path(ology) Reports

Anatomic Pathology Reports have been added to the menu of reports. The menu item
expands to show Surgical Pathology and Cytopathology reports (Figure 9).

Figure 9: Anatomic Path Reports
H Laboratory

B Anatomic Path Reports
B Surgical Pathology

B Cytopathology
B Medicine

View Detail Display

The details displayed in the View Detail reports have been enhanced for Allergies, Orders —
Current Orders, Surgery, and Outpatient Pharmacy. An example of the Current Orders
Medications Detail is shown in Figure 10. Lists delineating the View Detail enhancements
follow the Medication Detail example.
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Figure 10: Ex

ample Medication Detail

&]Medication Detail -- Web Page Dialog

09/14/2006 12:22
Order Text:

Hew

Nature of Order:
Zlec Signature:
09/14/2008 12:25
Changed to:

Nature of Order:
Signature:

[Current Data:
[Treating Specialty:
rdering Location:
Start Dete/Time:
Stop Date/Time:
[Current Stcatus:

TABLETS BY MOUTH QD- (EVERY DAY) AS NE

[ACARBOSE TAB S50MG
[TARE TWO

lprocess.

lguentity: 180 Refills:
Betivity:

ED Testing of the extraction

3

Ozder entersd by
ACARECSE TAE 5SOMG
TRKE TWO TABLETS BY MOUTH EVERY DAY AS NEEDED Testing of t
Quentity: 180 Refills: 3
ELECTRONICALLY ENTERED

on 08/14/ 12:24
Change entered by
ACARBOSE TAE 50MG
TAKE TWO TABLETS BY MOUTH QD- (EVERY DAY) AS NEEDED Testing
process.
Quantity: 180 Refills: 3

SERVICE CORRECTION
SERVICE CORRECTICN TO SIGNED ORDER

BASE SRME DAY SURGERY
0s/14/
08/15/
ACTIVE

Orders that are active or have been accepted by the service for
processing. e.g., Dietetic orders are active upon being
ordered, DPharmacy orders are active when the order is werified,
Leb orders are sctive when the sample has been collected,
Radiology orders are active upon registration.

rder §286711%

rder:
Medication: ACRRBOSE TAB SOMG
Instructicns: 100MG ORAL (BY MOUTH) QD-(EVERY DAY) PRN
Sig:

TAKE TWO TABLETS BY MOUTH QD-(EVERY DAY) AS NEEDED
Days Supply: 30
lpuantity: 180
Refills: 3
Pick Up: WINDOW
[Comments :

Testing of the extraction pracess.
Dispense Drugs (units/dose): ACARBOSE S0MG TAB ()
[Last Filled: a/14y
Refills Remaining: 3
Filled: 8/14/ (Window)
Prescriptiong: 1053810
Fharmacisc:
First Party Pay Exemptions

rder Checks:
MODERATE: Datient has no allergy assessment.
lCverride: on 08/14/ 1z2:24
beckios]  Print Copyto Clipboard | Close | .
< >

e Allergies
The following fields are displayed if data is available in the View Detail report for drug
allergies:

Causative agent

Nature of reaction

Signs/Symptoms

Drug classes

Originator

Originated

Verified

e Observed/Historical

The following fields are displayed if data is available in the View Detail report for food

allergies:
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Causative agent
Nature of reaction
Signs/Symptoms
Originator
Originated
Verified
e Observed/Historical
e Orders - Current Orders
The following fields are displayed if data is available in the View Detail report for
Current Orders:
e Dietetics Order
e Order Text:
Nature of Order:
Ordered by:
Signature:
Current Data:
Current Primary Provider:
Current Attending Physician:
Treating Specialty:
Ordering Location:
Start Date/Time:
Stop Date/Time:
Current Status:
Order:
Diet:
Effective Date/Time:
e Delivery:
e Lab Order
Order Text:
Nature of Order:
Ordered by:
Signature:
Current Data:
Current Primary Provider:
Current Attending Physician:
Treating Specialty:
Ordering Location:
Start Date/Time:
Stop Date/Time:
Current Status:
Order:
Lab Test:
Collected By:
Collection Sample:

November 2008 VistAWeb Version 8.0 User Manual



Specimen:

Collection Date/Time:
Urgency:

How often:

Consults

Order Text:

Nature of Order:

Ordered by:

Signature:

Current Data:

Current Primary Provider:
Current Attending Physician:
Treating Specialty:

Ordering Location:

Start Date/Time:

Stop Date/Time:

Current Status:

Order:

Consult to Service/Specialty:
Reason for Request:
Indication for anticoagulation:
Duration of therapy:

Desired intensity (INR):
Dosage patient started on:
Dosage patient discharged on:
Contact person once treatment completed:
Confirm patient phone number & address
For cardioversion

Cardiology follow-up scheduled
Where patient should be followed
Category:

Urgency:

Place of consultation:
Medication

Stop Date/Time:

Current Status:

Order:

Medication:

Dispense Drug:

Instructions:

Text:

Days Supply:

Quantity:

Refills:
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Pick Up:

Priority:

Comments:

Order Checks:

Medication History for:

Run Date:

Medication Search List:
Patient: SSN:
Sex: Ht/Wt:

Dx: Last Mvmt:

ADRs:

Allergies:

Location:
Administrative Date:
By:

Injection Site:

Units:

Units of:

Medication & Dosage:
Given:
Administration:

e Radiology (Imaging)

Activity:

Order Text:

Nature of Order:

Elec Signature:

Current Data:

Current Primary Provider:
Current Attending Physician:
Treating Specialty:

Ordering Location:

Start Date/Time:

Stop Date/Time:

Current Status:

Order:

Procedure:

History and Reason for Exam:
Category:

Ordering Location:

Date Desired:

Mode of Transport:

Is patient on isolation procedures?:
Urgency:

Submit request to:

DOB:
Ward:

Type:
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e Surgery
The following fields are displayed if data is available in the View Detail report for
Surgery:
e Surgical Specialty
Status
Lab Work
Dictation Time
Transcription Time
In addition, the Surgery report grid headings now match the CPRS surgery table
headings. Operative Procedure, Pre-op Diags, and Post-op Diags headings have been
added.
e Outpatient Pharmacy
e A View Detail link was added to the All Outpatient pharmacy grid. The detail is
similar to the Medication Detail shown in Figure 10.

Broker Security Enhancement (BSE)

The Broker Security Enhancement (BSE) has been added to VistAWeb. BSE provides for
improved security in site authentication. It is transparent to the user. The VistAWeb
Technical Manual provides additional information about BSE.

Grid View of Surgical Pathology and Cytology Reports

A grid view of surgical pathology reports, with View Detail providing the full text of the
report is provided from the menu tree under the Laboratory — Surgical Pathology report
selection. However, the surgical pathologist’s name no longer appears as a column in the
grid. This is the result of a change to the remote procedure call (RPC) on the VistA side. The
Laboratory — Cytology report likewise presents a summary in a grid, with View Detail for the
full-text report, but the cytotechnologist or pathologist name no longer appears as a column
in the grid. All of the Lab Summary reports and all of the Anatomic Pathology reports only
display full-text reports. They are not supplied in a grid in summary form.

18
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Accessing VistAwep

There are three methods of accessing VistAWeb.

e Through CPRS under the Tools menu
e Through the VistaWeb button in CPRS
e Directly from Microsoft’s Internet Explorer (IE)

The first two are referred to as CPRS-spawned versions, which maintain context between the
patient selected in CPRS and VistAWeb patient, i.e., they are the same patient. The third
method is referred to as standalone VistAWeb. It does not maintain context with CPRS.

VistAWeb under the CPRS Tools Menu

To access VistAWeb, you must first log into CPRS using your access/verify codes, select a
patient, and select VistAWeb from the Tools menu (Figure 11). VistAWeb will maintain
context with the selected patient and retrieve data for that patient from all sites where the
patient has records. When you select a different patient from the CPRS File menu, VistAWeb
will maintain context with the new selection. This is described in Patient Context in CPRS-
Spawned VistAWeb.
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Figure 11: VistAWeb Access from the CPRS Tools Menu
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The first time you launch VistAWeb from CPRS, a login (using the same access and verify
codes as for CPRYS) is required (Figure 12). Subsequent uses of VistAWeb do not require a
second login.
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Figure 12: Initial Launch Using CPRS Access and Verify Codes
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Access to VistAWeb from CPRS VistaWeb Button

A VistAWeb button is now available next to the Remote Data Available button (Figure 2),
and CPRS will launch VistAWeb for you. Additionally, when VistAWeb is launched by
CPRS, patient context is maintained. This means that VistAWeb will change patients
whenever you do a patient selection in CPRS.

Figure 13: VistAWeb from the VistaWeb Button

File Edt Wiew Tools Help

¥isit Not Selected Prirnary Care Team Lnaszigned Vistaw'eh = Posztings
Sep 30,1938 [70] | Current Provider Mot Selected Remate Datal  * A
Active Problems Allergies / Adverse Reactions Postings
Mo Problens Found. i |Donepezil Allergies
Warfarin
Active Medications Clinic:al B eminders Die Date
Maon?a, “wartarin 2mg Tab [lavender) Active Mo reminders due
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Figure 14: New Remote Data Tool message on Options screen

Options @ E|

all Reports

Change the default date range and occurrence limits For
%} all reports on the CPRS Reports tab (excuding health
supmary reparts)

Set all Reports, ..

Individual Reports
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each report on the CPRS Reports tab (excluding healkth

SUMMaty reporks)

Set Individual Reports, ..

Remote Data Tool

IUsers now have direct ‘one-click! access to Vistaweb
and RDY from the CPRS Toalbar, You no longer have
ko change wour Remoke Daka Tool setkings,

Ik | Cancel | |

Patient Context in CPRS-Spawned VistAWeb

VistAWeb is a CCOW compliant application and, therefore, maintains context with the
patient who was selected in CPRS. When you spawn VistAWeb from CPRS, VistAWeb
presents you with a screen that confirms the patient identity, the sites where there is patient
data, and gives you the option to proceed or cancel (Figure 15). If you select Proceed,
VistAWeb displays the Sites & Notices screen for the new patient along with a menu of
reports that are available in VistAWeb. If you select Cancel, VistAWeb forces you to close
the session. When using VistAWeb through the CPRS Tools menu, you won’t be able to
select a new patient from within the VistAWeb application; however, you can return to
CPRS to select a new patient and the VistAWeb connection process will begin again.
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Figure 15: VistAWeb Maintains Context with the CPRS Patient

VistAW eb has automatically selected the following patient

VITALSPT.THREE

If vou choose to proceed, VistAWeb will connect to the following sites:

CHYSQA
HDE

NOTICE

The more sites in thiz list the longer it will take to connect. Also, the more zites on thiz list from which vou have not on some
previous occasion received data, the longer it will take. Once connected, however, the data fetches will be very quick. If you choose
to proceed the onlv way to stop VistAWeb from completing this page will be to close the browser.

To avoid potential patient safety problems, VistAWeb will not open from a CPRS session
that is not in context. This can occur when multiple CPRS sessions are open on the desktop.
In the following example (Eigure 16), two CPRS sessions are open. One session is in context,
as indicated by the icon with a blue person and a connected chain link. The other CPRS
session is not participating in patient context, as indicated by the icon with red and blue
people and a broken chain. The VistAWeb warning message is the result of attempting to
launch VistAWeb from the CPRS session that is not in context. VistAWeb forces the user to
exit the attempted connection.
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Figure 16: Two CPRS Sessions: One in Context, One Not in Context
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a ¥istAWeb: Patient Record - Microsoft Internet EXp

The CPEZ from which wou just launched VistaWeb is not participating in patient
synchronization.

For patient safety reasons, VistAWeb cannot run in this mode.

To use WistAWeb, please make CPRE join patient synchronization, and then
relaunch VistAWeb from the Tools menu.

To make CPRE join patient synchronization: In CPRE, choose File/Rejoin patient
link.

Mote: if you have more than one CPR2 running, this action maw cause other CPRE
windows to try to match wvour patient.

FPleasze contact wour local IRM help desk for further assistance.
YistAWeb Must Exit

|@ Daone |https:,|',l'vistaweb Jrmied.va, gov/DFnMisnatch. bk |¢ Inkernet

VistAWeb Directly from IE (“ Standalone” VistAWeb)

VistAWeb can also be accessed directly from IE by entering https://vistaweb.med.va.gov/ in
the IE address bar. Users must select their local site for login, then log in using their
CPRS/VistA access and verify code pair.

Note: Some links found in this user manual go to sites or pages found on the VA intranet.
These sites or pages are not accessible from outside the VA network.

Once you have made your login site selection, you may want to save the URL in the IE
“Favorites” menu for future ease of access.

Note: Users who regularly only use the standalone version of VistAWeb will be required to
update their verify codes periodically, just as they would if logging into CPRS. When this
happens, the login screen will display the message, “User must enter a new Verify code at
this time.”
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By default, users will be able to look up only those patients who are in their local VistA site.
Data for those patients will be retrieved from all other sites the patients have visited. Some
users (researchers or referral coordinators, for example) may need to look up patients who
are not in the local VistA. VistAWeb requires that these users be granted Special User
access. Special Users and Requesting Special User Access are discussed in more detail later

in this manual

Note: An exception to the VistA/CPRS account requirement is made for properly
credentialed Special Users, who do not have clinical VistA accounts. For those users, access
can be obtained by logging in through the ““100. Central Office Claims System,”” as shown at
the bottom of the sites menu in Figure 17.

Figure 17: VistAWeb Home Page

vistaWen

EI 1. vA New England Health Care Syste
Ei 2. VA Healthcare Network Upstate Ne
Ei 3. Veterans Integrated Service Netwd
El 4. vA Stars & Stripes Healthcare Net
E! 5. VA Capitol Health Care Network

E! 6. VA Mid-Atlantic Health Care Netwo
EX 7. The Atlanta Network
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Ed 9. VA Mid South Healthcare Hetwork
E! 10. VA Healthcare System of Ohio

E! 11. Veterans In Partnership

E! 12. The Great Lakes Health Care Sys
E 15. VA Heartland Network

E 16. South Central VA Health Care Net
Ed 17. VA Heart of Texas Health Care Net
E 18. VA Southwest Health Care Netwo|
E! 19. Rocky Mountain Network

Ed 20. Northwest Network

Ed 21. Sierra Pacific Network

Ed 22. Desert Pacific Healthcare Networ|
Ed 23. VA Midwest Health Care Network

Home Page medical record

Welcome to the Medical Records module of VistaWeb.

Getting Started

First wou must choose a site to log onto. This must be a site at which you have an
account, i.e., access and verify codes. Do this by clicking on the + sign next to vour
VISN, then clicking on vour site. That will get wvou a login page.

VistAWeb is an alternative application for obtaining rermote data and does not replace
RDV nor contain all the information now available through ROV,

Comments, suggestions, requests, complaints are all appreciated. 2end them to the VA
Zervice Desk.

Yistaweb is a product of the VA Medical Center at Ann Arbor. M| and the
Oftice of Information.

WVersion f.owot1zaaoizg.zoo8  Build last updated: 10/z29/z008

S 4 Internet

To log into VistAWeb, select the site where you have an account from the list of sites on the
left side of the page. The VistA login page for that site will appear (Figure 18). You should
enter your access/verify codes the same way you would enter them in CPRS.
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Figure 18: VistAWeb — VistA Site-Login Screen

Vista Login medical record
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K 23. VA Midwest Health Care Network
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After you log into VistAWeb, the Patient Selection screen appears. If you have Special User
access, a list of sites for patient selection will be present on the left side of the screen. Special
Users may select a site other than their login site for patient selection. All other users will be
limited to patient selection from their login site only. In either case, data for the selected
patient will be automatically retrieved from all sites where that patient has data.

Patient Selection

In standalone VistAWeb, patient selection can be performed in much the same way as in
CPRS. You can enter the patient’s name, part of the patient’s last name, social security
number, or the five-digit identifier (first letter of patient’s last name plus the last four digits
of the patient’s social security number). After entering one of these identifiers, click your
mouse button on the FIND button or press the Enter key on the keyboard. A list of potential
matching patients appears in the box below (Eigure 19). If there are more names available
than shown in the scroll box, click the “More names...” button to see them. Once you have
identified the desired patient, click your mouse button on the patient name, and click the
mouse again on the OK button or press the Enter key on the keyboard.
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Figure 19: Using the Patient Selection Screen to “Find” a Patient

Patient Selection medical record ~

The current lookup site is CLE13.

To lookup a patient in a different site, choose from the list on the left.

If vou don't see a list of sites in the control panel you are constrained to selecting patients
only in the site at which wou logged on. Tou will still get data from everywhere in VHA
howewer.

Warning'! Avoid using
"Back" button

If you need to look up a patient who has not been seen at your VAMC (a
remote site patient lookup.) you must request Special User access to
YistAWeb. Ask for instructions for Special User access by emailing the VHA
CO CAPRI access team: vhacocapri{@va gov

Look for: CPRS | | Find

Matches: ISP ”T,F_ ] 0K
PRSPATIENT,ONE
CPRSPATIENT ¥XOME Cancel
CPRIPATIEMNTCLE ONE
CPRSPATIEMTCLE THREE 55N: 666-66-9877
CPREPATIENTCLE TWO DOB: 01/17/1943
CPRSPATIENTMART OME
CPRSPATIENTMART THREE
CPREPATIENTMART TWO b
More names...

!

¢ 3 Select patient from Match list and click OK. 3

ElDone % 2 B Irkernet

In the example above, the user does not have Special User access, so patient selection is
limited to the local site where the user first logged in. There is no list of alternate patient
selection sites on the left side of the VistAWeb Patient Selection screen.

Special Users

By default, users of VistAWeb are permitted to select patients that are in the local VistA
system where the user logs in. VistAWeb will retrieve data for these patients from all sites
where the patients have records. Some users (researchers or referral coordinators, for
example) may need to select patients that are not in the local VistA. These users will require
Special User access, which can be granted for one site in addition to the login site, several
sites, an entire VISN, or all sites nationally.

After logging in to VistAWeb, Special Users will see the Patient Selection screen, with a list
of sites accessible for patient selection (Figure 20).
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Figure 20: Special User Multiple Site and Patient Selection

Patient Selection medical record
The current lookup site is CLE13.

To loolup a patient in a different site, choose from the list on the left.

Warning! Avoid using "Back" button

If you don't see a list of sites in the control panel you are censtrained to selecting patients only in the site at which you logged on. You will still get data from
everywhere in VHA however.

If you need to look up a patient who has not been seen at your VAMC {a remote site patient lookup,} you must

request Special User access to VistAWeb. Ask for instructi for Special User by emailing the VHA CO
CAPRI access team: vhacocapri@va.gov
Matches:

Cancel

&] Done  Internet

In the example above, the user is a Special User who has access to perform patient selection
at all VISN 11 sites, which are listed on the left side of the screen. To select a patient from a
site other than the login site, you must first click on the desired site on the left side of the
screen and then perform patient selection.

Requesting Special User Access

Requests for Special User access fall into one of three categories:

e National Programs requiring “Special User” access, such as Blind Rehab, Transplant,
War Related IlInesses, and so forth

e VA Researchers requiring “Special User” access for the purpose of approved research
projects

e All Others, for example, local users, requiring “Special User” access to multiple VA
sites for the purpose of clinical opinions, referral coordination, and so forth

All users requesting “Special User” access will be required to verify completion of the annual
VHA Privacy Policy Training and VA Information Security Awareness Course and to sign
the Rules of Behavior prior to approval of the request.

Individuals requesting Special User access to VistAWeb should contact vhacocapri@va.gov.
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Sensitive Patient Warning

Similar to CPRS, standalone VistAWeb displays a warning to you if you select a patient who
has been flagged or designated as a Sensitive Patient (Figure 21). VistAWeb differs from
CPRS in that it will display the warning message to you if the patient is sensitive in ANY of
the sites from where the sensitive data will be retrieved. If you elect to proceed, notification
will be sent to the Information Security Officer (1SO) at any and all sites where the patient
data is marked sensitive. Both standalone and CPRS-spawned versions of VistAWeb also
display the sensitivity status on the Sites & Notices screen.

Figure 21: Restricted Record Warning

Patient Selection medical record

Restricted Record

S ARNTHE+
#%+RESTRICTED RECORD*+

Warning! Avoid

using "Back"” Yes No
button

Refresh Patient Data

A Refresh Patient Data button has been added to VistAWeb that allows you to update reports
without having to log off and back into a VistAWeb session (Figure 22) when new data is
added to the patient’s record in CPRS. Clicking on the Refresh Patient Data button returns
you to the Sites & Notices screen from which you can navigate back to the appropriate report
to see the new data.

Figure 22: Refresh Patient Data Button
E Other Notes
E Radiology

B Surgery Reports
B Vital Signs

E Health Summaries [CLE13)

ki Health Summaries (CHY SA5)

Refresh Patient Data
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Category 1 Patient Record Flags

Category | Patient Record Flags are now displayed in standalone sessions of VistAWeb
before the user is permitted to “Continue to Patient Record” (Eigure 23). The Category I flags
are also displayed in both standalone and spawned versions of VistAWeb on the Sites &
Notices screen (Figure 24).

Figure 23: Example Category | Patient Record Flag in Standalone VistAWeb

The following CATEGORY I record flags were found:

Flags
G'\ BEHAVIORAL flag
L/
Flag Neme: BEHAVIORAT.
Assignment Narrative:
. . . Required tive.
Warning' Avoid using R
"
EmEr Flag Type: BEHAVIORARL
Flag Category: I (HATIGNAL)
Zssignment Status: Active
Initial Assigned Date: @12:37:41
Approved by:
Hext Review Date: 2008
Owner Site: CLE13 TEST LAB
Origineting Site: CLE13 TEST L&B

PATIENT RECORD FLAG CATEGORY I
» Note:

| Continue to Patient Record

(] 11l | [)]

Figure 24: Example Category | Patient Record Flag on the Sites & Notices Screen

The following CATEGORY I record flags were found:

Name Notes
(3'\ BEHAVIORAL flag | PATIENT RECORD FLAG CATEGORY I
I_J &« DMNote:

Data for this patient will be acquired from the following sites:
Site Name Patient Name 88N DOB

CLE13 (CLE13)
HDE (HDR)
CHYSEQAS (CHYSQAS)

Data for this patient cannot be fetched from the following sites:

Site Name Message
MARTIQA (MARTSQA) remote login failed
STL3QA (STLSQA) remote login failed
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Using VistAWeb

After the Patient Selection page, all VistAWeb functionality for a Special User is the same as
for other users, except that there is no clinical context management as described earlier in
Patient Context in CPRS-Spawned VistAWeb.

Automatic Retrieval of Data from Multiple Sites

When the patient is first selected, VistAWeb determines how many sites the patient has
visited and displays a message similar to the following to let you know that VistAWeb is
establishing connections to those systems (Figure 25).

Figure 25: Please Wait...Message

vistaWen

CONNECTING TO SYSTEMS: PLEASE WAIT...

Svstems Connected: 2 of 4

The Sites and Notices page is then displayed, which includes a list of sites where data for that
patient will be retrieved. In the following example (Figure 26), data will be retrieved from
CLE13, HDR, and CHYSQADS. If VistAWeb cannot connect to some of the systems (sites)
where the patient has been seen, that information is supplied in table format below the sites
that are connected. The Last Seen field in the tables is only populated when the Master
Patient Index (MPI) has that information to report.

On the left side of the screen, there is a list of reports for which VistAWeb is able to retrieve
patient data. For more detail regarding the type of reports, refer to the Expanded List of All
Reports section of this manual.
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Figure 26: Patient Data Available at Multiple Sites

sits/Admissions
Dietetics
B Consults and Procedures®
B Consults (DoD Remote Data Only)*|
L}

Discharge Summaries*
aboratory
natomic Path Reports

lealth Summaries (CLE13)
Health Summaries (CHYSQA)

Refresh Patient Data
#_Paces with Dent of De

Sites & Notices I I

medical record

Patient Selection

The following CATEGORY I record flags were found:
Name Notes

(_i'\ BEHAVIORAL flag | PATIENT RECORD FLAG CATEGORY 1
L e Note:o8/31/ NEW ASSIGNMENT by

Data for this patient will be acquired from the following sites:
Site Name Patient Name SSN DOB Deceased Date Sensitivity Last Seen

CLE13 (CLE13)
HDE (HDR)
CHYSQAS (CHYSQA)

Data for this patient cannot be fetched from the following sites:

Site Name Message Last Seen
CLEVELAND VAMC () Site not in site table: 12/11
MARTSQA (MARTSQA) remote login failed 10/31
STL2QA (STLSQA) remote login failed
CHEYENNE DTS SQA () |Site not in site table: 03/11

There is also a stand-alone version of VistAWeb that is not spawned from the CPRS Tools menu. This version is for users who need to select patients from sites

other than their home site. The URL is https://vistaweb.med.va.gov.

Comments, suggestions, requests, complaints are all appreciated. Send them to the VA Service Desk.

Expanded List of All Reports

Entries preceded by a plus sign (+) can be expanded to show sub-reports by clicking the
mouse on the plus sign (+). Expanded lists can be collapsed by clicking the mouse on the
minus sign (-).Example 1 is a fully expanded list of reports retrieved by VistAWeb, with the
exception of the list of Health Summaries which has been truncated. In addition to National
and local VistA health summaries, VISN level health summaries are available. Consequently,
the list of available summaries can be quite long and will vary depending on the user’s login
site. The list of health summaries is similar to the Health Summary list available from the
Reports tab in CPRS.

Items on the menu that are followed by this symbol (1) will include DoD data, if available.
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-

VTA
Sites
Care Team

B Allergies 1*
B Appointments
B patient Information

B Patient Inquiry
B Demographics
B Insurance

B Disabilities

B yisitsiAdmissions

Adm.Discharge
Expanded ADT 1
Discharge Diagnosis
Discharges

Future Clinic Visits
Past Clinic Visits

1€D Procedures

1ED Surgeries
Transfers

Treating Specialties
Comp and Pen
ietetics

| Generic

Diet

Nutritional Status
Supp. Feedings

Tube Feedings
Dietetics Profile

| Nutritional Assessments
Consults and Procedures 1
Consults [(DoD Remote Data Only) T
Discharge Summaries 1
aboratory

| Autopsy

Blood Awvailability
Blood Transfusion
Blood Bank Report
Surgical Pathology 1
Cytology T

Electron Microscopy
Lab Orders

Chem & Hematology T
Microbiology 1

B Lab Summaries

B Anatomic Path Reporis

B Surgical Pathology
B Cytopathology

Example 1: Expanded List of VistAWeb Reports

B Abnormal
Brief Report
Full Captioned
Full Reports
B Medicine Procedures
E Orders
B Current Orders
B Daily Order Summaries
B Order Summary
B Chart Copy Summary
B Qutpatient EncountersiGAF
B Education
Education Latest
Exam Latest
Health Factors
Immunizations
Outpatient Diagnosis
Outpatient Encounters 1
Skin Tests
B Treatments Provided
= Pharmacy
B Medications
B All Outpatient 1 *
B Outpatient Rx Profile
B AV
| Unit Dose
B Med Admin Hx {(BCMA)
B Med Admin Log (BCMA)
Problem List
B Progress Hotes {
= other Notes
B Advance Directives
B Clinical Warnings

B Crisis NHotes
B Radiology
B Radiology Reports 1
H Imaging
Surgery Reporis
Vital Signs 1 *

Refrezsh Patient D ata

* - Pages with HDR data

t- Pages with BHIE data (Dept. of Defense)

Warning! Avoid using "Back" button

H Medicine
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Report Examples

There are over 80 different reports available in VistAWeb. A representative sampling is
presented here to demonstrate the different types of reports and formatting options.

Text Reports

Text reports are the most basic of all reports available to users. Text is displayed in a non-
interactive mode and is very similar to the corresponding reports found in CPRS from the
Reports tab. One example of a Text report is the Patient Inquiry report (Figure 27). All site
data is retrieved for the selected report, and the patient’s data for the associated site is placed
within the tab from where the data was retrieved. In the example below, there are four tabs:

IMARTSQA, [CLE13], |STLSQA| and [CHYSQAS5|. To view data retrieved from [MARTSQA
for the selected patient, click the mouse on the |MARTSQA| tab. If any particular report is not

available from a site where the patient has been seen, or if there is no data for a specified date
range, then that site’s report tab will return the statement “No Data Found.” See Figure 32.

Figure 27: Patient Inquiry Text Report

Patient Inguiry I I medical record

Patient Selection

| MARTSOA| | CLE13| | STLSQA| ‘ CHYSQAS
MARTSQA

Primary care team unassigned.

COCRDINATING MASTER OF RECORD: CLEVELAND VAMC
Address: STREET ADDRESS UNENOWN Temporary: NO TEMPORARY ADDRESS
UNK. CITY/STATE
County: UNSEECIFIED From/To: NOT APPLICARLE
Phone: UNSPECIFIED Phone: NOT APFLICABLE
Office: UNSBECIFIED
Cell: UNSPECIFIED
E-mail: UNSBECIFIED
Bad Addr:-

Confidential Address: Confidential Address Categories:
NO CONFIDENTIAL ADDRESS
From/To: NOT APPLICRRLE

POS: UNSPECIFIED Claim $: UNSPECIFIED
Relig: UNSPECIFIED Sex: MALE
Race: UNANSWERED Ethnicity: UNANSWERED

Combat Vet Status: NOT ELIGIELE
Primary Eligibility: UNSPECIFIZD
Other Eligibilities:

Unemployabla: NO

Status : PATIENT HAS NO INDPATIENT OR LODGER ACTIVITY IN THE COMDUTER

Future Appeintments: NONE

Text Report with Date Range Option

In report screens where date ranges can be typed, two digits can be entered for years, and
dashes can be entered instead of slashes. VistAWeb will reformat to the dd/mm/yyyy format
for the user, e.g., 12-11-05 will be reformatted to 12/11/2005 automatically. Typing in a date
range clears any set radio button. Likewise, setting a radio button for one of the available
time periods will clear dates previously typed into the From/To fields. The following
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composed sequence demonstrates that VistAWeb corrects the date format and then shows
that clicking the All Results button clears the To/From date fields (Figure 28).

Figure 28: Date Range Entry and Radio Button Selection

O Today O one O Twe O one O Two O six O one O Two Can

Date ) Week Weeks Month Months Months Year Years Results
From: (mm/dd/y yyy)| 1/1/2000 To: (mum/dd/yyyy) | 1-1-2001

QO One O Two O one O Two O gix QO 0ne O Two Can

(O Today
Week Weeks Month Month Month T b Bezults
Date ] e ee! on onths onths ear ears ez
From: (mm/dd/y yvy)| 1/1/2000 To: (mm/dd/yyyy) 1/1/2001
OTuda . QOne OT\-\'u OOne OT\»\'u OSix OOne OTwu @'A]]
Date ] ¥ wweek Weeks Month Months Months Year Years Results
From: (mm/dd/vyvy) To: (mmy/dd/yyy¥)

When these reports are generated they are presented in table format, which typically can be
sorted and can contain data from multiple sites, as with Allergies, Outpatient Pharmacy, and
Vital Signs reports. In the following example report of Progress Notes (Figure 29) or Chem
& Hematology (Figure 29b), the initial default query is performed automatically for a one-
year time period, and the maximum number of items per site to return is defaulted to 50. You
can type in a different number or click in the All Data box to retrieve all the items for the
specified period. You can select a different time period or enter a From/To date range, and
you can specify a different maximum number of items to return. Click the mouse on the
Query button to run the report for the new time period or date range and number of items.
Note that, if the default number is deleted, either a minimum of 1 item must be requested or
All Data must be checked for the specified time period. Otherwise, an error message is
displayed.

Figure 29: Progress Notes Report with Date Range, Number, and Query

Progress Notes I 1 medical record

& VTA
H Sites
B Care Team

(OToday O one week O Two weeks (O OneMonth (O TwoMonths O Six Months (O One Year O Two Years (3 All Results
e To: (mm/dd/yyyy)
s (DoD Remote Data Only) —

charge Summaries Number- 50 [ Al pata

ratory .
s e IO A maximum of 50 notes per site (plus associated addenda) will be displayed regardless of the number of notes available within the specified date range.
Medicine Print Report
Orders
Outpatient Encounters/GAF
Pharmacy .
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Figure 30b: Progress Notes Report with Chem & Hematology

m Chem & Hematology ﬂ | medical recard
Fatient Selection
| Logoff
~

“_TA r?Tuday Cione OTwe O0One OTwo OSix O0ne OTwo AN

Sites eek Weeks Mnnth Mnnlhs Months Year Years Dates

Care Team Date B | ] @

Allergies * ate Hange: Fyom: (mm/dd/yyyy) | B ]

Appointments To: [mm.-'dd.-'yypy]|
B Patient Information
E! visits/Admissions ¥ M
EX Dietetics Maximum |50 | [JAN Reports

Humber/Site: .
B Consults and Proced
B Consults (DoD Remo
2 ( B A maximum of 5o reports per site will be displayed regardless of the number of reports available within

B Discharge Summaris ;
= the specified date range.

Laboratory Print Report

B Autopsy

B Blood Availability

B Blood Transfusiol v 1ew

M i}

B Surgical Patholom View  diofz4/z005 coe SERTTM Bl e

B Cytology Detail 12:31 3

B Electron Microsca View  10fz4/=2005

5 WEC BLOOD 10.0 Kfcrrm Rrl-tl=H

B Lab Orders 1 Detail 12:31 ! SRR

B Chem & Hemnatolo g‘iw.l 10/24/2005 ypra NITROGEN SERUM  41.2 H mgdl 718

B Microbiology T LBlibiE  akaraal

B |ab Summaries [N CUANNERTERHECEL- SRR ARRITM aa | PR B
¢ ! ¥ = | >
El Daone ﬁ Z & Irkernet

Predefined Filtering and Date Range

The Pharmacy — All Outpatient report often contains a large number of entries, depending on
the patient’s history of outpatient prescriptions. Providing shorter date ranges allows for the
quicker retrieval of data. For this report, the Date Range selection criteria defaults to

15 Months. You can select 2 Years or All Results by clicking on their radio buttons and then
clicking the Query button (Figure 31). Note that the expired dates for the two medications
shown are 1995 and 1996, and these would not have been retrieved by selecting 15 Months
or Two Years.
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Figure 31: Date Range Selection Criteria for All Outpatient Pharmacy Report

All Outpatient [ | Tl )

Patient Selection This page uses pop-up windows. Click here for help on enabling pop-ups.

S
@ VTA O 15 Months O Two Years (&) All Results

| Sites

M Care Team The data is limited with Expiration Date of the drug to the dates specified. To zet more data, select a different date range (broader

| *Allergies date ranges will take longer to retrieve.)

B Appointments

L+ ient Information Print Report
s/Admissions

K Dietetics

B *Consults (DoD Remote Data Only) Copy to Clipboard
| charge Summaries -

E Anatomic Path Reports T=T (TO
B Medicine GET 40 i{) LOUIS
Orders PREDNISONE 20MG TAB 5743274A DISCONTINUED 60 01/11/1996 07/06/1995 10/05/1995 5 13z ME)PO Lol
¥ Outpatient Encounters/GAF EVERY DIVISION®
B Pharmacy MORNING 8
B Medications T:T PO Qup ST: LOVIS
. i ! . N
B All Qutpatient D 5743268 DISCONTINUED 120 07/10/1995 06/05/1995 06/26{1595 1 1.92 BETWEEN %
. 1.25GM TAE N e VAMC-JC
B OQutpatient Rx Profile MEALS DIVISION®

Some reports require you to enter the date range before the report will appear (Figure 32).
This is the case for queries that have the potential to return very large amounts of data or
where filtering the data lends usability to the report. Summaries, such as Discharge, Lab,
some Order summaries, and both of the Med Admin Hx and Med Admin Log reports, tend to
generate large volumes of data. Narrowing the date range for a report for a patient’s summary
data may improve the speed of the data retrieval.

Some reports that do not require a date range include the following: Sites, Care Team,
Allergies, Appointments, Patient Inquiry, Patient Demographics, Patient Insurance, Dietetics
Profile, Blood Bank, Daily Order Summary, Medications, Outpatient Rx Profile, All IV, and
Imaging.
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Figure 32: Date Range for Lab and Other Large Volume Reports

|

Sites

Labh Summary Report{s) I I medical record
Care Team

*Allergies

Appointments (® cumulative (O All Tests by Date (0 Microbiology (O Anatomic Pathology (O Blood Bank (O Lab Status

Patient Information

Visits/Admissions

Dietetics OTu-day O one QO Two O one O Two O six (® One O Two Qan
T Date Range: Week Weeks Month Months Months Year Years Results

Laboratory

B Blood Availability
B Blood Transfusion
B Blood Bank Report Print Report
B *Surgical Pathology
B “Cytology |MARTSQA| |CLE13| |STLSQA‘ ‘cmrsms
H| Electron Microscopy
B *Lab Orders MARTSQA
B *Chem & Hematology
‘Microbiology Wo Data Found

B Lab Summaries
B Cytopathology
B Autopsy

H Medicine

E Orders

E OQutpatient EncountersiGAF

E pharmacy

B Problem List

B Progress Notes

B Other Notes

E Radiology

B Surgery Reports

B Vital Signs

E Health Summaries (MARTSQA

E Health Summaries (CLE13)

E Health Summaries (STLSQA)

Lo - W+tE-Nh-u .

El Health Summaries (CHYSQAS!

Refresh Patient Data -

< 1 3|

Data Grid Style of Report

The data grid style of report presents data in the form of a grid or table, with the data being
retrieved and displayed according to a specified date range. The data for most of the tables
can then be sorted in multiple ways. The underlined column headers indicate which columns
may be used for sorting. Report data is generally retrieved and presented with the most recent
date at the top, descending to the earliest date at the bottom. For some reports, Vitals for
example, data from multiple sites is presented strictly by date, without consideration for the
site. For some other reports, Problem List for example, the problems from multiple sites are
displayed by status (active first) and then in descending date order for one site and then
descending order for the next site, and so on. Then inactive problems are listed if there are
any. In most of the reports that have a date column, clicking the date won’t change the
sorting of that column unless some other sort, alphabetical, for example, had been done
which upset the descending date order.

Data Grid with View Detalil

The data grid that contains a View Detail column permits you to view additional detail about
a selected item in a row. In this example, Progress Notes titles are listed in VistAWeb (Figure
33). To view the actual text of the note, click on the View Detail link for the note of interest.
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Figure 33: Progress Notes

Progress Notes = __ _ . I medical record
Patient Selection
*
OTuday ) One O Two ) One O Two O Six () One O Two [F
Week Weeks Month Months Months Year Years Dates
Date Range:
From: [mm/dd/yyypy] To: [mm/ddyyyy]
Maximum |50 []An Reports
Mumber/Site:
A maximurm of 50 notes per site (plus associated addenda) will be displaved regardless of the nurmber of notes available within the specified date
range.
Print BEeport
T S N NS N
View Detail 19/08/2008 b)) Shot Note et —es . 222 GMF URGENT CARE ' Dite River
oy Junction, ¥T
. . 10,"0'?,"2008 F-~—"7""7"" 7777 °7"7" TELEPHOHNE PRIMARY White River
View Dietail ioizo ADVERSE REACT/ALLERGY . CARE Junction, VT
. . ogfzgf=008 After Hours Davton Telephone o White River
e il 15:01 Care Mote Junction, VT
View Detail 09/18/2008 ) cpot Note i RUTLAND FLU SHOTS B Bty
[nl=H-¥] Junction, VT
View Detail I e s 777 GMF URGENT CARE " pife River
11:36 Junction, VT
. . obf30/=008 Initial Assessment/Medical e g White River
iepalctai ogig7 Student EESURe Junction, VT
: . og/=28/=008 Eve Student Note/Exarm . White River
| [Pl Dol 11:44 Template AEE HIAr Junction, VT
I - | o5f16/2008 . R S — White River b

2 @ Trusted sites

When you click on the View Detail link, the detail of the selected note appears in a pop-up
box, represented in the example below (Figure 34). Click on the Print or Close buttons to

effect the desired action.
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Figure 34: View Details of Progress Note

2 View Details -- Web Page Dialog

Type: B = regular -~
ACTIVITY:

Assistance: 8 = self

Type:
Up ad lib
ERP
HYGIENE:
Assistance: 5 = szelf
ELIMINATION:
Urine: self
Ztool: none
LOC : alert, oriented, L\\e.apt
RESPIRATORY:
Hot applicable
SEIN:
Hot applicable
SAFETY:
Call light within reach
Bed in low position
Protective Devices : No
If yes, pleaze complece DRESTRAINT FLOWSHEET.
PROGRESS NOTE: Has (L) subclavian CGroshong intact. Flagyl
PO given. Slept well, no complaincs cffered.

/es/ CPRS, PROVIDER ONE

LPH
Signed:

User Class: Nursing Service (10/01,/1995 to present)

M Close -

4 Internet

In the following Vital Signs example report, note that three of the Site column listings
display HT as the site where the vitals were taken. The HT indicates the data was supplied
through the Home Telehealth (HT) interface (Figure 35).

Figure 35: Vital Sign Report Presented as Table

Vital Signs medical record

I|—-—------- —-- - — - - - — - —- - - |I

Eatient Selection

O Today O One O Two O One O Two O Six O One O Two (O}

Date Range: Week Weeks Month Months Months Year Years Dates
From: [mm/dd/yyyy) To: [mm/dd/ypypy]

Vitals Graph
[ViewDetails| % Date | TEMP [PULSERESP| BP | Ht | Wt [Pain|Pox|c/GICVPIBlood Glucose] _ Site

Wiew Detail  o04/08/2008 14:55 98.6 120 24 148/68 6H7.0 150.0 4 2.0 WHITE RIVER JCT VAMROC
Wiew Detail  ogfiz/zoo08 ogizr 97.0 &8 22 140/98 G000 150.0 4 Q7.0 WHITE RIVER JCT VAMROC
Wiew Detail  osgfiz/zo008 ogig7 45.0 1Bo.o o WHITE RIVER JCT VAMROC
Wiew Detail  osgfiz/zoo08 ogig7 [a}-1 16 1z0fbé 10 8.0 WHITE RIVER JCT VAMROC
Wiew Detail  os5fio/z2008 ogio= & WHITE RIVER JCT VAMROC
Wiew Detail  ozf/28/z008 15120 44.0 135.0 WHITE RIVER JCT VAMROC
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When you select View Details of an HT site from the Vital Signs screen, additional
information is provided about the method of data entry, qualifiers, vitals measuring devices,
and that data standardization has been accomplished for this vital sign record (Figure 36).

Figure 36: View Details of HT Standardized Vitals

€1Details -- Web Page Dialog
Copy to Clipboard | Close |
VITALSPT,SIX

Vital Signs for 03/28 /2006 16:21

[Category  |[Result |[Units |[Methods  |[Qualifiers || Device |[Standardized|

Telehealth XYZ Corp,
model 123Bvi.2, model 3
=8gr.z

BLOOD 180/106 [mmH DEVICE ADULT
PRESSURE ! £ ENTERED CUEF

backto top Print | Copy to Clipboard | Close |

If the vitals data is coming from the HDR-IMS repository, but was not entered through the
HT interface, the Details — Web Page Dialog will show the letter S in the Standardized
column and any other data that was entered through the Vitals package that maps to other
column headings. In the following example, the Methods and Qualifiers for supplemental
oxygen that was delivered to the patient are shown (Figure 37).

Figure 37: View Details of Non-HT Standardized Vitals

£1Details -- Web Page Dialog

B ) | Close|

Vital Signs for 05/0g/2006 10:00

[Category |[Resuit |[Units_|[Methods |[Qualifiers || Device|| Standardized|
BLOOD PRESSURE |127/99 mmHg s

PAIN 3 s

PULSE &g /min z

PULSE OXIMETRY |80 %Sp0= |3 1/min, 67 %, supp O= |AMBU BAG 3
RESPIRATION 22 /min 3
TEMPERATURE |99 F s

WEIGHT 155 1b s
backtotos)  Print Copyto Clipboard | Close |
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If the vitals data is coming from the HDR-Historical database or a VistA site, the

Standardized column does not display the letter S and no data is supplied for Units, Methods,

Qualifiers, or Device (Figure 38). If for some reason the HDR databases are inaccessible,
VistAWeb still polls the VistA sites where the patient has been seen and will return any

available requested data for display.

Figure 38: View Details of Non-Standardized Vitals

Data Grid with Copy to Clipboard Option

The following example of a Medications report lists a variety of medications and their
statuses, along with Copy to Clipboard button (Figure 39). Providers often find it useful to
copy lists of active and suspended medications to a patient note. When you click the mouse
on the Copy to Clipboard button, the list of Active and Suspended medications is
automatically copied to the clipboard and grouped by Status. Discontinued and expired

medications are not copied.

NOTE: When you do a copy to clipboard, this data is available to other web pages, which
poses a patient safety issue, since patient information can be seen by other web pages

£1Details -- Web Page Dialog
Copy to Clipboard | Cloze |
VITALSPT THREE
Vital Signs for o3/13 /2006 11:58
[Cotegony  [Fesuit ][Ursts [Methods| Gusihers| Devies Standardized
ELOOD PEESSURE 160/80
CENTERAL VENOUS s
PRESSURE =
CIRCUMFERENCE/GIRTH i5
HEIGHT 6
PAIN s
PULSE
PULSE OXIMETEY =1=1
RESPIRATION =25
TEMPERATURE 102
WEIGHT 150
[back to top] Print | Copy to Clipboard | Close |

In V8, users can set up an option that doesn’t allow the clipboard data to be available to other

web pages.
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Figure 39: Copy to Clipboard

Medications I | medical record
Patient Selection This page uses pop-up windows. Click here for help on enabling pop-ups.
| Sites =
B Care Team Print Report —
| ‘Allergies
B Appointments
Patient Information
E3 visits/Admissions
B Dietetics
T negcaton G S o tpasentTypel St |
EX Laboratory View Detail ACARBOSE 50MG TAB ACTIVE our Rx CHYSQAS
Medicine View Detail ACYCLOVIR 800MG TAE ACTIVE ouUT R CHYSQA3
Orders View Detail AMOXICILLIN 250/CLAV K 125MG TAB ACTIVE out Rx CHYSQAg
DT STe T B Yiew Detail IBUPROFEN S00MG TAB ACTIVE ouT Rr CLE13
P"ﬂ""“_:Y View Detail PROMETHAZINE HCL 50MG TAB ACTIVE our Rx CLE13
o il View Detail SPIRONOLACTONE 25MG TAB ACTIVE ouT Rx CLEi3
o Eien View Detail AMPICILLIN 500MG CAP ACTIVE/SUSP our Rx CLE:13 1
:I‘I";at‘e"t Rx Profile View Detail CHLORPROMAZINE HCL 250G TAB ACTIVE/SUSP ouT Ex CLEi3 i
S View Detail CHLORPROMAZINE HCL 75MG SA CAP ACTIVE/SUSP outr Rx CHYSQAS
0 CefrerTnTET View Detail METHYLPREDNISOLONE NA SUCC 125MG/VL INJ ACTIVE/SUSP ouUT Rx CHYSQAs
Med Admin Log (BCMA) View Detail MITOTANE 500MG TAB ACTIVE/SUSP our Rx CLE13
Problem List View Detail ZOLMITRIPTAN 5MG TAB PKG 3 ACTIVE/SUSP oUT R CLE13
e View Detail ZONISAMIDE 100MG CAP ACTIVE/SUSP our Rx CHYSQAS
E Other Hotes View Detail BUPROFEN 100MG/5ML SUSP DISCONTINUED ouUT Rx CLE13
Radiology View Detail IBUPROFEN 100MG/SML SUSP DISCONTINUED out Rx CLE:g
‘Surgery Reports View Detail IBUPROFEN 100MG/SML SUSP DISCONTINUED ouT Rx CLEi3
Vital Signs — View Detail NAPROXEN 375MG TAB DISCONTINUED our Rx CLE:ig
Health Summaries (MARTSQA) View Detail NAPROXEN 375MG TAB DISCONTINUED our Rx CLEi3
Health Summaries (CLE13) View Detail NAPROXEN 375MG TAE DISCONTINUED (EDIT) OUT Rx CLE:i3
Health Summaries (STLSQA) View Detail NAPROXEN 375MG TAE DISCONTINUED (EDIT) OUT Bx CLE13
Health Summaries (CHYSQAS) Yiew Detail UROKINASE INJ 250,000 U/VIAL DISCONTINUED (EDIT) OUT Rx CLE:13
View Detail ABACAVIR SULFATE 300MG TAE EXPIRED ouUT Rx CLE:3
Reifresh Patient Data View Detail IBUPROFEN 100MG/SML SUSP PENDING N Rx CLEi3
<l i ] [>|  View Detail ISOTRETINOIN CAP,ORAL PENDING N Rx CLE13 ™

The list can be pasted into another document or a Progress Note within CPRS. The following
screen capture shows active and suspended medications from a Medications report grouped
by Status and pasted into a CPRS note (Figure 40).
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Figure 40: Medications from VistAWeb Pasted into CPRS Progress Note

S =loi x|

File Edit %ew Action Options Tools Help

gg TESTPATIENT uc Gi-TEAM 4 B Femate 2 Nao Postings
Current Provider Mot Selected “ Data 4

Lazt 200 Signed Motes

URGENT CARE

Change... |

[=-f8:: Mew Mote in Progress URGENT CARE-D&YS
URGENT CARE . UHGE
g B All sgned notes ALEUTEROL SOMCC 200D ORAL INHL - ACTIVE (Ann Arbor, MI) il
) ASPIRIN 21MC EC TAE - ACTIVE (hnn Arbor, MI}
- Ambulatory Care Nursing NIACIN (NIASPAN-KOS) SOOMC SA TAER - ACTIVE (Ann Arber, MI)
F-El Dematology Outpatient Note NITROGLYCERIN 0_4MG SL TAR - ACTIVE {hnn Arhor, MI}
[+ Gi Outpatient Mote FLUOXETINE HCL ZOMG CAP - ACTIVE (hnn Arhor, MI)
w-E Gi Procedure Colonoscopy INSULIN NPH HUMAN 100 UsML INJ NOVOLIN N - ACTIVE (Ann Arbor, MNI)
-8 Gi Procedure Upper Endoscopy INZULIN $YRINGE 0.SML LOW DOSE 293G 0.5IN - ACTIVE (Ann Arbor, MNI)
w5 Hoptel ALCOHOL PREP PAD - ACTIVE (&nn Arbor, MI}
' : ACCU-CHEE COMFORT CUBVE-H TEST STRIP — ACTIVE  (Ann Arbor, HI)
et Medication Education LANCET - ACTIVE {Ann Arbor, I}
#-H Medicine Telephane ETODOLAC 400MC TAE - ACTIVE (Ann Arbor, MI)
FE-El Mhe Consult GLIPIZIDE EMG TAE - ACTIVE {hnn Arbor, M)
#-El Mo-Show Note SIMVASTATIN S0MG TAB - ACTIVE  (hnn Arbor, MI)
w-El Mutriion LISINOPREIL SMG TAE - SUSPENDED (&nn Arbor, MI)
- Dphthalmalagy Corsult METFORMIN HCL 1000MG TAB - SUSPENDED (Ann Arbor, MI)
#-E Orthopedics Dutpatient Note
F-Hl Patient Education
[# Physical Therapy Consult
Physical Therapy Progress I
Primary Care Preventive Health -
i Primary Care
[ Psy Evaluation
Psy Mo Show - Cancel - Reschedule
w1 Bl Psy Telephone i
2| | 3
/ Templates _ILI
# Reminders LI_I K
Encaunter <M encounter information entered:
e Wiote

CuverSheell Problems | Meds | Orders  potes |Cunsu|ls| Surgewl DT Summl Labs Hepurlsl
I

Note: VistAWeb displays Non-VA and Herbal/OTC medications if applicable. In the

following screen capture of a Medication report (Figure 41), the Type field has one
medication listed as Non-VA. The View Detail for this medication provides details and states
“Patient wants to buy from Non-VA pharmacy.”

Figure 41: Non-VA Medications

‘\Inn—ﬁr PLCLE13

View Detail ABACAVIR SULFATE z00MG TAB AETITE.

View Detail DEXTROSE 5% IN LACTATED RINGER'S INJ,SOLN NON-VERIFIED IN
View Detail DIGOXIN TAB NON-VERIFIED IN
View Detail POTASSIUM CHLORIDE INJ, 20LN NON-VERIFIED IN
View Detail RABEPRAZOLE TAE,EC PENDING | )
View Detail RABEPRATZOLE TAB.EC PENDING IN

fEgEeeg:

CLE13
CLE13
CLE13
CLE13
CLEi3
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VistAWeb Timeout

VistAWeb has a 15-minute inactivity timeout, which disconnects you from the current
session if you don’t respond to the 2-minute Web Page Dialog Countdown. Click the Don’t
close VistAWeb button to reset the timer to 15 minutes. Click the Close VistAWeb button to

exit VistAWeb immediately (Figure 42).

Figure 42: VistAWeb Timeout Dialog Box

€]Countdown -- Web Page Dialog

vistaWen Timeout

VizstaWeb has not been uszed for 15 minutes. It will cloze in the indicated time
unless vou click the "Don't Close™ button...

Time Remaining Until VistaW eb Closes:

Mins: Secs:
i 55
Don't close VistaWeb ‘ Close VistaWeb |

If you allow VistAWeb to timeout, the following Microsoft Internet Explorer dialog box is
displayed telling you that VistAWeb is trying to close the window. If you click the No
button, an empty Internet Explorer window will remain. If you want to continue to use
VistAWeb, you will have to reestablish your connection, and since VistAWeb will bring up
the new session in a new window anyway, you should click the Yes button to eliminate this

empty window (Figure 43).

Figure 43: Internet Explorer Close Dialog

Microsoft Internet Explorer

‘p‘/ The Web page you are viewing is trying to close the window.

Do you want to close this window?

Yes No

Under some circumstances, VistAWeb will cease operations. This is usually related to
running a standalone session and a spawned session of VistAWeb at the same time. When
this occurs, you will be presented one of the following messages indicating an appropriate
course of action for you to pursue (Figure 44 and Figure 45).
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Figure 44: Empty Session Message — Rerun VistAWeb

Empzy Session medical record

There is no current patient. If vou have cancelled an exit operation or
timed out, vou will have to rerun VistAWeb.

Figure 45: Empty Session Message — Use a Different Browser Window

Empty Session medical record

This page has no current patient.

You need to close this window and use the other browser window(s) vou have open to
use VistAWeb.
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Acronyms and Abbreviations

Term Definition

2D 2 Dimensional

3D 3 Dimensional

BHIE Bidirectional Health Information Exchange

CCOW Clinical Context Object Workgroup

CDS Clinical Data Service

CHDR Clinical Data Repository (DoD) — Health Data Repository (VHA)
CPRS Computerized Patient Record System

DoD Department of Defense

FHIE Federal Health Information Exchange

GUI Graphical User Interface

HDR Health Data Repository

HDR I Health Data Repository Il — final stage of project to develop and deploy an HDR
HDR-Hx Health Data Repository-Historical

HDR-IMS | Health Data Repository-Interim Messaging Solution
HL7 Health Level 7

HT Home Telehealth

IE Internet Explorer (Microsoft)

IHS Indian Health Service

IRM Information Resource Management

ISO Information Security Officer

JPTA Joint Patient Tracking Application

LHR Legal Health Record

MPI Master Patient Index

RDV Remote Data View

RPC Remote Procedure Call

URL Uniform Resource Locator (internet address)

VA Department of Veterans Affairs

VAMC Department of Veterans Affairs Medical Center
VHA Veterans Health Administration

VISN Veterans Integrated Service Network

VistA Veterans (Health) Information Systems and Technology Architecture
VTA Veteran Tracking Application
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