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Introduction

AUDIENCE AND SCOPE

This document is for use by IRM and Voluntary Service groups at VHA sites during the
implementation of the VSS application. It contains information for setting up equipment required
by the VSS application.

CONTENTS
This guide includes the following material.

e Checklists of IRM and Voluntary implementation tasks

e System requirements for Voluntary PCs, auto-login kiosks, meal-ticket printers
e Browser setup instructions

e Kiosk setup instructions
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Implementation Steps for IRM and Voluntary

This section lists the steps that the IRM and Voluntary Services need to take to implement the
VSS system at a VHA facility. This section should serve as an overview and checklist. Some of
the steps listed here refer to other parts of this document where the information is described in
much greater detail.

The implementation steps summarized in the text are divided into two sections; one for the IRM,
and one for Voluntary. Although IRM and Voluntary Services have different responsibilities
during the implementation process, they must coordinate and communicate carefully for the
equipment upgrade and kiosk installation to be successful.

It should be stressed that during the Alpha and Beta implementations, the most problematic step
was the installation of the auto-login kiosks. It is crucial to the success of site implementation,
therefore, to set up, test, troubleshoot, and instruct staff on the use of auto-login kiosks. It is
highly recommended that an IRM resource be reserved for two full days to troubleshoot the
auto-login/meal-ticket printer.

IRM

Coordinate with Voluntary - Contact Voluntary Services Chief to discuss tasks, schedules,
and the Voluntary staff who will support the IRM during implementation.

Equipment List - Examine Voluntary equipment list and determine the following:

e Which currently used equipment does not meet VSS system requirements. (See System
Requirements section.)

e Which login locations have dumb terminals. You will need to replace these with PCs.

e Remote login locations that will have to be locked down in kiosk mode.

Equipment Upgrade - Replace and upgrade equipment and software as required for staff
computers and volunteer auto-login stations.

Internet Access - Ensure that the VVSS staff that will be doing administrative work have internet
access. They will need:

e Microsoft Internet Explorer 5.5 or higher, with latest service packs (IE 6.0 is highly
recommended)

e Internet access

e NT domain and username.
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Implementation Steps for IRM and Voluntary

Browser LAN Settings - Assist VSS administrator to change browser LAN settings on
computers with Internet access. Ensure that the site has a trust relationship with VHAMASTER.
(See Browser Setup Instructions section.)

Test Connectivity - Test Internet connectivity for each machine.

Set Up and Test Kiosks - Set up, test, and instruct staff on the use of auto-login kiosks. Reserve
two full days of an IRM resource to troubleshoot and practice the auto-login/meal-ticket printer
installation. This step is the most crucial to the success of the VSS implementation.

Verify the connection types needed for both the PC and the printer. Make sure you have the
correct setup for your particular situation.

The IRM is required to test the kiosk prior to going live with VVSS. If they encounter any
problems, they will log a Remedy Ticket, and if the Help Desk cannot resolve the issue, then the
Remedy ticket will have to be referred to a technical resource in HSD&D. (See Auto-Login
Kiosk Setup Instructions section.)

Message from EMC - Receive message from EMC whether or not data has been received and
entered into database. If there is a problem, the EMC will give instructions.

VOLUNTARY

Coordinate with IRM - Contact IRM to discuss tasks, schedules, and the Voluntary staff who
will support the IRM during implementation.

Equipment List - A Voluntary service representative should make a list of the equipment and
software used by VSS staff and by volunteers at login locations. Make special note of the
following:

e Locations where dumb terminals are used (the IRM will need to replace these)

e Remote locations, away from office staff (the IRM will need to lock these down in
“Kiosk mode”)

e Deliver and discuss the list with an IRM representative.

Security Agreements - Each staff person who will be using the VSS system should sign a
security agreement in coordination with both the facility ISO and the designated Voluntary
Services VSS Site User Administrator. A typical site will have no more than five or six users
needing access.
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Implementation Steps for IRM and Voluntary

Browser LAN Settings - Change LAN settings on browsers. (See Browser Setup Instructions
section.) If the Voluntary administrator does not have administrator access to do this, request it
be done by the IRM.

New Volunteer Kiosk Test - Enter a small number of new volunteers into the VTK system prior
to implementation, enter hours for them, and print meal tickets using the new auto-login kiosks.
These volunteers should be held back after orientation in order to participate in the test. The
kiosks will be pointed to the EMC’s production database.
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System Requirements

WORKSTATION HARDWARE

Standard PC architecture, with Pentium 150MHz processor or greater

64 MB of RAM or greater

2 GB hard disk or greater, with a minimum of 60 MB of free space

VGA or greater display adapter with color monitor

Microsoft mouse or compatible pointing device

A network interface card (NIC) with appropriate network transport software. Supported
connection method and transport are TCP/IP and HTTP.

WORKSTATION SOFTWARE

MS Windows XP operating system with latest service packs

Microsoft Internet Explorer 5.5 with latest service packs (Internet Explorer 6.0 is highly
recommended)

Adobe Acrobat Reader Version 5.0 or higher

Microsoft Office with all service packs installed (necessary to run reports)

Network transport software appropriate for the network interface card being used. The
supported connection method and transport are TCP/IP and HTTP.

MEAL TICKET PRINTER

Star Micronics SP200 Dot Matrix Printer
Serial cable using a D-sub9/MaleD-sub 25 connection

THIN CLIENT

If you want to set VSS up to run with Thin Client, please refer to the VSS web page at
http://www.va.gov/vdl/application.asp?applD=135 for instructions.
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Browser Setup Instructions

To enable your copy of Internet Explorer (5.5. or 6.0) to identify "Local intranet"” sites on the VA
network, follow the steps below.

1. In IE, go to the Tools | Internet Options menu.

2. Choose the Security Tab.

iGeneral  Fecurity ICDntent I Connections I Programs I fdvanced I

Select a Web content zone to specify its security settings.

P O @

Internet === Trusted sites Restricted
sikes

Local intranet
g This zone contains all Web sites that e |
¥ are on your organization's intranet. -

—Security level for this zone

Custom

Custom setkings.
- To change the settings, click Custom Lewvel,
- To use the recammended settings, click Default Level,

Cuskom Level, ., | Default Level |

Ok, I Zancel | Gpply |

3. In the Security tab, highlight "Local intranet™ and click the Sites button. This brings up the
“Local intranet” window.

March 2003 Voluntary Service System Site Installation Guide 9
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Browser Setup Instructions

Local intranet 7| x|

o Idse the settings below to define which Wweb sites are included in

the Lacal Intranet zane.

v Include all local fintranet) sikes nak lisked in ather zones:

¥ Include all sites that bypass the prosy server
V¥ Include all network paths (UNCs)

Advanced... | Ok, I Zancel

4. Click the Advanced button. (The settings for the three checkboxes in the "Local intranet”
window are not important for this test.) This brings up another "Local intranet" window. In this
window, you can add web sites to the "Local intranet™ zone.

Local intranet : 21x]

o You can add and remove Web sites From this zone, All Web sites
EI in this 2one will use the zone's security settings.,

Add this Web site to the zone;
fl

Weh sites;

add
Remove |
[ Require server verification (https:) For all sites in this zone

(0] I Zancel |

5. Inthe "Add this Web Site to the Zone" box, enter “*.va.gov” and press the Add button. The
dialog box will look like this:
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Browser Setup Instructions

Local intranet 7] x|

o Ol “ou can add and remove Web sites From this zone, All Web sites
EI in this 2one will use the zone's security settings.,

Add this Web site to the zone;
fl

Weh sites;

add
*.va.gov Remove |

[ Require server verification (https:) For all sites in this zone

(0] I Zancel

6. Keep clicking OK to save these changes and exit out to your browser window.

7. Check that the Security Zone, located in the lower right-hand portion of Internet Explorer's
status bar, now shows "Local intranet" when you access any site ending in “...med.va.gov”.

; http://vhaisamul32.vha.med.va.go¥/SecTest/Anon0K.aspx - Microsoft Internek E:-:|:i'l" i | Ellil

J File Edit \View Favorites  Tools  Help |JAc_Idress I@ http:thaisamulSZ.vha.med.va.gov,l'SecTest,l’AnonOK.aspxj 6)60 |

J o o @ ol | @ @ | %v =h |JLinks &]amazon @& ask Jeeves! &)comecos ] Google @& ]HDM

»

g

InterDomain Trust in VHA

The purposze of this page 12 to provide a means to test the ability of a web server box in the VHAWASTEER. domain
to authenticate users in other domaing.

This page (hitpohivhaisamul32 vhamed va gowSecTestlAnon O aspx) does not require any Windows authentication.
In I3, ancnymeous access 15 allowed.

This test has three parts:
4| L 3

|@ Done I_ |— (B Local intranet i

8. If your browser shows “...med.va.gov” pages as "Local intranet™ zone, your browser is ready.
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Auto-Login Kiosk Setup Instructions

OVERVIEW

The auto-login kiosk allows volunteers to log into the Voluntary Services System, post their time
for the day, and print a meal ticket. This section is a detailed instructional guide for the IRM staff
to use to properly install an auto-login kiosk station.

For the auto-login system to work properly, Windows XP operating system with latest service
packs is required. The NT 4.0 operating system will not allow the left margins to view the first
character on the meal ticket.

It is strongly advised that the IRM allocate a resource for a total of two full days to troubleshoot
the auto-login/meal-ticket printer. It is crucial to the success of site implementation to set up,
test, troubleshoot, and instruct staff on the use of the auto-login kiosks.

Before setting up the kiosk, you will need to obtain the following:

e To install the Star SP200 printer and configure the workstation’s local policies.

= WinZip

= VSS_Kiosk 20030422.zip. This file is available for download at the VistA
Documentation Library (http://www.va.gov/vdl/application.asp?applD=135). Use
the link in the “HTML/Zip” column for “System Policy Editor for Windows Clients.”
NOTE: This download contains the files for setting local policies AND the drivers
required for installing the Star printer.

= A DB9F to DB25M serial printer (Null Modem) cable

e Station Number that corresponds to your site.

If a site wants to use a kiosk for Games, a dedicated workstation for the Games kiosk is required
and should point to the Station Number for the Games rather than the Timekeeping Station
Number. The Timekeeping kiosk cannot be used for Games.

For the auto-login policy definitions, see Appendix A of this document.
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Auto-Login Kiosk Setup Instructions

KIOSK SETUP STEPS

This section is a detailed instructional guide for showing how to properly configure a VVoluntary
Services System (VSS) kiosk station. The kiosk station allows volunteers to login to the
Voluntary Services System, post their time for the day, and print a meal ticket if earned. If you
have any problems, contact your local IRM.

Setup for Windows XP Operating System

1. Logon as a local machine administrator.
a. Install WinZip.

b. Download VSS_Kiosk 20030422.zip. This file is available at the VistA
Documentation Library at http://www.va.gov/vdl/application.asp?applD=135.
Use the link in the HTML/Zip column for System Policy Editor for Windows
Clients.

NOTE: This download contains the files for setting local policies AND the
drivers required for installing the Star printer.

i. Double click on VSS_Kiosk_20030422.zip. When the file list window
appears, click Extract.

ii. When prompted by WinZip, enter C:\VSSTemp as the file destination.

Extract - C\Documents and Settings', YHAISBSISTR 1My Documents', ¥55 e |

3 3o

Extract to: | [IASERNENY

=] @ Desktop
E| j tdp Computer
©B-Jd 3% Floppy (&)
“ee Local Digk [C:)

Desktop

| Beih DVD-Rw Drive [D:)

¢ -3 vdives on VDrive Albany DIFD [vhaisasms1)' (V]
My Documents ‘;_-g tdy Metwork Places

iﬁ Remedy HOME Directony Backup

EI B My Documents

tlp Computer

[~ Files ™ Open Explorer window Extract
- '
Selestedllize/folders ™ Ovenwrite existing files Eerzel
Al filesfolders in archive . .
[ Skip older files

" Files: I

W Use folder names sl

LkE

iii. Click Extract.
iv. Close the WinZip window.
v. This will create the following two folders in the VSSTemp directory:
1. Policy: Contains files required for configuring local policies.
2. Printer: Contains the executable for installing the printer drivers.
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c. Create a new local user account: vtkuser.

Vi.
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Open Start | Control Panel, followed by

Auto-Login Kiosk Setup Instructions

Administrative Tools | Computer Management.

In the console tree, open Local Users and Groups | Users.

Select Action | New User... and complete the New User dialog.
NOTE: Choose a password for this account that complies with the
organization’s guidelines for secure passwords.

2 x|

Uszer name: I\-'tkuser

Full name: I'\-"DIunteer

D escriptior: I'\-"Dluntary Semvices System

Pazswiord:

Ixxxxxxxx

Ixxxxxxxx

LConfirm password:

™| Wzer must change password at nest logon
W Uzer cannaot change pazsward

V¥ Password never expires

[ Account iz disabled

Create I

Cloze |

Clear the User must change password at next logon check box and
select the User cannot change password and Password never expires

check boxes.
Click Create and then Close.

Close the Computer Management Window.

Voluntary Service System Site Installation Guide
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Auto-Login Kiosk Setup Instructions

d. Open Windows Explorer and configure it to see hidden files and folders and file
extensions.

i. Open Start| All Programs | Accessories| Windows Explorer, followed
by Tools | Folder Options.

ii. On the View tab of the Folder Options dialog box, make the following
changes in the Advanced Settings window.

Folder Options d |

General  Wiew I File T_I,Ipesl Offline Filesl

— Falder wigws

r— Y'ou can zet all of your folders to the zame view.

Il
lblb)

Like Current Folder FReszet All Folders

Advanced zettings:

| Files and Folders =
[ Dizplay compreszed files and folders with alternate color
Dizplay the full path in the address bar
O Dizplay the full path in title bar
[ Hidden files and folders
) Do not show hidden files and folders
{8} Show hidden files and folders
[ Hide file extenzions for known file types
[ Hide protected operating system files [Recommended)
O Launch folder windows in a separate process b
Remernber each folder's view settings
Show My Documents on the Desktop ;I

Restore Defaultz |

k. Cancel | Spply |

iii. Select Show hidden files and folders.

iv. Clear the checkbox for Hide file extensions for known file types.
v. Clear the checkbox for Simple file sharing.

vi. Click OK,

16 Voluntary Service System Site Installation Guide March 2003
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2. Logon as vtkuser. Make sure you log on to the local machine and not the domain. The

Auto-Login Kiosk Setup Instructions

correct account is <XXX (this computer)\vtkuser>.
a. Disable the Quick Launch bar.

Right-click on an empty area on the Taskbar and select Properties.

Select Taskbar Tab and uncheck the following:
e Lock the taskbar
e Keep taskbar on top of other windows
e Group similar taskbar buttons
e Show Quick Launch
e Show the clock.

b. Modify the Start Menu.

iv.

March 2003
Revised August 2006

Select Start Menu Tab and click Customize.
Click the General tab.

Set Number of programs on Start menu to 0.
Clear the Internet and E-mail check boxes.

General I Advanced |

Taskbar and Start Men x|
Customize Start Menu 2=l

— Select ah icon zize for programs

?11 & Laige icons 4 Smallicons

— Programs

The Start menu containg shortcuts to the programs pou use most aften,
Clearing the list of shortcuts does not delete the programs.

Murnber of pragrams on Start menu: I DE:

Clear List |

~ Show on Start menu

[ Intemet; I Internet Explorer

[ E-mail IMicru:usnft Office Outlook

[
-

1] I Canicel |

Voluntary Service System Site Installation Guide
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v. Click the Advanced Tab.

vi. Clear all check boxes.
Vii.

In the Start Menu Items area, choose Don’t display this item for all

radio buttons and clear all the check boxes EXCEPT “Run” and

“Printers and Faxes.”

Taskbar and Start Men ed |
Customize Start Menu ed |

General Advanced |

 Start menu zettings

[~ Open submenus when | pause on them with my mouse

[ Highlight newly installed programs

Start menu ikems:

{3 Display a5 a menu

(= Don't dizplay this item
[ Enable dragging and drapping
O Favorites menu
[ Help and Suppart

Bl hd o Carnobar ﬂ

 Recent documents

O Display az alink ;I
[

Select thiz option to provide quick access to the documents you
opened most recently. Clearing this list dogs not delete the documents.

I List rrp st recently opened documents Clear List |

QK I Cahcel |

viii. Click OK to close the Customize window.

iX. Click OK to close the Properties window.

Voluntary Service System Site Installation Guide
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Auto-Login Kiosk Setup Instructions

c. Launch Internet Explorer (Start | Run | iexplore.exe) and configure the browser.

i. Open Tools | Internet Options and complete the General tab of the
Internet Options dialog box using the screen shot below as a guide.

1. Home Page. Enter the URL/Station Number in the Address box.
NOTE: Each site has a corresponding station number assigned to
it and this value should be appended to the default URL (as an
argument to the site’s default page; login.aspx). If you do not know
your station number, contact VSS Support to obtain it.
EXAMPLE: Palo Alto (Station 640) uses the following URL.:
http://vaww.vss.med.va.gov/vtkuser/login.aspx?StationNumber=6
40

21

General |Eu:n,uit}l] F‘li'.lau:'._l,ll l:arlart] Cunnucti:m] F‘rc\gamsl Ad.ru'-:adl

~ Home page
@ “fou can change which page o use for your home page,
Bddiess:  [hipcd Pes s med va. oo vkuser/login asp

Uze Curent I Uze Dietauk Uze Blank.

= Tempotary Intemet files

i Pages yous view an the Intemel aie stared in 5 special folder
& Y fon quick viewing labes,

Delete Cookizz... | Delete Files... Seltings...

History
The History foldes contains Ik to pages pou've visiked, for
quick access o recently viewed pages.

Days 1o keep pages in hisbone ] 33 Clear Histony

Coos.. | Fomts. | Langusges. | accessbiiy.. |

ok | cancel | appy |

2. History: Set to 0.
3. Click OK.

March 2003 Voluntary Service System Site Installation Guide 19
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d. Close the Internet Explorer window and open a new one. Verify browser
operation and access to the VSS application with the new settings.

/3 ¥olunteer Login - Microsoft Internet Explorer (o x]

Eile Edit Wiew Favorites Tools  Help |

$Back - = - (D @| Qhsearch [l Favorites Gf'Media &4 | - S =

Address I@ http: v av vss.med. va.govvtkuserlogin, aspx?Stationtumber=640 j f?Go | Links **
B

Enter wour identifying Code:"

Yoluntary Service System
For assistance, please contact your local Voluntary Service Staff

[»|
|@ Done ’_ ’_l_ E Local intranet v

e. Log off of the computer, then log on again (as vtkuser). Open Internet Explorer
and confirm that the settings remain in effect.
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Auto-Login Kiosk Setup Instructions

3. Logon as a local machine administrator.

a. Delete all items except the Startup folder from vtkuser’s Start Menu (i.e., all items
in C:\Documents and Settings\vtkuser\Start Menu\Programs).
NOTE: Do not delete the Startup folder but delete any items in it.

b. Setup the default printer. These instructions will use a local Star Micronics
SP200/SP212 line-mode printer as an example.

i. Attach the printer to the auto-login workstation using the correct cable. This
cable is a DB9F to DB25M custom serial printer cable and can be connected
to the computer in only one way. COML is the preferred serial port.

ii. The driver for the Star Micronics SP200/SP212 printer is a self-installing
driver. To start the printer installation process, double click linemode_2k-
Xp_20020723.exe, located in the C:\VSSTemp\Printer folder.

1. At the Welcome screen, click OK.
2. Configure the Model, Port, and Name fields as shown below.

Star Micronics

Star Line Maode Frinter Dnver - ‘Windaws 2K A =P

Mame IStar SP21Z Line Mode Printer Station 1

Autarnated Printer |netall

Estract and dizplay the users manual

Estract files for inztallation wia YWindows Add Printer ‘Wizard |

| Exit |

Click Automated Printer Install.
Click No on Language Monitor screen.
Click Yes on default printer screen.
Click Yes to print a test page.

Click Exit.

N o g~ w
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22

4. Logon as vtkuser.

a.

Set the SP200 printer as the default (Start | Settings | Printers).

Bpioters =101
| Ble Edt Wiew Faworitss Took  Help
] e e | | Disearch L Foders fHistory |08 08 ¢ | -
| Address [ prnters | eo |
L i ] g g p
i . open
S, |
F'Inte Is Set &= Default Printe
Printing Preferences. ..
SP200 Pauss Printing
Bacumenks: 0 Caneel Al Documenks
Skatus: Ready Sharing...
Lise Printer Offline
Model; Star P22 (TearBar)
P Create Sharkeuk
Wating Time: O Delete
Renzme
:I Properties
@ Specfias that the sslected pHnter i the defauk printer. G

b. Launch Internet Explorer (Start | Run | iexplore.exe). Set up the printer (File |
Page Setup). Configure the printer as shown below.

Size — 66 X 254 mm

Margins: Left— 0.1, Right 0.1, Top — 0.5, Bottom — 0.75

Headers and Footers: None

— Paper
Size:

BGrmm

Source:

Automatically Select

—Headers and Footers

Header

Footer
|

— Origntation
&+ Potrait

| Landecape

kA arn
Left:

Top:

qginz [inches]

e

Right: IEI.1

Bottom;  |0.75

—
o |

Cancel | Printer... |

iv. Click OK.

Voluntary Service System Site Installation Guide
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Auto-Login Kiosk Setup Instructions

c. Generate a meal ticket using a valid volunteer 1D and verify printing. To obtain

volunteer 1Ds, run the Sign-In Code List report for your station from within the

main Voluntary Services System application (not the Auto-Login application).

3} volunteer Meal Ticket - Microsoft Internet Explorer 1Ol x|
File Edit Wiew Favorites Tools Help |
daBack » = - (D | | @ search  (EFavorites  Media £ | B S = &
Address I@ hitkp: fvav, bast, vss med, va,govVtkUser  Timecard, aspxeStationId=11 j @GD |Links bed
[4]
Bay Pines Log Out
Would You Like To Eat Today?
You are eligible for a meal ticket today.
Voluntary Service System
For assistance, please contact your local Yoluntary Service Staff
|
2] pone l_’_’_ 4 Internet v

ihistart || | ullinetode |[& volunteer Meal Ticket .. @)5cRO408a.doc - Mcrasef.., |

“J Thank You! - Microsoft Internet Explorer

R azem ‘

=0l x|
[« |

& pri 21|
General |Dpt|nns| Advancedl h
= P
— Select Printer J @GU |JL|nks
9l E
Add Printer
Statuz:  Ready [~ Print to file
Location: - -
c . Find Printer...
omment:
i Page Range m
& 4 Murnber of copies: |1 3: Lntary Service Staff
€ Selection € Curent Page
" Pages: 1 [~ Collate ! I
Enter either a single page number or a single Iﬁl
page range. For example, 512

FErrint I Cancel Lpply

|&] Done

[

Local intranet A
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5. [Optional Step] To configure the kiosk to suppress the print dialog when printing meal
tickets, an ActiveX control must be installed. If the ActiveX control is not installed, the
meal tickets will still print. However, a print dialog, allowing the volunteer to change the
print settings (in particular the number of tickets to print), will appear each time. Also,
the OK or Cancel button will have to be clicked to continue. For instructions on installing
the ActiveX control, refer to Configure and Install the ActiveX Control at the end of these
Kiosk Setup Steps.

6. Logon as a local machine administrator. Install the System Policy Editor (POLEDIT)

on the workstation.
NOTE: For the auto-login policy definitions, see Appendix A of this document.

a. Copy the files located in c:\VSSTemp\Policy folder to the required directory. The
following table lists the files that you need and the location to which they must be
copied.

NOTE: For Windows XP, %SystemRoot% is typically C:\WINDOWS.
NOTE: The %SystemRoot%\INnAIEAK folder will need to be created.

File name Location
Poledit.exe %SystemRoot%
Common.adm %SystemRoot%\Inf
Winnt.adm %SystemRoot%\Inf
Poledit.chm %SystemRoot%\Help
Inetcorp.adm %SystemRootd%o\InAIEAK
Inetres.adm %SystemRoot%\INAIEAK
Inetset.adm %SystemRoot%o\InfAIEAK
Voluntary Service System Site Installation Guide March 2003
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b. Protect access to the Poledit.exe file. Limit access to Administrators only.
I. Right-Click on the file, then choose Properties.
ii. Select the Security tab and click the Advanced button.
iii. Clear the Inherit from parent the permissions... check box.
iv. When the security warning appears, click Copy to permit name deletions.

poledit.exe Properties el |

Generall Wersion  Security |Summal_l,l|

Mame | Add...

' Administrators [|5
Bemove |

KAadrminiztrat...

Permizzionz: Al Deny
Full Contral O
Fadify |
Riead & Execute O
Read O
Write O

Adwanced... |

u Allowy inheritable permiszions from parent bo propagate bo this

object
0k, I Cancel | Spp|y |

v. Delete names as required, and click OK.

c. Attach the IEAK Policy Templates to System Policy Editor.
i. Double click Poledit.exe. It will be located in %System Root%.
ii. With no policy open, select Options | Policy Template.

iii. Click Add... and add the inetcorp.adm, inetres.adm and inetset.adm
files located in %SystemRoot%\InA\IEAK.

Policy Template Options El

Current Paolicy Template(z):

i THHTSIMFSCORMOMN AD M
4 THM T Sinfuieak sinetcorp, adm
C:AWARM T Sinfhizaksinetres. adm
C:AWARM T Sinfhizak inetzet. adm EHemowve
C:AIMNTANFSIMM T ADM

Cancel

=
=

iv. Click OK and then exit the System Policy Editor.
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d. Install the Policy file and configure the workstation to load this file from the local
drive (the default is from a domain controller on the network).

i. Copy the policy file, Ntconfig.pol from c:\VSSTemp\Policy folder to
%SystemRo0t%.
NOTE: For Windows XP, %SystemRoot% is typically C:\WINDOWS.

ii. Right-Click on the file, then choose Properties. Give this file the Hidden
attribute.

Ntconfig.pol Properties 21x]

General |Securil_',l| Summary

INtcnnfig.pnl

Type of file:  POL File

Openz with;  Unknown application Change... |

Location; C:WWS5TemphPolicy

Size: 40.0 KB (40,360 bytez)
Size on digk: 40,0 KB [40,960 bytes)

Created: Friday, Apnl 11, 2003, 1:34:54 P
todified: Friday, Apnl 11, 2003, 1:34:54 P
Accessed: Today, July 18, 2005, 8:19:50 Ak

Altributes: [~ Readonl W Hidden Advanced... |
oK I Cancel | Apply |

iii. Click OK.
iv. Run Poledit.exe. When the application starts, select File | Open Registry
and open Local Computer.

v. Expand Network | System Policies Update. Confirm Remote Update is
checked. Setting for Update mode should be Manual (use specific path).
Path for manual update should be C:\WINNT\Ntconfig.pol or
C:\Windows\Ntconfig.pol. Check the box Display error messages.
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#] Local Computer Properties x|

Polizies |

E, Local Camputer =
=W Metwork
: E';ﬂl Syztem policies update
= Remote update:
@ Sustemn
@ Temporary Intemet Files fin3s - Machine]
@ Code Download
@ Related Sites and Errors —
@ Security Page
@ Software Updates
- Startup Restrictions
- @ Taolhars
@ Temporary Internet Files [Machine) LI

Settings for Bemaote update

Update mndel b anual [use specific path) j

Path for manual update [C:yNNTYNtconfig pol

v Display eror messages
[ Load balancing

0k I Cancel |

vi. Expand Windows NT Network | Sharing. Confirm Create hidden drive
shares [workstation] is checked.

# Local Computer Properties x|

Puolicies |

,I__EL Local Computer -
@ Metwork

@ System

@ Termnporary Internet Files [Machine)
@ Code Download

@ Related Sites and Enors

@ Unzupported Administrative Templates
- @ Comporent Updates

E@ Windows NT Metwork

- =-A Shaiing oo

@ "Windows MT Printers j

Settings for Create hidden diive shares [warkstation]

Automatically create <drive letter: § and Admind shares
when "Windows MT “Work station starks,

Ok, I Cancel
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Vili.

Exit the System Policy Editor. Respond “Yes” to the “Do you want to
save changes to the Registry?” dialog.

e. Further restrict the Start Menu, Taskbar, and Internet Explorer.

Start the Group Policy Editor (Start | Run | gpedit.msc).
Perform the following steps in the Group Policy Editor :
1. Local Computer Policy | User Configuration | Administrative

Templates | Start Menu & Taskbar:

Enable the following policies:

Remove common program groups from Start Menu
Remove Documents menu from Start Menu

Remove Help menu from Start Menu

Remove drag-and-drop context menus on the Start Menu
Prevent changes to Taskbar and Start Menu Settings
Remove access to the context menus for the taskbar

Local Computer Policy | User Configuration | Administrative
Templates | Windows Components | Internet Explorer:
Enable the following policies:

Search: Disable Search Customization

Search: Disable Find Files via F3 within the browser

Local Computer Policy | User Configuration | Administrative
Templates | Windows Components | Internet Explorer |
Browser Menus:

Enable the following policies:

Disable Context Menu

Disable Open in New Window menu option

4. Close the Group Policy Editor.

f.  Further restrict Internet Explorer’s Search and Help functionality.

Disable Internet Explorer’s help. Rename iexplore.chm, located in
%System Root% \Help, to iexplore.chm.old. Click Yes on the Rename
Warning.

Using Notepad, create a text file with the following content: “Search is
disabled.” Save the file in the %System Root% as nosearch.txt. Assign it
Read-Only and Hidden attributes.

Start the Registry Editor (Start | Run | regedit).
1. Navigate to:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\Search.

Voluntary Service System Site Installation Guide March 2003
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2. Double click the CustomizeSearch and SearchAssistant Registry
Keys and change the Value data fields to the following:
CustomizeSearch: %SystemRoot% \nosearch.txt
SearchAssistant: %SystemRo0t% \nosearch.txt

s Registry Editor

File Edit Wiew Favorites Help

{:l DirectPlay ;I Mame | Tvpe | Data

{:l DirectPlays (Default) REG_SZ {walue not set)

D DirectPlayMATHelp CustnmizeSearch REG_5Z htkp: jfie. search. msn. com/{SLUE_f
{:l Directe Searchnssistant REG_SZ htkp: ffie. search. msn,cormy {SUE_F
i~ Driver Signing

i-{Z1 Drwatson

& EAPCL Walue name:

D EnterpriseCertificates IEustDmizeSealch

B-Z3 EsENT

-D EventSystem Walue data;

- HTMLHelp [C:AWINDOWS \nasearch ]

-1 IE Setup

{:l IE4 Ok I Cancel I
E-0 IMAPI

{:I Internet Account Manager

T
NOTE: For Windows XP, %SystemRoot% is typically
C:\\WINDOWS.

3. Exit the Registry Editor.
iv. Disable search in Internet Explorer.
1. Start Internet Explorer.
2. Click the Search button on the toolbar.

3. If the Search window displays “Search is disabled”, proceed to
Step 7. If it is displaying the Search Companion window,
accomplish the following steps.

a. Click Change Preferences and then click Change Internet
search behavior.

b. Click With Classic Internet Search and then click OK.
c. Restart Internet Explorer for the changes to take effect.
7. Login as vtkuser. Confirm that the application runs as intended with the implemented
restrictions in effect.
a. Open a new Internet Explorer window.
b. Click the Search icon.
c. Confirm the statement Search is disabled appears.
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8. Logon as a local machine administrator.
a. Create a shortcut to Internet Explorer to run in “kiosk mode”.
i. Right-Click on an empty area on the desktop. Choose New | Shortcut.

ii. Inthe Type the location of the item text box, enter:
“C:\Program Files\Internet ExploreN\IEXPLORE.EXE” —k

Create Shortcuk n x|

This wizard helps vou ko create shortcuts to local or
network programs, Files, Folders, computers, or Internet
addresses,

Type the location of the ikem:

|| Browse, ., |

Click Mext ko continue,

£ Back | Mgk = | Cancel I

IMPORTANT: Itis essential that a space character be inserted before the
“-k” (dash k) for the shortcut to work. The “-k” switch causes Internet
Explorer to open in Kiosk Mode.

iii. Click Next.
iv. In the Name text box, type VSS Kiosk.
v. Click Finish.

b. Copy the shortcut to:
C:\Documents and Settings\vtkuser\Start Menu\Programs\Startup.
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9. Logon as vtkuser. Verify that Internet Explorer runs at startup. When run in Kiosk mode,
the Internet Explorer title bar, menus, toolbars, and status bar are not displayed and
Internet Explorer runs in Full Screen mode.

10. Logon as a local machine administrator.

Start the Group Policy Editor (Start | Run | gpedit.msc) and perform the
following steps.

March 2003
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Local Computer Policy | User Configuration | Administrative
Templates |

Windows Components | Windows Explorer:

Enable the following policies:

Prevent access to drives from My Computer
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Configure and Install the ActiveX Control [Optional]

These steps are referred to in Step 5 in the “Auto-Login Kiosk Setup Instructions” section.
Configuring a VSS Kiosk to use the ActiveX Print Controller consists of the following activities.

e Installing the VACertify Certificate
e Installing the Kiosk ActiveX Print Controller
e Enabling Kiosk ActiveX Printing

A. Installing the VACertify Certificate
1. Logon as a local machine administrator.

2. NOTE: This step may not be necessary if the control is being installed during an initial
kiosk configuration. (Group policies have not been changed yet.)

Start the Group Policy Editor (Start | Run | gpedit.msc) and perform the following steps:

Local Computer Policy | User Configuration | Administrative Templates |
Windows Components | Windows Explorer:

Disable the following policies:

Prevent access to drives from My Computer

3. Open Internet Explorer and type the following URL.:
(http://vaww.vss.med.va.gov/VtkUser/Utility/\VV ACertify.exe) into the address box and
click the “Go” button to launch the File Download dialog. The VACertify.exe is a self
extracting zip file which contains a certificate which needs to be installed on the kiosk.
Click “Run”.

File Download - Security Warning x|

Do you want to run or zave this file?

Mame: YacCertify exe
Twpe: Application, 65,7 KB

From: whaispvpc3

Run Save | Cancel I

YWhile files from the Intermet can be wseful, thiz file twpe can
o potentially harm your computer. [F pou do not trust the source, do not

run or gave thiz zoftware. What's the risky

32 Voluntary Service System Site Installation Guide March 2003
Revised August 2006


(http://vaww.vss.med.va.gov/VtkUser/Utility/VACertify.exe)

Auto-Login Kiosk Setup Instructions

4. An Internet Explorer warning will appear saying “The publisher could not be verified.”
This is an expected response. Click “Run”.

Internet Explorer - Security Warning x|

The publisher could not be verified. Are you sure you want to run this
software?

MName: VACertfy . exe

Publisher: Unknown Publisher

Run Don't Run I

should anly run software From publishers wou krust, How can I decide what

@ This file does not have a valid digital signature that verifies its publisher. You
software o run?

5. When the WinZip window appears, type “C:\KioskTemp” in the Unzip to folder window,
and click “Unzip”.

WinZip Self-Extractor - YACertify[1].exe il

To unzip all flles in'ACedify[1] exe to the specified 1 Jrzin |
folder prezs the Unzip buttan,

Fun inlip |
Urzip tofolder,

C:hKiozkTemp Browsze. .. | Clogze
¥ Owenarite files without prompting About |

Help |

6. Click “OK” then “Close.”

X
To unzip all files in WACertify[1].exe to the zpecified Unzip |
folder presz the Unzip button.

S_— - - Fun Windip
IE:'\KiuskTemp 1 filels) unzipped successfully i Clase ]

v Owerwite fils: ‘. About |
—— Help |

1 filefz] unzipped succeszfully
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7. Open the KioskTemp folder and double-click on VACertify.cer.

% KioskTemp
File Edit  Wiew Fawvorikes  Tools  Help

@Back - L/] - l’; /- ) Search H_ Folders | = 2 x u) ‘ -

Address |_| C\KioskTemp

Folders X H_:ELVACertiFy.cer ;

@ Desktop
= D My Documents
) My eBooks
il Ty Music
=] j My Pictures
) Contral Instal
=] '_é My Computer
_ﬁ. 3% Floppy (420
[=] “e® Local Disk (200
Eractifre

) Program Files

8. When the Certificate window appears, the General tab will say “This CA root certificate
is not trusted.” This is an expected response. Click the “Install Certificate” button.

General | petails | Certification Path |

@x‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ¥4 Certify

Issued by: W4 Certify

¥alid from 5/24/2006 to 5/24/2026

Install Certificabe, ., [3 [ssuer Statement |
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9. When the Certificate Import Wizard appears, click “Next.”

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lisks from wour disk to &
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used to protect data or ko establish secure network.
connections, A certificate store is the system area where
certificates are kept.

To continue, click MNext,

< Back m INext:bI Cancel

10. At the Certificate Store screen, ensure “Automatically select. . .”” is chosen, then click

“Next.”

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

‘Windaws can automatically select a certificate store, or you can specify a location Far

+ Automatically select the certificate store based on the tvpe of certificate

£~ Place all certificates in the Following store

Certificate stare:

Bromse, .. |

< Back I Next = IJ Cancel

March 2003
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11. At the Completing page, click “Finish.”
x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard.

‘fou have specified the Following setkings:

Certificate Store Selected  Automatically deterriined by t
Content Certificate
< | ©

< Back (I Finish I b Cancel |

12. A security warning will appear. This is an expected response. Click “Yes.”

Security Warning

'T You ate about o inskall 3 certificate from a certification authority (CA) claiming to represent:
L

W Certify

=

Windows cannot validate that the certificate is actually From "4 Certify”, You should confirm its origin by contacting
"y Certify", The Following number will assisk vou in this process:

Thumbprint {shal): 5901 3E1F 36331402 B042CFFA S46F70D6 83109402

WWarning:

TF wou install this root certificate, Windows will automatically trust any certificate issued by this CA. Instaling a
rertificate with an unconfirmed thumbprint is & security risk, IF vou dick "ves" vou acknowledge this risk,

Do wou want to install this certificate?

fes Ma |
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13. Click “OK” on “The Import was successful”” window, then click “OK” on the Certificate
window. The certificate is now installed.

General | Details | Certification Path |

'..,-..-gs.-

| Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Certificate Import Wiza x|

\l‘) The impark was successiul,

o)

Issued to: Y4 Ce

Issued by: Yo Cemry

valid from 5/24/2006 to 5/24/2026

Inskall Certificate. . | I[ssuer Statement |

14. [Optional Step] The C:\Kiosk Temp directory that was created in Step 5 can be deleted
(as well as the VACertify.cer file).

March 2003 Voluntary Service System Site Installation Guide 37
Revised August 2006



Auto-Login Kiosk Setup Instructions

B. Installing the Kiosk ActiveX Print Controller

NOTE: These steps should be performed for all kiosks at a station before enabling ActiveX
printing.

1. Logon as a local machine administrator.

2. Open Internet Explorer and type the following URL into the address box and click the
“G0” button.

(http://vaww.vss.med.va.gov/vtkuser/PrintMeal TicketAx.htm?Time=0&Name=Test&Price=0&NumberOf
Meals=0&Volld=0&Siteld=0)

[This is done to access the web page containing the new control that needs to be
downloaded to the kiosk. The initial download of the control has to be done by an
administrator. Once downloaded, any user (even if not in the Administrators Group) will
be able to use the control.]

3. An Internet Explorer warning will appear saying “Do you want to install this software?”
This is an expected response. Click “Install”.

Internet Explorer - Security Warning El

Do you want to install this software?
Mame: Woluntary Service Systern meal ticket print control
Publisher: ¥oluntary Service Systenm {¥55)
] |r‘-'1|:|re optians Install Don'k Install I

Wi'hile Files From the Inkernet can be useful, this file type can potentially harm

wour computer, Only install software From publishers wou brusk, What's the risk?

38 Voluntary Service System Site Installation Guide March 2003
Revised August 2006


(http://vaww.vss.med.va.gov/vtkuser/PrintMealTicketAx.htm?Time=0&Name=Test&Price=0&NumberOf

Auto-Login Kiosk Setup Instructions

4. The “Zero tickets have been selected. . .” message will appear. This is an expected
response. Click “OK.”

¥55_TI~1

x|

": Zero tickets have been selected to prink, the option should anly be used For kiosk setup with the assistance of the
. help desk.

I

5. You will be redirected to the generic VSS Login. The ActiveX print controller is now
installed.

a ¥olunteer Login - Microsoft Internet Explorer

File Edit V“iew Favorites Tools Help

@Back - d - lih] @ \_;j | /j) Search *?:r_\\'( Favorites &3-‘ [7’:- ..,_\7 ﬁ

Address I@ http: /fvhaispvpcavtkUserflogin, aspx

Welcome Volunteers

Choose Statian: |Akron CBOC j -

Mote: You are seeing this page because the URL you're using to access this page either:

= Does not contain 8 URL parameter telling what station to load
» Contains an invalid URL parameter telling what station to load

6. Use these same steps, as required, for multiple kiosk installations.

March 2003
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C. Enabling Kiosk ActiveX Printing

NOTE: These steps should be performed after the ActiveX print controller has been installed at
all kiosks at a station. Any kiosks at your station that have not been configured for ActiveX
printing will no longer print meal tickets once the station has been switched to OCX mode.

1. Open the VSS Timekeeping application.
2. Expand the Maintenance Menu and choose “Meal Ticket Print Mode.”

a Yoluntary Services System - Microsoft Internet Explorer

J File Edit View Fawvorites  Tools  Help

J OBack - ,\_) - IiLI IELI :\] /- ! Search \;t( Favarites €3| = "*ﬁ = J
J Address I@ http: /i Jutky
|Unks @]AL &]AmSouth &]CHN &) Google &) IMDE E]MCP E|MCT &|Ms &]MsDn &]m:

Station:

x* [Hines VA Hospital (578) =]
’V{f’ahmt_my
Service

DBEFARTMINT OF VIl FEMAMNE &FFASHE

[:I Time Posting Menu

- _] volunteer Records Menu
|:| Reports Menu

-] Awards Menu

a Maintenance Menu

----- &) Station Edit

----- &) site Parameters

----- @ Srogranns

----- &) Voluntary Services

----- &) Organization Codes

----- @ Service Codes

----- Eqit Meals

SCE] Hea Ticket PinE FEE>
----- &1 Affliated Organizations
[:I User Administration Menu
|:| Donations Menu

-1 Release Notes Menu
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On the Meal Ticket Print Mode page, check the “Use OCX” box for the station you want
to activate.

.8

’)’/;/olunt_ru-y
Service

] Time Posting Menu
L] ¥olunteer Records Menu
1 Reports Menu
] Awards Menu

A Maintenance Menu

; Station Edit
Site Parametars
Prograrms

Voluntary Services
Qrganization Codes
Sarvice Codss
EQit Meals
Meal Ticket Print Mode
Affiiated Orgamzations
1 user Administration Menu
] Donations Menu
] Release Notes Menu

it B )

Station: Hines YA Hospital (578) v4.00ax1

Meal Ticket Print Mode

WOspita\ 578 [m]
Post

Station Name Number |Use OCXD

Exit |

VYoluntary Service System
Questions or Feedback contact Mational Help Desk
888 596-4357

Note the “Use OCX” box turns green for the selected station.

@&

H-E-H

o

’)%/ohml_m'y
Service

1 Time Posting Menu
‘—d Yolunteer Records Menu
&) Add Volunteer
- @] Edit Voluntesr
- @] View Voluntesr
1 Reports Menu
1 Awards Menu

{3 Maintenance Menu

Station Edit

Site Parametars
Programs

Voluntary Services
Qrganization Codes
Service Codes

Eaqit Meals

Meal Ticket Print Mode
Affiiiated Organizations
1 user Administration Menu
1 ponations Menu

1 Release Notes Menu

A
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Station: Hines YA Hospital (578} ¥4.00axl

Meal Ticket Print Mode

|Station Name  [Number|Use OCX
Hines va Hospital 578 I

Post

Exxit

Yoluntary Service System
Questions or Feedback contact National Help Desk
888 596-4357
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5. Click “Post.”

-

DD |

BSOS

o+

’V‘«-’ohm{m'y

] Time Posting Menu

A ¥Yolunteer Records Menu

- @] Add Volunteer

- @] Edit Voluntesr

- @] View Volunteer
Reports Menu

Awards Menu

Maintenance Menu

Station Edit

Site Parameters
Prograrns

Voluntary Services
Organization Codes
Service Codes

Edit Meals

Meal Ticket Print Mode
Affiliated Qrganizations
User Administration Menu
Donations Menu

Release Notes Menu

6. Confirm Success.

Station: Hines va Hospital (578) v4.00ax1

Meal Ticket Print Mode

[Station Name  [Number|Use OCX
|Hines va Hospital [578 [~

Paost

Exit |

voluntary Service System
Questions or Feedback contact Mational Help Desk

888 296-4307

NOTE: The resulting confirmation screen will only appear for approximately 5 seconds
before it returns to the Meal Ticket Print Mode page.

*

%f’o!u ntary
Service

I-|_] Time Posting Menu
M ¥Yolunteer Records Menu

- @] Add Volunteer
@] Edit Volunteer
] View Volunteer

: 1 Reports Menu

L1 awards Menu

A Maintenance Menu

Station Edit

Site Parameters
Programs

vYoluritary services
Organization Codes
Service Codes

Edit Meals

Meal Ticket Print Mods
Affiliated Organizations

EAREEEARS

- (1 user Administration Menu

1 Donations Menu

-1 Release Notes Menu

Station: Hines YA Hospital (578) ¥4.00ax1

Meal Ticket Print Mode

Success! 1 record(s) updated.

Exit |

Yoluntary Service System
Questions or Feedback contact National Help Desk

888 596-4357
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7. Close the Internet Explorer window then open a new one. Navigate to

http://vaww.vss.med.va.gov/vtkuser. Choose the appropriate station from the dropdown
list.

a Yolunteer Login - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eBack - J < u @ ;h |/f__j Search *Favurites €}| [_:v .,:\; 'ﬁ

Address I@ http: ) fvhaispvpe3 vtk ser flogin. aspe

Welcome Volunteers

Choose Station: |Akron CEOC j -

Mote: You are seeing this page because the URL you're using to access this page either:

= Does not contain a URL parameter telling what station to load
= Contains an invalid URL parameter telling what station to load

8. Generate a meal ticket using a valid volunteer ID and verify printing. Confirm the print
dialog box does not appear during the print process.

73 volunteer Meal Ticket - Microsoft Internet Explorer _|o) %]
File Edt ‘iew Faworites Tools Help |

s=Back ~ = - @ at | @SBarch (G Favarites @Media @ | %' & = ¢

Address I@ hkkp: fvavae, best, vss med. va.govVtkUser | Timecard, aspx?StationId=11 j @Go ‘ Links **
[«]
Bay Pines Log Out

Would You Like To Eat Today?

You are eligible for a meal ticket today.

[rw ]
=

¥oluntary Service System
For assistance, please contact your local Yoluntary Service Staff

[~]
e (T e

iastartm lineMods ”@Vulunteer Meal Ticket ... B]SCRO408a.doc - Micrasof .. B¢ azzm
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9. Logon as vtkuser.

10. Perform Steps 7 and 8 above to confirm proper printing.

11. Logon as a local machine administrator.

12. NOTE: This step may not be necessary if the control is being installed during an initial
kiosk configuration. (Group policies have not been changed yet.)
Start the Group Policy Editor (Start | Run | gpedit.msc) and perform the following steps:

Local Computer Policy | User Configuration | Administrative Templates |
Windows Components | Windows Explorer:

Enable the following policies:

Prevent access to drives from My Computer

TROUBLESHOOTING

The user policy is by design very restrictive. It is not possible to make even the smallest
environment change when logged in as the local user. Use a local administrator account for this
purpose — e.g., to change the Page Setup setting in Internet Explorer.

If you are not able to make a change as a local user, the only alternative is to delete the local user
account, recreate it (it can have the same name), and redo the setup steps listed above. Therefore,
you should finalize any environmental settings before applying the policy (Steps 2 through 7).
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The following list displays the actual policy settings as implemented. Policy Editor defines three
states of policy changes: set (checked), unset (cleared), and unchanged (grayed). All listed
policies below are set except those preceded by the “!”” character which represents “Not” (unset,
cleared). All other settings are unchanged, “N/C”. To view or edit these settings, run POLEDIT,
confirm the kiosk setup templates are loaded, and open the policy file
%SystemRoot%\Ntconfig.pol (on Windows XP the %SystemRoot% is typically
C:\WINDOWS).

Each user policy has a properties dialog which displays all categories, policies, and parts for that
user policy. You can open the properties dialog for a policy in two ways: you can double-click
the icon corresponding to the user policy you want to edit (i.e., vtkuser) or you can select it with
the mouse and use the Edit | Properties... command.

The upper part of the properties dialog shows a tree view of the categories within the active user
policy. When you first open a user policy, the categories are all collapsed. You can expand or
collapse individual items by clicking the small +/- icon next to the category's name.

As you expand categories, you'll see checkboxes appear beneath them. Unlike normal Windows
checkbox controls, these checkboxes can have three states.

e When checked, the policy is set (active) and its settings will be applied to turn on the
policy when appropriate.

e When cleared, the policy is unset (inactive) and its settings will be applied to turn off the
policy.

e When unchecked and gray, the policy is unchanged (inert). No changes will be made to a
policy or its parts when its checkbox is grayed.

You must pay careful attention to the wording of the policy to make sure that the effect is what
you intend. For example, when the checkbox next to “Disable Registry editing tools” is checked,
the tools are disabled. When it's cleared, the tools are not disabled, and when it's unchecked and
gray, the settings currently in effect on each target machine, group, or user remain intact.

As you select individual policies within a category, notice that the contents of the settings area at
the bottom of the properties dialog change. Some policies can have multiple parts; for example,
the “Restrict display” policy has a total of five parts. You can set the value of each part
independently of the others. Parts may accept on/off, numeric, or list selection choices,
depending on what the policy template specifies.

You can move through the properties dialog making changes as you go. POLEDIT preserves the
changes within the current editing session, but they'll be lost unless you save the policy file.
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PoLicy DEFINITIONS FOR: vtkuser

Implemented by templates from the Internet Explorer Administration Kit (IEAK)

Temporary Internet Files (User)

N/C

Internet Property Pages

Internet Property Pages

Disable viewing the General Page

Disable viewing the Security Page

Disable viewing the Content Page

Disable viewing the Connections Page

Disable viewing the Programs Page

Disable viewing the Advanced Page

Disable changing any settings on the Advanced Page

General Page

General Page

Disable changing home page settings

Disable changing Temporary Internet files settings
Disable changing history settings

Disable changing color settings

Disable changing link color settings

Disable changing font settings

Disable changing language settings

Disable changing accessibility settings

Connections Page
Connections Page

Disable Internet Connection Wizard

Disable changing connection settings

Disable changing proxy settings

Disable changing Automatic Configuration settings

Content Page
Content Page

46

Disable changing ratings settings

Disable changing certificate settings

Disable changing Profile Assistant settings

Disable AutoComplete for forms and saving of submitted strings
Do not allow users to save passwords in AutoComplete for forms
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Programs Page
Programs Page
Disable changing Messaging settings
Disable changing Calendar and Contact settings
Disable the Reset Web Settings feature
Disable changing checking if Internet Explorer is the default browser

Browser Menus
File Menu
Disable Save As... menu option
Disable New Window option from File menu
Disable Open menu option
Disable Save As Web Page Complete format
Disable closing of the browser
IDisable printing from the browser
View Menu
Disable Source menu option
Disable Fullscreen menu option
Favorites Menu
Hide Favorites Menu
Tools Menu
Disable Internet Options... menu option
Help Menu
Remove 'Tip of the Day' menu option
Remove 'For Netscape Users' menu option
Remove Tour' menu option
Remove 'Send Feedback' menu option
Context Menu (right click)
Disable Context Menu
IDisable Open in New Window menu option
File Download Dialog
Disable Save this program to disk option

Favorites and Search
Favorites Import/Export
Disable importing and exporting of favorites
Search
Disable Search Customization
Disable Find Files via F3 within the browser

Persistence
N/C

Dial-Up Settings
N/C
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Language Settings
Language Settings
Default language for menus and dialogs: English

Temporary Internet Files (User)
N/C

Toolbars
Default Toolbar Buttons

Show small icons
Back button: Turn button off
Forward button: Turn button off
Stop button: Turn button off
Refresh button: Turn button off
Home button: Turn button off
Search button: Turn button off
History button: Turn button off
Favorites: Turn button off
Folders button: Turn button off
Fullscreen button: Turn button off
Tools button: Turn button off
Mail button: Turn button off
Font size button: Turn button off
Print button: Turn button on
Edit button: Turn button off
Discussions button: Turn button off
Cut button: Turn button off
Copy button: Turn button off
Paste button: Turn button off
Encoding button: Turn button off
Print preview button: Turn button off

Advanced Settings
Browsing
ILaunch browser in full screen mode

AutoComplete
N/C

Display Settings
N/C
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Advanced Settings
Browsing
IDisable script debugging
IShow friendly URLs
Use smooth scrolling
Enable page transitions
Enable page hit counting
IAutomatically check for Internet Explorer updates
Underline links: Always
IEnable folder view for FTP sites
IShow Go button in Address bar
Show friendly http error messages
IDisplay a notification about every script error
All others N/C

URL Encoding
N/C

Implemented by standard Windows templates

Control Panel
Display
Restrict display
Deny access to display icon
Hide Background tab
Hide Screen Saver tab
Hide Appearance tab
Hide Settings tab

Desktop
IWallpaper
Color scheme
Scheme name: Windows Default
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Shell
Restrictions

Remove Run command from Start menu
Remove folders from Settings on Start menu
Remove Taskbar from Settings on Start menu
Remove Find command from Start menu
Hide drives in My Computer
Hide Network Neighborhood
No Entire Network in Network Neighborhood
No workgroup contents in Network Neighborhood
Hide all items on desktop
Remove Shut Down command from Start menu
Don't save settings at exit

System
Restrictions
Disable Registry editing tools
All others N/C

Windows NT Shell

Custom user interface
N/C

Custom folders
N/C

Restrictions
Remove View->Options menu from Explorer
Remove Tools->GoTo menu from Explorer
Remove File menu from Explorer
Remove common program groups from Start menu
Disable context menus for the taskbar
Disable Explorer's default context menu
Remove the "Map Network Drive" and "Disconnect Network Drive™ options
Disable link file tracking
Remove NT Security item from Start menu
Remove Disconnect item from Start menu
Prevent user from changing file type associations
All others N/C
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Windows NT System
Disable Task Manager
Disable Change Password
IShow welcome tips at logon
All others N/C

Windows NT User Profiles
N/C
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