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Overview

The Beneficiary Travel (BT) Dashboard is a web-based application designed to be used along
with the existing VistA Beneficiary Travel Claim option in concurrent sessions for a patient. BT
Dashboard calculates the driving mileage from the patient’s address to a configured set of
institutions. Using the Beneficiary Travel Claim menu, the application automatically
synchronizes with travel claims as claims are created in VistA. BT Dashboard also displays
patient appointments, claims, notes, orders, and consults. Patch DGBT*1.0*32 upgrades the
existing BT Dashboard login methodology by allowing users to authenticate using their PIV
card, rather than Access/Verify codes.

Before the BT Dashboard PIV authentication can be used on a workstation, the CA SiteMinder
WebAgent must be installed and the Cache Instance must be configured. This involves:

Installing the CA SiteMinder WebAgent
Exporting the Web Server certificate (.pfx)
Separating the Private Key and SSL Certificate
Configuring SSL/TLS in Cache

Importing the XML file
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Web Server/Regional Configuration

Install the CA SiteMinder WebAgent

This part will need to be done at each Web Server (which means that this will probably be done
once per Region).

As a part of the Identity Access Management (IAM) teams VistA Integrated Web Applications
integration pattern, the CA SiteMinder WebAgent must be installed on the Beneficiary Travel
Dashboard web server. Upon verifications that the required IP addresses and ports are open on
the web server, the IAM team will provide a separate CA SiteMinder WebAgent Installation
Guide as well as configuration instructions.

Export the Web Server Certificate

You will need to export the web server certificate and private key, used to encrypt your
Beneficiary Travel Dashboard URLSs, to a .pfx file.

Export the Web Server Certificate to .pfx File in IS 7

Instructions from: https://www.digicert.com/ssl-support/pfx-import-export-iis-7.htm

1. On the Web Sever in the Start menu click Run and then type mmc.

2. Click File > Add/Remove Snap-in.

3. Click Certificates > Add.

4. Select Computer Account and then click Next. Select Local Computer and then click
Finish. Then close the add standalone snap-in window and the add/remove snap-in
window.

5. Click the + to expand the certificates (local computer) console tree and look for the
personal directory/folder. Expand the certificates folder.

6. Right-click on the certificate you want to backup and select ALL TASKS > Export.

7. Choose Yes, export the private key and include all certificates in certificate path if

possible.

Warning: Do not select the delete private key option.

Leave the default settings and then enter your password if required.

9. Choose to save the file and then click Finish. You should receive an "export successful"
message. The .pfx file is now saved to the location you selected.

o

Once you have the .pfx file, you will need to send it to the IAM team.


http://vaww.oed.portal.va.gov/sites/vrm/IAM/playbooks/Pages/PIV%20Compliance/VistA/VistA%20Integrated%20Web%20Applications.aspx
http://vaww.oed.portal.va.gov/sites/vrm/IAM/playbooks/Pages/SSOi/CA%20SiteMinder%20WebAgent.aspx
https://www.digicert.com/ssl-support/pfx-import-export-iis-7.htm

Separate the Private Key and SSL Certificate

You will need to separate your web server Private Key and SSL Server Certificate from the .pfx
file created in the previous step. You can use the OpenSSL commands below to create the two
files.

openssl pkcsl2 -in certificate.pfx -nocerts -out private_key.pem -nodes

openssl pkcsl2 -in certificate.pfx -nokeys -out certificate.cer

The newly generated .pem and .cer files will be used in the next step.

(Note: If you do not have access to OpenSSL, please open a CA ticket with the
NTL.APP.VistA.Bene Travel 1_0 Dashboard group and ask for your ticket to be escalated to
Tier 3.)



Cache/Site Configuration

This part will need to be done at each Cache System Management Portal (which means that this

will probably be done once per Site).

Cache SSL/TLS Configuration

In the Cache System Management Portal click ‘SSL/TLS Configuration’:

A Configuration » Users
Home‘ ..........................................................................
1 | Roles
Licensing » Resources
Encryption » Services

Enterprise Manager

Security Domains

Applications »

' System Operation

SSL/TLS Configurations

X.509 Credentials

System Security »

‘ ’ System Explorer

Auditing »

Security Advisor

System Administration

Mobile Phone

N

Public Key Infrastructure

Click ‘Create New Configuration’:

Create New Configuration

The following is a list of SSL/TLS configurations:

Page size: |0 Max rows: | 1000 Results: 2 | Page: [1]
Name Description Enabled Type
dashboardssoi  Patch DGBET*1.0%32 Yes Client Edit
encrypt_only Fatch XOBW=*1*4 es Client Edit

DCelete

Delete



Enter the fields as shown below:

e Ensure that your configuration name is ‘dashboardssoi’.
e Under ‘This client’s credentials’
o The ‘File containing this configuration’s X.509 certificate’ is the SSL certificate
from the web server (.cer).
o The ‘File containing associated private key’ is the private key file created earlier
in this guide (.pem).

Use the form below to edit an existing SSL/TLS configuration

Configuration Name [hashboardssor x]

Description [Patch DGBT*1.0"32 l
Enabled v
Type e Chent () Server

Peer certificate verification level (@ None () Require

File containing trusted Certificate Authority X509 certificate | ‘y [B}c;wsei‘

contaning Cartificate Revocation List Browse

This client’s credentials | oo Oniy necessary if this ciient will be asked to authenticate itself to servers

File containing this configuration's X.509 certficate . 3
Isrvivistaldevicache/devrOtsvricspivhaisaiis0_SHA2 cer | Browse ‘

File containing associated private key ) . )
‘ fsrvivistaldevicache/devrOtsvricspivhaisaiis0_private_key SHAZ| | Browse. J
Private key type (e)RSA () DSA

Password: () Enter new password () Clear password (¢) Leave asis

Crypiogmpbic setiings Protocols [Tsgiv2 [Issiva MTLsvi

Enabled ciphersuites iy LSv1 SSL'/3'ADH 'LOV‘. EXP @STRENGTH

Click ‘Save’.

Import the XML file

Use Caché Studio to import the source code XML.

Note: Caché Studio should be connected to your VistA server in your station’s
namespace.

1. Click the Tools menu and select Import Local.



cutew
‘Show Plan for SQU statement
Templates

Addins.

Task Uist...

Caché>Studio>Tools>Import Local

G@vlb. Eiwel, David B. (FIC) » Downlosds ~ %[ Search Downioac
Organize v New folder e

W Favorites. Size.

S vmp (\\haispnts) (v
J. VHAISPELWELD

€ Network

Output | Find In Files.
Ready CAP NUM VR READ

Beneficiary Travel — Studio Open window

2. Browse tothe DGBT_1_32.xml file retrieved from download.vista.med.va.gov.



3. Click the Open button.

B Impaort

Select iters you wish to import

Item

| File Date

| Date an server

U czp/bt/dabtClaims. czp

U czp/bt/dgbtDazhboard. czp
U cap/btédabtLogin. csp
czp/bt/dabtloginZ. czp
U cap/bt/dabttdenu.cap

U czp/bt/dgbtPivotT able.czp
dght Audit clz

dgbt.D ashboardCh.clz
dght Inztitution. cls
dgbt.Patient. clz

RERREER

[ &dd Immported Ibems to Project

¥ Compile Imported ltems

Select All nzelect Al

SecurityTokenService. Reguest...

2017-10-31 12:46:07
20171031 12:46:07
2017-10-31 12:46:07
2017-10-31 12:46:07
2017-10-31 12:46:07
20171031 12:46:07
20171031 12:46:07
20171031 12:46:07
20171031 12:46:07
2017-10-31 12:46:07
20171031 12:46:07

o |

2018-1-25 13:06:22
2018-1-25 130622
2018-01-2513:06:22
2017-10-20 16:04:19
2018-01-2513:06:23
2018-01-25 13:06:23
2011-09-23 05:43:04
2017-03-01 21:11:20
2011-03-29 03:44:39
201E-05-17 11:34:06
2017-10-20 14:41:43

Cancel

Beneficiary Travel — Studio Import window

4. Ensure the Add Imported Items to Project checkbox is not selected and that Compile Imported

Items is selected.

5. Click the OK button to import the Beneficiary Travel Dashboard .csp and .cls project files.



The End.



