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Introduction

Web Human Resources (WebHR) is a Class 3 (C3) automated human resources system that creates an
electronic request for personnel actions, Standard Form 52 (SF-52) and tracks the document through the
process. WebHR contains the elements necessary to process an SF-52 within a personnel office. This
includes initiating, tracking, showing results, and finalizing a personnel action.

WebHR is a web-based, integrated module that brings workforce components together for Human
Resources (HR) staff and managers to conduct online HR business activities. The application is designed
with two interfaces: Customer Edition and Automated Human Resources Edition. The application also
contains several reports, which assist both managers and HR staff with managing employees and
recruitment activities.

There are two WebHR links on the WebHR SharePoint: http://vaww.htm.wmc.va.qov/HRIS/default.aspx

e WebHR Customer Edition for customers (service lines) to electronically submit an SF-52 to Human
Resources.

o WebHR Automated Human Resources (HR) Edition for the HR staff to process an electronically
submitted SF-52; and includes a Staffing Module that enables HR staff to enter and track hiring
milestones and metrics.

WebHR receives data from the national Personnel and Accounting Integrated Data (PAID)/Veterans
Health Information System Technology Architecture (VistA) system. WebHR is linked to the PAID
database, which is a data warehouse for all VA personnel employee information. PAID is updated at the
close of each pay period. The update allows employee-data to auto-populate an SF-52 when a form is
initiated. The WebHR application, in its association with PAID data, allows for review of employee
information.

Because WebHR operates in an integrated, secure, web-based environment, access and processes follow
conventions dictated by an integrated, secure, web-based environment. Users interact with WebHR
through Internet Explorer (IE) toolbars and menus.

Note: The WebHR application contains sensitive information and you must employ
safeguards to ensure the security of the data contained within. Access to WebHR
is granted through a formal request process.

WebHR is in production at all Veterans Health Administration (VHA) sites and at several VHA Program
Offices. The Healthcare Talent Management (HTM) Office handles WebHR enhancements, training, and
support.

Note: Contact your local WebHR Administrator with issues/concerns for the Web HR
application.
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Documentation

WebHR is compatible with Microsoft (MS) Office products and uses features like copy, paste, etc.
The Microsoft Office link: http://office.microsoft.com/en-us/help/default.aspx provides training, demos,
and guides, as well as provides assistance with the variety of Microsoft versions used at individual sites.

There are three user manuals associated with the two editions of WebHR. The WebHR user manuals are
available in MS Word (.docx) format and the Portable Document Format (.pdf) on the VA Software
Documentation Library

http://www4.va.gov/vdl/

1. WebHR Human Resources specialists use the WebHR User Manual for the Automated Human
Resources Edition

2. Local WebHR administrators use the WebHR User Manual for the Administrator Role

3. WebHR customers (approvers/requesters/delegates) use the WebHR User Manual for the Customer
Edition
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Pre-installation Considerations

The installation prerequisites for the WebHR server, workstation software dependencies, and the
operating system are:
1. Windows Server 2008Rz2 installed and joined to a VA domain
2. Infragistics Net Advantage 2010 Web Client license
3. SQL Server 2008 Enterprise license
4. The WebHR installation files with the following directory structure
e ADAM
e Applications
o Infragistics
o MicrosoftDOTNet4
e Services
e SQLDatabases
e SQLReports
e SQLServer2008

Note: This guide uses %WEBHR_FILES% when referencing the location of the
WebHR installation files.
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Installation Procedures

Install the Active Directory Lightweight Directory Services
Role

To install the Active Directory Lightweight Directory Services (AD/LDS) Role:
1. In Server Manager, click Add Roles.

2. Select Active Directory Lightweight Directory Services.

3. Click Next.

4. Click Install.

Add Roles Wizard

I‘; i
! T* Select Server Roles

EBefore You Begin

Select one or mare roles ko install on this server,

Roles: Description:
ADLDS [] active Directary Certificate Services Ad:i"fe Directory L hh"‘?i ht Directory
Services (AD LDS) provides a store for
Confirmation L1 active Drectory Domain Services application-specific data, for directony-

enabled applications that do not
require the infrastructure of Active

ary
Results [] active Directory Rights Management Services Directory Domain Services. Multiple
,: application Server instances of AD LDS can exist on a
’: DHCP Server

’: DMS Server

[] Fax Server

[] File Services

’: Hyper-Y

[ mebwork Policy and Access Services
[] Print and Dacument Services

’: Remoate Desktop Services

[] web Server (115

[ windows Deployment Services

[ wWindows Server Update Services

Progress

single server, each of which can have
its own schema.

More about server roles

< Previous | [ext = I Install Cancel

Add Roles Wizard window
Select Server Roles
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Create the AD/LDS Instance

1. To create the AD/LDS instance:
a. Click Start Menu.
b. Select to Administrative Tools.
2. On Administrative Tools:
a. Select the Active Directory Lightweight Directory Services Setup Wizard.
b. Click Next.
3. On Setup Options:
a. Select the type of instance: A unique instance.
b. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

Setup Options
An AD LDS ingtance iz created each time AD LDS iz installed.

You can create a unigue instance. or you can install a replica of an exizting instance.

Select the type of instance you want ta install.

“ B
Thiz option automatically creates a new instance of AD LDS that uzes the default
configuration and zchema partitionz. The new instance will not be able to replicate
with existing instances.

" & replica of an esisting instance

Thiz option createsz a new instance of A0 LDS that uzges the configuration and
schema partitions replicated from another instance of AD LDS. You can alzo select
the application partitions to replicate.

< Back I Hext » I Cancel Help

Active Directory Lightweight Directory Services Setup Wizard window
Select Options
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4, On Instance Name:

a.
b.
C.

In the Instance name box, type Centurion.
In the Description box, type WebHR Centurion Instance.
Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

Inztance Name
The inztance name iz used to differentiate this instance of AD LDS from ather A0
LDS ingtances on this compiker.

Type a name far thiz inzstance. The name should reflect the uze for which thiz instance
of AD LDS is intended.

Instance name:

IEenturiDn
Example; Addreszbook

Deszcription;
IWEI::HFE Centurion Instance]

The AD LDS zervice name iz created when the inztance name iz combined with the
product name. It will be dizplayed in the lizt of Windows services, together with the
dezcription you enter.

A0 LDS service dizplay name:  Centurion
ADLDS service name: ADAM_Centurion

¢ Back I Meut » I Cancel Help

Active Directory Lightweight Directory Services Setup Wizard window

Instance Name
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5. On Ports:
a. Inthe LDAP port number box, type 389.
b. Inthe SSL port number box, type 636.
c. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

Ports i
Computers will connect to this inztance of AD LDS uzsing specific parts on all of the o
|P addreszes aszociated with this computer.

The ports displayed below are the first available for this computer. To change thesze
portz, twpe the new port numbers in the text boxes below.

[f pou plan toinstall Active Directory Domain Services on thiz computer, do not uee 389
for the LDAP port or 636 for the S50 port becausze Active Directory Domain Services
uzes these port numbers. Instead, uze available port numbers fram the following range:
1025-65536,

LOAP port Aurmber:
=

S5L port number:
IESE

¢ Back I MHext » I Cancel Help

Active Directory Lightweight Directory Services Setup Wizard window
Ports
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6. On Application Directory Partition:

a.

Select No, do not create an application directory partition.

b. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

Application Directory Partition
An application directory partition stores application-specific data.

Do you want to create an application directary partition for this instance of AD LDSY?

* Mo, do not create an application directary partitior

Select thiz option if the application that you plan to inztall creates an application directon
upon inztallation, or if you plan to create one later.

" Yes, create an application directony partition

Select thiz option if the application that pou plan to ingtall does not create an application
directony partition upon installation. & walid partition name iz any digtinguizhed name that does
not already exist in thiz instance. Example diztinguizhed name:

CMH=Partition] D C="oodarove, D C=CORM

Bartition name;

¢ Back I Meut » I Cancel Help

Active Directory Lightweight Directory Services Setup Wizard window
Application Directory Partition
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7. On File Locations:
a. Browse to a location to store the data files associated with AD LDS.
C:\Program Files\Microsoft ADAM\Centurion\data
b. Browse to a location to store the data recovery files associated with AD LDS.
C:\Program Files\Microsoft ADAM\Centurion\data

c. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

File Locations -
You can specify a location for each tppe of file agzociated with this instance of AD .
LDS.

Specify the locations to store files azzociated with AD LDS.

Data files:

C:“Program Fileshhicrozoft ADAMA\Centurion'data

Browsze. ..

Data recovery files:

C:AProgramm FileshMicrozoft ADAMACenturiondata Browsze... |

< Back I Hext » I Cancel Help

Active Directory Lightweight Directory Services Setup Wizard window
File Locations
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8. On Service Account Selection:

a.

b. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

Service Account Selection

AD LDS performs operations uzsing the permizsions associated with the account
you zelect.

To identify the account with which permissions are associated, select Network Service Account.

Set up AD LDS to perform operationz using the pemizsions associated with the following
account.

" itebwork, service account

AL LDS haz the permizzions of the default Windows service account.

" Thiz account;

AD LDS service has the permizzions of the selected account.

zer name: I ﬁ j J Browsze... |

Bazzword: I

¢ Back I Meut » I Cancel Help

Active Directory Lightweight Directory Services Setup Wizard window
Service Account Selection
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9. On AD LDS Administrators:

a. To assign administrative permission to AD LDS, select Currently logged on user:

<user/group of users>\Administrator.
b. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

AD LDS Administrators

You can zpecify the uger or group that will have adminiztrative privileges for thiz
ingtance of A0 LDS.

Azzign the following user or group of ugers adminiztrative permissions for AD LDS.

% Curently logged on user: YHADKLHT MIMAGE \Administrator

The uszer that iz inztalling A0 LDS will have adminiztrative permizsions for this
inztance of A0 LDS,

" This account

The zelected uzer ar group will have adminiztrative pemizsions for thig ingtance of
AD LDS. ou can chooze any uger or graup fram thiz computer, this computer's
domairn, or any domain that iz trusted by this computer's domain.

Accaunt nanme;

Browse,.. |

¢ Back I Meut » I Cancel | Help

Active Directory Lightweight Directory Services Setup Wizard window
AD LDS Administrators
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10. On Importing LDIF Files:
a. Do not select any file names.
b. Click Next.

@ Active Directory Lightweight Directory Services Setup Wizard

Importing LDIF Files

You can import data fram Lightweight Directory Interchange Format [LDIF] files into

wour A0 LDS application directory partition,

To configure the AD LDS zervice in a specific way, import ane ar more of the LDIF files listed

below,

LDIF file name | Description

O iM5-damSynchetadata LDF ADAKSync metadata schema extenzion. Required for &

O M5-aDLDS DizsplaySpecifiers.... A0 LDS Display specifiers schema and dizplay specifiers

O M5-42Man LDF Al LDS gchema extenzions for Azkd an.
O M5-netOrgPerzon LDF AL LDS inetOrgPerzon, user and related classes.
O w5-UserLDF AD LDS uzer class and related clazses.
O M5-UserProsy. LDF A0 LDS simple userProsy class.
O M5-UserProsyFull LOF A0 LDS full ugerProse class. Requires MS-User LDF or b
4 | i
¢ Back I Meut » I Cancel | Help |

Active Directory Lightweight Directory Services Setup Wizard window

Importing LDIF Files

11. Click Next on the screens that follow, until the AD LDS instance is installed.

Replace the AD/LDS Instance with Centurion Files

To replace the AD/LDS instance with the Centurion data files:
1. Stop the Centurion AD/LDS service just installed.
Go into the Services section in Server Manager.

2. Browse to the directory: C:\Program Files\Microsoft ADAM\Centurion\data\.

Create a new directory and name it: old.

3. Move all the files from C:\Program Files\Microsoft ADAM\Centurion\data\ to

C:\Program files\Microsoft ADAM\Centurion\data\old.

4. Copy the files from the %0WEBHR_FILESY\ADAM directory to
C:\Program Files\Microsoft ADAM\Centurion\data\.

5. Start the Centurion service.
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Change the Server Name

On the Connection Settings window, change the server name of the AD/LDS Configuration.
1. Use adsiedit.msc to connect to the Configuration Naming Context of the Centurion instance.

2. Inthe Computer section, remove vhaoklhtmimage and replace with the machine name of the server
that is running the Centurion AD/LDS instance.

3. Click OK.

Connection 5ettings

Mame: | Configuration

Path: ILDF\P:,l',l'vhaok]htmimage,l'ConFiguration

—Connection Poink
™ Select or bype a Distinguished Mame or Naming Conkext:

| i

%" Select a well known Maming Context:

—iComputer
" Select or bype a domain or server: (Server | Domain [:port])

I vhaoklhtmimage j
™ Default (Domain or server that vou logged in bo)

[ Use 55L-based Encryption

Adwvanced. .. | [o]4 I Cancel

Connection Settings window
Configuration

4. Navigate to the following key: CN=Servers,CN=Default-First-Site-

Name,CN=Sites,CN=Configuration,CN={A5A4D5CC-DDCE-44CF-842C-12203E2FDC00}

5. Right-click: CN=VHAV16HPDM1$Centurion and select rename.

6. Remove VHAV16HPDML and replace with the machine name of the server that is hosting the

Centurion instance.
7. Click OK.

October 2011
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Install the Application Server Role

1. Toinstall the Application Server Role:
a. In Server Manager, click Add Roles.
b. On Select Server Roles:
i. Select Server Roles.
ii. Select Application Server.
c. Click Next.

Add Roles Wizard

I‘; i
! t* Select Server Roles

EBefore You Begin

Select one or more roles ko install on this server,

Roles: Description:

Application Server ] active Direckory Certificate Services Application Server provides central

) . ; management and hosting of high-

Role Services [ Active Directory Domain Services performance distributed business
Confirmation [ Active Directory Federation Services applications such as those builtwith
Active Direckory Lightweight Directory Services (Installed) Enterprise Services and .NET

Progress [ ] Active Directory Rights Management Services Framewaork 3.5.1.
Results %48 - rlicatio JEr

[ DHCP Server

[ DNs server

[] Fax Server

[] File Services

’: Hyper-¥

[ Mebwark Palicy and Access Services
’: Print and Document Services

’: Remoate Desktop Services

[] weh Server (115)

[ windows Deployment Services
[ wWindows Server Update Services

More sbout server roles

< Previous | Mext = I Install Cancel

Add Roles Wizard window
Select Server Roles for Application Server
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2. On Select Server Services:

a. Select Role Services.

b. Select Web Server (11S) Support.
3. Click Next.

Add Roles Wizard
= .
!i Select Role Services
Before ‘You Begin Select the role services to install For Application Server:
Server Roles Role services: Description:
Web Server (I115) Support enables

e e 2Ry 4] HET Framework 3.5 1 Application Server to host internal or

external Web sites and Web services

[[] com+ Network fccess that communicate over HTTP. It
Weh Server (115) =
[ TCP Part sharing includes support for ASP.NET
Role Services = [E windows Process Activation Service Support applications that canbe accessed via
. a Web browser such as Internet
’Z HTTP Activation
Confirmation i . Explorer, and Web services built using
q [ Message Queuing Activation Windows Communication Foundation
HIElf=5 [] TCP Activation (WCF).
Results |: MNamed Pipes Activation

= [ pistributed Transactions
’: Incoming Rermote Transactions
’: Cutgoing Remote Transactions
[ ws-akamic Transactions

More about role services

< Previous | Mzt = I Inistall Caniel

Add Roles Wizard window
Select Role Services for Web Server (11S) Support
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Role Services defaults are selected for Web Server (11S).
Do not remove the selected defaults.

Click Next.
Click Install.

Add Roles Wizard

I‘i
! T'F Select Role Services

Before You Begin
Server Roles
Application Server

Role Services

Web Server (IIS5)

Confitmation
Progress

Results

Select the role services to install For Web Server {115

Role services:

= [E] web Server -
2 [E Comman HTTP Features
[V] static Cantent
[] Default Docurnent
E Directory Browsing
’Z HTTP Errors
[¥] HTTF Redirection
[ webDay Publishing
B [E application Development
[V] asp.MET
[¥] MET Extensinility
[] asp
[ car
[] 13&PI Extensions
[¥/] ISAPI Filters
[7] server Side Includes
B [E Health and Diagnostics
[¥] HTTP Logging
[/] Logging Tools
’Z Request Monitor
[V] Tracina =l

More about role services

< Previous | Mext = I

Description:

Web Server providessupportfor
HTML Web sites and optional support
for ASP.NET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or external
Web site or to provide an environment
fordevelopers to create Web-based
applications.

Install Cancel

Add Roles Wizard window

Select Role Services for Web Server (11S)
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Install Microsoft .NET 4.0- Framework

To install the Microsoft .NET 4.0 Framework, if it is not installed already:
1. The install files are located at: %0WEBHR_FILES%\MicrosoftDotNet4

2. Accept the installation defaults and the license terms.

3. Click Install.
ﬁMicrnsuﬂ: .MET Framework 4 Setup M= E3 |

.MET Framework 4 Setup N
Flease accepk the license terms to continue, Mkmmf
MICROSOFT SOFTWARE hd
¥ 1 have read and accept the license terms. | il il
Download size estimate: 0 MEB
Download time estimates: Dial-Up: O minutes

Broadband: O minutes
Install I Zancel
.NET Framework 4 Setup window>Accept the license terms
October 2011 WebHR C3-C1 Conversion Project
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Install the Infragistics Net Advantage Web Client 2010

1. Install the Infragistics Net Advantage Web Client 2010.

a. The install files are located at: %WEBHR_FILES%0\Infragistics

b. Click Install ASP.NET.

Infragistics NetAdvantage for Web Client 2010.1 ]

\“. Net Advantage’

EleRell=lpid ~SP NET, Silverlight

Thankyou for downloading Mettdvantage foreb Client, Click on the items you want to install,

Install ASP.NET

Install Silverlight

Samples

~ Anonymousk s2nd setup info o improse my future ins@lBtion experence.

o Formore information, read the Privecy Statement

Cancel

Infragistics Net Advantage Web Client>Install ASP.NET
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c. Click Next.

i'm‘lcl‘ Infragistics NetAdvantage ASP.NET 2010.1

Net Advantage”

It iz gtrongly recommended that pou exit all Windows programs befare running this
zetup program.

Click Cancel bo quit the zetup program, then close any programs you have
running. Click Mest to continue the installation.

WOARMING: Thiz program iz protected by copenight law and international reaties.
[Inauthonzed reproduction or distibution of thiz program, or any portion of i, may

rezult in severe civil and criminal penalties, and will be prozecuted to the masirmum
extent pozzible under law.

Eawaring fhe fraasriolion Loper

Cancel |

Infragistics Net Advantage Web Client>Warning page
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d. On Installation Notes:

i. Select the radio button, | have read the installation notes.
ii. Click Next.

i'-;‘ Infragistice NetAdvantage ASP.NET 2010.1

Installation Hotes

®
Maotes o read before proceeding with the installation. NEt Advan tage

=rit | ASPMET

INSTALLATION NOTES -

1. The CLR 2.0 assemhblies have been built against Microsoft MET Framework 2.0.
The CLR 3.8 assemblies hawve been built against Microsoft MET Framework 3.5.
You must have these versions of the framewaork installed for the product to wark.

2. Youmustbe logged in as an Administratar to install this product. This user must
also have permissions to update the system redistry.

3. Theinstall should be run from a local hard drive. You might encounter issues ifit
is run from a network drive. ;|

% || have read the installation notes

™ | have MOT read the installation notes

¢ Back | Meut » I Cancel

Infragistics Net Advantage Web Client>Installation Notes
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e. On License Agreement:
i.  Select the radio button, | accept the license agreement.
ii. Click Next.

i'-.% Infragistics NetAdvantage ASP.NET 2010.1

Licenze Agreement

Net Advantage

'ou must agree with the i web client FASRNET

Software License Agreement - ASP.NET, Windows Faorms, WPF | Silverlight andi’
JSF

(July 2009)

VERY IMPORTANT - READ CAREFULLY: This Infragistics Software License
Agreement (hereinafter, this "LICENSE") is a legal agreement between you

(either an individual or a single entity) and Infragistics, Inc. ("Infragistics™), for the
software containing this LICENSE or products identified on the disk or CD-ROM
enclosed with the package which contain computer software and associated

media and printed materials, and may include "on-line" ar electronic |

|| accept the license agreement
| do not accept the license agreement

< Back | Heut » I Cancel

Infragistics Net Advantage Web Client>License agreement
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On User Information:

Enter your:

e Full Name

e Organization

e Product Key

Select the radio button, Anyone who uses this computer.

iii. Click Next.

i'-;‘ Infragistice NetAdvantage ASP.NET 2010.1

Uszer Information

Enter the following information to p nalize your in

Full Mame: IHTM Program Office
Organization; IDepartment of Weteranz Affairs
Product Key: [ 0] |

[Find on D%D packaaging or online under My Kevs and Downloads. Leaving the Product Key
field blank. will install Infragistics Metddvantage ASP.MET 2010.1 far trial use.]

The =ettingsz for thiz application can be installed for the current user or for all ugers that
ghare thiz computer. vou muzt have adminiztrator rightz toinstall the zettingz for all
uzers. Install thiz application far:

¥ Anpone who uges this computer
= Only for me (HTH Program Office]

¢ Back | MHent » I Cancel |

Infragistics Net Advantage Web Client>User Information page

22

WebHR C3-C1 Conversion Project
Installation Guide (WEBH?¥*)

October 2011



g. On Destination Folder:

i. The default destination folder for Infragistics Net Advantage Web Client displays.
Do not change the default.

ii. Click Next.

i'-;‘ Infragistice NetAdvantage ASP.NET 2010.1

Df.zf.-:-tinatiun Folder NetAdvantage-:

ot a folder where the application will be installed.

The inztallation wizard will inztall the files for Infragistics Metddvantage ASP.MET 20101
it the following folder.

Toingtall into a different folder, click the Browse button, and zelect another folder.
“r'ou can choose not o install Infragistics Metddvantage ASP.MET 20107 by clicking
Cancel to exit.

" Deztination Folder

C:\Program Filez [#36]4 nfragisticsh, Browse |

¢ Back

Cancel |

Infragistics Net Advantage Web Client>Destination Folder
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h. On Select Installation Type:

i. Select the radio button, Complete.
ii. Click Next.

i'-;‘ Infragistice NetAdvantage ASP.NET 2010.1

Se.l.et:t Ir.ljstallatiun Type NetAdvantageI

ired inztallation type.
web client [aSpMET

All application features will be installed. This option is recommended

-
gﬁ: for the complete Metddvantage for MET expenence.
<=

B~ Use thiz option bo chooze which application features you want

o ;
%5' inztalled.
= [

¢ Back | Meut » I Cancel |

Infragistics Net Advantage Web Client>Select Installation Type
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i. On Ready to Install the Application, click Next.

i-.% Infragistice NetAdvantage ASP.NET 2010.1

Ready to Install the Application NetAdvantageq

Click Mest to begin inztallation.
web client [ASPINET

Click the B ack button to re-enter the ingtallation information ar click Cancel to exit
the wizard.

Cancel |

¢ Back

Infragistics Net Advantage Web Client>Ready to Install the Application
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Install SQL Server 2008

To install SQL Server 2008:

Notes: The install files are located at: %0WEBHR_FILES%\SQL Server2008.
Install SQL Server 2008 on the same machine that is running 1IS.

1. On SQL Server Installation Center>Planning, select Installation.

:E'SQL Server Installation Center [_[o] =]
Planning = Hardware and Software Requirements
e Wiew the hardware and software requirements,
Maintenance ;’5 Security Documentation
Toals wigw the security documentation.
Resources = Orline Release Notes
Advanced Wigw the latest information about the release,
Options {__-I-f Syskem Configuration Checker
I Launch a kool to check For conditions that prevent a successful SOL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any S0QL Server 2005 or 0L Server 2000 components that are installed
and identifies issues to fix either before or after you upgrade ko SQL Server 2008,

Orline Installation Help

Launch the online installation documentation,

Read instructions on how ko get started wich SQL Server 2005 Failover clustering,

Upgrade Documentation

Wigw the document about how to upgrade to SOL Server 2008 from SQL Server 2000 or SQL Server
2005,

= d
P JII Howe ko Get Starked with SOL Server 2008 Failover Clustering

2‘—_‘% §5T Server2008

SQL Server Installation Center window>Planning
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2. On SQL Server Installation Center>Installation, select New SQL Server stand-alone installation or
add features to an existing installation.

W% SOL Server Installation Center

Planning

Installation

I[=] B3

Mew SOL Server stand-alane installation or add Features ta an existing installation

Launch & wizard to install SGL Server 2008 in a non-clustered environment or ko add features to an
existing SCOL Server 2008 instance,

4
4

Maintenance
o Mews SCL Server Fallaver cluster installation
S Launch a wizard toinstall a single-node SOL Server 2008 failover cluster,
Resources
e . LI Add node to & SQL Server Failover cluster
¥ ¥ Launch a wizard to add & node to an existing SOL Server 2003 failover clusker,
Options
ﬁ Upgrade from S0L Server 2000 or SCL Server 2005
Launch a wizard to upgrade QL Server 2000 or SGL Server 2005 to SQL Server 2008, Before you
upgrade, you should run the Upgrade Advisor to debect potential problems,
;’5 Search for product updates
Search Microsoft Update for SQL Server 2005 product updates,
};ﬁ Microsafts
. SQLServer2008
SQL Server Installation Center window>Installation
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3. On SQL Server 2008 Setup>Setup Support Rules, click OK.

M= E

& SOL Server 2008 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when wou install SOL Serwver Setup support files. Failures must be corrected
before Setup can continue,

Operation completed, Passed: 6. Failed 0. Warning 0. Skipped 0.

Show details == | Re-run |

View detailed report

Setup Support Rules

0K I Cancel | Help

A

SQL Server 2008 Setup>Setup Support Rules window
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4. On SQL Server 2008 Setup>Product Key, enter the product key in the Enter the product key text
box and click Next.

=] B3

%% SOL Server 2008 Setup

Product Key

Specify the edition of SQL Server 2008 ko install.

Specify a free edition of SQL Server or provide a SQL Server product key to walidate this instance of SOL Server
. 2008. Enter the 25-character key from the Microsoft certificate of authenticity or product packaging. If wou
License Terms specify Enterprise Evaluation, the instance will be activated with a 180-day expiration. To upgrade from one
edition ko another edition, run the Edition Upgrade Wizard,

Product Key

Setup Support Files

" Specify a free edition:

IEnterprise Evaluation j

* Enter the product key:
IW—W—W—W—W

< Back | et > | Cancel |

4

SQL Server 2008 Setup>Product Key window
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5. On SQL Server 2008 Setup>License Terms, select the checkbox, | accept the license terms and

click Next.

%4 S0L Server 2008 Setup =] B3
License Terms
To install SQL Server 2008, wou must accept the Microsoft Software License Terms.
Praduct Key ﬂ
(e Trarms MICROSOFT SOFTWARE LICENSE TERMS

Setup Support Files

MICROSOFT SQL SERVER 2008 ENTERPRISE EDITION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of itz affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any, The terms also apply to any
Microsoft

+ LUpdates,

* supplements,

» Internet-based services, and

*  SUpport services

for this software, unless ofher terms accompany those items. If o, those terms apply.

BY USING THE SOFTWARE, ¥YOU ACCEPT THESE TERMS. IF ¥OU DO NOT ACCEPT THEM,
DO NOT USE THE SOFTWARE. INSTEAD, RETURN IT TO THE RETAILER FOR A REFUND OR.

CREDIT. If you cannot obtain a refund there, contact Microsoft or the Microsoft affiliate servinqj

EE] :
Copy  Print
¥ 1 accept the license terms.
< Back et > Cancel
| I |
SQL Server 2008 Setup>License Terms window
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6. On SQL Server 2008 Setup>Setup Support Files, click Install.

% SOL Server 2008 Setup M= E
Setup Support Files
Click. Install to install Setup Suppart files, To install of update SQL Server 2008, these Files are required.

Produck Key The Following components are required For SCL Server Setup:

e Wi | Feature Name Status

Setup Support Files Setup Support Files

< Back | Install | Cancel |
4

SQL Server 2008 Setup>Setup Support Files window
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7. On SQL Server 2008 Setup>Setup Support Rules, click Next.

%% S0L Server 2008 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when vou install SGL Server Setup suppart files, Failures must be corrected

before Setup can continue.,

H[= E

Setup Support Rules
Feature Selection

Disk Space Requirements
Error and Usage Reporting
Installation Rules

Feeady ko Install

Operation completed. Passed: 11, Failed 0. ‘Warning 0. Skipped 0.

Hide details <= |

View detailed report

Be-run |

Installation Progress Rule Status
Complete @ Fusion Active Template Library (ATL) Passed
@ Unsupported S0L Server products Passed
@ Performance counter registry hive consistency Passed
@ Previous releases of S0L Server 2008 Business Inteligence Develop. .. | Passed
@ Previous CTP installation Passed
@ Consiskency validation For SQL Server reqgistry keys Passed
@ Computer domain controller Passed
@ Micrasoft \MET Application Security Passed
() | Edition WOWE platform passed
@ ‘windows PowerShell Passed
@ ‘windows Firewall Passed
< Back | Mext = | Cancel | Help

A

SQL Server 2008 Setup>Setup Support Rules window
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8. On SQL Server 2008 Setup>Feature Selection, select the following features and click Next.
Instance Features
Database Engine Services
SOL Server Feplication
Full-Text Search
[] analysis Services
Feporting Services
Shared Features
[] Business Inteligence Development Studio
Client Tools Connectivity
|:| Inktegration Services
Client Tools Backwards Compatibility
[] client Tools SOk,
[] 5L server Books Online
Management Tools - Basic
Management Tools - Complete
|:| S0 Client Conneckivity SOk
[ ] Microsoft Syne Framework,
Redistributable Features

%5 SOL Server 2008 Setup H[=]
Feature Selection

Select the Enterprise features bo install, For dustered installations, only Database Engine Services and Analysis Services can be

clustered,
Setup Support Rules Features: Drescripkion:
Feature Selection Instance Features Includes components For
Instance Configuration Database Engine Services communication between clients
Disk Space Requirements 30 Zerver Replication BRI

Full-Text Search
|:| Analysis Services
Database Engine Configuration Reporting Services
Reporting Services Configuration Shared Features
[[] Business Inteligence Development Studia

Server Configuration

Error and Usage Reporting

Installation Rules

|:| Inteqration Services
Ready to Install Client Tonls Backwards Campatibility
Installation Progress [ client Tools SDK
Complete [[]5GL Server Books Online

Management Tools - Basic
Managerment Tools - Complete
|:| 30L Client Conneckivity SDK
[ Microsoft Sync Framewiork
Redistributable Features

Select all | Unselect All |

Shared feature directory: IC:\PrUgram Files\Microsoft SGL Server),

o
o

Shared feature directory (<G50 IC:\Program Files (xG6)\Micrasaft SQL Server!,

< Back | Mext = | Cancel | Help |

4

SQL Server 2008 Setup>Feature Selection window
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9. On SQL Server 2008 Setup>Instance Configuration, click Next.

& SOL Server 2008 Setup

Instance Configuration

Specify the name and instance 1D For the SOL Server instance.

M= B

Setup Support Rules

Feature Selection

Instance Configuration
Disk Space Requirements
Server Configuration
Database Engine Configuration
Reeparting Services Configuration
Error and Usage Reporting
Installation Rules

Ready ka Instal

Installation Progress

Complete

* Default instance

™ Marmed instance:

JMSSQLSERVER.

Instance IC:

Instance root directory:

IMSSQLSERVER

IC:\Program FilesiMicrosoft SQL Server),

S0L Server direckary:

Reeparting Services directory:

Instaled instances:

C\Program Files\Microsoft SOL Server\MSSQL10.MSSOLSERYER

C\Program Files\Microsoft SOL ServeriMSRS10.MSSOLSERYER.

Instance

\ Features

| Edition

| Yersion

| Instance 1D

< Back |

Mexzk = |

Caneel |

Help

A

SQL Server 2008 Setup>Instance Configuration window
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10. On SQL Server 2008 Setup>Disk Space Requirements, click Next.

& SOL Server 2008 Setup M= E
Disk Space Requirements
Reeview the disk space summary for the SQL Server features vou selected,

Setup Support Rules Disk Usage Summary:

Feature Selection EI--@ Crive C: 2094 ME required, 36575 ME available

Instance Configuration i System Drive (C:1): 973 ME required

Disk Space Requirements Shared Install Directory (C:\Program Files\Microsoft SQL Serverl): 497 ME required

S EF R Instance Directory (C\Program Files\Microsoft SQL Server\): 624 MEB required

Database Engine Configuration

Reeparting Services Configuration

Error and Usage Reporting

Installation Rules

Ready ka Instal

Installation Progress

Complete

< Back | Mext = I Cancel | Help
4
SQL Server 2008 Setup>Disk Space Requirements window
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11. On SQL Server 2008 Setup>Server Configuration, enter the credentials of a domain service account

S0L Server 2008 Setup

Server Configuration

Specify the configuration,

for: SQL Server Agent, SQL Server Database Engine, and Sqgl Server Reporting Services, and
click Next.

M= E

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Feeady ko Install

Installation Progress

Complete

Setvice Accounts Icg\lation I

Micrasoft recommends that wou use a separate account For each SOL Server service,

| Accounk Marne Password

Startup Type

vhaiéwhaokhpdmsrvacct

Manual j

vhaléiwhaokhpdmsrvacck

S0L Server Database Engine

Aukomatic ﬂ

Sgl Server Reporting Services whaleiwhaokhpdmsrvacck

Adtomatic ﬂ

Use the same account For all SOL Server services I

These services will be configured automatically where possible to use a low privilege account, On some
older Windows wversions the user wil need to specify a low privilege account. For more information, dick

Help,

Service | Accounk Marne Password

Startup Type

SGL Full-text Filker Daemon Launcher (LRGN IRl NaTKalar- I

Manual

NT AUTHORITYILOCAL 5.,

S0L Server Browser

Disabled j

< Back Mext = ancel &l
E | et | C | Help |¢
SQL Server 2008 Setup>Server Configuration window
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12. On SQL Server 2008 Setup>Database Engine Configuration:
Select the radio button, Windows authentication mode.
b. Enter your administrator(s) into the Specify SQL Server administrators text box and click Add.

a.

c. Click Next.
%% SOL Server 2008 Setup [_ (O] ]
Database Engine Configuration
Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | FILESTREAM
Feature Selection
Instance Configuration Spedify the authentication mode and administrators for the Database Engine.
Disk Space Requirements Authentication Mode
Server Configuration £+ Windows authentication mode:
Database Engine Configuration X o § o

= Mixed Mode (SQL Server authentication and Windows authentication)
Reeparting Services Configuration
Etror and Usage Reparting Built-in S0L Server system administrator account
Installation Rules Enter password: I
Ready ko Instal

=ady fo insta Confirm password: I

Installation Progress
Complete Specify SGL Server administratars

YHALEWHAOKLHTMServerddmins (YHAOKLHTMServer SOL Server administrators

YHALG\VHACKLHTMDBA (YHAOKLHTMDEA) have unrestricked access ko

the Database Engine.
Add Current User | Add,., Remove |
< Back | Mext = | Cancel | Help |
4
SQL Server 2008 Setup>Database Engine Configuration window
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13. On SQL Server 2008 Setup>Reporting Services Configuration, select the radio button, Install the

& SOL Server 2008 Setup

native mode default configuration and click Next.

=] B3

Reporting Services Configuration

Specify the Reporting Services configuration mode,

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Etror and Usage Reporting
Installation Rules

Ready ko Install

Installation Progress

Complete

i+ Install the native mode default configuration.

Setup wil install the report server and configure it in Mative mode to use the default values. The report
server is usable as soon as Setup is finished.

" Install the SharePoint integrated mode defaulk configuration,

Setup wil create the report server database in SharePoint integrated mode and configure the report server ko
use the default values, However, integrated operations will not be supported until a minimal installation of a
SharePoint product or technalogy is deployed on the report server computer and the Reporting Services Add-
in For SharePaoint Technologies is installed and configured on the instance of the SharePoint product or
technalogy vou are using.

" Install, but do not configure the report: server,

Setup wil inskall, but will not configure, the report server software, After installation is Finished, you can use
the Reporting Services Configuration tool ta set options that are required to run the report server,

< Back | Mext = I

Cancel | Help

SQL Server 2008 Setup>Reporting Services Configuration window
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& S0L Server 2008 Setup

14. On SQL Server 2008 Setup>Error and Usage Reporting, click Next.

M= B

Error and Usage Reporting

Help Microsoft improve SOL Server features and services,

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reeparting Services Configuration
Error and Usage Reporting
Installation Rules

Ready ka Instal

Installation Progress

Complete

Specify the information that you would like to automatically send to Microsoft to improve future releases of SOL
Server, These settings are optional. Microsoft treats this information as confidential. Microsoft may provide
updates though Microsoft Update to modify feature usage data, These updates might be downloaded and
installed on wour machine automatically, depending on your Automatic Update settings.

Wiew the Microsoft policy for SOL Server privacy and data collection,

Read more about Microsoft Update and Automatic Update,

r Send windows and QL Server Error Reports to Microsoft o ywour corporate report server. This setting anly
applies ko services that run without user interaction,

r Send feature usage data to Microsoft, Feature usage data indudes information about vour hardware
configuration and how you use Microsoft software and services.

< Back | Mext = I Cancel | Help

SQL Server 2008 Setup>Errors and Usage Reporting window
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15. On SQL Server 2008 Setup>Installation Rules, click Next.

& SOL Server 2008 Setup

Installation Rules

H[= E

Setup is running rules ta determine if the installation process will be blocked. For more information, click Help,

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready ka Instal

Installation Progress

Complete

Operation completed. Passed: 12, Failed 0. ‘Warning 0. Skipped 0.

Show details == | Re-run |

View detailed report

< Back | Mext = I Cancel | Help

A

SQL Server 2008 Setup>Installation Rules window
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16. On SQL Server 2008 Setup>Ready to Install, click Install.

QL Server 2008 Setup =] B
Ready to Install
Verify the SQL Server 2008 Features to be installed.
Setup Support Rules Ready ka install SQL Server 2008:
Feature Selection o

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

=l Summary
- Editian: Enterpriss
Action: Install (Slipstream)
[=]- General Configuration
I Features

Database Engine Services
-+ 50L Server Replication
- Full-Text Search
- Reporting Services

Client Tools Connectivity
- Client Tools SDK
- Management Tools - Basic
- Management Tools - Complete
[=}- Instance configuration
‘... Instance Mame: MSSQLSERVER
-Instance ID: MSSQLSERYER
[ Instance IDs

5L Database Engine: M3SQL10,MSSQLSERVER
Reporting Services: M3RS10.M3SQLSERYER.

- Instance Directary: Cr\Program FilesiMicrosoft SQL Server)
hared component root directory
| Shared feature directory: CiProgram FilesiMicrosaft SQL Server|

- |

Configuration File path:

o

IC:'lPngram FilesiMicrosoft SQL Server)100\Setup BootstrapiLog|20110312 122953\ ConfigurationFile.ini

< Back | Inskall I Cancel |

Help

A

SQL Server 2008 Setup>Ready to Install window
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17. On SQL Server 2008 Setup>Installation Progress, click Next.

%% S0L Server 2008 Setup HE B

Installation Progress

Setup Support Rules Setup pracess complete

Featus skcin |

Instance Configuration

Disk Space Requirements m—— Skat
eature Hame atus

Server Configuration (2 |Datsbase Engine Services Success
[Database Engine Configuration (.ui 0L Server Replication Success
Reporting Services Configuration Lai Full-Text Search Success
Error and Usage Reporting (4' Reporting Services Success
Installation Rules () | Clienk Tools Connectivity Success
Ready o Instal (2 [Management Taols - Complete Success
Installation Progress Lai Client Taals SOK Success
Complets (2 [Management Taols - Basic Success

Mext = I Cancel | Help

A

SQL Server 2008 Setup>Installation Progress window
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& SOL Server 2008 Setup

Complete

18. On SQL Server 2008 Setup>Complete, click Close.

M= B

‘our SOL Server 2008 installation completed successfully,

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reeparting Services Configuration
Error and Usage Reporting
Installation Rules

Ready ka Instal

Installation Progress

Complete

Summary log file has been saved to the Following location:

CProgram FilesiMicrosoft SOL Serveri100iSetup Bookstrapllogi20110312 122955
iSurnmaty vhaoklhbrimane 20110312 122953 ket

Information about the Setup operation o possible next steps:

@ ‘our SOL Server 2008 installation completed successfully,

Supplemental Information:

The Following notes apply to this release of SCL Server only. -
Microsoft Update

For information about how to use Microsoft Update to identify updates For SQL Server 2008, see the Microsoft
Lipdate Web site <http: ffga microsoft, comyfwiink/?LinkId=108409> at http: {fgo. microsaft, com Fwlinki?LinkId=
105409,

Reporting Services

The Reporting Services installation options that vou specified in Setup determine whether additional configuration
s required before you can arcess the report server, IF you installed the defaulk confiquration, the report server j

Clase Help |

A

SQL Server 2008 Setup>Complete window
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Create SQL Login

To create an SQL login for WebHR:

1. Use SQL Management Studio to connect to your SQL Database Engine instance.

2. Open a new query window and paste in the following
CREATE LOGIN [VHA16\VHAOKLVHALWDUsers] FROM WINDOWS WITH
DEFAULT_DATABASE=[master], DEFAULT LANGUAGE=[us_english]

3. Click GO.

Restore Database Backup Files

To restore all the database backup files:

1. Copy all the files in %WEBHR_FILES%\SQL Databases to the default backup directory for your
SQL Server installation.
The default backup directory is at registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Microsoft SQL
Server\MSSQL10.MSSQLSERVER\MSSQL Server\BackupDirectory.

2. Connect to the appropriate instance of your Microsoft SQL Server Database Engine.
In Object Explorer, click the server name to expand the server tree.

3. Right-click Databases and select Restore Database....In the To Database.
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4. On Restore Database>General:
a. Destination for restore: at To database type in ARPA.
b. Source for restore: select radio button, From device.

. Restore Database - ARPA =] E3

Selectap L8 Seipt ~ [ Help
4 General

4 Dptions

Destination for restore

Select or type the name of a new or existing database for your restore operation.

To database: IAHF‘A j
To & paint in time: IMost recent possible |

Source for restore

Specify the gource and location of backup gets to restore.

 From databaze: I j

' From device: I D

Select the backup sets to restore:
Restore I Mame I Companent I Type I Server I Database | Position | First LSN I Lazt L5t

Server
whaaoklhtrimage

Connection:
WHa1E \whaokljagquac

27 Wiew connection properties

Feady

1| | i

oK Cancel |

Database Restore>General
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5. Click E directly to the right of From device.
The Specify Backup window displays.

a. On Specify Backup, click Add.
b. Select the ARPA database backup file.

c. Click OK.
Specify Backup redisplays; click OK again.

== Specify Backup | x|

Specify the backup media and itz location for your restare operation,

Backup mecls R -

Backup location:

Database Restore>Specify Backup
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6. To start the database restore process:

a. Inthe Select the backup sets to restore section, select the Restore check box for the item
displayed in the text box.

b. Click OK.

. Restore Database - ARPA =] E3

';S Script - u Help

A Options
=P Destination for restore

Select or type the name of a new or existing databaze for your restore operation.

To database: IAHPA d
To a point in bime; IMost recent possible |

Source for restore

Specify the source and location of backup sets to restare.

 From databage: I j

& Fram device: IE:\Program Files\Microsoft SOL Server\MSS0L10MS! |

Select the backup sets ta restore:

Restore | Mame I Compaonent | Type | Server
W i ARPA_backup_2011_03 11_233005_0301453 Database Ful  wHAOKLHTI

Server
whaoklhtmimage

Connection:
WHATE \whaokljaquac

¢ View connection properies

KN 2
oK I Cancel |

Y

Database Restore>General
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7. Repeat steps 3-6 to restore each of the databases listed.
ErrorHandling
HR_Administration
HR_Classification
HR_EmployeeLabor
HR_Forms
HR_Global
HR_Processing
HR_Reports
HR_Staffing
HR_Workforce
PAID
PAID_Reports

. VA _Organizations
vhalwd

Sg-FT T S@hmoo0 o

Turn on Database Chaining
Turn on database chaining for each restored database.

ALTER DATABASE ARPA SET DB_CHAINING ON
ALTER DATABASE ErrorHandling SET DB_CHAINING ON
ALTER DATABASE HR_Administration SET DB_CHAINING ON
ALTER DATABASE HR_Classification SET DB_CHAINING ON
ALTER DATABASE HR_EmployeeLabor SET DB_CHAINING ON
ALTER DATABASE HR_Forms SET DB_CHAINING ON
ALTER DATABASE HR_Global SET DB_CHAINING ON
ALTER DATABASE HR_Processing SET DB_CHAINING ON
ALTER DATABASE HR_Reports SET DB_CHAINING ON

. ALTER DATABASE HR_Staffing SET DB_CHAINING ON

. ALTER DATABASE HR_Workforce SET DB_CHAINING ON

. ALTER DATABASE PAID SET DB_CHAINING ON

. ALTER DATABASE PAID_Reports SET DB_CHAINING ON

. ALTER DATABASE VA_Organizations SET DB_CHAINING ON

. ALTER DATABASE VHALWD SET DB_CHAINING ON

©ooN R LNRE

el ol ol el
g~ WN RO

Deploy WebHR Reports to the Report Server

Deploy the WebHR reports to the report server:

1. Connect to the report server: http://<servername>/Reports.

2. Create a directory called HTMCheckUP.

3. Assign the Browser role to vhal6\vhaoklvhalwdusers in the HTMCheckUP folder.

4. Upload the WebHR report files in %WEBHR_FILES%\SQLReports to the HTMCheckUP folder.
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5. Create a data source with the following settings and click Apply.

Name: PaidReports
Select Enable this data source

Data Source Type:
Select Microsoft SQL Server

Connection string:
Note: Remove data.dev.htm.va.gov and replace with your SQL server name.

i. Data Source= data.dev.htm.va.gov;Initial
ii. Catalog=PAID_Reports;Network
iii. Library=dbmssocn

Connect using:
Select Windows integrated security

/7 Report Manager - Windows Irdemet Lghres provided by One VA, Betwork It 0
& - [e et e r—— Err— Sl e a
B [de yen Feortes Tock o G Eoex @l o
LB et Mg = R0 - e Q- "
My Subscrigtions elp &
o  Mational HTM Report Server amg Site Settings | Helo =]
o imes outa somces - B
PaidReports
epis [T e
Name: |Paidreports
Gonens!  peseription: |
|
|

I Hide in kst view
F Enable this data source
Data Source Type: [Mcrosoft SQU Server =l

Cannection strng: F.\m Source =data,dov.htm.va.gov;initial <]

atalog=PAID_Reports:Network
Library =dbmssocn =

Connect using:
" Credentials supphed by the user running the report

r
€ Credentials stored secursly in the report servar
I img

& Windaws integrated security

 Credentials are not requred

_Meply | Mova|  GeneratsModsl | Deiets

Report Manager window
PaidReports example

6. Assign this data source to each new report you upload to the HTMCheckUP folder.
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Deploy the WebHR Code

To deploy the WebHR code:
1. Copy the %WEBHR_FILES%)\Applications folder to c:\inetpub\Applications.
2. Copy the WEBHR_FILES%\Services folder to c:\inetpub\Services.

Disable IIS Anonymous Authentication

To disable I1S Anonymous Authentication:

1. Open the Internet Information Services (I11S) Manager.

2. Select the name of your IS server from the tree on the left.
3. Double-click the Authentication icon on the right.

4. Set Anonymous Authentication to Disabled.

Change Authentication Methods

To allow the changing of authentication methods from web.config:

1. Edit c:\windows\system32\inetsrv\config\applicationHost.config

2. Find section: <sectionGroup nhame=""authentication”>

3. Modify all items in this section, so overrideModeDefault is set to “Allow”:

<sectionGroup name="authentication'>

<section name="anonymousAuthentication"
overrideModeDefault="Allow" />

<section name="basicAuthentication"
overrideModeDefault="Allow" />

<section name="clientCertificateMappingAuthentication"
overrideModeDefault="Allow" />

<section name="digestAuthentication"
overrideModeDefault="Allow" />

<section name="1isClientCertificateMappingAuthentication"
overrideModeDefault="Allow" />

<section name="windowsAuthentication”
overrideModeDefault="Allow" />

</sectionGroup>
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Modify Default Application Pool

To modify the

default application pool:

1. Inthe application pools section, change the .Net Framework version of the DefaultAppPool to v4.0.
2. In lIS Manager, drill down to the Default Web Site section.

Add Applications to Pool

Add applications to the default application pool.
For WebHR.Net

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
o Alias: WebHR.Net
e Physical path: C:|\inetpub\Application\WebHR.Net

3. Click OK.

Add Application EE |

Site mame:  Defaulk Web Sike
Path: |

flias: Application poal;

I'-.-'-.-'el:nHR etk IDeFauIt.ﬁ.ppF'Dnl

Example: sales

Physical path:
IC Sinetpubi Applications!webHR, Met

Pass-through authentication

Conneck as, .., Test Setkings...

8]4

Select, ..

Zancel

Add Application window
WebHR.Net

October 2011
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For ARPA.Net

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
e Alias: ARPA.Net
e Physical path: C:\inetpub\Applications\ARPA.NET

3. Click OK.

Add Application [ 7] |

Site name;  Defaulk Web Site
Path: |
alias: Application poal;
|aRPA. Het |pefaulappract Select. ..

Example: sales

Phrysical path:
IC:'l,inetpul:u'l,ﬂ.pplicatinns'l,.ﬁ.RP.ﬁ..NET| |

Pass-through authentication

Conneck as... Test Setkings... |

(0] 4 Zancel

Add Application window
ARPA Net
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For Common

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
e Alias: Common
e Physical path: C:\inetpub\Services\Common

3. Click OK.

Add Application [ 7] |

Site name:  Default \Web Sike
Path: |
alias: Application poal;
ICnmmn:-n| DefaultAppPoal Select, .,

Example: sales

Phesical path:
IC:'l,inetpul:u'l,Servin:es'l,CnmmDn |

Pass-through authentication

Conneck as... Test Setkings...

(0] 4 Zancel

Add Application window
Common
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For HR_Services

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
o Alias: HR_Services
e Physical path: C:\inetpub\Services\HR_Services

3. Click OK.

Add Application [ 7] |

Site name:  Default \Web Sike
Path: |
alias: Application poal;
IHR_Services| DefaultAppPoal Select, .,

Example: sales

Phesical path:
IC dinetpub’ Services\HR_Services - |

Pass-through authentication

Conneck as... Test Setkings...

(0] 4 Zancel

Add Application window
HR_Services
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For HTM_DMS

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
o Alias: HTM_DMS
e Physical path: C:|\inetpub\ServicesHTM_DMS

3. Click OK.

Add Application [ 7] |

Site name;  Defaulk Web Site
Path: |
alias: Application poal;
IHTM_DMS| DefaultAppPact Select...

Example: sales

Phesical path:
IC dinetpub’ Services\HTM_DMS - |

Pass-through authentication

Conneck as... Test Setkings...

(0] 4 Zancel

Add Application window
HTN_DMS
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For PaidServices

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
o Alias: PaidServices
o Physical path: C:|\inetpub\Services\ PAIDServices

3. Click OK.

Add Application [ 7] |

Site name:  Default \Web Sike
Path: |
alias: Application poal;
IPaidServices| DefaultAppPoal Select, .,

Example: sales

Phesical path:
IC dinetpub Services\PAIDSErvices - |

Pass-through authentication

Conneck as... Test Setkings...

(0] 4 Zancel

Add Application window
PaidServices
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For VAAD

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
e Alias: VAAD
o Physical path: C:|\inetpub\Services\VAAD

3. Click OK.

Add Application [ 7] |

Site name;  Defaulk Web Site
Path: |
alias: Application poal;
I'-.-'Fl..ﬁ.D| DefaulkappPool Select, .,

Example: sales

Phesical path:
IC dinetpub Services\WAAD - |

Pass-through authentication

Conneck as... Test Setkings...

(0] 4 Zancel

Add Application window
VAAD
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For VulcanServices

1. Right-click Default Web Site and select Add Application.

2. For Site name: Default Web Site, enter the following values.
e Alias: VulcanServices
o Physical path: C:|\inetpub\Services\VVulcanServices

3. Click OK.

Add Application [ 7] |

Site name:  Default \Web Sike
Path: |
alias: Application poal;
I'-.-'uln:anServin:e5| DefaultAppPoal Select, .,

Example: sales

Phesical path:
IC SinetpublServicestYulcanServices - |

Pass-through authentication

Conneck as... Test Setkings...

(0] 4 Zancel

Add Application window
VulcanServices
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Change uploadReadAheadSize

For SSL, change uploadReadAheadSize.
1. cd c:\windows\system32\inetsrv

2. appcmd.exe set config-section:system.webServer/serverRuntime
/uploadReadAheadSize:"'1048576" /commit:apphost

Change Machine Configuration

If running the server in FIPS mode, change the machine configuration.
1. Edit:
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config

2. Inside the <system.web> section, add:

<machineKey validationKey="AutoGenerate, IsolateApps"
decryptionKey=""AutoGenerate, IsolateApps" validation="3DES" decryption="3DES"/>

Test Installation

To test your installation, use the following links to access WebHR:
1. http[s]://<servername>/WebHR.Net
2. http[s]://<servername>/ARPA.Net
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Post-installation Considerations

Updating WebHR

A WebHR update can contain database changes, application build changes, and SQL Server report
changes. These changes are deployed and tested on a QA server prior to being placed into Production. A
tester is assigned to testing the new version.

Once the new version of WebHR passes the testing processing, the WebHR developer provides the
Production deployment team with the database changes, application build changes, and report changes for
the new version. The Production deployment team schedules downtime for the changes to be applied to
the Production system.

Example

1. The testers notify the Production deployment team that the next version of WebHR has passed QA
testing.
2. The WebHR developer informs the Production deployment team:
e The update affects WebHR.Net, ARPA.Net, and HR_Services
e About the database changes included in this update
e About a report file (.rdl) that requires updating on the report server.
3. The WebHR web sites are taken off line.
4. The following directories are backed up on the server:
o c:\inetpub\Applications\WebHR.Net,
e c:\inetpub\Applications\ARPA.Net
e c:\inetpub\Services\HR_Services
5. The contents of the three directories are deleted.
The new application build is copied into the three directories.
7. While this is occurring:
e The DBA applies an SQL script to make the necessary database changes
e The report file is deployed to the production report server.
8. The web site is brought back on line.

o
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Back-out/Uninstall Procedures

If any problems are encountered during or after an update/installation, the Production deployment team
rolls back WebHR to the previous version, using backups that were generated before an
update/installation.
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Troubleshooting Common Installation Issues

WebHR logs error messages to an ErrorHandling Database in the SQL Database Engine instance.
o Inside the ErrorHandling database, there is a table called ELMAH_Error.
e The ELMAH_Error table logs the error message, user that received the error message, and the

date/time of the error message.

Problem

Error: Page cannot be displayed

Username/Password dialog box

when accessing WebHR

Cause

When running a server in
FIPS mode, https: uses TLS
1.0

Integrated security credentials
are not passed to WebHR

Solution
Enable TLS 1.0 in Internet Explorer

1. Tools->Internet Options->
Advanced tab
2. Select TLS 1.0

Add *.va.gov to the Local Intranet
Sites in Internet Explorer

User does not have
permission to the WebHR

page

Add the user account to the correct
WebHR Role

Login fails for user NT
AUTHORITY\ANONYMOU
S LOGON

Error: Permission denied

when running stored procedures

that access tables or stored

procedures contained in another

WebHR is trying to access an
SQL database that does not
reside on the same server as
the IS server

The user account is not in the
vhal6\vhoklvhalwdusers
group. Therefore, the group
does not have permission to
access the database.

Database chaining is not
turned on for the databases

The databases you are trying

Modify the WebHR build, so it
connects to the correct SQL
database engine server

In Active Directory, add the user
account to the
vhal6\vhaoklvhalwdusers group

ALTER DATABASE
<DatabaseName> SET
DB_CHAINING ON

1. In SQL Management Studio,

database to access have different right-click the Database and
OWnNErs select Properties.

2. Go to the Files Section and set
the owner of the database to the
same owner as the other
databases.
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