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1. Introduction

This Server Setup Guide explains how to install National Utilization Management Integration
(NUMI), Release 1.1.14.3.

1.1. Purpose

The purpose of this document is to explain the hardware and software requirements and tasks
that must be performed before and after the installation process.

1.2. Scope

The scope of this document includes explanations of the appropriate steps to install the NUMI
software, and the steps that are needed to be completed before and after the installation process is
started.

1.3. Target Audience

This document is intended for Information Technology team and/or the individuals who install
software in your organization.

2. Deployment Overview

The following process is followed to request permission to do a National Deployment.

2.1. National Deployment Request

The request for a National Deployment is governed by the ProPath Release Management
processes. Please refer to ProPath for guidance on requesting a release. This process must be
complete before installation of services on the NUMI servers.

2.2. Installing NUMI on the Servers

The steps to install NUMI on the servers are described below. The middle tier of NUMI is
Medical Domain Web Services (MDWS), which runs on the web servers. The primary NUMI
application servers are located at the Austin Information Technology Center (AITC) facility in
Austin, Texas. The application servers run on an Internet Information Services (11S) Application
Server. The NUMI application requires Microsoft ASP .NET 2.0 Ajax Extensions 1.0 and Web
Services Enhancements 3.0 to enable the interactions with the Web Services.

2.2.1. Database Server

The NUMI database as it exists now is a manifestation of multiple changes over multiple
releases. This installation document has as a pre-requisite the backup of an existing NUMI
database. Therefore, to install a new NUMI database, it is necessary to restore a backup of an
existing NUMI database, and make whatever data alterations are desired for the target
environment (i.e., the removal of sensitive data in non-production environments). For an
upgrade backup, work from the NUMI 13.2 or 14.0 databases. For a fresh install backup, work
from the NUMI 1.1.14.3 database.

Database Platform installation, and Database Restoration Procedures

1. Install Windows Server 2008 on the database server platform
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2. Download and install any critical patches for the Operating System

3. Install the 64 bit Microsoft SQL Server 2005 application according to local “best
practices”

3.1. Microsoft’s Full Text Search is required for the NUMI installation

3.2. Replication is necessary for the NUMI installation to use the alternate database
reporting capability of NUMI

3.3. Reporting Services is not necessary for installation on the NUMI database server

3.4. NUMI’s database will function properly in either and active/passive or active/active
cluster, but clustering is not required for the NUMI application

4. Apply all appropriate patches (according to local best practices) to Microsoft SQL
Server 2005

5. Install / restore the database components according to the instructions in section 5
Instructions for Installing Database Components.

2.2.2. Web Server
To install NUMI Exchange, MDWS software on the Web Server (Server 2)

Install Windows Server 2008 on the web server platform

Download and install any critical patches for the Operating System on all web servers
Install Microsoft ASP.NET 2.0 Ajax Extensions 1.0

Install Web Services Enhancements 3.0

Install NUMI Exchange

Change the web.config file settings as needed

Install MDWS 2.7.3.2 (pronounced “Meadows”)

Change the web.config file settings as needed

O N o g &~ w DR

2.2.3. Application Server

To install NUMI application software on the Application Server (Server 3)
1. Install Windows Server 2008 on the application server platform

2. Download and install any critical patches for the Operating System on all application
servers

Install the CERME 2012.2 application
4. Install the NUMI application
Change the web.config file settings as needed
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3. Pre-Installation Instructions and Preparation

This section explains the tasks that need to be performed before installing National Utilization
Management Integration (NUMI) software. Before proceeding with the installation procedures,
consult the list of requirements below.

3.1. Installation Process Requirements

It is assumed that the person responsible for doing installations at your site has performed
appropriate pre-installation planning.

3.1.1. Minimum Software Version

Operating System: Windows Server 2008
Database: SQL Server 2005

3.1.2. ResourcesRequired
Sys Admin, DBA

3.1.3. CPU Capacity

64GB RAM, 2.8ghz Xeon — Database Server
16GB RAM, 2.8 ghz Xeon — Application Server
8GB RAM, 2.8 ghz Xeon — Web Server

3.1.4. Disk Space

SAN - 900 gigabyte

Application server — 100 GB

Web Services server — 100 GB

Database — 800 GB (This includes space needed for the backups and data storage.)

3.1.5. Devices (Servers,etc.)
1 Database Server

2 Application Servers

2 Web Servers

1 Data Warehouse Server

1 SQL Reporting Server

3.1.6. VistARights Needed for NUMI Users

Each NUMI user must have CPRS access in their VistA menu structure, such as in their
secondary menu tree. The VistA menu name is CPRSChart (or CPRS GUI CHART). Table 1 and
Table 2 identify the menus, options and settings these user accounts will need to have assigned.
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Table 1: CPRS Rights

CPRS Rights

Primary Menu: XMUSER

Primary Menu: MailMan Menu

Secondary Menu: [OR CPRS GUI CHART]
Secondary Menu: CPRSChart Release 1.1.27.77
Keys Held

Patient Selection

Restrict? NO

OE/RR List
Table 2: CPRS Access Tabs
Nam e Description Effective Date Expiration Date
RPT Reportstab Sept. 2, 2008 N/A

3.2. Install Software in Test Environments

The software will be installed in the Test environments before installing in Production.
3.3. Generate Pre-Installation Reports

Not applicable.

3.4. Coordinate Installation with Other Teams

The Installation Team will need to involve the Implementation/Architecture Team.
3.5. Install Sequence Information for Multiple Patches
Not applicable.

3.6. Logoff During Installation

End users do not needto be logged off during installation (during the act of copying files and
installation executions to the server(s)). However, the users must be logged off for any updates to
the software (running the executions and/or configuring the software and configuration files).
Logging off during software updates is no different than any other logoff that a user may do.

3.7. Average Amount of Time Required to Complete the
Installation

The average amount of time required to complete the NUMI installation is 2 days.
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4. DatabaseInformation

Please see the NUMI Systems Management Guide for information about the structure and
components of the NUMI database.

5. Instructionsfor Installing Database Components

The NUMI database as it exists now is a manifestation of multiple changes over multiple
releases. This installation document has as a pre-requisite the backup of an existing NUMI
database. Therefore, to install a new NUMI database, it is necessary to restore a backup of an
existing NUMI database, and make whatever data alterations are desired for the target
environment (i.e., the removal of sensitive data in non-production environments). For an upgrade
backup, work from the NUMI 13.2 or 14.0 databases. For a fresh install backup, work from the
NUMI 1.1.14.3 database.

5.1. Database Installation / Restoration Procedures

1. Copy abackup of an existing NUMI database(s) of appropriate size and content to the new
NUMI database server

1.1. The application database (typically called NUMI) is necessary for proper function of
the application

1.2. The “auditing” database (typically called LogSyncDb) is necessary for proper
functioning of the application and the synchronizer

1.3. The CERMe database can be restored from an existing backup, or can be built from
scratch from the CERMe installation media

1.3.1. If the CERMe database is restored from an existing backup, verify that the
application configuration files reference a database authenticated user that has
DBO privilege on the CERMe database for proper functioning of the NUMI
application

1.3.2. If the CERMe database is installed from media, follow the instructions
provided by McKesson for installation

2. Restore the database backup to the existing server
2.1. File paths will have to be altered according to local best practices

2.2. User accounts may be, but are not required to be, restored with the database. NUMI
requires the numi_user account to be setup.

2.3. Database ownership may be altered so that the owning account for the
NUMIdatabase complies with local best practices

2.4. A database authenticated user for the application should be configured, and granted
DBO privileges on the NUMI database

3. Run the Install_XX.sql if it was provided with the build, where XX is the database
version for the NUMI build. This will apply changes to the database necessary for the
version of NUMI that is being installed.
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4. Install the NUMI Synchronizer according to the instructions in section 6.18 Installing
NUMI Synchronizer on the DB Server

6. Installation Procedure for Server 2008 R2

This section identifies the installation procedures that shall be followed.

6.1. Patchthe OS

This applies to all servers.
1. Open up an instance of Internet Explorer.
2. Select menu item <Tools/Windows Update>.

3. Follow the instructions on Microsoft’s website. (Note: a restart of the servers may be
necessary).

6.2. SQL Server Setup (Windows Server 2008 R2)

6.2.1. Role Setup

This applies to the SQL database server, with Windows Server 2008 R2 installed. Use Server
Manager to install the File Services with the role services shown in Figure 1: SQL Server Role
Services.
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| File Services E File Services Help

Provides technologies that help vou manage storage, enable file replication, manage shared Folders, ensure Fast file
searching, and enable access Far UNIX client computers

#! Role Status [/ Go ko File Services

Messages: Mone
Systemn Jervices: all Running

(i! Events: 3 informational in the last 24 hours

~| Role Services: 1 installed E.,J‘} Add Role Services
Rl Service I ctabus I “&5 Remove Role Services
& File Server Installed
Distributed File Svskem Mat installed
DF3 Mamespaces Mok installed
DF3 Replication Mot installed
File Server Resource Manager Mat installed
Services for Metwork File System Mot installed
Windows Search Service Mok installed
Windows Server 2003 File Services Mot installed
Indexing Service Mot installed
BranchCache For network files Mok installed
Description:

File Server manages shared Folders and enables users bo access files on this
computer From the network,

Figure 1: SQL Server Role Services

6.3. Web Server Setup (Windows Server 2008 R2)

6.3.1. Role Setup

This applies to the NUMI Exchange /IMDWS web servers, with Windows Server 2008 R2
installed. Use Server Manager to install the File Services and Web Server (11S) roles with the
role services shown in Figure 2: NUMI Exchange / MDWS Role Services and Figure 3: NUMI
Exchange / MDWS Web Services (11S).
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~| File Services E File: Services Help

Prowides kechnologies that help wou manage storage, enable File replication, manage shared Falders, ensure Fast file
searching, and enable access For UMIX client computers

~) Role Status F9 Goto File Services

Messages: Mone
Swstem Services: All Running

(i) Ewents: 3 informational in the last 24 hours

~) Role Services: 1 installed St add Role Services
Aol Service I ratus I T Remove Role Services
& File Server Installed
Distributed File System Mot installed
DFS Mamespaces Mot installed
DF3 Replication Mot inskalled
File Server Resource Manager Mat inskalled
Services For Metwork File Syskern Mot installed
windows Search Service Mot installed
Wfindows Server 2003 File Services Mot installed
Indexing Service Mot installed
BranchiCache For network files Mot installed
Description:

Filz Server manages shared folders and enables users ko access files on this
computer from the networlk,

Figure 2: NUMI Exchange / MDWS Role Services
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Dezuli Documeni Instaizd
Dreclary Browsing Instaied
HTTF Emars Instaliad
HTTP Redirection Naot instalied
‘WebDAv Pubiishing Nl instaliad
Fpphczbon Development nstaned
ASPMNET Inztalad
MET Exxion shility Instaizd
ASP Instali=d
[e] Inslaliad
IiAMExien sions Instaied
ISARFIars Inztaliad
Smer Sde hdades Instaled
Health and Diagnosfics Instaizd
HTTP Logging Instaiiad
Legging Toals Mol Instanied
Pequast Manider Instalizd
Trading ot Instamad
Casiam logging Mot instalied
QDEC Logaing ot Instamad
Sezurty mstaned
Basie Authentication Mot instaliad
Windews Authentication Instalad
igest Authentication Mot instalied

(Bt Cafificate Mapping Authentication Motinstaszd
Ii5 (et Corfificate Mappimg Mufiendicafion Mot instased

URL Pafiodzafion Nl Instaiad
Requesi Fillemg instaled
IPand Domam Resiniciions ot Instalied
4 Performance instaiad
Safe Comteni Compressan Instalad
Dymamic Conteni Compressian Mot Instaliad
Ao Maagement Tools Instaned
liSMaagement Coasole Instaizd
05 Maagemad Sopds and Teods Mot Instalied
Managemeni Serice Mt Instaiad
E5 6 Maagement Compafibility Mot Instaliad
11'= & Metabase Compaunmty M nsiEad BS
& WL ampatioity Mot Instaiad
1156 Scaping Tods Mot instamad S
6 Managemendi Coasele Mt Instaiad
FTP Server Mot Instaliad
FTP Service Nt Instanad
FTP Exien sibiliy Nt Instaied
l1SHas1ahia VWah Care Nl Installad

Desaipfion:

Wb Sever provides suppord for HTMIL Web sibs and opfond sapped for
RSPMET. RSP and Web saver exkensions You cam ws fie Web Saver to
Bost a1 imnkmal or edernal Web s or fo provide a1 environmenti for
devdopers fo omale Web-based applefons

Figure 3: NUMI Exchange/MOWS Web Services (I1S)
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6.3.2. ASP.NET 2.0 AJAX Extensions 1.0 Setup

Install the ASP.NET 2.0 AJAX Extensions 1.0 as detailed in section 6.5, Install Microsoft
ASP.Net 2.0 AJAX Extensions 1.0.

6.3.3. Microsoft WSE 3.0 Setup

Install Microsoft WSE 3.0 as detailed in section 6.6 Install Microsoft Web Services
Enhancements 3.0.

6.4. Application Server Setup (Windows Server 2008 R2)

6.4.1. Role Setup

This applies to the NUMI app servers, with Windows Server 2008 R2 installed. Use Server
Manager to install the File Services and Web Server (11S) roles with the role services shown in
Figure 4: NUMI Role Services and Figure 5: NUMI Web Services (I1S).
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~| File Services E File: Services Help

Prowides kechnologies that help wou manage storage, enable File replication, manage shared Falders, ensure Fast file
searching, and enable access For UMIX client computers

~) Role Status F9 Goto File Services

Messages: Mone
Swstem Services: All Running

(i) Ewents: 3 informational in the last 24 hours

~) Role Services: 1 installed St add Role Services
Aol Service I ratus I T Remove Role Services
& File Server Installed
Distributed File System Mot installed
DFS Mamespaces Mot installed
DF3 Replication Mot inskalled
File Server Resource Manager Mat inskalled
Services For Metwork File Syskern Mot installed
windows Search Service Mot installed
Wfindows Server 2003 File Services Mot installed
Indexing Service Mot installed
BranchiCache For network files Mot installed
Description:

Filz Server manages shared folders and enables users ko access files on this
computer from the networlk,

Figure 4: NUMI Role Services
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) Wb Servar (LS) ID Web Sereer {li3) Help
Prowdes amlable, maageable. ad salable Web appleafion miastructure.
0} Bola Status lﬂ Go toWeb Server {liS)

Meszages: Noas
Sysem Serwices: 4 RFamamy. 2 Shopped
& perts: I waming., @ miwmationa m fhe s M hoars

Best Praciices Paalyper To siad a2 Best Pracliess Madiper sam, go
to fie Best Paclices Paalyper 2 oa fhis mole's Homepage and ok

S fis Role
E Rol Services: 33 Instaled Bid Role Services
| R — Ttatus & Remave Roke Services
Commea HITP Features Instsli=d
e Content Installed
lefanli Document Instslli=d
Orecdery Browsing Instsli=d
HTIF Errors Installed
HITP Redirection Mot installed
WebDAY Publishing Mot installed
Bpphafon Development Instalid
ASP.MET Installied
MET Extensibility Instsli=d
ASF Mot installed
CGl Mot installed
I5AFT Extenzions Instalied
ISAPFilters Instsli=d
Smer Sde Includes Mot installed
Helfh ad Diagnostics Installed
HTTF Legging Instsli=d
Leggng Tools Installed
Reque st Monitor Instsli=d
Tracing Installed
Crhm logeing Mot installed
ODBEC Logging Mot install=d
Security Instalied
é:_' Hile Authermbeoton Inciolisd
Wadows Authentication Installied
gest Authentication Mot installed

(Heni Corfificate Mapping Authentication Instalizdlis
(el Usrificale Mapping Pefientcaben  Installed UKL

Authorization Not installed
Requesi Filtering Installed

IP @d lemaim Restrictions Mot installed
Performance Installied
Sfie Coatent Compression Installed

Mynamic Coateni Compression Mot installed
Managemend Toals Installed
liSMmagemeni Console Installed
li5 Maagement Sepds and Tools Installed
Maagemeni Service Installed
liS6Maagement Compatibility Installed
liS 6 Metabase Compatibility Installed
li5 & WCom patibility Installed
liS & Sciping Tools Installed
li5 6 Mmagement Console Installed

FTP Server Mot installed

FTP Service Mot installed

FTP Extensibility Mot installed

li5 Hostable Web Core Mot installed

Description:

Wb Server provides sppor for HTML Web stes and opfiend suppert for
BSPMET, ASP. and Web saver edensions Yoa e wm fie Web Server to
host a1 miEnal or edernal Web sk or do provide anervmament for
devclopers fo omafe Web-based applications.

Figure 5: NUMI Web Services IS
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6.4.2. FeatureDelegation

Select the main node in 11S, with the server name. Then double click on “Feature Delegation”
item. Change the “Feature Delegation” settings for the server, as shown in Figure 6: 11S Feature
Delegation.

Fil=  View Help

ggl VYAAUSNUMAPPE1 Home

€ |7 e
Filter: - Go v QJ Showe All | Group by:  Area - '
ASP.NET
2 &€ @ e 9 B B & B R
NUMI_1 113 1 3 N B ab ’ B o)
NUMI_1_1_13_2 MET MET .MET Errar MNET MET Trust Application  Connection  Machine Key  Pages and Providers
NUMI 11140 Authorizati...  Compilation Pages Globalization Levels Settings Skrings Controls

€D NUMI_1_1_15.0
¢ & &

Session State  SMTP E-mail

115

L =B 9 o

Authentication  Authorization  Compression Default Directory Error Pages Handler HTTP ISAPL and CGI  1SAFI Filters
Rules Document Browsing Mappings Respo... Restrictions
= g 5 i Pe
= " = = _a
E I ! o2 =
L i, <‘;$E| e o= P @&y
Logging MIME Types Maodules Cukput Request Server Warker
Caching Filtering Certificates Processes

lanagement

5 W &

Configuration —
Editar Configure the defdult delegation state for features at lower levels in 115 Manager

Figure 6: 1IS Feature Delegation

Make sure all authentication rules are set to Read/Write as shown in Figure 7: Feature Delegation
Selection.
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bk 1718

----- H:E] Start Page
]---H_—:J VAALSNUMAPPEL (WHAMASTER
b h:* Application Pools

Group byt No Grouping

UJ! Feature Delegation

Use this Feature bo configure the defaulk delegation stake for Features at lower levels in 115 Manager.

\MET Impersonation
Authentication - Anonymmous
Authentication - Forms
Authentication - Windows
Authorization Rules

- & Sikes -

EEI--@ NLIMT Marme = | Delegation

e NUMI_L_1_13_1 MET Authorization Rules Readwrite

EEI--@ MUMI 1 1 132 MET Compilation Readirite

EEI--@ MUMI 1 1 14 0 .MET Error Pages Read)vrite

Eﬂ"‘@ MUMI_1_1 150 MET Glabalization Readfwrite
.MET Prafilz Readj'write
.MET Roles Configuration ReadiWrite
JMET Trust Levels Read/write
MET Users Configuration Readiwrite
Applicatio Write

Readvrite
Readirite
Read)vrite
Readirite
Readj'write

Compr

Connection Strings Read/write
Def ault Document Readivrite
Direckary Browsing Readiwrite
Error Pages Read)vrite
Feature Delegation Readirite
Handler Mappings Read)vrite
HTTP Response Headers Readirite
ISAPI Filkers Read Only
Logging Mot Delegated
Machine Key Read/write
MIME Twpes Read)vrite
Modules Readirite
Cukput Caching Read)vrite
Pages and Conkrols Readirite
Request Filkering Readj'write
Session Stake Readirite
SMTP E-mail Read/write
33L Settings Read Only

Figure 7: Feature Delegation Selection

6.5. Install Microsoft ASP.Net 2.0 AJAX Extensions 1.0
This applies to the web servers only.

1. Download the Microsoft ASP.Net 2.0 AJAX Extensions 1.0 from Microsoft’s website.
2. Run the ASPAJAXEXtSetup.msi by double-clicking it.

3. When the File Download — Security Warning window displays, click the <Run> button
(shown in Figure 8: Microsoft ASP.Net 2.0 File Download-Security Warning window).

NUMI Server Setup Guide,v1.1.14.3 14 Nov 2015



File Download - Security Warning [ X

Do you want to run or save this file?

_ E Ijl Name: ASPAJAXExtSetup.msi
Type: Windows Installer Package, 1.36 MB

From: vhaannweb2.v11.med.va.gov

....................................

Bun Save i LCancel

------------------------------------

potentially harm your computer. |f you do not tust the source, do not

O While files from the Internet can be useful, this file type can
- run or save this software. What's the rigk?

Figure 8: Microsoft ASP.Net 2.0 File Download-Security Warning Window

4. When the Internet Explorer — Security Warning window displays, click the <Run> button
(shown in Figure 9: Microsoft ASP.Net 2.0 Internet Explorer-Security Warning window).

Internet Explorer - Security Warning |

Do you want to run this software?

j Marre: i
Publisher: Microsoft Corporation

¥ | Mare opkions Run

' While files Fram the Internet can be useful, this file bype can potentially harm
' your computer, Only run software from publishers wou krust, What's the risk?

Figure 9: Microsoft ASP.Net 2.0 Internet Explorer-Security Warning Window

5. When the Microsoft ASP.NET AJAX Extensions 1.0 Setup window displays, click the
<Next> button (shown in Figure 10: Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup
Wizard window).
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{i§ Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= E

Welcome to the Microsoft ASP.NET 2.0
AJAX Extensions 1.0 Setup Wizard

The Setup \Wizard will install Microsoft ASP.MET 2.0 AJAX
| Extensions 1.0 on your computer, Click Mexk bo conbinue or
’ Cancel bo exik the Setup Wizard.

Figure 10: Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup Wizard Window

6. Click the ““I accept the terms in the License Agreement” checkbox, as illustrated in
Figure 11: Microsoft ASP.NET 2.0 AJAX License Agreement window. ;

7. Click the <Next> button.

i Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup 1 [=] |

End-User License Agreement
Pleasa read the Following license agresment carefully

MICROSOFT SOFTWARE SUPPLEMENT il
LICENSE TERMS

MICROSOFT ASP.NET 2.0 AJAX
EXTENSIONS
Microsoft Corporation (or based on where you live, one of its affiliates)

licenses this supplement to you, If you are licensed to use Miorosoft
Wdindows operating system software (the “software™), you may use this j

¥ T gccept the terms in the License Agreement]

it | sk [ mem | concel |

Figure 11: Microsoft ASP.NET 2.0 AJAX License Agreement Window

8. Click the <Instal I>button (shown in Figure 12: Microsoft ASP.NET 2.0 AJAX Installation
window).
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ﬂ; Microsaoft ASP.NET 2.0 AJAY Extensions 1.0 Setup

Ready to install Microsoft ASP.NET 2.0 AJAX Extensions 1.0

Chck: Install ta begin the installation. Chick Back bo review or change any of your
installation settings. Click Cancel bo exit the wizard.

Figure 12: Microsoft ASP.NET 2.0 AJAX Installation Window

9. The installation is complete. Select the <Finish> button by clicking on it to exit the
installation wizard, as depicted in Figure 13: Microsoft ASP.NET 2.0 AJAX Completion

window.

[

If you do not wish to view the release notes, un-check the “Display Microsoft
ASP _NET 2.0 AJAX Extensions 1.0 Release Notes” checkbox.
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iz Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= B3 |

— Completed the Microsoft ASPMNET 2.0
AJAX Extensions 1.0 Sebup Wizard

Click the Finish button ko exit the Sekup Wizard.

[ Display Microsoft ASP.MET 2.0 AJAX Extensions 1.0
Release Mokes

Zancel |

Figure 13: Microsoft ASP.NET 2.0 AJAX Completion window

6.6. Install Microsoft Web Services Enhancements 3.0
This applies to the web servers only.

Back

1. Download the Microsoft Web Services Enhancements 3.0 from Microsoft’s website.
2. Run the Microsoft WSE 3.0.msi by double-clicking it.

3. When the File Download — Security Warning window displays, click the <Run> button
(shown in Figure 14: Microsoft WSE 3.0 File Download-Security Warning window).
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File Download - Security Warning |
Do you want to run or save this file?
EH! Mame: Microsoft WSE 3.0.msi
Tupe: ‘Windows Installer Package, 11.4 MB
From: whaannwebz.v11.med.va.gov

Bun Save

patentially harm your computer. IF pou do not trust the source, do nat
run of save this software. What's the nsk?

O While files fram the |rternet can be useful, this file type can

Figure 14: Microsoft WSE 3.0 File Download-Security Warning Window

4. When the Internet Explorer — Security Warning window displays, click the <Run> button
(shown in Figure 15: Microsoft WSE 3.0 Internet Explorer-Security Warning window).

Internet Explorer - Security Warning |

Do you want to run this software?

j Publisher: Microsoft Corporation

¥ I More options Run

' While files from the Internet can be useful, this File bype can patentially harm
5 wour camputer, Only run sofbware From publishers vou trust, What's the risk?

Figure 15: Microsoft WSE 3.0 Internet Explorer-Security Warning Window

5. When the Microsoft WSE 3.0 — InstallShield Wizard window displays, click the <Next>
button (shown in Figure 16: Microsoft WSE 3.0 InstallShield Wizard Welcome window).
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iﬁ Microsoft WSE 3.0 - InstallShield Wizard

Welcome to the InstallShield wWizard for
Microsoft WSE 3.0

The InstalShield(R) Wizard will install Microsoft WSE 3.0 on
wour computer. To conbinue, cick Mext.

WARMNING: This program s protected by copyright law and
international treaties,

Figure 16: Microsoft WSE 3.0 InstallShield Wizard Welcome Window

6. Click the ““1 accept the terms in the license agreement” checkbox, as illustrated in
Figure 17: Microsoft WSE 3.0 License Agreement window.

7. Click the <Next> button.

|'§-“1icr-:|-5c-lt WSE 3.0 - InstallShield Wizard E |

License Agreement
Flesse resd the Folowing bcense agreement carefully. Before this software can
b inestallend, thes berms of this agresment must be accepted.,

MICROSOFT SOFTWARE LICENSE TERMS E

WEB SERVICES ENHANCEMENTS 3.0 FOR
MICROSOFT.NET SOFTWARE DEVELOPMENT KIT

Thse licensa terms are an agreement between Microsoft Corporation (or
bazed on where you lve, one of its affillates) and you, Plesss resd them.
They apply 1o the softwane named above, which includes the media on which _J

wri | Fershoed it iF ane The teroe alen arnbe b0 ane Micenenift
(=" [ sccepk the terms in the icense agreement| o [

1o ot accept the berms in the license agresment

<pock | Hext > concel |

Figure 17: Microsoft WSE 3.0 License Agreement Window

8. Click the <Administrator>radio button, as illustrated in Figure 18: Microsoft WSE 3.0
InstallShield Wizard window.\

9. Click the <Next> bhutton.
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{5 Microsoft WSE 3.0 - Installshield Wizard

Setup Type é‘
Choose the setup bype that best suks your needs. .

Please select 4 setup bype:
" Runtime Irstalls the runtime files only,

A ; Runtime install plus standalone tools, Sulkable for a deployment
@ Bdministrator] ..o where the tocks are needed For configuration,

o .NET Framework SDK 2.0 or Microsoft Wisual Studio 2005 are
required ko view the documentation. Microsoft Visual Studio 2005 is

required to buld and run the: samples.
¢ ¥Yisual Studio  Developer instal plus Visual Studio Tooks. Microsoft Visual Studio
Developer 2005 is required for this instaliation bype.
e Choose which program Features vou want installed and where they
Cugtorn will be installed, Recommended for advanced users.

<m|g_ie:t>| cencel |

Figure 18: Microsoft WSE 3.0 InstallShield Wizard Window
10. Click the <instal I>button (shown in Figure 19: Microsoft WSE 3.0 Installation window).

[ Microsoft WSE 3.0 - InstallShield Wizard E |

Ready to Install the Program E’
Thee wizard is ready to begin installation, L

Click. Install ko bagin the installation,

IF vou want o review or change any of your installstion settings, click Back, Click Cancel bo
exit the wizard.

Figure 19: Microsoft WSE 3.0 Installation Window
11. Click the <Finish>button (shown in Figure 20: Microsoft WSE 3.0 Completion window).
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[‘@ Microsoft WSE 3.0 - InstallShield Wizard

InstallsShield Wizard Completed

The InstalShield Wizard has successhully installed Microsaft
WSE 3.0, Chick Finish to exit the wizard.

Installing or Removing the Microsaft WSE 3.0 Runkime
components updates the configuration settings for the
Microsoft \MET Framework. It is recommended that vou restart
ASP MET before using the produck,

Figure 20: Microsoft WSE 3.0 Completion Window

6.7. Install SQL Server

Install the Microsoft SQL Server 2005 Database Server software only on the database server,
applying both Microsoft installation instructions and local best practices.

All service packs through SP 3 are required; additional service packs or patches may be installed
subsequent to application testing, and in accordance with local best practices.

All production NUMI databases should be run in Simple Recovery mode, to enable replication to
function, and to maximize the recoverability of the databases. In non-production environments,
any recovery mode is acceptable, and simple recovery mode is encouraged for development and
QA testing environments due to ease of administration.

6.8. Download all SQL Server Patches

This applies to the database server only.

6.9. Restorethe Appropriate Databases for the NUMI
Application

This applies to the database server only.

Follow the instructions in section 5 Instructions for Installing Database Components.

6.10. Installing NUMI Exchange on Server 2008 R2

| Before doing this, you must make a backup copy of the web.config file (if this is an
upgrade). Settings may need to be extracted from this in the future.
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6.10.1. Unzip/Install NUMIExchange Distribution

1. Using Windows Explorer, create the NumiExchange folder on the D drive, if available;
otherwise create on the C drive. E.g., D:\NumiExchange

2. Unzip the NUMI Exchange files into the NumiExchange folder created above.

3. Update the application settings in the NUMI Exchange web.config file, located in the
directory created above. Typically, this would involve updating the database connection string.

6.10.2. NUMI Exchange Web Site Configuration

Using 1IS Manager, add a new web site and select the SSL certificate as shown in Figure 21: Add
NUMI Exchange web site.
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Add Web Site [ 2] %] |

Site name:

Application pool:

INumiExchange

—iCantent Direckary

Physical path:

INumiExchange

Select. .. |

Conneck as.,.. | Tesk Setkings. ..

ID:'I,NurniExchange'I,NLIMI_Incrementﬁ_SprintE_Build_E |

Pass-through authentication

— Binding
Type: IP address: Port:
Ihttps j IF'.II Unassigned j |443
Host name:

S5L certificate:

I'-.-'.ﬁ..ﬁ.LISNLIM'-.-'-.-'EBSI aac.dva.va.gov

j Yiew, ,, |

[T Start web site immediately

o]

Cancel

Figure 21: Add NUMI Exchange Website

qﬁlnternet Information Services (IIS) Manager [_ O] =]
@ ") [ @ » VAAUSNUMWES42 » Sites b NumiExchange b | = @ -
File Wew Help
—— NumiExchange Home
| ol l&. 20 Explore
5 Start Page : 7 Tt = = Edit Permissions...
= LBALISNLMWEEH2 (YHAMASTER) Filter: G0 = s Show All | Groupby: Area m —
<} application Pools ASP.NET - Edit Site
Sites @ - Bindings. ..
&0 Default wieb Ste =N N - U = N2\ [E] Basic settings...
& Mows1 2 | R - 55 L2
MumiExchange MET .MET JMET Error .MET .MET Prafile .MET Rales Wiew Applications
N Authorizati...  Compilation Pages Globalization View Vit sl Dl et
d P 1 =, = " P
éiug "Eai bl r? E]?: Manage Web Site
MET Trust MET Users Application Connection  Machine key  Pages and g Restatt
Levels Settings Skrings Contrals B Start
B Stop
R & [ —
% ] = Browse Web Site
Providers  Session State  SMTP E-mail 1 1 Browse *:443 (https)
Advanced Settings. ..
115 Configure
= e Limits. ..
s R g . = .
o= ) ‘ 9 == @ Help
ASP Authentication Gl Compressian Default Direckory Online Help
Docurnent Browsing
: = - - =
: il PEz P A =] = [
4 I I » EFeatures Wigw |/ Content View
Ready Gﬂ:i
Figure 22: NUMI Exchange Website
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The NUMI web site basic and advanced settings are shown in Figure 23: NUMI Exchange Basic
Settings and Figure 24: NUMI Advanced Settings.

Edit Site EE |
Site name:; Application poal:

HNumiExchange INumiExchange Select. .. |

Phrwsical path:
ID:'l,NumiE::cn:hange'l,NLlMI_Increment&_SprintE_BuiId_E |

Pass-through authentication

Conneckt as... Tesk Settings. ..

Ik I Cancel |

Figure 23: NUMI Exchange Basic Settings

Advanced Settings EE
E {General}
Application Pool NumiExchange
Bindings htbps:*:i443:
i 2
Nomxchange
Phrysical Path D:\NumiExchangeNUMI_Incrementt_SprintZ2_Build_2013042
Pheysical Path Credentials
Phrysical Path Credentials Logon Type ClearText
Skart Automatically True
E Behavior
Connection Limits
Enabled Protocals http
Name
[mame] & unique name For the site.
oK Cancel |
4

Figure 24: NUMI Advanced Settings
The NUMI Exchange web site bindings are shown in Figure 25: NUMI Exchange Bindings.
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Site Bindings K

Type | Hiosk Marne | Pork | IP &ddress | Binding Information | add...
htkps 4473 *

Edit, ..
BLermmoye

Erowse

AL

C|ose

Figure 25: NUMI Exchange Bindings

The NUMI Exchange web site authentication settings are shown in Figure 26: NUMI Exchange
Authentication Settings.

™ Internet Information Services {II5) Manager =1 E3
@ 0 | @ » veausnUMWEBSZ b Stes b MumExchange b & - @ -

Ele iew Help

_ Authentication _
€1 l | l& g @ Hep
H:‘l Start Page Oniline Help
585 VARUSNLMWEB4Z (viiamagT| | GTOuR By Mo Grouping M
2 Application Poolks Name = [ status I Response Type
=&l Sites Anorymous Authentication Enabled
B-4g8) Defalk Web Site 45P.MET Impersonation Disabled
9 MDWS1_2 Farms Authentication Disabled HTTF 302 Login/Redirect
B NumiExchange ‘windows Authentication Disabled HTTP 401 Challenge
Configuration: 'MumiExchange’ web, config Gj:g

Figure 26: NUMI Exchange Authentication Settings

The NUMI Exchange website SSL settings are shown in Figure 27: NUMI Exchange SSL
Settings.
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'!E Internet Information Services (IIS) Manager H[=]

@b‘! [e b OVAALSHUMWEB4Z b Sites » MNumiExchange »

[k < @ -

Ele Wiew Help

€-H|% |8 @ S5L Settings Y Apply
€5 start Page . . . " - =y Cancel
B ﬁj VABLSHUMWEEAZ (YHAMAST This page lets you modify the 351 settings For the content of a \Web site or application, ’
3 Application Pools ¥ Require 551 '@' Help
El-[&] Skes Orling Help
% Diefault Web Site Client certificates:

& MDws1 2 @ Ignors
€ NumiExchange € Accept
" Require

1] | 3 . - Content ¥iew

Configuration: localhost' applicationHost.config , <location path="MumiExchangs">

W

Figure 27: NUMI Exchange SSL Settings

6.10.3. Application Pool Configuration

The NUMI Exchange application pool setup is shown in Figure 28: Application Pool window.
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'.';Elnternet Information Services {IIS) Manager M=l B3

@ 3 [ & » vesusnomweBez v Application Pools & @ -

File Wiew Help

Qg! Application Pools

@- | L] |w L= Add Application Podl...
o et Page his page | iew and he list of applcation poos an th fcation paol
E---“j YAALSHUMWEESZ (YHAMAST This page et§ wou wiew and manage the _|st of application pod s_ont @ Server, npp lication pools are
associated with worker processes, contain one or more applications, and provide isolation among different
applications.

Set Application Poal Defaults...

;p fpplication Poals Application Pool Tasks

(8] Sites b Start
Q“,) Default Web Site Filter: - G0 - \sShow Al | Group by: Mo Grouping = B stop
@ MDwW31_2 Mame = | Status | .MET Frame... | Managed Pipeli... | Identit: Applic: 2 Recvde..
B NumiExchange L ASPLMET w00 Started Integraked ApplicatiorPoolldzn... 0O i e
CIASPNET w40 Cl.,  Starked Classic applicationFooliden... 0 Edit Application Pool
L) Classic \MET &pp...  Started Classic ApplicationPoollden... 0 D Basic Settings...
,;"DefaulmppPool Started Integrated ApplicationPoollden... 1 Recycling...
‘%MDWSI_Z Started Classic ApplicationPoollden... 1 Advanced Settings...
L MDWSZ2_APP_POOL  Starked Integrated 1 R
ehlurniExcchange Started Integrated 1
K Remove

View Applications

‘é‘ Help

Online Help

4 | |

Ready

Gi:i

Figure 28: Application Pool Window

The NUMI Exchange application pool basic settings are shown in Figure 29: NUMI Exchange
Application Pool Basic Settings.

Edit Application Pool E

MET Eramewiork version:
|.MET Framework v2,0.50727 =]

Managed pipeline mode:

IIntegrated j

v Stark application pool immediately

Ik I Cancel

Figure 29: NUMI Exchange Application Pool Basic Settings

The NUMI Exchange application pool advanced settings are shown in Figure 30: NUMI
Exchange Application Pool Advanced Settings.
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GD

Vers1on

MET Famewsork
Enable 32-Bit Applications
ManagedFipline Mode
Hame
Queue Langth
Start Automatically
El CPU
limit
limit Action
limitInterval  (rmirmates)
Processor Affinity Enabled
Processor Affinity Mask
El Process Model
Identity
Idie Time-cut (minutes)
load Uzar Profile
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Figure 30: NUMI Exchange Pool Advanced Settings
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6.11. Installing MDWS 2.7.3.2 on Server 2008 R2

| Before doing this, you must make a backup copy of the web.config file (if this is an
upgrade). Settings may needto be extracted from this in the future.

6.11.1. Download MDWS
Download MDWS 2.7.3.2 from:
ftp://downloads.medora.va.gov/mdws

6.11.2. Install MDWS Distribution
Install MDWS following the MDWS Installation Instructions located at:
http://trac.medora.va.gov/web/wiki/ProjectssyMDWS/Installation

It is recommended that MDWS be installed in the DANUMI folder. e.g.,
DANUMINUMI2 7 3 2

The following steps from the MDWS Installation Instructions can be skipped:
. Step 4. SQL Server 2008 (optional for non-BSE installations).

. Step 6. Oracle ODAC Server Software.

web.config settings to update:

<system.webServer>

<defaultDocument >

<files>

<add value="NumiService.asmx” />

</files>

</defaultDocument>

</system.webService>

6.11.3. MDWS Web Site Configuration

The MDWS web site configuration is shown in Figure 41: Configuring MDWS Website, Figure
42: MDWS Website Basic Settings and Figure 43: MDWS Website Advanced Settings.
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Figure 31: Configuring MDWS Website
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Figure 32: MDWS Website Basic Settings
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Figure 33: MDWS Website Advanced Settings

The MDWS bindings configuration is shown in Figure 44: MDWS Default Website and Figure
45: MDWS Bindings, If NUMI Exchange is installed on the server using port 80, then configure
MDWS to use a different port, e.g., port 8082.
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The MDWS authentication setup is shown in Figure 46: MDWS Authentication.
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Figure 36: MDWS Authentication

6.11.4. Configuration File Setup

Web.Config

Verify the httpExecution timeout field in the MDWS web.config file:
<httpRuntime executionTimeout="900" />

VhaSites.xml

If there are any new VistA sites to add to MDWS, add the site information in the MDWS
VhaSites.xml file. Follow the same format used for existing sites already in the file. The file is
located in the xml folder of the resources directory in the MDWS website directory. E.g.,
DAMDWS\MDWS2_7 3 2\resources\xml\VhaSites.xml.

6.11.5. MDWS Application Pool Configuration

The application pool settings are shown in Figure 47: Configuring Application Pool Settings,
Figure 48: MDWS Application Pool Basic Settings and Figure 49: MDWS Application Pool
Advanced Settings.
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Figure 37: Configuring Application Pool Settings
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Figure 38: MDWS Application Pool Basic Settings
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Figure 39: MDWS Application Pool Advanced Settings

6.11.6. To RestartllS
1. Click <Start>.
2. Click the Command Prompt (or <Run>, depending on the Operating System).
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3. Type: IlSReset.
4. Click <Enter>.

.| Watch the command lines to make sure 11S stops and then starts again.

6.11.7. To Test That MDWS Is Working
1. Open a browser on the application server and enter the following in the Address bar:
http://localhost/NumiSe rvice .asmx

2. 'You have the ability to enter either <localhost>,<the actual IP address>or <the
name of the server>. Examples: http://localhost/NumiService.aspx and
http//hostname.aac.va.gov/NumiService.aspx

3. Click the <Go> button on the browser to go to the address.
. The NUMI SERVICE page will display.
Choose "ConnectAndLogin"

4
5
6. Inthe Sitecode field, enter the code for the VistA you are trying to access.
7. Putin your Access and Verify Codes for the username and password.

8. Leave the context field blank.

9. Click the <1nvoke>bhutton.

10. If the connection is successful, the VistA welcome message will display in the form of an
xml file. Example:
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http://localhost/NumiService.asmx
http://localhost/NumiService.aspx
http://hostname.aac.va.gov/NumiService.aspx

<Zxm] wersion="1.0" encoding="utf-6" 2>
- T=erTd smmln=:x=si="http:/ v w3 oeg/ 2001/ *HLEchena-instance™
amlns:x=sd="http: /e w3 oeg/2001/ LS chemn ™
xmln=="http://mdws med. va._gov/numi /HumiService™>
<name>Doe  Jobn</name>
<33W>000000001< /930>
<DTZ>10000000000</ DT>
<miteld>506</ siteldy
<orderPole>0</orderBoles
<greetingrFocd evening DOE, JOHW«</greetings

<siteMessoge>_ ... ... ........ DEFARETIENT OF VETERARNE AFFRIERE WV
TERRRR ... AW AFBOR VA HEALTH SYSTEM VoW V=R RRAE .. .. __.
VT VER RRA. ... ...... YRENING: UHAUTHORIEED ACCESS, IHNCLUDING W97
VEARARRBARRA . ... .... USE OF ACCESS OODES OTHEE THAN YOUE OwWH, OR
TWVYVEA ARAARARA. . ... MISUSE OF THIS SYSTEM AMD/CR ITS DATA IS A VVVEA
ARARAARR __ . FEDERAL FELONY WAFRANTING FBI INVESTIGATION. V=R

ARARRARA . . > Production Account << ----eemeemcc e -
—————————————————————————————————————————————— USER HELF TO INCLUDE
VISTA ACCESS/VERIFY, TELEPHONE FINS, OR HETWORE ACCESS FROBLEMS:
Contact your service ADPAC or the Information Systems Help Desk
[x53500) Help Desk hours T7:00am - €£:30pm, Mon-Fri; for EFERZENCY
repairs after 4:30pm, please call the AOD at x55279. SYSTEX BACKUF
SCHEDULE: Monday - Friday 1:30 a.m. ®* £ * ¥ & & & & & = & * & * * & & %
+ £ * £ & ® E £ F R E ®E E ®F F ® & * ¥ WERIFY CODES must now b= 5
characters lorng ard cortain at least one letter, one npumber, ard one
symbol (1#5%&% . =<} . Thark you. This is = PRODUCTION
moccount . </ mitedessager

</ U=erTox

Figure 40: Sample Welcome Message

. If the Access and Verify codes are incorrect, this message will be imbedded in the xml:
<message>Not a valid ACCESS CODE/VERIFY CODE pair.</message>

G

If the Site code is incorrect, this message will be imbedded in the xml:
<message>Nosite for sitecode 50</message>

[t

Other error messages my display due to connectivity issues.
11. After successfully testing the connection, click the <here> link in the following string:
‘Click here for a complete list of operations’.
12. Select <Disconnect> from the list.

13. Click the <Invoke> button. This will prevent a connection from being left open.

6.12. Installing NUMI on Server 2008 R2

6.12.1. Software Copy Instructions

Right click on the zip file and select the “Unblock” if active and select O.K.. Some security
schemes will block certain files from being unpacked, typically the Java files under the “web”
directory. Setting the file to Unblock eliminates this problem.
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Security: This file came from another M|
computer and might be blocked to -

help protect this computer.

Figure 41: Unblocking Restricted Filesin Installation ZIP File

It is recommended that NUMI be installed in the DANUMI folder. Using Windows Explorer,
create a NUMI folder in D drive, if available, otherwise create in C drive. E.g., DANUMI.

Unzip the NumiWebApp folder from the NUMI distribution zip file into the D:ANUMI folder.
Rename the NumiWebApp folder using the build name of the distribution zip file.

6.12.2. NUMIWeb Site Configuration
Using IS Manager, add a new web site as shown in Figure 52: Add NUMI web site.
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Figure 42: Add NUMI Website
The NUMI web site basic and advanced settings are shown in Figure 53: NUMI Basic Settings

and Figure 54: NUMI Advanced Settings.
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Figure 43: NUMI Basic Settings
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Advanced Settings
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D 4
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Figure 44: NUMI Advanced Settings
The NUMI web site bindings are shown in Figure 55: NUMI Bindings.
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Figure 45: NUMI Bindings

The NUMI web site authentication settings are shown in Figure 56: NUMI Authentication Settings
and Figure 57: NUMI Provider Settings. Make sure NTLM is before Negotiate in the Providers
dialog.
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Figure 46: NUMI Authentication Settings
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Figure 47: NUMI Provider Settings
The NUMI website SSL settings are shown in Figure 58: NUMI SSL Settings.
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Figure 48: NUMI SSL Settings
The NUMI web site compression settings are shown in Figure 59: NUMI Compression Settings.
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Figure 49: NUMI Compression Settings

6.12.3. Configuration File Setup
Verify the httpExectuion timeout field in the NUMI web.config file:
<httpRuntime executionTimeout="300" />

6.12.4. Application Pool Configuration

The NUMI application pool setupis shown in Figure 60: Application Pool window.

NUMI Server Setup Guide,v1.1.14.3 45

Nov 2015



Q;'EInl:Ermzl: Information Services (IIS) Manager M=l E
@ 0 |2 v vesusnomaprzz v aoplication Pools & - e -
File  Wiew Help
) lication Pools _
- [ | el | - é ‘ App L= Add Application Pool. .,
&5 Start Page Set: Application Poal Defauls. ..
GT:I This page lets vou view and manage the list of application pools on the server. Application pools are PO O
[=1-¥5 VARLISNUMAPPZZ (VHAMASTER' 3 " . N . N —
- assocdated with worker processes, conkain one or more applications, and provide isolation amang @ Help
Application Pools different applications. o
Sites Online Help
Q‘B HUMI Filker: - G+ \gShow Al | Groupby: Mo Grouping -
Mame = | Status | .MET Frame. .. I Managed Pipeli... | Identit: | Applic
QASP.NET v4,0 Started w40 Integrated ApplicationPaoollden... 0
é?ASP.NET v4,0C).. Started w40 Classic ApplicationPaoollden... 0
é}classic .MET App... Started w20 Classic ApplicationPoollden... 0
QDefauItAppPool Started wz.0 Integrated ApplicationPoollden... 0
QNUMI Started wz.0 Classic ApplicationPoollden... 1
4| | i3
Ready eﬂ:i

Figure 50: Application Pool Window
The NUMI application pool basic settings are shown in Figure 61: NUMI Application Pool Basic
Settings.
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Figure 51: NUMI Application Pool Basic Settings

The NUMI application pool advanced settings are shown in Figure 62: NUMI Application Pool
Advanced Settings.
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Figure 52: NUMI Application Pool Advanced Settings
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6.13. Installing CERME (COTS Product) Software and
Database from CERMe Install CD

See the RM Install Guide PDF file on the CERMe setup CD for detailed instructions on how to
setup CERMe. (DBA assistance may be required to setup the database, which must be done
before application setup).

6.13.1. Install CERME onthe Application Server

CERMe install helpful hints: VERSION 12.0 (2013) CUSTOMER ID: 1102
PRODUCT KEY': 755638-507216-296082-523246-21
ORGANIZATION: Department of Veterans Affairs

1. Verify that CERME database is already set up before proceeding with the software
installation.

2. If the installation does not start automatically, double click the install.htm file (using Internet
Explorer) in the root directory to open the setup welcome page.

3. On license information page, enter the CERME license information provided above and then
click “Next”.

4. Select Review Manager Enterprise and then click “Next”. Select New Installation and then
click “Next”.

5. When the ‘Choose Components” install window is reached select all of the checkboxes and
then click “Next”.

6. Choose a directory based on local policy (example D:\ Program Files), “Next”.
7. On the database page, select “SQL Server” from the dropdown and then click “Next”.

8. Enter the CERME database connection information, including the database server name,
database name (CERME), port 1433, instance (leave blank), and the database user credential
(user ID CERME, DBA assistance required for the password).

9. Choose default settings on the rest of the steps.

10. Use a separate database to store report data and then click No.

11. On the “Install Jetty” window, select Yes to install Jetty.

Installation of the software should start after going through all the setup steps.

After the CERMe application version n.n.n.n and database is installed the following
configuration needs to be done.

1. Add the below element in ReviewManager.xml file which is located <home directory> \
McKesson\CERME\Jetty\

e.g., D:\Program Files (x86)\McKesson\CERME\Jetty\ReviewManager_xmi
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Add this element in Config group bottom.

<IntegratedLogin Enabled="true" CookieName="unifiedkey"
UnifiedKey="8rzVNfLwWjHWHvPctaen9dw=="

AuthenticationFailUrl="/igm/html/rm_integrated authentication_failed.htm"
GuidUserCid="1Q_1" Guid="A1B0B165-3C18-4561-935F-5FB81BD42128"

AuthenticateWS="false"/>

2. NOTE- If after successfully setting up the server, it is possible that NUMI will run, but not
show any CERMe information. If the user right-clicks on the blank information and views
source, they may see a warning about invalid log-in. This is usually because the Integrated Login
information entered in the xml file did not get propagated to the CERMe service. Usually,
restarting the CERMe service will fix the problem. Before performing a Service Restart, verify
ReviewManager.xml contains the correct server name for the desired database access as
configured below:

3. Open jetty.xml file from <home directory> \ McKesson\CERME\Jetty\etc folder.

<ConParams name="McKCERME" DBtype="MSS" DBCID=""
Driver="net.sourceforge.jtds.jdbc.Driver"
URL="jdbc:jtds:sqlserver//<database_server>:1433/cerme;sendStringParam etersAsUn

icode=false" ABAutoSumConnectionName="" ABIQCConnectionName="" RMDB="Y"
/>

<PoolParams dbname="McKCERME" Size="25" PoolMax="35" UseCount="200"
Timeout="600"

4. Change the default port to “8357” from “80”.

e.g., <Set name="Port"><SystemProperty name="jetty.port" default="8357"/></Set>

6.13.2. Install CERME SSL Certificate

NUMI will need SSL certificates for CERMe (for Jetty). NUMI uses the SSL certificate for the
server that CERMe is running on. If the sever does not have a SSL certificate installed, follow
the normal VA processes for obtaining SSL Certificates and install it.

1. Use IIS Manager to export the current certificate to a .pfx file. Select the server name in the
Connections pane and double click on the Server Certificates in the 11S pane as shown in Figure
63: 11S Server Certificates.
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Figure 53: IS Server Certificates

2. Select the certificate to export and click on the “Export...” link in the Actions pane, as shown
in Figure 64: 11S Server Certificate Selection.
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Figure 54: IS Server Certificate Selection

3. Set the name of the .pfx file. Set the password, e.g., use numi (all lowercase) for the

password, as shown in Figure 65: 1IS Certificate Details. This password will be used in
subsequent steps.
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Figure 55: IIS Certificate Details

NOTE: For the following, the password can be whatever you choose, but please make a note of
them, as they will be used later. For this example, D:\Certs\NUMI.pfx is the file name and the
password, the one that you used to export the .pfx file, e.g., numi (all lowercase).

4. Openacommand prompt window and change the current directory to the location of the
keytool executable. In this example it would be: D:\Program Files
(x86)\McKesson\CERME\Jre\bin\keytool.exe

5. Execute the following command:

keytool -importkeystore -srcstoretype PKCS12 -srckeystore "D:\Certs\NUMI.pfx" - destkeystore
"D:\Certs\CERME.ks"

NOTE: -srckeystore value will be the .pfx path and filename above, -destkeystore can be
whatever you choose; again, passwords can be whatever you choose, but please make a note of
them. The word “secret” is used as the keystore password in this example.

6. Execute the following command:
keytool -keystore "D:\Certs\CERME.ks" —list

Make a note of the long, auto-generated alphanumeric value circled in red below. Recommended
actions are to copy and paste the entire command prompt output to notepad to copy and paste this
value.

NUMI Server Setup Guide,v1.1.14.3 51 Nov 2015



Progran Filesz-H : “hin*keytool —importkeystore
GE12 —-srckeystore JG Juw_cert_2012 . pfx" —desthkeystore
CERME. ks
Enter destination keystore password:
Re—-enter new pa ~
Enter source st 2 P ord :
FfH fle?66d115aBbal5c884c_c4444ch8-d@9f —4c3b—Fhe2—Tab?23a

;efully imported, B entries failed op
C:wProgram FileswMcKesson“GERHExJre~binkeytool —keystore "G NUMICerts~CERHE.k
z" —list
Enter keystore password:

Keystore type: JKS
Keystore provider:z SUM

Your keystore contains 1 entry

B2 dch9F87FeS5fle?66d115aP6al5c8B4c _c4444c68-dB9F-4c3b—9be2-7ah723a72cB1l,. Jul 18, 2
Wi2, PrivateKeyEntry,
Certificate Fingecwperint (MD5>: FE:BAD:2A:B7:6F:BR:D5:-8A:-93:53Eh:DA:-22:87:D9:7C

C:wProgram Files“McKesson“CERME“Jre“hin>

Figure 56: keytool -keystore " C:\Certs\CERME.ks" —list
7. Execute the following command:
keytool -changealias -keystore "D:\Certs\CERME.ks" -destalias numi -alias
<alphanumeric value>

NOTE: Replace <alphanumeric value> with the value noted and circled from the step above.
The keystore password is the password specified when creating the keystore above, secret in our
example. The key password is the password specified when creating the pfx file, numi in our
example.

8. Execute the following command:
keytool -keypasswd -keystore "D:\Certs\CERME.ks" -alias numi

NOTE: With this command, we are changing the key password to “reallysecret” for this
example.

9. Next, copy the keystore, (D:\Certs\CERME.ks), to the Jetty\etc directory. For this example it
would be here: D:\Program Files (x86)\McKesson\CERME\Jetty\etc

Open the jetty.xml file in the same directory and scroll down to the “add a HTTPS SSL listener”
section, (pictured below). If the items highlighted in red exist in your file, delete them. They are
xml comments and will cause the section to be ignored. Items highlighted in yellow may need to
be updated.

g >
<l-- Toadd a HTTPS SSL listener -—>
S e L >

<I-- if NIO is not available, use org.eclipse.jetty.server.ssl.SsISocketConnector -->

<I--
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<Call name="addConnector">
<Arg>
<New class="org.eclipse.jetty.server.ssl.SsISe lectChannelC onnector">
<Set name="Port">8443</Set>
<Set name="maxldle Time">30000</Set>
<Set name="Acceptors">2</Set>
<Set name="AcceptQueueSize">100</Set>
<Set name="Keystore"><Property name="jetty.home" default="."
[>/etc/CERME.ks</Set>
<Set name="Password">secret</Set>
<Set name="KeyPassword">reallysecret</Set>
<Set name="truststore"><Property name="jetty.home" default="."
[>/etc/CERME.ks</Set>
<Set name="trustPassword">secret</Set>
</New>
</Arg>
</Call>

>

10. Open the windows services management console, (START->RUN->services.msc->0OK), and
restart the CERME service. It will take about 20 to 30 seconds for the service to completely
restart, but you should be able to browse directly to the secure CERME. Use whatever URL is
used to access NUMI, e.g., https://vaww.prod.temp.numi.med.va.gov/web/home.aspx

11. Replace the “/web/home.aspx” portion with CERME’s secure port, (8443 by default), e.qg.,
https://vaww.prod.temp.numi.med.va.gov:8443/

The CERMe website should be displayed and you should not have beenwarned of the security
certificate problem.

6.14. Setting up NUMI Section in the Windows Event Log

1. Change Directory - Go to command prompt (run as Administrator) and change current
directory to Framework v2.0 bit folder e.g.,
C\WINDOWS\Microsoft. NET\Framework\v2.0.50727

2. Install Command - Type InstallUtil.exe /1 <source folder full path >\bin\NumiWebApp.dll
under Framework v2.0 folder and press enter.

e.g., InstallUtil.exe /i D:ANUMI\<install_dir>\bin\NumiwebApp.dli
3. This should create a NUMI section in the Windows Event log.
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Figure 57: Creating a NUMI section in the Windows Event Log
4. NUMI Event Folder Properties
a. Go to NUMI Properties by right mouse.

b. Click on General Tab under NUM | Properties dialog box window. Check/Click on
Overwrite events as needed.

c. Press <Apply> button (if needed) and Press <OK> button.

d. Verify Event View, if any error logs occurred during the installation.

6.15. Validate XML Configuration File Settings
Verify that all XML configuration file settings are correct.

Validate NUMI XML Configuration File Settings.

1. Edit the application settings in the web.config file in the NUMI folder.
E.g., DANUMI\<install_dir>\web.config

Settings to update:

2. <lI-- change this setting to point to the appropriate config file for the deployment. -->
<appSettings configSource="src\\main\\resources\\xmN\deployment\\numiwebapp.config"/>
<connectionStrings/>
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Figure 58: Updating Settingsin NUMI XML Configuration File

3. Edit the application settings in the config file indicated in the previous entry. Make sure to
enter the MDWS server and the NUMI database server names, and the NUMI database password
as indicated.

D:\NUMI\<install_dir>\src\main\resources\xmI\deployment\numiweb app.config
Settings to update:
<add key="serviceUrl" value="http://<enter_mdws_server>/NumiService.asmx" />

<add key="numiDbConnectionString" value="Data
Source=<enter_database_server>;Database=NUMI;User
ID=numi_user;Password=xxxxxxxx;Trusted_Connection=False" />

<add key="reportDbConnectionString" value="Data
Source=<enter_database_server>;Database=NUMI;User
ID=numi_user;Password=xxxxxxxx;Trusted Connection=False" />

6.16. Perform Restart

Restart 11S

1. Click <Start>.

2. Click the Command Prompt (or <Run>, depending on the Operating System)
3. Type: IlSReset

4. Click <Enter>.
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6.16.1. Test NUMIWeb Site Functionality

1. Open Internet Explorer and type: http://servername/Web/Home.aspx e.g.,
https://vaausnumapp40/Web/Home.aspx

6.17. Installing NUMI Synchronizer on the DB Server

6.17.1. Software Copy Instructions

1. Right click on the zip file, select “Unblock™ if active, and select O.K. Some security schemes
will block certain files from being unpacked, typically the Java files under the “web” directory.
Setting the file to Unblock eliminates this problem.

Help

Folders | mv General |Securit_l,l| Summary

IF
[@’ [NUMLHain_1.1.76.0_Bui_20121015.1.2p
Mame =

[E3MUMI_Main_1.1.15.0_Build_20121019.1.2ip

Typeaffile:  Compressed [zipped] Folder

Opens with: ‘ﬂ Compressed [zipped) F LChange... |

Lacation: C:ATemp

Size: 18.8 MB 19,817,151 bytes)
Size on disk:  18.9 MB (19,820,544 bytes)

Created: “resterday, October 22, 2012, 9:41:45 &AM
Modified: “resterday, Dctober 22, 2012, 9:41:46 AM
Accessed: Today, October 23, 20012, 9:17:24 AM

Attributes: . " Hidden Advanced...

Security: This file came from another M|
carmputer and might be blocked ta -

help pratect this computer.

Figure 59: Unblocking Restricted Filesin Installation ZIP file

It is recommended that Synchronizer be installed in the D:\NUMI folder. Using Windows
Explorer, create a NUMI folder in D drive, if available, otherwise create in C drive. E.g.,
DANUMI

2. Unzip the Synchronizer folder from the NUMI distribution zip file into the DANUMI folder.
Rename the Synchronizer folder using the build name of the distribution zip file.

3. Open Config File - Open synchronizer.exe.config file in notepad under DANUMI\
<install_dir> folder.

4. Make sure the configSource points to the Synchronizer.config file path location, e.g.,
<appSettings configSource="src\\main\\resources\\xmN\deployment\\Synchronizer.config” />

Verify the httpExecution timeout field:
<httpRuntime executionTimeout="900" />
Note: All server configuration targeted files are located at

<destination>:\synchronizer\src\main\resources\xmI\deployment
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5. Edit the Synchronizer.config file to point to the MDWS server that the synchronizer will be
using, e.g.,

<app key="serviceUrl” value="http://vaausnumweb42:8081/NumiService.asmx” />

6. Edit the Synchronizer.config file to point to the Database server that the synchronizer will be
using, e.g.,

<app key="numiDbConnectionString” value="Data
Source=vaausnumsql83;Database=NUMI;User
ID=numi_user;Password=xxx;Trusted Connection=False” />

7. NOTE: Ifyou are going to specify a different visitor account than the standard DOD visitor,
then enter the appropriate visitor information in the Sunchronizer.config file. If you do create a

new visitor for your environment, you will need to add the new visitor record to the NumiUser

table in the NUMI database, similar to the standard DOD visitor that is already in the table.

8. Change Directory - Go to command prompt (run as Administrator) and change current
directory to Framework v2.0 bit folder e.g.,

C:\WINDOWS\WMicrosoft. NET\Framework64\v2.0.50727

9. Install Command - Type installutil.exe —I < source folder full path >\synchronizer.exe
(Figure 70: Synchronizer.exe window) under Framework v2.0 folder and press enter. E.g.,
installutil.exe -1 DANUMI\<install_dir>\synchronizer.exe

C:“\WINDOUS \Microsoft .NET“\Frameworkt4 w2 B_.58727>installutil.exe —i C:\WUMINR 1 1
| A~allwxb4ssynchronizer.exe

Microsoft (R> .NET Framework Installation utility Version 2.8.58727_42

Copyright <c?> Microsoft Corporation. All rights reserved.

Running a tranzacted installation.

Beginning the Install phase of the installation.

Bee the contents of the log file for the C:“HUMI~R_1i_1i_B8xallsx64ssynchronizer.ex
e assembly’s progress.

The file is located at C:sNUMISNB_1_1_8sallsx64ssynchronizer.InstallLog.
Installing assembly ‘G:sNUMINR_1_1_8sallsx64~synchronizer.exe’.

Hffected parameters are:

assemblypath = C:sNUMINR_1_1_@hvallsxb4synchronizer.exe
logfile = C:~HUMINR_i_1_@~allsxb4ssynchronizer.InstallLog
logtoconsole =

Installing service NUMISynchronizer...

Service NUMISynchronizer has been successfully installed.

Creating EventLog source MUMISynchronizer in log Application...

The Install phase completed successfully. and the Commit phase iz beginning.

See the contents of the log file for the C:sNUMINR_1_1_Bxallsxb4ssynchronizer.ex
e assembly’s progress.

The file is located at C:sHUMISR_1i_1_8~allsx64~synchronizer.InstallLog.
Committing assembhly 'C:s\NUMINRE_1_1_8~allsxb4ssynchronizer.exe’ .

Hffected paraneters are:

assemhlypath = GisNUMINR_1_1_@sallsx64~synchronizer.-exe
logfile = C:~MUMI~R_1_1_@~allsxb64 synchronizer.InstallLog
logtoconsole =

The Commit phase completed successfully.

The transacted install has completed.

Gz~ WINDOWS“Microsof t .NET“Framework64 w2 BA_58727>net start NUMISynchronizer v1.1.14.C
The HUMI Synchronizer service is starting.
The MUMI Synchronizer service was started successfully.

C S WINDOWS“Microsof t .NET“Frameworkbe4 w2 @A_5S8727>_

Figure 60: Synchronizer.exe Window

Start Synchronizer —

NUMI Server Setup Guide,v1.1.14.3 57 Nov 2015



Note: The Synchronizer name is hard coded. The synchronizer name can be found during
synchronizer setup (See Figure 70: Synchronizer.exe window). The status lines

“Installing Service: xxx” and “Service xxx has been successfully installed” show the
synchronizer name.

10. Go to “Services” via “Administration Tools”, right click on the service, and select Start (See

Figure 71: Starting the Service). Alternately, you could enter “services.msc” in the run box to
bring up the Services Explorer window. Verify

‘Started’ is displayed in the Status column in the row for the Synchronizer Service.

E Server Manager M=l
File  Action Wiew Help
e | H5EE = HEl> o p»
5- Rales
8 Diagnostics
= i} configuration MUMI Synchronizer Build Mame -]
(5) Task Scheduler 20130625.2 ChMetwark Location Awareness
wWindows Firewall with sdve . ‘S Metwork Store Intsrface Servi
= ) Start the service VLT Svnchronizer Build 20 - '
O, Services ANUMI Synchronizer Build 201 i,
5 WML Cantrol LELNUMI Synchronizer IMCREMENT _6 =
¥ Local Users and Groups Description: {CEMUMI Synchronizer w1.1.13.2 &
{22 storags NUMI Synchronizer Build 20130625.2 {CLNUMI_Product_Support_Buld_20130515.3 -
4 - - _Build_ 5
{EkOffice Source Engine Restumte
£} Opalis Remote Execution Service =
{5k Operations Manager Audit Forwarding Servic. all Tasks 3
&} Performance Counter DLL Host
&hp Refresh
EhPerformance Logs & Alerts o
EhPlug and Play Properties
{ELPrP-% IP Bus Enumerakor -
‘& Portable Device Enumerator Service szl
£l Power |
Figure 61: Starting the Service
Uninstall:

If you need to uninstall the NUMI Synchronizer services use: installutil.exe -u
CANUMI\ synchronizer\synchronizer.exe

G

Please see the event logs if you have any issues.

Validate Installation:
To confirm the synchronizer installation

Open Microsoft SQL Server Management Studio after 2 hours. Open a new query and type:
Use numi go.

Select TOP 1000 * from patientstay.

Click the <Execute> button to run the query. New records shall display.
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6.18. Add Jobs to the SQL Server
There are three jobs that must be added to the SQL Server, specifically,

NUMI_PhysicianAdvisorPatientReview_AutoExpire LogSynchDB_ValidateSynchronizer
NUMI_AlterIndex_Rebuild

These jobs can be installed from scripts (included in the build) or, if you are transferring from
another server, you can right click on each job and script as DROP and CREATE.

Backup the jobs before you run the scripts. Modify the scriptsto replace the
@owner_login_name withthe owner login name appropriate for your installation, if necessary
NUMI_PhysicianAdvisorPatientReview_AutoExpire isa jobthat executesthe Stored Procedure
usp_PhysicianAdvisorPatientReview_AutoExpire every day at midnight. The Stored Procedure
looks for Physician UM Advisor (PUMA) Reviews that have not been completed within 14 days
and marksthem as Completed with a reason description of Expired.

LogSynchDB_ValidateSynchronizer is job that executed the stored procedure
LogSyncDB.dbo.usp_LogSync_ValidateSynchronizer every hour. This stored procedure checks
that stays have been imported within the last 3 hours and reports the problem to a pre-defined e-
mail distribution list, as decided by the needs of the particular installation

NUMI_AlterIindex_Rebuild is a job that executes the stored procedure
NUMI.dbo.usp_AlterIndex_Rebuild. This stored procedure rebuilds the indexes for the tables in
the NUMI database.

7. Post-Installation Considerations
If this is applicable to NUMI, this information will be provided by the appropriate project teams.
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Acronyms and Descriptions

Acronym Description
CERMe CareEnhance ReviewManagement Enterprise
CPU Central Processing Unit
|HTTP HyperText Transfer Protocol
[HTTPS HyperText Transfer Protocol Secure
IS Internet Information Services
|MDWS Medical Domain Web Services
|NUMI National Utilization Management Integration
|PM Project Manager
|PUMA Physician UM Advisor
QA Quality Assurance
SQL Standard Query Language
SSL Secure Socket Layer
|UM Utilization Management
|URL Uniform Resource Locator
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