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Table 1. Documentation revision history

Revision History

Date

Revision

Description

Author

10/20/2015

11.6

Tech Edits:
e Updated the following APIs:

(0]

(0]

$$GETURLMXTHC10: Return URL
Data Using HTTP API.

$SMAKEURLAXTHCURL: Creates a
URL from Components API.
$SENCODEMXTHCURL: Encodes a
Query String API.
$SPARSEURLAXTHCURL: Parses a
URL API.

$SDECODEMXTHCUTL: Decodes a
String API.

e Corrected Example 2 in the SAY"XGF():
Screen String API.

e Added the “*XTMP Global: Developer
Tools” section.

e Updated Table 8 in Section 15.2.4.5.

e Added “Data Security: Developer Tools”
section and APIs based on Kernel Patch
XU*8.0*655. The following APIS were
added:

(0]

$SAESDECRMXUSHSH(): Returns
Plaintext String Value for AES
Encrypted Ciphertext Entry API.
$SAESENCRMXUSHSH(): Returns
AES Encrypted Ciphertext for String
Entry API.

$$B64DECD "XUSHSH(): Returns
Decoded Value for a Base64 String
Entry API.
$$B64ENCDM"XUSHSH(): Returns
Base64 Encoded Value for a String
Entry API.
$$SRSADECRMXUSHSH(): Returns
Plaintext String Value for RSA
Encrypted Ciphertext Entry API.
$SRSAENCRMXUSHSH(): Returns
RSA Encrypted Ciphertext for String
Entry API.
$$SHAHASHXUSHSH(): Returns
SHA Hash for a String Entry API.

Developers: H. W.
Technical Writer: T. B.

06/11/2015

115

Updated the following:

Developers: M. A.

F., H. W.
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Date

Revision

Description

Author

Merged (and then deleted) the “Toolkit—
VistA XML Parser APIs” section into the
“XML Parser (VistA): Developer Tools”
section, since they had duplicate API
content.

Updated document for Kernel Toolkit
Patch XT*7.3*81. Added the “Toolkit—M
Unit” section (H. W.).

Updated document for Kernel Patches
XU*8.0*605 and 638. Added the
following APlIs to the “Application
Programming Interface (API)” section in
the “XLF Function Library: Developer
Tools” section (H. W.):

0 Added the “$$CONVERTAXLFIPV():"
API.

0 Added the “$$FORCEIPAMXLFIPV():
Convert any I[P Address to IPv4"
API.

0 Added the “$$FORCEIP6"XLFIPV():
Convert any I[P Address to IPv6"
API.

0 Added the “$$VALIDATEMXLFIPV():
Validate IP_Address Format" API.

0 Added the “$$VERSION~XLFIPV:
Show System Settings for IPv6" API.

Updated the $$SCHMXLFEDT(): Next

Scheduled Runtime API: Added Example

4 (M. A. F).

Updated the “$$ADDRESSMXLFNSLK():

Convert Domain Name to IP_ Addresses”

API for changes to IPv4 and IPVv6 in

Kernel Patch XU*8.0*638.

Merged the DELSTATAXQALBUTL API

content with the

DELSTAT"XQALBUTL(): API.

Added the following APIs in this manual

to the online HTML APIs:

o Toolkit—Duplicate Record Merge

0 Toolkit—KERMIT APls

o Toolkit—Multi-Term Look-Up (MTLU)
APls

o Toolkit—M Unit Utility

o Toolkit—Parameter Tools

Reformatted document to follow latest

documentation standards and formatting

rules. Also, formatted document for

online presentation vs. print presentation
(i.e., for double-sided printing). These

Technical Writer: T. B.
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Revision

Description

Author

changes include:

0 Revised section page setup.
0 Removed section headers.
0 Revised document footers.
o]

Removed blank pages between
sections.

0 Revised all heading style formatting.

09/24/2014

11.4

Updated the following:

e  $SLOOKUPAXUSER(): New Person File
Lookup API: minor corrections and used
example in this guide to match and scrub
examples in online API.

e  $SNAMENXUSER(): Get Name of User
API: fixed index entries.

e “$SDEAXUSER()—Get User's DEA
Number" API: Added ien input parameter
and Example 4.

e Added statement to Section 15.2.4.4 as
per Remedy Ticket #63050.

e Changed all references from “OIT” to
“Ol&T” throughout.

Developer: R. M.
Technical Writer: T. B.

04/07/2014

113

Added a patch reference note and made
minor edits/updates to the following APIs:

e "0pZ|S: Standard Device Call API.
e REOQ"®WZTLOAD: Requeue a Task API.

e SETCLEANXULMU(Q): Register a
Cleanup Routine API.

e UNCLEANXULMU(): Remove Entries
from the Housecleaning Stack API.

e CLEANUPMXULMU(): Execute the
Housecleaning Stack API.

e PATA"XULMU(): Get a Standard Set of
Patient Identifiers API.

e ADDPATAXULMU(Q): Add Patient
Identifiers for a Computable File
Reference API.

e Updated the 2% ZOSF(): Operating
System-dependent Logic Global API.
Changed reference in (“LOAD”) from
“DIE” to “DIF”", per C. G.

e Added patch release reference note to
$SGETAXUA4A72(): Get Specialty and
Subspecialty for a User and
$SIEN2CODEMXUA4A72(): Get VA Code
APIs.

o Redacted document for the following
information:

Developer: C. G.
Technical Writer: T. B.
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Date Revision | Description Author
o0 Names (replaced with role and
initials).
0 Production IP addresses and ports.
o VA Intranet websites.
05/31/2013 | 11.2 Updates: Developer: A. C.
e Updated document for Word accessibility | Technical Writer: T. B.
issues for Section 508 conformance.
e Made general style and format updates
as needed.
e Added the following APIs released with
Kernel Lock Manager (Patch
XU*8.0*608) in the new “Lock Manager:
Developer Tools” section:
0 SETCLEANXULMU(Q): Register a
Cleanup Routine API.
o UNCLEAN"XULMU(Q): Remove
Entries from the Housecleaning
Stack API.
o CLEANUPMXULMU(): Execute the
Housecleaning Stack API.
o PAT"XULMU(): Get a Standard Set
of Patient Identifiers API.
o ADDPAT~AXULMU(): Add Patient
Identifiers for a Computable File
Reference API.
o Updated/Corrected all URLs (active and
inactive)
e Updated document for Section 508
conformance;
0 Added bookmarks (identifiers) to all
tables.
0 Changed all floating callout boxes to
in-line boxes.
0 Added screen tips to all active URLSs.
04/30/2013 | 11.1 Updates: Developers: G.B., J. G., J.
e Updated document for Kernel Patch l,A.L.J. M,R. Men,R.
XU*8.0*580. Added the following APIs to | Met., and M. T.
the “Application Programming Interface Technical Writer: T. B.
(API)” section in the “User: Developer
Tools” section:
0 Updated the “$$DEAMXUSER()—Get
User's DEA Number” API.
0 Added the “$$DETOX"XUSER()—
Get Detox/Maintenance ID Number"
API.
0 Added the “$$SDEA"XUSER()—
Check for Prescribing Privileges”
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Revision

Description

Author

API.

0 Added the “$$VDEAMXUSER()—
Check if User Can Sign Controlled
Substance Orders" API.

e Reformatted document to follow current
style guides and standards.

o Replaced references from “VA FileMan
Getting Started Manual” to “VA FileMan
User Manual,” since the next VA FileMan
22.n software version will create a new
“VA FileMan Getting Started Manual.”

e Updated the ZTCPU input variable
description in the "%ZTLOAD: Queue a
Task API, as per email feedback on
10/04/12 from J. Garcia.

e HD0000000748766: Updated the
following APIs;

o $FIDMXUAF4(): Institution Identifier

0 $FIDXAXUAF4(): Institution IEN
(Using Coding System & ID)

o0 $SIENXUME(): Institution IEN
(Using IEN, Coding System, & ID)

e HD0000000598920: Added
documentation for the XPD
NO_EPP_DELETE parameter to the new
“Key Parameters during Pre- and Post-
Install Routines” section, as requested
by A. Lashley.

e HD0000000389572: Removed the
obsolete Section 11.2, “Link to the
OBJECT File”, as per email discussion
between G. B. and M. T. on 03/23/2010;
see Remedy Ticket
#HD0000000389572.

e Patch XU*8.0*546: Removed Support for
Device Hunt Groups. This includes
removal of the *HUNT GROUP (#29)
and HUNT GROUP DEVICE (#30) fields
in the DEVICE file (#3.5). Sites had to
remove any HUNT GROUP devices
before installing this patch using VA
FileMan to find any existing Hunt
Groups. Removed any references to
“Hunt Groups” from this document.

e Added the following XPDPROT APIs
released with Kernel Patch XU*8.0*547:
0 $$ADDMXPDPROT(): Add Child

Protocol to Parent Protocol.

0 $$DELETEAXPDPROT(): Delete
Child Protocol from Parent Protocol.
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Revision
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Author

o0 FINDMXPDPROT(): Find All Parents
for a Protocol.

0 $$LKPROTAXPDPROT(): Look Up
Protocol IEN.

0o OUTA"XPDPROT(): Edit Protocol’'s
Out of Order Message.

o0 RENAME"XPDPROT(): Rename
Protocol.

0 $$TYPEAXPDPROT(): Get Protocol
Type.

Added blue font highlighting and
underline to signify internal links to
figures, tables, or sections for ease of
use, similar to what one sees to
hyperlinks on a Web page.

Updated document for Section 508

conformance using word’s built-in

Accessibility check:

0 Added table bookmarks.

0 Added screen tips for all URL links.

0 Changed all floating callout boxes to
in-line, causing reformatting of
numerous dialogue screen captures.

07/26/2012

11.0

Updates:

$SSETUPIMNXQALERT: Send Alerts.
Corrected the descriptions for the
XQAARCH and XQASUPYV variables
based on feedback from J. I.

Updated the “OPEN"%ZISUTL(): Open
Device with Handle" API. Corrected
reference to the CLOSEM%ZISUTL():
Close Device with Handle API, based on
feedback from H. W.

Added the “XU USER START-UP
Option” section. The XU USER START-
UP option was added with Kernel Patch
XU*8.0*593.

Reordered sections in Section 26,
“Toolkit: Developer Tools,” to discuss all
APIs before general Toolkit developer
tools/options.

Added/Promoted the “XINDEX” section
based on the following:

0 Open Source Electronic Health
Record Agent (OSEHRA) software
quality certification dashboard review
of VistA Freedom of Information Act
(FOIA) code using the XINDEX tool
by G. W. and R. A.

Office of Information Field

Office (OIFO):

e Maintenance Project
Manager: J. Sch

e Developers: R. A, G. B,,
R.D., J. I, H. W., and G.
W.

e Technical Writer: T. B.
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Revision

Description

Author

0 Code review and updates by R. D.
related to Kernel Toolkit Patch
XT*7.3*132.

o0 Created a new VA Intranet Kernel
Toolkit XINDEX website.

e Updated the “%Index of Routines
Option—XINDEX" based on addition of
new XINDEX section and feedback from
developer related to Kernel Toolkit Patch
XT*7.3*132.

e Added the TOUCH"XUSCLEAN: Notify
Kernel of Tasks that Run 7 Days or
Longer API to this document after
already being added to VA Intranet
online Kernel APIs; based on email from
G. B. dated 02/08/11.

e Revised all version numbers in the
“Revision History” section.

e Updated the “Orientation” section.

e Updated the overall document for current
national documentation standards and
style guides. For example:

0 Changed all Heading n styles to use
Arial font.

0 Changed all Heading n styles to be
left justified.

Software Versions:
Kernel 8.0
Toolkit 7.3

10/18/2011

10.1

Updates:

o Updated the “STDNAME~XLFNAME():
Name Standardization Routine" API for
Kernel Patch XU*8.0*535.

e Updated formatting and internal styles.

Software Versions:

Kernel 8.0

Toolkit 7.3

Office of Information Field

Office (OIFO):

e Maintenance Project
Manager: J. Sch.

e Developer: R. Men.
e Technical Writer: T. B.

09/15/2011

10.0

Updates:

e Made opt parameter optional in
the$$EN"MXMLDOM(): XML—Initial
Processing, Build In-memory Image API.

e Added Cautionary Note to the
$SCREATENXUS: Create Application
Proxy User API.

e Updated the $$SCH"XLEDT(): Next
Scheduled Runtime API examples, as
per suggestion by developer via email.

Office of Information Field

Office (OIFO):

e Maintenance Project
Manager: J. Sch.

e Developer: G.B. & R. D.

e Technical Writer: T. B.

Kernel 8.0

Developer’s Guide

viii

October 2015



Date

Revision

Description

Author

Updated the $$SCREEN"XTID(): Get
Screening Condition (Term/Concept) API
based on Remedy #HD0000000391324.

Made other minor format, style,
grammar, and punctuation updates.

Updated "%ZTER: Kernel Standard
Error Recording Routine API to remove
statement about NEWing all variables.
This does not apply for this API.

Changed all reference to NEWing
variables from “NEW all variables.” to
“NEW all non-namespaced variables”
and removed follow-up explanation
throughout the document.

Updated $$DELETEAXPDMENU():
Delete Menu Item API. Corrected
documentation to show this as an
extrinsic function.

Updated $SLKOPTAXPDMENU(): Look
Up Option IEN API. Corrected
documentation to show this as an
extrinsic function.

Added the new $$TYPEAXPDMENU():

Get Option Type API.

Added Section 26.5, “Toolkit—HTTP.

Client APIs.” and the following APIs:

0 $$GETURLMNXTHC10: Return URL
Data Using HTTP.

0 $$ENCODE~XTHCURL: Encodes a
Query String.

o0 $$MAKEURLAXTHCURL: Creates a
URL from Components.

0 $$PARSEURILMXTHCURL: Parses a
URL.

0 $$DECODE~XTHCUTL: Decodes a
String.

Updates Section 14.2.4.3.2, “Sending
Security Codes” to include reference to
VA FileMan FILESEC"DDMOD to set
security access.

Updated/Clarified Section 14.2.4.3.5,
“Partial DD (Some Fields),” and added
Figure 54. KIDS—Partial DD: Choosing
DD levels (top level and Multiple) to
send.

Added NOTE regarding Class 3 and
FORCED queuing related to Kernel
Patches XU*8.0*546/556 to the top of
Section 5, “Device Handler. Developer
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Date Revision | Description Author
Tools.”

e Updated the “$SLASTAXPDUTL(): Last
Software Patch" API based on Kernel
Patch XU*8.0*559.

o Added the XPDNM(“TST") and
XPDNM(*SEQ”) variables to Table 9.

KIDS—Key variables during the
environment check and Table 14.
KIDS—Key variables during the pre- and
post-install routines, as per Kernel Patch
XU*8.0*559.

Software Versions:

Kernel 8.0

Toolkit 7.3

03/18/2010 | 9.0 Added the text “Any routine that is specified OIFO:

is automgtlcally sent by KIDS. You do not ¢ Maintenance Project

have to list the rOl_Jtlne in the Bqu_ Manager: J. Sch.

Components section.” to the following

sections: o Developer: R. D.

e 14.3.1, “Environment Check Routine.” e Technical Writer: T. B.

e 14.3.3, “Pre- and Post-Install Routines:

Special Features.”

Software Versions:

Kernel 8.0

Toolkit 7.3

11/16/2009 | 8.0 Updates: OIFO:

e Added the SUROFORMXQALSURO(): e Maintenance Project
Return a Surrogate’s List of Users API. Manager: J. Sch.

e Deleted SUROLISTAXQALSUR1 API e Developers: J. I.and W.
and added the F.
SUROLIST"XQALSUROQ): List e Technical Writer: T. B,
Surrogates for a User API.

e Updated APIs to change input parameter
to Input Variable for EN*XQH: Display
Help Frames and EN1"XQH: Display
Help Frames APIs.

e Updated input variable for "%ZTER:

Kernel Standard Error Recording
Routine API.

e Updated WITNESS"XUVERIFY():
Return IEN of Users with A/V Codes &
Security Keys API.

e Updated Section 17, “Miscellaneous:
Developer Tools.” Added the following
sections from the Kernel Systems
Management Guide to the Kernel
Developer’s Guide, because the
functions documented are more
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Revision

Description

Author

developer-related than system
management-related:

o Programmer Options Menu
o "%Z Editor

e Updated Section 26, “Toolkit: Developer
Tools.” Added the following sections
from the Kernel Systems Management
Guide to the Kernel Developer’s Guide,
because the functions documented are
more developer-related than system
management-related:

0 Toolkit—Routine Tools
o Toolkit—Verification Tools

e Updated the introductory content in
Section 29, “XGF Function Library:
Developer Tools.” Moved the XGF
Function Library content from the Kernel
Systems Management Guide to the
Kernel Developer’s Guide, because the
functions documented are more
developer-related than system
management-related.

e Reviewed and updated all sections for
minor format changes (e.g., bulleted lists
and tables), style updates, spelling, and
grammar fixes.

e Added GSEL node to 2%ZOSF():
Operating System-dependent Logic
Global API.

Software Versions:

Kernel 8.0

Toolkit 7.3

07/09/2009

7.4

Updates:

e After developer re-review, corrected
reference type from “Controlled
Subscription” back to “Supported” for the
$30S"%ZOSV: Get Operating System
Information APl and updated the 1A# to
10097. Updated the FORUM ICR.

e Added IA# 10097 to the
$$VERSION"%ZOSV(): Get OS Version
Number or Name API.

Software Versions:
Kernel 8.0
Toolkit 7.3

OIFO:

e Maintenance Project
Manager: J. Sch.

e Developer: G. B.
e Technical Writer: T. B.

07/02/2009

7.3

Updates:

e Corrected reference type from
“Supported” to Controlled Subscription”

OIFO:

e Maintenance Project
Manager: J. Sch.
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Date Revision | Description Author
for the $$0S"%Z0OSV: Get Operating e Developer: G. B.
System Information API. e Technical Writer: T. B.
Software Versions:
Kernel 8.0
Toolkit 7.3
06/23/2009 | 7.2 Updates: OIFO:
e Added new section, “Long Running e Maintenance Project
Tasks—Using "%ZIS" to Section 25. Manager: J. Sch.
e Renamed “Writing Two-step Tasks” e Developer: G. B.
section to “Long Running Tasks—Writing | ,  Technical Writer: T. B
Two-step Tasks" in Section 25. B
e Reformatted document to add outline
numbering.
Software Versions:
Kernel 8.0
Toolkit 7.3
05/04/2009 | 7.1 Updates: OIFO:
e Patch XT*7.3*111, released FEB 13, e Maintenance Project
2009. Included new section titled Manager: J. Sch.
“Toolkit—Data Standardization APIs" in « Developer: G. B.
the Toolkit: Developer Tools section. . .
) e Technical Writer: T. B.
e Background: Toolkit—Developed Data
Standardization APIs to support Data
Standardization’s effort to allow the
mapping of one term to another term.
Software Versions:
Kernel 8.0
Toolkit 7.3
04/27/2009 | 7.0 Updates: OIFO:
e Updated $SSCREENAXTID(): Get e Maintenance Project
Screening Condition (Term/Concept) API Manager: J. Sch.
(IA# 4631) for Kernel Toolkit Patch o Developers: G.B.,A. C
XT*7.37108. W.F,J.G,J I, R.
e Updated "XUWORKDY: Workday Men., R. Met., S. O., and
Calculation (Obsolete) API. B.T.
e Added $SEN"XUWORKDY: Number of e Technical Writer: T. B.
Workdays Calculation API.
e Added $$SWORKDAY*"XUWORKDY:
Workday Validation API.
e Added $$SWORKPLUS"XUWORKDY:
Workday Offset Calculation API.
e Updated $$PATCH"XPDUTL(): Verify
Patch Installation.
e Updated the “Orientation” section.
o Updated organizational references.
e Minor format updates (e.g., reordered
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Date Revision | Description Author
the document Revision History table to
display latest to earliest).
e Other minor format updates to
correspond with the latest standards and
style guides.
Software Versions:
Kernel 8.0
Toolkit 7.3
10/28/2008 | 6.3 Updates: OIFO:
e Table 26: Added “DEV” entity and e Maintenance Project
corrected the OE/RR LIST file number Manager: J. Sch.
from “101.21" to the correct “100.21" file | | Developers: G. B., A. C.,
number. W.F.,J.G.,J. IR
e Updated references to the Men., R. Met., S. O., and
CHCKSUMMNXTSUMBLD direct mode B.T.
utility and added references to : T
CHECKAXTSUMBLD and e Technical Writer: T. B.
CHECKIMNXTSUMBLD routines in Table
28 in Section 26, “Toolkit: Developer
Tools.”
e Minor format updates.
Software Versions:
Kernel 8.0
Toolkit 7.3
10/01/2008 | 6.2 Updates: OIFO:
e Minor format updates (e.g., reordered e Maintenance Project
document Revision History table to Manager: J. Sch.
display latest to earliest). o Developers: G. B, A. C.,
o DEMXUSHSHP: Decrypt Data String API. W.F,J.G,JI,R.
e ENAXUSHSHP: Encrypt Data String API. Men., R. Met,, S. O., and
e HASH"XUSHSHP: Hash Electronic B.T. ) _
Signature Code. e Technical Writer: T. B.
Software Versions:
Kernel 8.0
Toolkit 7.3
08/07/2008 | 6.1 Updates: OIFO:
e Made general formatting and e Maintenance Project
organizational reference changes where Manager: J. Sch.
appropriate. e Developers: G.B., A. C.,
e Changed references from “%INDEX" to W.F,J.G,JI,R.
“XINDEX” where appropriate. Men., R. Met., S. O., and
e Updated Table 8, last two entries. B. T.
e Updated “PRE-TRANSPORTATION e Technical Writer: T. B.
ROUTINE field (#900)” section to show
use of the XPDGREF variable in Pre-
install, Environment Check, and/or Post-
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Revision

Description

Author

install routines.

Removed Appendix A—KIDS Build
Checklists (Obsolete).

API Updates:
0 $$MVA%ZISH(): Rename Host File.

o $SNODEVAXUTMDEVQ(): Force
Queuing—No Device Selection—
Updated input parameters.

0 $SINSTALDTAXPDUTL(): Return All

Install Dates/Times.
o UPDATE~XPDID(): Update Install

Progress Bar.
o Moved INITAXPDID: Progress Bar

Emulator: Initialize Device and Draw

Box Borders API to “Miscellaneous:
Developer Tools” section.

o0 Moved TITLEAXPDID(): Progress
Bar Emulator: Display Title Text API
to “Miscellaneous: Developer Tools”
section.

o Moved EXITAXPDID(): Progress Bar

Emulator: Restore Screen, Clean Up

Variables, and Display Text API to
“Miscellaneous: Developer Tools”
section.

0 OPAXQCHK(): Current Option
Check.

0o ENDRM%ZISS: Set Up Specific
Screen Handling Variables.

0 $$ASKSTOP %ZTLOAD: Stop
TaskMan Task.

Software Versions:
Kernel 8.0
Toolkit 7.3

01/07/2008

6.0

| Updates:

$$CIXLFSTR(): Center Justify String.
$SLINXLFSTR(): Left Justify String.
$$RINXLFSTR(): Right Justify String.

DELETEAXQALERT: Clear Obsolete
Alerts.

DELETEAMXQALERT: Clear Obsolete
Alerts.

SETUPMXOQALERT: Send Alerts.
$$SETUPINXOQALERT: Send Alerts.

FORWARDXQALFWD(): Forward
Alerts.

REMVSUROMXOQALSURO(): Remove

OIFO:
e Maintenance Project
Manager: J. Sch.

o Developers: G.B., A. C,,
W.F,J.G,JI,R.
Men., R. Met., S. O., and
B.T.

e Technical Writer: T. B.
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Revision

Description

Author

Surrogates for Alerts.
SUROLISTA"XQALSURO(): List
Surrogates for a User.
SETSUROIMNXQALSURO(): Establish a
Surrogate for Alerts.

GETIREFXTID(): Get IREF
(Term/Concept).
$SGETMASTRAXTID(): Get Master VUID
Flag (Term/Concept).
$$SGETSTATAXTID(): Get Status
Information (Term/Concept).
$SGETVUIDMXTID(): Get VUID
(Term/Concept).

$$SCREENAXTID(): Get Screening
Condition (Term/Concept) API (IA#
4631).

$SSETMASTRAXTID(): Set Master VUID
Flag (Term/Concept).
$SSETSTATAXTID(): Set Status
Information (Term/Concept).
$$SETVUIDAXTID(): Set VUID
(Term/Concept).

$SIENXUPS(): Get IEN Using VPID in
File #200—Changed references to IENS
to IEN.

SSNNTAXUAFA(): Institution Station
Name, Number, and Type—Output order
was previously incorrect, should be
Name, Number, and type not Number,
Name, and Type.
$SNODEVAXUTMDEVQ(): Force
Queuing—No Device Selection—
Updated input parameters.
$SOPTDEMXPDUTL(): Disable/Enable
an Option.

N%ZIS: Standard Device Call—Added
output parameters.

"%ZOSF(): Operating System-
dependent Logic Global.

General Updates:

Updated the “Re-Indexing Files” section
based on Remedy Ticket #63087.

Updated references to the VDL.

Updated the “Alpha/Beta Tracking”
section in Section 14. Merged
information from the Kernel Systems
Management Guide into the Kernel
Developer’s Guide (this manual) in order
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Author

to avoid duplication and confusion with
instructions/procedures.

Removed all but one reference to
HSD&D; kept as a placeholder for now.
Removed obsolete references to MSM,
PDP, 486, VAX Alpha, etc. and
changed/updated references to DSM for
OpenVMS to Caché where appropriate.

Software Versions:
Kernel 8.0
Toolkit 7.3

02/08/2007

5.0

Merging the Kernel Toolkit
documentation set with the Kernel
documentation set. Moving all Kernel
Toolkit content to the appropriate Kernel
manual and section.

In the Kernel Developer's Guide, the
following Kernel Toolkit APls and Direct
Mode Utilities have been added to the
new “Toolkit” Section:

o Toolkit—Alerts APls

0 Toolkit—Duplicate Record Merge
APIs

0 Toolkit—KERMIT APIs

o0 Toolkit—Multi-Term Look-Up (MTLU)
APls

o0 Toolkit—Parameter Tools APls
o Toolkit—VistA XML Parser APIs
0 Toolkit—VHA Unique ID (VUID) APls

o NOTE: Adding Kernel Toolkit APIs
to the Kernel APIs VA Intranet
Website in the near future.

Added new National Provider Identifier
(NPD-related APIs section. APIs
released with Kernel Patch XU*8.0*410:

0 $$CHKDGTAXUSNPI (IA# 4532)
0  $$NPI"XUSNPI (IA# 4532)

0  $$QI"XUSNPI (IA# 4532)

0  S$$TAXINDAXUSTAX (IA# 4911)
0 $$TAXORGAXUSTAX (IA# 4911

Added new Common Services-related
APIls section. APIs released with Kernel
Patches XU*8.0*309 and 325:

0  $$VPIDAXUPS (IA# 4574)
0 S$SIENAXUPS (IA# 4574)

OIFO:

e Maintenance Project
Manager: J. Sch.

e Developers: A. C.,, W. F,,
J.G,J. I, M. M, R.
Men., R. Met., S. O. and
B. T.

e Technical Writer: T. B.
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Date Revision | Description Author
0 ENIMXUPSQRY (IA# 4575)
e Changed Kernel document title
references to:
0 Kernel Developer’s Guide
(previously known as the Kernel
Programmer Manual).
o Kernel Systems Management Guide
(previously known as the Kernel
Systems Manual).
Software Versions:
Kernel 8.0
Toolkit 7.3
06/20/2006 | 4.1 Updates: OIFO:
e Corrected output array subscript in the e Maintenance Project
F4"XUAF4 API from “STATION NUMER” Manager: J. Sch.
to “STATION NUMBER (Remedy Developer: R. Met
#HD0000000147298). * per: . Vet
e Technical Writer: T. B.
e Updated document format to follow latest
Guidelines and SOP.
Kernel 8.0
01/23/2006 | 4.0 | Updates: OIFO:
e  3$$QQ"XUTMDEVQ, updated description | ¢ Maintenance Project
(XU*8.0*389). Manager: J. Sch.
e Changed REQQ"XUTMDEVQ to e Developer: G. B. and W.
$SREQQ"XUTMDEVQ; updated F.
description (XU*8.0*389). e Technical Writer: T. B.
e Updated REQ"%ZTLOAD and
NHZTLOAD APIs.
e Changed $$SENTCASE"XLFSTR to
$$SSENTENCENXLFSTR (XU*8.0*400).
Kernel 8.0
12/15/2005 | 3.8 Added the following APIs (via patches OIFO:
currently not yet released): e Maintenance Project
e $SCREATENXUS (XU*8.0*361) Manager: J. Sch.
o $$SENTCASENXLFSTR (XU*8.0*400) e Developer: W. F.
o S$STITLEAMXLFSTR (XU*8.0*400) e Technical Writer: T. B.
e Changed Job"%ZTLOAD to
$$IOB " %ZTLOAD
Kernel 8.0
10/19/2005 | 3.7 Updated the SETUPAXQALERT API based OIFO:
on feedback from the user community and ¢ Maintenance Project
developers. Manager: J. Sch.
Kernel 8.0 e Developers: W. F. and
J. .
e Technical Writer: T. B.
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Date Revision | Description Author
09/28/2005 | 3.6 Added the $$HANDLE*"XUSRB4 and OIFO:
REQQ*XUTMDEVQ APIs. e Maintenance Project
Kernel 8.0 Manager: J. Sch.
e Developer: W. F.
e Technical Writer: T. B.
09/22/2005 | 3.5 Updated APIs: OIFO:
e SETUP"XQALERT e Maintenance Project
e SETUPAXUSRB Manager: J. Sch.
e OWNSKEYAXUSRB e Developer: W. F. and J.
e DQ"%ZTLOAD . i .
e ISOED"%ZTLOAD e Technical Writer: T. B.
e KILL"%ZTLOAD
e PCLEARM%GZTLOAD
e STAT"%ZTLOAD
Added APIs:
e ASKSTOP"%ZTLOAD
e DESCM"%ZTLOAD
e JOB"%ZTLOAD
e OPTION"%ZTLOAD
o S$IPSET "%ZTLOAD
e RTN"%ZTLOAD
o  $$S"%ZTLOAD
e ZTSAVE %ZTLOAD
Kernel 8.0
04/14/2005 | 3.4 Categorized CRC XLF functions into a new OIFO:
category (i.e., "CRC” vs. “Other”). e Maintenance Project
Kernel 8.0 Manager: J. Sch.
e Technical Writer: T. B.
03/02/2005 | 3.3 Corrected various APIs. Reordered all APIs OIFO:
under each category: 1) by routine name and | \jaintenance Project
2) by tag name. Manager: J. Sch.
Kernel 8.0 Technical Writer: T. B.
02/10/2005 | 3.2 Updates: OIFO:
o "%ZTLOAD: Queue a Task ¢ Maintenance Project
e REQ"%ZTLOAD: Requeue a Task Manager: J. Sch.
e Added three new XUTMDEVQ APIs e Developers: G.B. and
(Kernel Patch XU*8.0%275). W. F.
Kernel 8.0 e Technical Writer—: T.
B.
12/20/2004 | 3.1 Reviewed document and edited for the “Data | OIFO:
Scr_ubbing" and the “PDF 508 Compliance” ¢ Maintenance Project
projects.
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Date

Revision

Description

Author

Data Scrubbing—Changed all patient/user
TEST data to conform to OI&T standards
and conventions as indicated below:

The first three digits (prefix) of any Social
Security Numbers (SSN) start with “000” or
“666."

Format patient or user names as follows:
XUPATIENT,[N] or XUUSER,[N]
respectively, where the N is a number written
out and incremented with each new entry
(e.g., XUPATIENT, ONE, XUPATIENT,
TWO, etc.).

Changed other personal demographic-
related data (e.g., addresses, phones, IP
addresses, etc.) to be generic.

PDF 508 Compliance—The final PDF
document was recreated and now supports
the minimum requirements to be 508
compliant (i.e., accessibility tags, language
selection, alternate text for all images/icons,
fully functional Web links, successfully
passed Adobe Acrobat Quick Check).

Kernel 8.0

Manager: J. Sch.
e Technical Writer: T. B.

12/09/2004

3.0

Updated various APIs based on developer
feedback. Also, making minor edits as we

begin populating the HTML versions of the
APls.

Kernel 8.0

OIFO:

e Maintenance Project
Manager: J. Sch.

e Developer: W. F.
e Technical Writer: T. B.

12/24/2003

2.0

Kernel 8.0 documentation
reformatting/revision.

This is the initial Kernel Developer’s Guide.
Created this manual by extracting all
developer-specific content from the Kernel
Systems Management Guide (original
release date of July 1995).

The Kernel Developer’'s Guide Includes
added/updated Direct Mode Utilities and
Application Programming Interface (API)
information (e.g., Reference Type, Category,
Integration Agreement number. etc.). It also
includes APIs for previous Kernel APIs never
before documented (i.e., includes APIs that
were previously only documented in patch
descriptions, Integration Agreements, or
separate supplemental documentation).

o NOTE: This manual also includes the
Kernel Toolkit APIs.

Due to time constraints, not all released

OIFO:

e Maintenance Project
Manager: J. Sch.

o Developers: Kernel
Development Team

e Technical Writer: T. B.
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Date Revision | Description Author
Kernel patches with developer-related
content changes have been added at this
time. Also, there is known missing
information that will be added/updated at a
future date. We wanted to get a new baseline
document published so that in the future we
can more easily update the Kernel
Developer’s Guide.
As time allows, we will be updating this
manual with all released patch information
that affects its content.
Kernel 8.0
07/1995 1.0 Initial Kernel 8.0 software and documentation | Office of Information field
release. Office (OIFO):
Kernel 8.0 e Project Manager: H. V.
B.
e Developers: Kernel
Development Team
e Technical Writer: K. C.

Patch Revisions

For the current patch history related to this software, see the Patch Module on FORUM.
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Orientation

How to Use this Manual

This manual provides advice and instruction about Kernel 8.0 and Kernel Toolkit 7.3 Application
Programming Interfaces (APIs), Direct Mode Utilities, and other information for Veterans Health
Information Systems and Technology Architecture (VistA) application developers.

Intended Audience
The intended audience of this manual is the following stakeholders:

e Product Development (PD)—VistA legacy development teams.

e Information Resource Management (IRM)—System administrators at Department of Veterans
Affairs (VA) sites who are responsible for computer management and system security on the
VistA M Servers.

e Information Security Officers (ISOs)—Personnel at VA sites responsible for system security.

e Product Support (PS).
Disclaimers

Software Disclaimer

This software was developed at the Department of Veterans Affairs (VA) by employees of the Federal
Government in the course of their official duties. Pursuant to title 17 Section 105 of the United States
Code this software is not subject to copyright protection and is in the public domain. VA assumes no
responsibility whatsoever for its use by other parties, and makes no guarantees, expressed or implied,
about its quality, reliability, or any other characteristic. We would appreciate acknowledgement if the
software is used. This software can be redistributed and/or modified freely provided that any derivative
works bear some notice that they are derived from it, and any modified versions bear some notice that
they have been modified.

A CAUTION: To protect the security of VistA systems, distribution of this software for use
on any other computer system by VistA sites is prohibited. All requests for copies of
Kernel for non-VistA use should be referred to the VistA site’s local Office of Information
Field Office (OIFO).
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Documentation Disclaimer

This manual provides an overall explanation of using the VistA Services Assembler (VSA) Wizard and
the functionality contained in the VistA Services Assembler (VSA) Phase 2 software; however, no
attempt is made to explain how the overall VistA programming system is integrated and maintained. Such
methods and procedures are documented elsewhere. We suggest you look at the various VA Internet and
Intranet SharePoint sites and websites for a general orientation to VistA. For example, visit the Office of
Information and Technology (OI&T) Product Development (PD) Intranet Website.

A DISCLAIMER: The appearance of any external hyperlink references in this manual does
not constitute endorsement by the Department of Veterans Affairs (VA) of this Website
or the information, products, or services contained therein. The VA does not exercise
any editorial control over the information you find at these locations. Such links are
provided and are consistent with the stated purpose of this VA Intranet Service.

Documentation Conventions
This manual uses several methods to highlight different aspects of the material:

e Various symbols are used throughout the documentation to alert the reader to special information.
Table 2 gives a description of each of these symbols:

Table 2. Documentation symbol descriptions

Symbol Description
o NOTE / REF: Used to inform the reader of general information including
references to additional reading material.

CAUTION / RECOMMENDATION / DISCLAIMER: Used to caution the reader to
take special notice of critical information.

o Descriptive text is presented in a proportional font (as represented by this font).
e Conventions for displaying TEST data in this document are as follows:

0 The first three digits (prefix) of any Social Security Numbers (SSN) begin with either “000”
or “666”.

o Patient and user names are formatted as follows: <Application
Name/Abbreviation/Namespace>PATIENT,<N> and <Application
Name/Abbreviation/Namespace>USER,<N> respectively, where “<Application
Name/Abbreviation/Namespace>* is defined in the Approved Application Abbreviations
document and “<N>" represents the first name as a number spelled out and incremented with
each new entry. For example, in Kernel (XU or KRN) test patient and user names would be
documented as follows: KRNPATIENT,ONE; KRNPATIENT,TWO;

KRNPATIENT, THREE; etc.
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e “Snapshots” of computer online displays (i.e., screen captures/dialogues) and computer source
code is shown in a non-proportional font and may be enclosed within a box.

0 User’s responses to online prompts are bold typeface and highlighted in yellow
(e.g., <Enter>).

o0 Emphasis within a dialogue box is bold typeface and highlighted in blue (e.g., STANDARD
LISTENER: RUNNING).

Some software code reserved/key words are bold typeface with alternate color font.

References to “<Enter>" within these snapshots indicate that the user should press the Enter
key on the keyboard. Other special keys are represented within < > angle brackets. For
example, pressing the PF1 key can be represented as pressing <PF1>.

0 Author’s comments are displayed in italics or as “callout” boxes.

o NOTE: Callout boxes refer to labels or descriptions usually enclosed within a box,
which point to specific areas of a displayed image.

e This manual refers to the M programming language. Under the 1995 American National
Standards Institute (ANSI) standard, M is the primary name of the MUMPS programming
language, and MUMPS is considered an alternate name. This manual uses the name M.

o Descriptions of direct mode utilities are prefaced with the standard M “>” prompt to emphasize
that the call is to be used only in direct mode. They also include the M command used to invoke
the utility. The following is an example:

>D ~XUP
e The following conventions are used with regards to APIs:

0 Headings for developer API descriptions (e.g., supported for use in applications and on the
Database Integration Committee [DBIC] list) include the routine tag (if any), the caret (“/)
used when calling the routine, and the routine name. The following is an example:

EN1”XQH

o0 For APIs that take input parameter, the input parameter is labeled “required” when it is a
required input parameter and labeled “optional” when it is an optional input parameter.

0 For APIs that take parameters, parameters are shown in lowercase and variables are shown in
uppercase. This is to convey that the parameter name is merely a placeholder; M allows you
to pass a variable of any name as the parameter or even a string literal (if the parameter is not
being passed by reference). The following is an example of the formatting for input
parameters:

XGLMSGMXGLMSG(msg_type, [-]var[,timeout])

0 Rectangular brackets [ ] around a parameter are used to indicate that passing the parameter is
optional. Rectangular brackets around a leading period [.] in front of a parameter indicate that
you can optionally pass that parameter by reference.

o All APIs are categorized by function. This categorization is subjective and subject to change
based on feedback from the development community. In addition, some APIs could fall under
multiple categories; however, they are only listed once under a chosen category.
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APIs within a category are first sorted alphabetically by Routine name and then within
routine name are sorted alphabetically by Tag reference. The “$3$”, “/”, or “/"%"” prefixes on
APIs is ignored when alphabetizing.

o All uppercase is reserved for the representation of M code, variable names, or the formal name of
options, field/file names, and security keys (e.g., the XUPROGMODE security key).

o NOTE: Other software code (e.g., Delphi/Pascal and Java) variable names and file/folder
names can be written in lower or mixed case (e.g., CamelCase).

Documentation Navigation

This document uses Microsoft® Word’s built-in navigation for internal hyperlinks. To add Back and
Forward navigation buttons to the toolbar, do the following:

1. Right-click anywhere on the customizable Toolbar in Word (not the Ribbon section).
2. Select Customize Quick Access Toolbar from the secondary menu.

3. Select the drop-down arrow in the “Choose commands from:” box.

4. Select All Commands from the displayed list.
5

Scroll through the command list in the left column until you see the Back command (green circle
with arrow pointing left).

@

Select/Highlight the Back command and select Add to add it to your customized toolbar.

7. Scroll through the command list in the left column until you see the Forward command (green
circle with arrow pointing right).

8. Select/Highlight the Forward command and select Add to add it to the customized toolbar.
9. Select OK.

You can now use these Back and Forward command buttons in the Toolbar to navigate back and forth in
the Word document when selecting hyperlinks within the document.

o NOTE: This is a one-time setup and is automatically available in any other Word document once
you install it on the Toolbar.

How to Obtain Technical Information Online

Exported VistA M Server-based software file, routine, and global documentation can be generated using
Kernel, MailMan, and VA FileMan utilities.

o NOTE: Methods of obtaining specific technical information online is indicated where applicable
under the appropriate section.

REF: For further information, see the Kernel Technical Manual.
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Help at Prompts

VistA M Server-based software provides online help and commonly used system default prompts. Users
are encouraged to enter question marks at any response prompt. At the end of the help display, you are
immediately returned to the point from which you started. This is an easy way to learn about any aspect of
VistA M Server-based software.

Obtaining Data Dictionary Listings

Technical information about VistA M Server-based files and the fields in files is stored in data
dictionaries (DD). You can use the List File Attributes option on the Data Dictionary Utilities menu in
VA FileMan to print formatted data dictionaries.

o REF: For details about obtaining data dictionaries and about the formats available, see the “List
File Attributes” section in the “File Management” section in the VA FileMan Advanced User
Manual.

Assumptions
This manual is written with the assumption that the reader is familiar with the following:
e VistA computing environment:
0 Kernel—VistA M Server software
0 VA FileMan data structures and terminology—VistA M Server software
e Microsoft® Windows environment

e M programming language

Reference Materials
Readers who wish to learn more about Kernel should consult the following:
o Kernel Release Notes
e Kernel Installation Guide
o Kernel Systems Management Guide
o Kernel Developer’s Guide (this manual)
e Kernel Technical Manual
o Kernel Security Tools Manual
o Kernel VA Intranet Website.
This site contains other information and provides links to additional documentation.

VistA documentation is made available online in Microsoft® Word format and in Adobe® Acrobat
Portable Document Format (PDF). The PDF documents must be read using the Adobe® Acrobat Reader,
which is freely distributed by Adobe® Systems Incorporated at : http://www.adobe.com/

VistA documentation can be downloaded from the VA Software Document Library (VDL) :
http://www.va.gov/vdl/
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o REF: Kernel manuals are located on the VDL at:
http://www.va.gov/vdl/application.asp?appid=10

VistA documentation and software can also be downloaded from the Product Support (PS) Anonymous
Directories.
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1 Introduction

This manual provides descriptive information about Kernel for use by application developers. Kernel
provides developers with a number of tools. These tools include Application Programming Interfaces
(APIs) and direct-mode utilities. These tools let you create applications that are fully integrated with

Kernel and that take advantage of Kernel’s features.

This manual assumes that the reader is familiar with the computing environment of the VA’s Veterans
Health Information Systems and Technology Architecture (VistA), and understands VA FileMan data
structures and terminology. Understanding of the M programming language is required for this manual.
No attempt is made to explain how the overall VistA programming system is integrated and maintained,;
such methods and procedures are documented elsewhere.

You can find developer information in the sections and sub-sections of this manual that contain
“Developer Tools” in their titles. You might want to concentrate on those sections in this manual that
could affect your project. For example, if you are working on a project requiring tasking a job, you should
familiarize yourself with the information in the “TaskMan: Developer Tools” section.

Kernel provides developers with a number of tools. These tools include Application Programming
Interfaces (APIs), and direct-mode utilities. These tools let you create applications that are fully integrated
with Kernel and that take advantage of Kernel’s features.

The Kernel Developer’s Guide is divided into sections, based on the following functional AP1/Direct
Mode Utility categories within Kernel (listed alphabetically):

e Address Hyqgiene: Developer Tools

e Alerts: Developer Tools

e Common Services: Developer Tools

e Device Handler: Developer Tools

e Domain Name Service (DNS): Developer Tools

e Electronic Signatures: Developer Tools

e Error Processing: Developer Tools

e Field Monitoring: Developer Tools

e File Access Security: Developer Tools

e Help Processor: Developer Tools

e Host Files: Developer Tools

e |Institution File: Developer Tools

e Kernel Installation and Distribution System (KIDS): Developer Tools

e Lock Manager: Developer Tools
e Toolkit—M Unit

e Menu Manager: Developer Tools

e Miscellaneous: Developer Tools

¢ Name Standardization: Developer Tools
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e National Provider Identifier (NPI): Developer Tools

e Operating System (OS) Interface: Developer Tools

e Security Keys: Developer Tools

e Server Options: Developer Tools

e Signon/Security: Developer Tools

e Spooling: Developer Tools

e TaskMan: Developer Tools

e Toolkit: Developer Tools

e Unwinder: Developer Tools

e User: Developer Tools

e XGF Function Library: Developer Tools

e XLF Function Library: Developer Tools

O 0O 0O 0O 0O o0 o

Date Functions—XLFDT

Hyperbolic Trigonometric Functions—XLFHYPER

IP_Address Functions—XLFIPV

Mathematical Functions—XLFMTH

Measurement Functions—XLFMSMT

String Functions—XLFSTR

Utility Functions—XLFUTL

e XML Parser (VistA): Developer Tools

o REF: For general user information and system manager information, see the Kernel Systems
Management Guide.

Instructions for installing Kernel are provided in the Kernel Installation Guide. This guide also
includes information about software application management (e.g., recommended settings for site

parameters and scheduling time frames for tasked options).

Information on recommended system configuration and setting Kernel’s site parameters, as well
as lists of files, routines, options, and other components are documented in the Kernel Technical
Manual.

Information about managing computer security, which includes a detailed description of
techniques that can be used to monitor and audit computing activity, is presented in the Kernel
Security Tools Manual.
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2 Address Hygiene: Developer Tools

2.1 Application Programming Interface (API)

Several APIs are available for developers to work with address hygiene. These APIs are described below.

2.1.1 CCODE~MXIPUTIL(): FIPS Code Data

Reference Type:
Category:

1A #:
Description:
Format:

Input Parameters:

Output Parameters:

Kernel 8.0
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Supported
Address Hygiene

3618

This API returns all the data associated for a FIPS code.

CCODE~XIPUTIL(Fips, -xipc)

fips:

xipc:

(required) FIPS Code.

An array containing the following:

XIPC(*COUNTY”)—County associated with this
FIPS code

XIPC(“FIPS CODE”)—5-digit FIPS county code
XIPC(“INACTIVE DATE”)—Date the FIPS code was
inactivated

XIPC(“LATITUDE”)—Estimated Latitude of the
county

XIPC(“LONGITUDE”)—Estimated Longitude of the
county

XIPC(“STATE”)—State associated with this FIPS
code

XIPC(*STATE POINTER™)—Pointer to the state in
the STATE file (#5)

XIPC(*ERROR”)—Errors encountered during lookup
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21.1.1 Example

Figure 1. CCODE"XIPUTIL API—Example

>S ZFI1PS=54041
>S ZTMP=**"
>D CCODEMXIPUTIL(ZFIPS, .ZTMP)

>ZW ZTMP,ZFIPS

ZF1PS=54041

ZTMP=

ZTMP(**COUNTY””)=LEWIS
ZTMP(*“FIPS CODE™’)=54041
ZTMP(*“INACTIVE DATE”)=
ZTMP(**LATITUDE”)=39:00N
ZTMP(**LONGITUDE™")=80:28W
ZTMP(**STATE”)=WEST VIRGINIA
ZTMP(**STATE POINTER)=54

2.1.2  $SFIPSMXIPUTIL(): FIPS Code for ZIP Code

Reference Type: Supported

Category: Address Hygiene

1A #: 3618

Description: This extrinsic function returns the Federal Information Processing Standard
(FIPS) Code associated with the Postal Code.

Format: $SFIPSAXIPUTIL(pcode)

Input Parameters: pcode: (required) Postal Code for which the FIPS Code is

returned.
Output: returns: Returns the FIPS Code.

2.1.2.1 Example

>S X=$$FIPSAXIPUTIL(*26452)

>W X
54041

Kernel 8.0
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2.1.3  $$FIPSCHK"XIPUTIL(): Check for FIPS Code

Reference Type: Supported

Category: Address Hygiene

1A #: 3618

Description: This extrinsic function answers the question as to whether or not a Federal

Information Processing Standard (FIPS) code exists. It returns the following:

e IEN—Internal Entry Number, if the FIPS code exists.
o Zero (0)—FIPS Code does not exist.
Format: $$SFIPSCHKAXIPUTIL(Fips)

Input Parameters: fips:
Output: returns:

2.1.3.1 Examples
21311 Example 1

>S X=$$FIPSCHKNXIPUTIL(**54041"")

>W X
335

2.1.31.2 Example 2

>S X=$$F IPSCHK"XIPUTIL(**54999"")

>W X
0

(required) FIPS Code.
Returns:

e I[EN—Internal Entry Number, if the FIPS code
exists.

e Zero (0)—FIPS Code does not exist.

214 POSTALMXIPUTIL(): ZIP Code Information

Reference Type: Supported

Category: Address Hygiene

1A #: 3618

Description: This API returns United States Postal Service (USPS)-related data/information in
an output array (see “Output Parameters”) for the preferred (default) ZIP Code.

Format: POSTALAXIPUTIL(pcode, .xip)

Input Parameters: pcode: (required) Postal Code for which data is returned.

Kernel 8.0
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Output Parameters:  .xip: An array containing the following:

e XIP(“CITY”)—City that the USPS assigned to
this PCODE.

e XIP(“CITY ABBREVIATION”)—USPS’s
assigned abbreviation.

e XIP(“CITY KEY”)—USPS’s assigned city key.

o XIP(*COUNTY”)—County associated with this
PCODE.

e XIP(“COUNTY POINTER”)—Pointer to the
county in the COUNTY CODE file (#5.13).

e XIP(“FIPS CODE”)—5-digit FIPS code
associated with the county.

e XIP(“INACTIVE DATE”)—Date FIPS Code
inactive.

e XIP(“LATITUDE”)—Latitude.
e XIP(“LONGITUDE”)—Longitude.

e XIP(“POSTAL CODE”)—Value used to look up
postal data.

e XIP(“PREFERRED CITY KEY”)—USPS
preferred (DEFAULT) city key.

e XIP(“STATE”)—State associated with this
PCODE.

o XIP(“STATE POINTER”)—Pointer to the state in
the STATE file (#5).

e XIP(*UNIQUE KEY”)—Unique lookup value.

e XIP(*ERROR”)—Errors encountered during
lookup.
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2.1.4.1 Examples
21411 Example 1

Figure 2. POSTALMXIPUTIL API—Example 1

>S ZCODE=99991
>S ZTMP=**"
>D POSTAL~XIPUTIL(ZCODE, .ZTMP)

>ZW ZTMP,ZCODE

ZCODE=99991

ZTMP=

ZTMP(*“CITY””)=ANYCITY1
ZTMP(*CITY ABBREVIATION)=
ZTMP(*CITY KEY”)=222802
ZTMP(**COUNTY””)=ANYCOUNTY1
ZTMP(**COUNTY POINTER™’)=2910
ZTMP(*“FIPS CODE™’)=06075
ZTMP(*“INACTIVE DATE”)=
ZTMP(**LATITUDE”)=39:00N
ZTMP(**LONGITUDE™")=80:28W
ZTMP(**POSTAL CODE’)=99991
ZTMP(**PREFERRED CITY KEY*)=222802
ZTMP(**STATE”)=ANYSTATE1
ZTMP(**STATE POINTER’)=6
ZTMP(**UNIQUE KEY*’)=999919722802

2.1.41.2 Example?2

Figure 3. POSTALMXIPUTIL API—Example 2

>S ZCODE=99992
>S ZTMP=**"
>D POSTAL~XIPUTIL(ZCODE, .ZTMP)

>ZW ZTMP ,ZCODE

ZCODE=99992

ZTMP=

ZTMP(*CITY)=ANYCITY2
ZTMP(*CITY ABBREVIATION)=
ZTMP(*CITY KEY”)=222296
ZTMP(**COUNTY””)=ANYCOUNTY2
ZTMP(**COUNTY POINTER™)=2912
ZTMP(*“FIPS CODE”)=06001
ZTMP(*“INACTIVE DATE”)=
ZTMP(**POSTAL CODE’")=99992
ZTMP(**PREFERRED CITY KEY*)=Z22296
ZTMP(**STATE”)=ANYSTATE2
ZTMP(**STATE POINTER’)=6
ZTMP(*“UNIQUE KEY*’)=999929722296
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2.1.5 POSTALBMXIPUTIL(): Active ZIP Codes

Reference Type:
Category:

1A #:

Description:
Format:

Input Parameters:

Output Parameters:

Kernel 8.0
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Supported
Address Hygiene
3618

This API returns all of the active ZIP Codes for a single ZIP Code.
POSTALBAXIPUTIL(pcode, -xip)

pcode: (required) Postal Code for which the data is being
requested.
Xip(n): The number of primary subscripts in an array:

XIP(n,”CITY”)—City that the USPS assigned to
this PCODE. An asterisk “*” indicates which city
is PREFERRED (DEFAULT).

XIP(n, “CITY KEY”)—USPS’s assigned city key.

XIP(n, “CITY ABBREVIATION”)—USPS’s
assigned abbreviation.

XIP(n, “COUNTY”)—County associated with this
PCODE.

XIP(n, “COUNTY POINTER”)—Pointer to the
county in COUNTY CODE file (#5.13).

XIP(n, “FIPS CODE”)—5-digit FIPS code
associated with the county

XIP(n, “POSTAL CODE”)—Value used to look
up postal data

XIP(n, “PREFERRED CITY KEY”)—USPS
preferred (DEFAULT) city key.

XIP(n, “STATE”)—State associated with this
PCODE.

XIP(n, “STATE POINTER”)—Pointer to the state
in the STATE file (#5).

XIP(n, “UNIQUE KEY"»—Unique lookup value.

XIP(*“ERROR”)—Errors encountered during
lookup.
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2.15.1 Example

Figure 4. POSTALB"MXIPUTIL API—Example

>S ZCODE=26452
>S ZTMP=**"
>D POSTALB~XIPUTIL(ZCODE, -ZTMP)

>ZW ZTMP,ZCODE

ZCODE=26452

ZTMP=2

ZTMP(1,”CITY””)=WESTON*
ZTMP(1,”CITY ABBREVIATION)=
ZTMP(1,”CITY KEY”’)=X29362
ZTMP(1,”COUNTY”)=LEWIS
ZTMP(1,”COUNTY POINTER)=335
ZTMP(1,”FIPS CODE™)=54041
ZTMP(1,”POSTAL CODE™)=26452
ZTMP(1,”PREFERRED CITY KEY”)=X29362
ZTMP(1,”STATE”)=WEST VIRGINIA
ZTMP(1,”STATE POINTER”)=54
ZTMP(1,”UNIQUE KEY’")=26452X29362
ZTMP(2,”CITY”)=VALLEY CHEL
ZTMP(2,”CITY ABBREVIATION)=
ZTMP(2,”CITY KEY”’)=X2A444
ZTMP(2,”COUNTY””)=LEWIS
ZTMP(2,”COUNTY POINTER”)=335
ZTMP(2,”FIPS CODE’)=54041
ZTMP(2,”POSTAL CODE™)=26452
ZTMP(2,”PREFERRED CITY KEY”)=X29362
ZTMP(2,”STATE”)=WEST VIRGINIA
ZTMP(2,”STATE POINTER”)=54
ZTMP(2,”UNIQUE KEY”’)=26452X2A444
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3 Alerts: Developer Tools

3.1 Overview

An application might want to issue an alert to one or more users when certain conditions are met, such as
depleted stock levels or abnormal lab test results.

Alerts are usually generated through APIs. The SETUP"XQALERT API creates an alert.

You may want to send alerts from within an application program or as part of a trigger in a VA FileMan
file. Developers and IRM staff are invited to discover imaginative ways to integrate alerts within local
and national programming. Remember, however, not to overwhelm the user with alerts.

Once you have sent an alert, one way you can confirm that the alert was sent is to use the VA FileMan
Inquire option, and examine the entry in the ALERT file (#8992) for the users to whom you sent the alert.

Figure 5. Alerts—Creating an alert for a user (e.g., #14)

; send alert
S XQA(14)=*",XQAMSG=*Enter progress note”,XQAOPT=*“ZZNOTES”
D SETUP~AXQALERT

Figure 6. Alerts—Checking that the alert was sent

>D Q7DI
Select OPTION: INQ <Enter> UIRE TO FILE ENTRIES

OUTPUT FROM WHAT FILE: ALERT

Select ALERT RECIPIENT: ~14 <Enter> XUUSER, 14

ANOTHER ONE: <Enter>

STANDARD CAPTIONED OUTPUT? YES// <Enter>

Include COMPUTED fields: (N/Y/R/B): NO// <Enter> - No record number (I1EN), no
Computed Fields

RECIPIENT: XUUSER, 15
ALERT DATE/TIME: DEC 01, 1994@08:02:21
ALERT ID: NO-1D;161;2941201.080221

MESSAGE TEXT: Enter Progress Note NEW ALERT FLAG: NEW
ACTION FLAG: RUN ROUTINE ENTRY POINT: ZZOPT
Kernel 8.0
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3.2 Package ldentifier vs. Alert Identifier

3.2.1 Package Identifier

The software application identifier for an alert is defined as the original value of the XQAID input
variable when the alert is created via the SETUPAXQALERT: Send Alerts API. Typically, the software
application identifier should begin with the software application namespace.

3.2.2 Alert Identifier

The alert identifier consists of three semicolon pieces:
pkgid_"";” _duz_;”_time

Where pkgid is the original software application identifier, duz is the DUZ of the user who created the
alert, and time is the time the alert was created (in VA FileMan format). The alert identifier uniquely
identifies a particular alert (it is used as the value of the .01 field in the ALERT TRACKING file
[#8992.1]).

The distinction between software application identifier and alert identifier is important. More than one
alert can share the same software application identifier, but the alert identifier is unique. Some Alert
Handler APIs ask for a software application identifier (and act on multiple alerts), while other APIs ask
for an alert identifier (and act on a single alert).

3.3 Package Identifier Conventions

The Computerized Patient Record System (CPRS) software uses a convention for the format of the
software application identifier consisting of three comma-delimited pieces:

namespace_",”_dfn_",”_notificationcode

Where namespace is the software application namespace, DFN is the internal entry number of the patient
whom the alert concerns in the PATIENT file (#2), and notification code is a code maintained by the
CPRS software describing the type of alert.

o NOTE: This three-comma-piece software application identifier is still only the first semicolon
piece of an alert identifier.

Several Alert Handler APIs make use of these software application identifier conventions:

o PATIENTAXQALERT returns an array of alerts for a particular patient, based on the second
comma-piece of alerts’ software application identifiers.

e PTPURG"XQALBUTL purges alerts for a particular patient, based on the second comma-piece
of alerts’ software application identifiers.

o NOTIPURGMXQALBUTL purges alerts with a particular notification code, based on the third
comma-piece of alerts’ software application identifiers.
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3.4

Glossary of Terms for Alerts

Table 3. Alerts—Related terms and definitions

Term

Definition

ALERTS

An alert notifies one or more users of a matter requiring immediate
attention. Alerts function as brief notices that are distinct from mail
messages or triggered bulletins.

Alerts are designed to provide interactive notification of pending computing
activities (e.g., the need to reorder supplies or review a patient’s clinical test
results). Along with the alert message is an indication that the View Alerts
common option should be chosen to take further action.

An alert includes any specifications made by the developer when designing
the alert. This minimally includes the alert message and the list of recipients
(an information-only alert). It can also include an alert action, software
application identifier, alert flag, and alert data. Alerts are stored in the
ALERT file (#8992).

ALERT ACTION

The computing activity that can be associated with an alert (i.e., an option
[XQAOPT input variable] or routine [XQAROU input variable]).

ALERT DATA

An optional string that the developer can define when creating the alert.
This string is restored in the XQADATA input variable when the alert action
is taken.

ALERT FLAG

An optional tool currently controlled by the Alert Handler to indicate how the
alert should be processed (XQAFLG input variable).

ALERT HANDLER

The name of the mechanism by which alerts are stored, presented to the
user, processed, and deleted. The Alert Handler is a part of Kernel, in the
XQAL namespace.

ALERT IDENTIFIER

A three-semicolon piece identifier, composed of the original Package
Identifier (described below) as the first piece; the DUZ of the alert creator
as the second piece; and the date and time (in VA FileMan format) when
the alert was created as the third piece. The Alert Identifier is created by the
Alert Handler and uniquely identifies an alert.

ALERT MESSAGE

One line of text that is displayed to the user (the XQAMSG input variable).

PACKAGE
IDENTIFIER

An optional identifier that the developer can use to identify the alert for such
purposes as subsequent lookup and deletion (XQAID input variable).

PURGE INDICATOR

Checked by the Alert Handler (in the XQAKILL input variable) to determine
whether an alert should be deleted, and whether deletion should be for the
current user or for all users who might receive the alert.
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3.5 Application Programming Interface (API)

Several APls are available for developers to work with alerts. These APIs are described below.

3.5.1 AHISTORYA"XQALBUTL(): Get Alert Tracking File Information

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

3.5.1.1 Example

Supported
Alerts
2788

This API returns information from the ALERT TRACKING file (#8992.1) for
alerts with the xqgaid input parameter as its alert ID. The data is returned
descendent from the closed root passed in the root input parameter. Usually,
xqaid is known based on alert processing.

AHISTORY~AXQALBUTL(xgaid, root)

Xqaid: (required) This is the value of the alert identifier. It is
passed to the routine or option that is run when the alert is
selected. It can also be obtained from a listing of all of the
xqaid values for a specified user and/or patient.

root: (required) This parameter is a closed reference to a local or
global root. The information associated with the desired
entry in the ALERT TRACKING file (#8992.1) is returned
descendent from the specified root.

o NOTE: A more user (developer) friendly call would
be the ALERTDATAXQALBUTL(): Get Alert
Tracking File Information API, which returns the
data in an array with the field numbers and names as
the subscripts and the internal and external (if
different) values as the value.

returns: The data returned reflects the global structure of the
ALERT TRACKING file (#8992.1).

The following example illustrates the use of this APl and the format of the data returned.

Figure 7. AHISTORY"XQALBUTL APl—Example: Sample use and format of data returned

>ZW XXXROOT

>S XQAID=*“NO-1D;20;2990212.11294719”

>D AHISTORY~AXQALBUTL(XQAID,””XXXROOT"")

XXXROOT(0)=NO-1D;20;2990212.11294719/2990212 . 112947~ N0~ 1D 20
XXXROOT(1)=TEST MESSAGE (ROUTINE) 20~XM

XXXROOT(20,0)="8992.11/20"1

XXXROOT(20,1,0)=2072990212 .112954°2990212 . 1456092990212 . 145621°2990212 . 145621
XXXROOT(20,”B”,20,1)=
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This is in the basic structure of the nodes taken from the global for this entry, which can be seen from a
global map view of the ALERT TRACKING file (#8992.1):

Figure 8. AHISTORY*"XQALBUTL APl—Example: Basic structure of the nodes taken from the
global for this entry as seen via a global map view of the ALERT TRACKING file (#8992.1)

AXTV(8992.1,D0,0)= (#.01) NAME [1F] ~ (#.02) DATE CREATED [2D]" (#.03) PKG
==>1D [3F] ~ (#.04) PATIENT [4P] ~ (#.05)

GENERATED BY [5P] ~
==>(#.06) GENERATED WHILE QUEUED [6S] " (#.07)

STATUS [7S] ~
==>(#.08) RETENTION DATE [8D] ~

AXTV(8992.1,D0,1)= (#1.01) DISPLAY TEXT [1F] ~ (#1.02) OPTION FOR PROCESSING
==>[2F] ~ (#1.03) ROUTINE TAG [3F] ~ (#1.04)
ROUTINE FOR

AXTV(8992.1,D0,2)= (#2) DATA FOR PROCESSING [E1,245F] ~
AXTV(8992.1,D0,20,0)="8992_11PAM (#20) RECIPIENT

AXTV(8992.1,D0,20,D1,0)= (#.01) RECIPIENT [1P] ~ (#.02) ALERT FIRST DISPLAYED
==>[2D] ~ (#.03) FIRST SELECTED ALERT [3D] ~ (#.04)
==>PROCESSED ALERT [4D] ~ (#.05) DELETED ON [5D] ~
==>(#.06) AUTO DELETED [6D] ~ (#.07) FORWARDED BY [7P]
==>" (#.08) DATE/TIME FORWARDED [8D] ~ (#.09) DELETED
==>BY USER [9P] ~

o NOTE: A more user (developer) friendly API would be the ALERTDATAXQALBUTL(): Get
Alert Tracking File Information API, which returns the data in an array with the field numbers
and names as the subscripts and the internal and external (if different) values as the value.

3.5.2 ALERTDATAXQALBUTL(): Get Alert Tracking File Information
Reference Type: Supported

Category: Alerts
1A #: 2788
Description: This API returns information from the ALERT TRACKING file (#8992.1) for

alerts with the xqgaid input parameter as its alert ID in the array specified by the
root input parameter. If root is not specified, then the data is returned in an
XQALERTD array. If the specified alert is not present, the root array is returned
with a NULL value.

Format: ALERTDATAXQALBUTL(xgaid[, root])
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Input Parameters: xqaid: (required) This is the value of the alert identifier. It is
passed to the routine or option that is run when the alert is
selected. It can also be obtained from a listing of all of the
xqaid values for a specified user and/or patient.

root: (optional) This parameter is a closed reference to a local or
global root. If root is not specified, then the data is
returned in an XQALERTD array.

Output: returns: Returns:

e ALERT TRACKING File Entry—The information
associated with the desired entry in the ALERT
TRACKING file (#8992.1) descendent from the
specified root.

e NULL—If the specified alert is not present, the
array root is returned with a NULL value.

3.5.2.1 Example

Figure 9. ALERTDAT"XQALBUTL API—Example

>S XQAID=“NO-1D;20;2990212.11294719"
>D ALERTDATAXQALBUTL(XQAID,$NA(ATMP($J,”A™)))

>D ~%G Global ~TMP($J,”A”
TMP($J, A"

ATMP(000056198,”A”, .01) = NO-1D;20;2990212.11294719

ATMP(000056198, A", .01, ”"NAME™) =

ATMP(000056198,”A”, .02) = 2990212.112947~FEB 12, 1999@11:29:47

ATMP(000056198, A, .02, "DATE CREATED”) =

ATMP(000056198,A”, .03) = NO-1D ~TMP(000056198,”A”, .03,”PKG ID”) =

ATMP(000056198,”A”, .04) =

ATMP(000056198, A", .04, ”PATIENT”) = ATMP(000056198,”A”, .05) = 20~USER, XXX

ATMP (000056198, A", .05, ”GENERATED BY™) =

ATMP (000056198, A", .06) = ~TMP(000056198,A”, .06, GENERATED WHILE QUEUED™) =

ATMP(000056198, A", .07) =

ATMP (000056198, A", .07, ”STATUS™) =

ATMP(000056198,”A”, .08) =

ATMP(000056198, A, .08, ”"RETENTION DATE™) =

ATMP(000056198,”A”,1.01) = TEST MESSAGE (ROUTINE) 20

ATMP(000056198,”A”,1.01,”DISPLAY TEXT™) =

ATMP(000056198,A”,1.02) = ~TMP(000056198,”A”,1.02,”0PTION FOR PROCESSING™) =

ATMP(000056198,A”,1.03) =

ATMP (000056198, A" ,1.03,”ROUTINE TAG”) =

ATMP(000056198,”A”,1.04) = XM ~TMP(000056198,”A”,1.04,”ROUTINE FOR PROCESSING™) =

ATMP(000056198,7A”,2) =

ATMP(000056198,”A”,2,”DATA FOR PROCESSING™) =

The data elements at the top level of the ACTIVITY TRACKING file are returned subscripted by the
field numbers. This subscript is sufficient to obtain the data. The values are shown as internal“external if
the internal and external forms are different. The next subscript after the field number provides the field
names if they are desired.
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3.5.3 DELSTATAXQALBUTL():Get Recipient Information and Alert

Status

Reference Type: Supported

Category: Alerts

1A #: 3197

Description: This API obtains information on the recipients of the most recent alert with a

specified alert ID and the status of whether the alert has been deleted or not for
those recipients.

Format: DELSTATAXQALBUTL(xgaidval, .values)

Input Parameters: xqgaidval: (required) This input parameter is a value that has been
used as the xqaid value for generating an alert by a
software application. This value identifies the most recent
alert generated with this xqaid value and that alert
generates the responses in terms of recipients and deletion
status of the alert for each of the recipients.

Output Parameters:  .values: This parameter is passed by reference and is returned as an

array. The value of the values array indicates the number
of entries in the array. The entries are then ordered in
numerical order in the values array. The array contains the
DUZ for users along with an indicator of whether or not
the alert has been deleted.

o NOTE: The contents of the array are KILLed prior
to building the list.

For example:
e DUZM—If alert deleted.
e DUZ"0—If alert not deleted.

3.5.3.1 Example

>D DELSTAT~XQALBUTL(*OR;14765;23”, .VALUE)

The value of VALUE indicates the number of entries in the array. The entries are then ordered in
numerical order in the VALUE array:

Figure 10. DELSTAT"XQALBUTL APl—Example: Sample VALUE array

VALUE = 3

VALUE(1) = “14670” User 146 - not deleted

VALUE(2) = “297~1” User 297 - deleted

VALUE(3) = “673"0” User 673 - not deleted
Kernel 8.0
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3.54 NOTIPURGMXQALBUTL(): Purge Alerts Based on Code

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

Supported
Alerts
3010

This API deletes all alerts that have the specified NOTIFNUM notification
number as the third comma-piece of the alert’s Package Identifier (the original
value of XQAID when the alert was created).

NOT IPURGAXQALBUTL (noti fnum)

notifnum: (required) The notification number for which all alerts
should be deleted. Alerts are deleted if the value of this
parameter matches the third comma-piece in the alert’s
Package Identifier.

none

3.55 $$SPENDING"XQALBUTL(): Pending Alerts for a User

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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This extrinsic function returns whether or not the user specified has the alert
indicated by the xqaid input parameter as pending. It returns either of the
following:

e 1—YES, alertis pending.
e 0—NO, alert is not pending.
$SPEND INGMXQALBUTL (xgauser ,xgaid)

Xqauser: (required) This is the Internal Entry Number (IEN, DUZ
value) in the NEW PERSON file (#200) for the desired
user.

Xqaid: (required) This is the value of the alert identifier. It is

passed to the routine or option that is run when the alert is
selected. It can also be obtained from a listing of all of the
xgaid values for a specified user and/or patient.

returns: Returns:
e 1—YES, alertis pending.
e 0—NO, alert is not pending.
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3.5.5.1 Examples

3.551.1 Example 1
The following is an example of an alert not pending:

>S XQAID=*NO-1D;20;2990212.11294719”

>W $SPEND INGAXQALBUTL(20, XQAID)

0

3.5.51.2 Example 2
The following is an example of an alert pending:

>S XQAID=*“NO-1D;20;2990212.15540723"

>W $$PEND INGMXQALBUTL (20, XQAID)

1

3.5.6 $$PKGPEND"XQALBUTL(): Pending Alerts for a User in
Specified Software

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:
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Supported
Alerts
2788

This extrinsic function returns whether or not the user specified has an alert with
XQAID containing the first “;”-piece (software/package identifier) indicated by
the xgkg input parameter pending. It returns either of the following:

e 1—YES, indicates one or more alerts pending for the specified user
containing the software/package identifier.

e 0—NO, alerts not pending.
$SPEND INGMXQALBUTL (xgauser ,xgkg)

Xgauser: (required) This is the Internal Entry Number (IEN, DUZ
value) in the NEW PERSON file (#200) for the desired
user.

xgkg: (required) This is the software/package identifier portion

of the alert identifier (XQAID). It is a textual identifier for
the software that created the alert and is the first *“;”-piece
of XQAID. It can be used in this context to determine
whether the user specified by xqauser has any alerts
pending containing the specified software identifier. The
software identifier used can be a complete software
identifier (e.g., XU-TSK) or more general (e.g., XU) to
find users with any XU software alerts.
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Output:

returns: Returns:

e 1—YES, indicates one or more alerts pending for
the specified user containing the software/package
identifier string in the package part of XQAID.

e 0—NO, alerts not pending.

3.5.6.1 Examples

3.5.6.1.1 Examplel
The following is an example of an alert not pending:

>S XQKG=**XU~

>W $$PKGPENDMXQALBUTL (20, XQKG)

0

3.5.6.1.2 Example 2
The following is an example of an alert pending (one or more):

>S XQKG=*“XU”

>W $$PKGPENDMXQALBUTL (20, XQKG)

1

3.5.7 PTPURGMXQALBUTL(): Purge Alerts Based on Patient

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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Supported
Alerts
3010

This API deletes all alerts that have the specified patient internal entry number
(DFN) as the second comma-piece of the alert’s Package Identifier (the original
value of XQAID when the alert was created).

PTPURGMXQALBUTL(dFn)

dfn: (required) Internal entry number (DFN in the PATIENT
file [#2]) for which alerts are deleted.

none
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3.5.8 RECIPURGM"XQALBUTL(): Purge User Alerts

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

Supported
Alerts
3010

This API deletes all alerts that have been sent to the user in the NEW PERSON
file (#200), as indicated by the duz parameter.

RECIPURGMXQALBUTL (duz)

duz: (required) Internal Entry Number (IEN in the NEW
PERSON file [#200]) of the user who received alerts is
deleted.

none

3.5.9 USERDATAMXQALBUTL(): Get User Information for an Alert

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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Supported
Alerts
2788

This API returns recipients of the alert with the xqgaid input parameter as its alert
ID from the ALERT TRACKING file (#8992.1) in the array specified by the root
input parameter. If root is not specified, then the data is returned in the
XQALUSER array. If the specified alert is not present, the root array is returned
with a NULL value.

USERDATAMXQALBUTL(xqgaid,xgauser,root)

Xqaid: (required) This is the value of the alert identifier. It is
passed to the routine or option that is run when the alert is
selected. It can also be obtained from a listing of all of the
xqaid values for a specified user and/or patient.

Xgauser: (required) This is the Internal Entry Number (IEN, DUZ
value) in the NEW PERSON file (#200) for the desired
user.

root: (optional) This parameter is a closed reference to a local or

global root. If root is not specified, then the data is
returned in the XQALUSER array.

returns: Returns:

e ALERT TRACKING File Entry—The information
associated with the desired entry inthe ALERT
TRACKING file (#8992.1) descendent from the
specified root.

o NULL—If the specified alert is not present, the
array root is returned with a NULL value.
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3.5.9.1 Example

Figure 11. USERDATAMXQALBUTL API—Example

>D USERDATAMXQALBUTL(XQAID, 20, ”XXX"")
>ZW XXX

XXX(.01)=20"USER, XXX XXX(.01,”RECIPIENT")=

XXX(.02)=2990212_112954~FEB 12, 1999@11:29:54 XXX(.02,”ALERT FIRST DISPLAYED)=
XXX(.03)=2990212_.145609~FEB 12, 1999@14:56:09 XXX(.03,”FIRST SELECTED ALERT”)=
XXX(.04)=2990212 145621 FEB 12, 1999@14:56:21 XXX(.04,”PROCESSED ALERT”)=
XXX(.05)=2990212.145621~FEB 12, 1999@14:56:21 XXX(.05,”DELETED ON”)=

XXX(.06)= XXX(.06,”AUTODELETED”)=

XXX(.07)= XXX(.07,”FORWARDED BY”)=

XXX(.08)= XXX(.08,”DATE/TIME FORWARDED")=

XXX(.09)= XXX(.09,”DELETED BY USER™)=

3.5.10 USERLISTAXQALBUTL(): Get Recipient Information for an

Alert

Reference Type: Supported

Category: Alerts

1A #: 2788

Description: This API returns recipients of the alert with the xqgaid input parameter as its alert

ID from the ALERT TRACKING file (#8992.1) in the array specified by the root
input parameter. If root is not specified, then the data is returned in the
XQALUSRS array. If the specified alert is not present, the root array is returned
with a NULL value.

Format: USERLISTAXQALBUTL(xgaid, root)

Input Parameters: Xqaid: (required) This is the value of the alert identifier. It is
passed to the routine or option that is run when the alert is
selected. It can also be obtained from a listing of all of the
xqaid values for a specified user and/or patient.

root: (optional) This parameter is a closed reference to a local or

global root. If root is not specified, then the data is
returned in the XQALUSRS array.

Output: returns: Returns:

e ALERT TRACKING File Entry—The information
associated with the desired entry inthe ALERT
TRACKING file (#8992.1) descendent from the
specified root.

o NULL—If the specified alert is not present, the
array root is returned with a NULL value.
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3.5.10.1 Example

>D USERLISTAXQALBUTL(XQAID)

>ZW XQALUSRS XQALUSRS(1)=20"USER, XXX

3.5.11 ACTIONAXQALERT(): Process an Alert

Reference Type: Supported

Category: Alerts

1A #: 10081

Description: This API processes an alert for a user, if that user is the current user. Processing

of the alert happens exactly as if the user had chosen to process the alert from the
View Alerts menu.

Format: ACTIONXQALERT (alertid)

Input Parameters: alertid: (required) Alert Identifier of the alert to process (same as
ALERT ID field in ALERT file [#8992]). This contains
three semicolon-delimited pieces, the first being the
original software application identifier, the second being
the DUZ of the alert creator, and the third being the VA
FileMan date and time the alert was created.

Output: none

3.5.12 DELETE"XQALERT: Clear Obsolete Alerts

Reference Type: Supported

Category: Alerts

1A #: 10081

Description: This API deletes (clears) a single alert, for the current user (XQAKILL=1) or all

recipients (XQAKILL=0 or XQAKILL undefined). The current user (as
identified by the value of DUZ) does not need to be a recipient of an alert;
however, in that case, only a value of zero (0 or undefined) for XQAKILL makes
sense.

DELETE"XQALERT, unlike DELETEAMXQALERT, deletes only a single alert
whose alert identifier matches the complete Alert Identifier.

o REF: For more information on alert identifiers, see the “Package Identifier
vs. Alert Identifier” section in this section.

Format: DELETE~XQALERT

Make sure to perform the following steps before calling this API:
1. NEW all non-namespaced variables.
2. Setall input variables.
3. Call the API.
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Input Variables:

Output: none

XQAID: (required) Alert Identifier of the alert to delete. It must be a
complete Alert Identifier, containing all three semicolon
pieces:

e The first semicolon piece (Package Identifier)
must be in the same form as the alert creator
defined it.

e The second piece being the DUZ of the user who
created the alert.

e The third piece being the time the alert was
created.

o NOTE: The second and third pieces are defined by
the Alert Handler.

XQAKILL: (optional) XQAKILL determines how the alert is deleted.
If XQAKILL is undefined or zero (0), the Alert Handler
deletes the alert for all recipients. If XQAKILL isset to 1,
Alert Handler only purges the alert for the current user, as
identified by DUZ (using a value of 1 only makes sense if
the current user is a recipient of the alert, however).

If the software application identifier portion of the alert
identifier is “NO-I1D”, however, the alert is treated as if
XQAKILL were set to 1 (i.e., the alert is deleted only from
one user), regardless of how it is actually set.

3.5.13 DELETEA"XQALERT: Clear Obsolete Alerts

Reference Type:
Category:
1A #:

Description:

Kernel 8.0
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Supported
Alerts
10081

This API deletes (clears) all alerts with the same software application identifier,
for the current user (XQAKILL=1) or all recipients (XQAKILL=0 or XQAKILL
undefined). The current user (as identified by the value of DUZ) does not need to
be a recipient of an alert; however, in that case, only a value of zero (0 or
undefined) for XQAKILL makes sense.

One example of the use of DELETEA"XQALERT is when a troublesome
condition has been resolved. You can use this API to delete any unprocessed
alerts associated with the condition. It deletes all alerts whose software
application identifiers match the software application identifier you pass in the
xqaid input parameter (multiple alerts can potentially share the same software
application identifier).

o REF: For more information on software application identifiers, see the
“Package ldentifier vs. Alert Identifier” section in this section.
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Format:

DELETEAMXQALERT

Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Setall input variables.

3. Call the API.
Input Variables:

Output:

XQAID:

XQAKILL:

none

(required) All alerts whose software application identifier
matches the value of this input parameter is deleted, for the
alert recipients designated by the xgakill input parameter.

The form of XQAID can be exactly as initially set when
creating the alert. Alternatively, it can contain the two
additional semicolon pieces added by the Alert Handler
(the full alert identifier). The two additional semicolon
pieces are ignored, however; this API only requires the
original software application identifier.

If the alert identifier you specify is “NO-1D”, however,
(the generic software application 1D assigned to alerts with
no original software application identifier), this AP1 does
not delete matching alerts.

(optional) XQAKILL determines how the alert is deleted.
If XQAKILL is undefined or zero (0), the Alert Handler
deletes matching alerts for all recipients. If XQAKILL is
set to 1, Alert Handler deletes matching alerts for the
current user, as identified by DUZ (using a value of 1 only
makes sense if the current user is also a recipient of the
alert, however).

3.5.14 GETACTAXQALERT(): Return Alert Variables

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output Variables:
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Supported
Alerts
10081

This API returns to the calling routine the required variables to act on a specific

alert.

GETACT/XQALERT (alertid)

alertid:

XQAID:
XQADATA:

XQAOPT:

(required) This is the alert identifier in the ALERT
TRACKING file (#8992.1).

This is the full alert identifier.

The XQADATA variable stores any software application-
specific data string that was passed at the time the alert
was generated.

Indicates a non-menu type option on the user’s primary,
secondary or common menu to be run if not null.
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XQAROU: Indicates the routine or tag”routine to run when the alert is
processed. It can have three values:

e Null—A null value indicates no routine to be used
(XQAOPT contains option name to be run).

o /<space>—A value of ~<space> indicates that the
alert is information only (no routine or option
action involved).

e "ROUTINE or TAG*"ROUTINE—The name of
the routine as "ROUTINE or TAG"ROUTINE.

3.5.15 PATIENT"XQALERT(): Get Alerts for a Patient

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:
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Supported
Alerts
10081

This API allows you to return an array of all alerts for a particular patient that are
either:

e Open.
e Within a given time range (both open and closed).

The association of an alert with a patient is based on the conventions used by the
CPRS software application for the Package Identifier (original value of XQAID
input variable when creating the alert), where the second comma-piece is a
pointer to the PATIENT file (#2).

o REF: For information on CPRS conventions for the format of the Package
Identifier, see the “Package Identifier vs. Alert Identifier” section in this
section.

PATIENTAXQALERT (root,dfn[,startdate][,enddate])

root: (required) Fully resolved global or local reference in
which to return a list of matching alerts.
dfn: (required) Internal entry number (DFN in the PATIENT

file [#2]) of the patient for whom alerts are returned.

startdate: (optional) Starting date to check for alerts. If you pass this
parameter, all alerts are returned, open or closed, from the
startdate until the enddate (if no enddate is specified, all
alerts beyond the startdate are returned). If you omit this
parameter (and enddate), only currently open alerts are
returned.

enddate: (optional) Ending date to check for alerts. If you omit this
parameter, but pass a startdate, all alerts are returned
beyond the startdate.
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Output Parameters:

root: All alerts matching the request are returned in the input
parameter you specified in root, in the following format:

root=number of matching alerts
root(1)= “I “ messagetext_"~’_alertid
root(2)=...

Where the first three characters are either:

“1 “: 1f the alert is informational
“: 1f the alert runs a routine

And where alertid (Alert Identifier) contains three
semicolon-delimited pieces:

1. The original software application identifier (value
of XQAID).

The DUZ of the alert creator.

3. The VA FileMan date and time the alert was
created.

3.5.16 SETUPAXQALERT: Send Alerts

Reference Type:
Category:
1A #:

Description:

Format:

Supported
Alerts
10081

This API sends alerts to users; however, the preferred API to use is
$$SETUPINXQALERT: Send Alerts.

To send an information-only alert, make sure that XQAOPT and XQAROU input
variables are not defined. To send an alert that takes an action, specify either the
XQAOPT (to run an option) or XQAROU (to run a routine) input variables.

SETUP~MXQALERT

Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Set all input variables.

3. Call the API.
Input Variables:

Kernel 8.0
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XQA: (required) Array defining at least one user to receive the
alert. Subscript the array with users’ DUZ numbers to send
to individual users; subscript the array with mail group
names to send to users in mail groups:

>S XQA(USERDUZ)=*"
>S XQA(“G.MAILGROUP™)=*"

XQAARCH: (optional) Number of days that alert tracking information
for this alert should be retained in the ALERT
TRACKING file (#8992.1). Default time period is 30
days. Users can specify a different number of days using
this input variable. To retain information forever, a value
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XQACNDEL:

XQADATA:

XQAFLG:

XQAGUID:

XQAID:

Kernel 8.0
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of 100000 is recommended (good for proximately 220
years).

(optional) Setting a value in the XQACNDEL variable
prior to calling this API causes the CAN DELETE
WITHOUT PROCESSING field (#.1) in the ALERT file
(#8992) to be set. A value in this field indicates that the
alert can be deleted by the user without having processed
it.

(optional) Use this to store a software application-specific
data string, in any format. It is restored in the XQADATA
input variable when the user processes the alert, and is
therefore, available to the routine or option that processes
the alert.

You can use any delimiter in the input variable, including
the caret. You can use it to make data such as patient
number, lab accession, or cost center available to your
software application-specific routine or option without
needing to query the user when they process the alert. It is
up to your routine or option to know what format is used
for data in this string.

(optional) Alert flag to regulate processing (currently not
supported). The values are:

e D—To delete an information-only alert after it has
been processed (the default for information-only
alerts).

e R—To run the alert action immediately upon
invocation (the default for alerts that have
associated alert actions).

This input variable currently has no effect, however.

(optional) As of Kernel Patch XU*8.0*207, the GUID
FOR GUI adds an interface GUID (a 32-character string
containing hexadecimal digits in a specific format within
curly braces) to permit a program on the client to process
the alert. The presence of a GUID in the variable indicates
that the alert can be processed within a GUI environment,
and opens the correct application to process the alert
within the GUI environment.

o NOTE: This functionality has never been
implemented by CPRS or other GUI applications.

(optional) Package identifier for the alert, typically a
software application namespace followed by a short
character string. Must not contain carets (“/\”) or
semicolons (“;”). If you do not set XQAID, you are not
able to identify the alert in the future, either during alert
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XQAMSG:

XQAOPT:

XQAROU:

XQASUPV:

XQASURO:

XQATEXT:

Output: none

Kernel 8.0
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processing, to delete the alert, or to perform other actions
with the alert.

o REF: For information on CPRS conventions for the
format of the Package Identifier, see the “Package
Identifier vs. Alert Identifier” section.

(required) Contains the text of the alert. 80 characters can
be displayed in the original alert. 70 characters can be
displayed in the View Alert listing. The string cannot
contain a caret (“2”).

(optional) Name of a non-menu type option on the user’s
primary, secondary or common menu. The phantom jump
navigates to the destination option, checking pathway
restrictions in so doing. An error results if the specified
option is not in the user’s menu pathway.

(optional) Indicates a routine or tag™routine to run when
the alert is processed. If both XQAOPT and XQAROQU are
defined, XQAOPT is used and XQAROU is ignored.

(optional) Number of days to wait before Delete Old
(>14d) Alerts option forwards alert to recipient’s
supervisor based on Service/Section, if alert is unprocessed
by recipient. Can be a number from 1 to 30.

(optional) Number of days to wait before Delete Old
(>14d) Alerts option forwards alert to recipient’s MailMan
surrogates (if any), if alert is unprocessed by recipient. Can
be a number from 1 to 30.

(optional) As of Kernel Patch XU*8.0*207, this variable
permits informational text of any length to be passed with
an alert. When the alert is selected, the contents of this
variable is displayed in a ScreenMan form within the roll
and scroll environment.

o NOTE: It was also intended to be displayed within a
text display box within the GUI environment.
However, CPRS has never implemented this
functionality, so it can only be viewed in the roll and
scroll environment.
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3.5.16.1 Details—When the Alert is Processed

Once the alert is created, the user is then able to receive and process the alert from their View Alerts
listing. When this occurs, Alert Handler executes the following four steps for the alert:

1. Alert Handler sets up the following input variables:
o  XQADATA—If originally set when alert was created.
o  XQAID—If originally set when alert was created.
o  XQAKILL—The purge indicator. It is always set to 1 by the Alert Handler.

If you associated a software application identifier, XQAID, with the alert, it is restored along with
two additional semicolon pieces:

e Current user number.
e Current date/time.

With the two additional semicolon pieces, the software application identifier becomes the alert
identifier. If you did not define XQAID when creating the alert, Alert Handler sets XQAID input
variable to “NO-ID” followed by the two additional semicolon pieces.

2. Alert Handler runs the routine or option specified, if any, in the XQAOPT or XQAROQU input
variables.

3. You can refer to the three input variables listed above (i.e., XQADATA, XQAID, and
XQAKILL) in the option or routine that processes the alert.

4. Once the routine or option finishes, Alert Handler deletes the alert, under the following
conditions:

o If XQAKILL remains at the value of 1 as it was set in Step #1 above, the alert is deleted
for the current user only.

e To prevent the alert from being deleted, KILL XQAKILL during Step #2 above. You
may not want the alert to be deleted if processing, such as entering an electronic
signature, was not completed.

e To delete the alert for all recipients of the alert, not just the current user, set XQAKILL to
zero (0) during Step #2 above. When XQAKILL is set to 0, Alert Handler searches for
any alerts with a matching Alert Identifier, all three semicolon pieces:

o Original Package Identifier.
o Alert sender.
o Date/Time the alert was sent.

It purges them so that other users need not be notified of an obsolete alert.

o NOTE: To delete an alert for all recipients, you must define XQAID with
appropriate specificity when creating the alert.

5. Finally, the Alert Handler cleans up by KILLing XQADATA, XQAID, and XQAKILL. Alert
Handler returns the user to the View Alerts listing if pending alerts remain. Otherwise, Alert
Handler returns the user to their last menu prompt.
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3.5.16.2 Example

Figure 12. SETUPM"XQALERT API—Call to send an alert sample

;send an alert

XQATEXT , XQALERR

D SETUPAXQALERT
Q

;assume DFN is for patient XUPATIENT,ONE
N XQA, XQAARCH , XQADATA , XQAFLG , XQAGU D, XQAID, XQAMSG , XQAOPT , XQAROU , XQASUPV , XQASURO,

S XQA(161)=*" ; recipient is user ~161
S XQAMSG=*‘Elevated CEA for “_$$GET1™DIQ(2,DFN_",”,.01)_"
(“_$E($$GETLI™DIQ(2,DFN_"","",9),6,9)_"") Schedule follow-up exam in Surgical Clinic.”

Figure 13. SETUP*"XQALERT API—Resulting alert, from View Alerts option

Clinic.
Select from 1 to 1

Select Systems Manager Menu Option: “VA

1.1 Elevated CEA for XUPATIENT,ONE (5345). Schedule follow-up exam in Surgical

or enter ?, A, I, P, M, R, or ™ to exit:

3.5.17 $SSETUPIMXQALERT: Send Alerts

Reference Type: Supported

Category: Alerts

1A #: 10081

Description: This API sends alerts to users. This is the preferred API rather than

SETUPMXQALERT: Send Alerts.

To send an information-only alert, make sure that XQAOPT and XQAROU input
variables are not defined. To send an alert that takes an action, specify either the
XQAOPT (to run an option) or XQAROU (to run a routine) input variables.

Format: $SSETUPINXQALERT

Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Setall input variables.

3. Call the APL.
Input Variables: XQA:
XQAARCH:
Kernel 8.0
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(required) Array defining at least one user to receive the
alert. Subscript the array with users’ DUZ numbers to send
to individual users; subscript the array with mail group
names to send to users in mail groups:

>S XQA(USERDUZ)=*"
>S XQA(“G.MAILGROUP™)=*"

(optional) Number of days that alert tracking information
for this alert should be retained in the ALERT
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XQACNDEL:

XQADATA:

XQAFLG:

XQAGUID:
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TRACKING file (#8992.1). Default time period is 30
days. Users can specify a different number of days using
this input variable.

o NOTE: Critical patient data, as part of medical
records, should be retained for at least 65 years,
which is 23,725 days. To retain information forever,
a value of 100000 is recommended (good for about
273+ years). Sites may not have sufficient disk
storage space to accommodate this need, however.

(optional) Setting a value in the XQACNDEL variable
prior to calling this API causes the CAN DELETE
WITHOUT PROCESSING field (#.1) in the ALERT file
(#8992) to be set. A value in this field indicates that the
alert can be deleted by the user without having processed
it.

(optional) Use this to store a software application-specific
data string, in any format. It is restored in the XQADATA
input variable when the user processes the alert and is
therefore available to the routine or option that processes
the alert.

You can use any delimiter in the input variable, including
the caret. You can use it to make data such as patient
number, lab accession, or cost center available to your
software application-specific routine or option without
needing to query the user when they process the alert. It is
up to your routine or option to know what format is used
for data in this string.

(optional) Alert flag to regulate processing (currently not
supported). The values are:

e D—To delete an information-only alert after it has
been processed (the default for information-only
alerts).

e R—To run the alert action immediately upon
invocation (the default for alerts that have
associated alert actions).

This input variable currently has no effect, however.

(optional) As of Kernel Patch XU*8.0*207, the GUID
FOR GUI adds an interface GUID (a 32 character string
containing hexadecimal digits in a specific format within
curly braces) to permit a program on the client to process
the alert. The presence of a GUID in the variable indicates
that the alert can be processed within a GUI environment,
and opens the correct application to process the alert
within the GUI environment.
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XQAID:

XQAMSG:

XQAOPT:

XQAREVUE:

XQAROU:

XQASUPV:

XQASURO:

XQATEXT:

o NOTE: Currently, this functionality has not been
implemented by CPRS or other GUI applications.

(optional) Package identifier for the alert, typically a
software application namespace followed by a short
character string. Must not contain carets (“/) or
semicolons (*;”). If you do not set XQAID, you are not
able to identify the alert in the future, either during alert
processing, to delete the alert, or to perform other actions
with the alert.

o REF: For information on CPRS conventions for the
format of the Package Identifier, see the “Package
Identifier vs. Alert Identifier” section.

(required) Contains the text of the alert. 80 characters can
be displayed in the original alert. 70 characters can be
displayed in the View Alert listing. The string cannot
contain a caret (“/”).

(optional) Name of a non-menu type option on the user’s
primary, secondary or common menu. The phantom jump
navigates to the destination option, checking pathway
restrictions in so doing. An error results if the specified
option is not in the user’s menu pathway.

(optional) This variable sets the DAYS FOR BACKUP
REVIEWER field (#.15) in the ALERTS file (#8992). It
must be an integer from 1 to 15.

(optional) Indicates a routine or tag™routine to run when
the alert is processed. If both XQAOPT and XQAROU are
defined, XQAOPT is used and XQAROU is ignored.

(optional) Supervisor forwarding. Number of days to wait
before Delete Old (>14d) Alerts option forwards alert to
recipient’s supervisor, if unprocessed by recipient. Can be
a number from 1 to 30. Supervisor is determined from the
recipient’s NEW PERSON file (#200) entry pointer to the
SERVICE/SECTION file (#49), and then the entry (if any)
in the pointed-to Service/Section’s CHIEF field.

(optional) Number of days to wait before Delete Old
(>14d) Alerts option forwards alert to recipient’s MailMan
surrogates (if any), if alert is unprocessed by recipient. Can
be a number from 1 to 30.

(optional) As of Kernel Patch XU*8.0*207, this variable
permits informational text of any length to be passed with
an alert. When the alert is selected, the contents of this
variable are displayed in a ScreenMan form within the roll
and scroll environment.
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o NOTE: It was also intended to be displayed within a
text display box within the GUI environment.
Currently, CPRS has not implemented this
functionality, so it can only be viewed in the roll and
scroll environment.

Output: returns: Returns:

e 1—The alert was sent successfully.

e 0—The alert was not sent successfully, in which
case the XQALERR variable contains a text string
indicating the reason that the alert was not sent.

Output Variables: XQALERR: Returns:

3.5.17.

e NULL—It the alert was sent successfully, this
variable is null.

e Text String—If the alert was not sent successfully,
this variable contains a text string that indicates
the reason that the alert was not sent.

1 Details—When the Alert is Processed

Once the alert is created, the user is then able to receive and process the alert from their View Alerts
listing. When this occurs, Alert Handler executes the following four steps for the alert:

1. Alert Handler sets up the following input variables:

o  XQADATA—If originally set when alert was created.
o  XQAID—If originally set when alert was created.
o  XQAKILL—The purge indicator. It is always set to 1 by the Alert Handler.

If you associated a software application identifier, XQAID, with the alert, it is restored along with
two additional semicolon pieces:

e Current user number.

e Current date/time.

With the two additional semicolon pieces, the software application identifier becomes the alert
identifier. If you did not define XQAID when creating the alert, Alert Handler sets XQAID input
variable to “NO-1D” followed by the two additional semicolon pieces.

2. Alert Handler runs the routine or option specified, if any, in the XQAOPT or XQAROQU input
variables.
You can refer to the three input variables listed above (i.e., XQADATA, XQAID, and
XQAKILL) in the option or routine that processes the alert.
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3. Once the routine or option finishes, Alert Handler deletes the alert, under the following
conditions:

o |If XQAKILL remains at the value of 1 as it was set in Step #1 above, the alert is deleted
for the current user only.

e To prevent the alert from being deleted, KILL XQAKILL during Step #2 above. You
may not want the alert to be deleted if processing, such as entering an electronic
signature, was not completed.

e To delete the alert for all recipients of the alert, not just the current user, set XQAKILL to
zero (0) during Step #2 above. When XQAKILL is set to 0, Alert Handler searches for
any alerts with a matching Alert Identifier, all three semicolon pieces:

o Original Package Identifier.

o Alert sender.

o Date/Time the alert was sent.

It purges them so that other users need not be notified of an obsolete alert.

o NOTE: To delete an alert for all recipients, you must define XQAID with
appropriate specificity when creating the alert.

4. Finally, the Alert Handler cleans up by KILLing XQADATA, XQAID, and XQAKILL. Alert
Handler returns the user to the View Alerts listing if pending alerts remain. Otherwise, Alert
Handler returns the user to their last menu prompt.

3.5.17.2 Example

Figure 14. $$SETUP1"XQALERT API—Call to send an alert sample

;send an alert

;assume DFN is for patient XUPATIENT,ONE

N

XQA, XQAARCH , XQADATA , XQAFLG , XQAGUID , XQAID , XQAMSG , XQAOPT , XQAROU , XQASUPV , XQASURO , XQATE
XT,XQALERR

S XQA(161)=*" ; recipient is user ~161

S XQAMSG=*Elevated CEA for *“_$$GET1™DIQ(2,DFN_",”,.01)_"
(“_$E($$GETLI™DIQ(2,DFN_","",9),6,9)_"") Schedule follow-up exam in Surgical Clinic.”
S VAR=$$SETUPI™XQALERT 1 “XQALERR W !,”ERROR IN ALERT: *,XQALERR

Q

Figure 15. $$SETUP1"XQALERT API—Resulting alert, from View Alerts option

Select Systems Manager Menu Option: “VA

1.1 Elevated CEA for XUPATIENT,ONE (5345). Schedule follow-up exam in Surgical
Clinic.
Select from 1 to 1
or enter ?, A, I, P, M, R, or ™ to exit:
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3.5.18 USERMXQALERT(): Get Alerts for a User

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output Parameters:

Kernel 8.0
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Supported

Alerts
10081

This API returns a list of alerts for a given user. You can return a list of all alerts
for a particular user that are either:

e Open.

¢ Within a given time range (open and closed).

USERMXQALERT(root[,duz][,startdate][,enddate])

root:

duz:

startdate:

enddate:

root:

(required) Fully resolved global or local reference in
which to return a list of matching alerts.

(optional) DUZ number of the user for whom the alert list
is returned. If you do not pass a number, it uses the current
user’s DUZ.

(optional) Starting date to check for alerts. If you pass this
parameter, all alerts are returned, open or closed, from the
startdate until the enddate (if no enddate is specified, all
alerts beyond the startdate are returned). If you omit the
startdate parameter (and enddate), only currently open
alerts are returned.

(optional) Ending date to check for alerts. If you omit this
parameter, but pass a startdate, all alerts are returned
beyond the startdate.

All alerts matching the request are returned in the input
parameter you specified in root, in the following format:

root=number of matching alerts
root(1)= “I “ messagetext_"’_alertid
root(2)=...

Where the first three characters are either:

“1 *“: if the alert is informational
“: i1Ff the alert runs a routine

And where alertid (Alert Identifier) contains three
semicolon-delimited pieces:

1. The original software application identifier (value
of XQAID).

2. The DUZ of the alert creator.

3. The VA FileMan date and time the alert was
created.
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3.5.18.1 Example

Figure 16. USER"XQALERT API—Example

>D USERMXQALERT(*“ZZALRT”,ZZDUZ,2900101)

>ZW ZZALRT
ZZALRT=1
ZZLART(1)=*1 Test Message”™NO-1D;92;2940729.10312”

3.5.19 FORWARD"XQALFWD(): Forward Alerts

Reference Type: Supported
Category: Alerts
1A #: 3009

Description: This API can be used to forward alerts (in most cases, for the current user only).
It is a silent (no screen input or output) API, and so can be used for windowed
applications.

Format: FORWARDMXQALFWD([ -Jalerts, [ .Jusers, type[,comment])

Input Parameters: [Jalerts: (required) Array of alerts to be forwarded, each identified
by its full alert identifier (the value of the ALERT ID field
in the ALERT DATE/TIME multiple of the current user’s
entry in the ALERT file [#8992]). Use the
$$SETUPINXQALERT: Send Alerts API to obtain alert
identifiers for a user’s current open alerts.

If only a single alert is to be forwarded, only the top node
must be set (set it to the alert identifier of the alert to
forward, and pass by value). If there are multiple alerts to
forward, the value of each entry in the array should be one
of the desired alert identifier. For example:

A6AALRT(1)="NO-1D;92;2941215.100432”
ABAALRT(2)="“NO-1D;161;2941220.111907”
ABAALRT(3)="NO-1D;161;2941220.132401"

If using an array, the array must be passed by reference in
the parameter list.

[Jusers: (required) Users to forward alert to. For forwarding as an
alert or as a mail message (when the type parameter is A or
M), the input parameter can specify one or more users,
and/or mail groups. For users, specify by IEN (in the NEW
PERSON file [#200]). You do not need to precede the
user’s IEN with an accent grave (). For mail groups,
specify in format G.MAILGROUP.
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If there is only a single user or mail group, just set the top
node of the array to that value, and pass it by value. If
there are multiple values to be passed, pass them as the
values of numerically subscripted array nodes (and pass
the array by reference). For example:

ABAUSER(1)=*“G.MAS CLERKS”
ABAUSER(2)="“G.MAS OVERNIGHT”

For forwarding to a printer (when the type parameter is P),
there should be only a single value specifying the desired
entry in the DEVICE file (#3.5). You can specify the
device either by name or by Internal Entry Number (IEN).

If specifying by IEN, precede the IEN with an accent

grave (e.g., 202).

type: (required) Indicates the method of forwarding desired. The

options are the single characters:

e “A”—Forward as an Alert.
e “M”—Forward as a Mail Message.

e “P”—Print a copy of the alert.

If the value passed is not A, M, or P, then no action is

taken.

comment: (optional) A character string to use as a comment to

accompany the alert when it is forwarded.

Output: none

3.5.19.1 Example

Figure 17. FORWARDMXQALFWD APl—Example

; get open alerts for current user
K AGAALRT D USERMXQALERT(““A6AALRT™)

I +AGAALRT D ; if any current alerts...
-; loop through AG6AALRT array, parse alert id for each open alert
-K ABAALRT1 S AB6ASUB="",A6AI=0

-F S AB6ASUB=$0(A6AALRT(A6ASUB)) Q:"$L(A6ASUB) D

- .S ABAI=ABAI+1,AGAALRTL(ABAI)=$P(AGAALRT(AGASUB) """, 2)

:;forward open alerts of current user to MAS CLERKS mail group
-K ABAUSER S AG6AUSER=“G.MAS CLERKS”
.D FORWARD"XQALFWD(.ABAALRT1,A6AUSER, A, ”Forwarded Alert’)

Q
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3.5.20 $$CURRSUROMXQALSURO(): Get Current Surrogate for

Alerts
Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

Supported
Alerts
2790

This extrinsic function obtains the current surrogate for alerts (if any for the user
with DUZ specified by the xgauser input parameter.

$SCURRSUROMXQALSURO(xgauser)

Xqauser: (required) This is the Internal Entry Number (IEN, DUZ
value) in the NEW PERSON file (#200) for the specified
user with the surrogate.

returns: Returns:

o DUZ—Internal Entry Number (IEN) of the
surrogate.

o -1—if there is no surrogate specified.

3.5.21 $PIGETSUROMXQALSURO(): Get Current Surrogate
Information

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:
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Supported
Alerts
3213

This extrinsic function returns the following string of information on the current
surrogate for the user with XQAUSER as his or her Internal Entry Number (IEN)
in the NEW PERSON file (#200):

i en*"NAME"FM_STARTDATE/~FM_ENDDATE
If there is no surrogate, the result is:

NNN

If either of the start or end dates and times is not specified, a null value is
returned for that piece of the return string.

o REF: For a description of each piece of information separated by the caret
(), see the “Output” section below.

$SGETSUROMXQALSURO(xgauser)

Xqauser: (required) This is the Internal Entry Number (IEN) in the
NEW PERSON file (#200) of the user for whom the alert
surrogate information is to be returned.
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Output:

3.5.21.1 Example

>S X=$$GETSUROMXQALSURO(124)

>W X

returns:

Returns the following string of information, each piece
separated by a caret (“/”):

1EN*NAMENFM_STARTDATE~FM_ENDDATE

e I[EN—Internal Entry Number (IEN) of the
SURROGATE in the NEW PERSON file (#200).

¢ NAME—Contents of the .01 field for the
SURROGATE.

e FM_STARTDATE—Starting date/time for the
SURROGATE in internal VA FileMan format.

e FM_ENDDATE—Ending date/time for the
SURROGATE in internal VA FileMan format.

2327”XUUSER , FOUR™3000929 .163073001006 . 0800

This indicates that user #2327 (Four Xuuser) becomes active as surrogate at 4:30 PM 9/29/00 and remains

surrogate until 8:00 am on 10/06/00.

3.5.22 REMVSUROMXQALSURO(): Remove Surrogates for Alerts

Reference Type:
Category:

1A #:
Description:
Format:

Input Parameters:

Output:
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Supported

Alerts
2790

This API removes any surrogates for alerts for the specified user.

REMVSUROMXQALSURO(xgauser [, .xgalsuro] [, .xqalstrt])

Xgauser:

xgalsuro:

xqalstrt:

none

(required) This is the Internal Entry Number (IEN, DUZ
value) in the NEW PERSON file (#200) for the specified
user.

(optional) IEN of user in NEW PERSON file (#200). If
passed, only the user who is passed is removed from the
list of surrogates. If not passed, only the current surrogate
is removed (if any).

(optional) If passed, the surrogate is removed only from
the start date indicated. If not passed, the surrogate is
removed starting from the date of the current surrogate (if
any). If there is no current surrogate, no entries are
removed.
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3.5.23 SETSUROIMXQALSURO(): Establish a Surrogate for Alerts

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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Supported
Alerts
3213

This API establishes a surrogate for alerts. It should be used instead of the
SETSUROMXQALSURO API. The SETSUROIMXQALSURO API also tests for
cyclic relationships (such that the user eventually would become the surrogate).
SETSUROL does these tests and therefore has the possibility of failure. It returns
either of the following values:

¢ |EN (value > 0; True)—Surrogate was created successfully.
e Text String (False)—Text explaining why the surrogate was not created.

Previously, the SETSUROMXQALSURO API returned no value and, as long as
both a user and surrogate were specified, would simply store the values. This left
open the possibility that the user was specified as the surrogate or that a chain of
surrogates ended up pointing again at the user, cases that could result in a very
tight, non-ending, loop being generated if an alert was sent. These possibilities
have been tested for in the interactive specification of surrogates, and is tested for
non-interactive usage in the SETSURO1"XQALSURO API.

o NOTE: The SETSURO1"XQALSURO API should be used instead of the
SETSUROMXQALSURO API (i.e., IA# 2790).

SETSURO1MXQALSURO(xqauser ,xqgalsuro[,xqalstrt][,xqgalend])

Xgauser: (required) User’s DUZ number (i.e., Internal Entry
Number in the NEW PERSON file [#200]) for which the
surrogate should act in receiving alerts.

xgalsuro: (required) Surrogate’s DUZ number (i.e., Internal Entry
Number in the NEW PERSON file [#200]) for the user
who receives and processes alerts for XQAUSER.

xqalstrt: (optional) The start date/time or the surrogate activity, in
VA FileMan internal format. If the start date/time is not
specified, the surrogate relationship begins immediately.

xqgalend: (optional) The end date/time for the end of the surrogate
relationship, in VA FileMan internal format. If the end
date/time is not specified, the surrogate remains active
until another surrogate is specified or the surrogate is
deleted.

returns: Returns:

e |EN (value > 0; True)—Surrogate was created
successfully.

e Text String (False)—Text explaining why the
surrogate was not created.
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3.5.23.1 Example

>S XQAUSER=DUZ

>S XQASURRO=45

>S XQASTART=3001004.1630

>S XQAEND=3001008.1630

>S X=$$SETSURO1XQALSURO(XQAUSER , XQASURRO , XQASTART , XQAEND)

> “X W !,”Could not activate surrogate”,!,?5,X Q

3.5.24 SUROFORAMXQALSURO(): Return a Surrogate’s List of Users

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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Supported
Alerts
3213

This API returns a list of users for which the user, as defined by the xgauser input
parameter, is acting as a surrogate.

SUROFORMXQALSURO(xgauser, - xqalist)

Xgauser:

xqalist:

xqalist:

(required) User’s DUZ number (i.e., Internal Entry
Number in the NEW PERSON file [#200]) for which the
surrogate should act in receiving alerts.

(required) Passed by reference; it contains the name of the
output array.

The output contains the list of users for whom the
specified user is currently acting as a surrogate. The data
in the list includes the:

e User’sinternal entry number (DUZ)
e User’s name
e Start and end dates for the surrogate period

Set to a number equal to the count of the total number of
surrogates returned in the list:

XQALIST(n)

Where n is a sequential integer starting with 1. Each entry
in the array contains IEN*Name”Start Date/Time”End
Date/Time.
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3.5.24.1 Example

>S XQAUSER=DUZ

>D SUROFOR™MXQALSURO(XQAUSER, .USERLIST)

Returns:

Figure 18. SUROFOR"XQALSURO API—Example

USERLI1ST=count

>ZW USERLIST
OUTPUT=2

USERLIST(1)=1EN2*"NEWPERSON , USER2"STARTDATET IME~ENDDATET IME
USERLIST(2)=3"NAME ,USER3"3050407 . 122773050406

OUTPUT(1)="5206652"PERSON, FIRST~3071113.141547~3071113.142"
OUTPUT(2)=""5206656"PERSON, SECOND"3071114/~3071114.08”

3.5.25 SUROLISTAXQALSURO(): List Surrogates for a User

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

Kernel 8.0
Developer’s Guide

Supported
Alerts
3213

This API returns a list of current or future surrogates for the user that is defined
by the xgauser input parameter. It also sets the following surrogate fields in the
ALERT file (#8992) if there is a current surrogate for this user:

e SURROGATE FOR ALERTS (#.02)
e SURROGATE START DATE/TIME (#.03)
e SURROGATE END DATE/TIME (#.04)

SUROL ISTAXQALSURO(xqauser, - xgalist)

Xgauser: (required) This is the Internal Entry Number (IEN, DUZ
value) in the NEW PERSON file (#200) for the specified
user.

xqalist: (required) Passed by reference; it contains the name of the

output array.

xqalist: The output contains the list of current and future
surrogates for the specified user. The data in the list
includes the following:

e User’s internal entry number (DUZ)
e User’s name
e Start and end dates for the surrogate period

Set to a number equal to the count of the total number of
surrogates returned in the list:

XQALIST(n)
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Where n is a sequential integer starting with 1. Each entry
in the array contains IEN~Name”Start Date/Time”End
Date/Time.

3.5.25.1 Example

Figure 19. SUROLISTAXQALSURO API—Example

>D SUROL ISTAXQALSURO(duz, .output)

>ZW OUTPUT

OUTPUT=2

OUTPUT(1)="5206652"PERSON, FIRST~3071113.141547~3071113.142”
OUTPUT(2)="5206656"PERSON, SECOND"3071114"~3071114.08”

Kernel 8.0
Developer’s Guide 43 October 2015



4 Common Services: Developer Tools

4.1 Application Programming Interface (API)

The following are Common Services APIs available for developers. These APIs are described below.

4.1.1  $SIEN*XUPS(): Get IEN Using VPID in File #200
Reference Type: Supported

Category: Common Services
1A #: 4574
Description: This extrinsic function accepts the VA Person ID (VPID) of an entry in the NEW

PERSON file (#200) and returns the Internal Entry Number (IEN)/DUZ. This
API was added with Kernel Patch XU*8.0*309.

Format: $SIENAXUPS(vpid)
Input Parameters: vpid: (required) The VA Person ID (VPID).
Output: returns: Returns the Internal Entry Number (IEN)/DUZ of the

NEW PERSON file (#200).

4.1.2 $$VPIDM"XUPS(): Get VPID Using IEN in File #200
Reference Type: Supported

Category: Common Services
1A #: 4574
Description: This extrinsic function accepts the internal entry number (IEN)/DUZ of an entry

in the NEW PERSON file (#200) and returns the VA Person 1D (VPID) for the
selected user. This APl was added with Kernel Patch XU*8.0*3009.

Format: $$VPIDMXUPS(duz)

Input Parameters: duz: (required) The Internal Entry Number (IEN) in the NEW
PERSON file (#200).

Output: returns: Returns the VA Person ID (VPID) for the entry found in

the NEW PERSON file (#200).

4.1.3 ENI"XUPSQRY(): Query New Person File

Output Parameters
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Reference Type:
Category:

1A #:
Description:

Format:

Input Parameters:

Output Parameters:

Kernel 8.0
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Controlled Subscription

Common Services

4575

The XUPS PERSONQUERY RPC uses this API. This API provides the
functionality to query the NEW PERSON file (#200). The calling application can
query the NEW PERSON file (#200) by using either the VA Person ID (VPID)
of the requested entry or part/all of a last name. Other optional parameters can be
passed to the call as additional filters. This API was added with Kernel Patch

XU*8.0*325.

ENIMXUPSQRY (result,xupsvpid,xupsInam[,xupsfnam] [, xupsssn]
[, xupsprov][,xupsstn][,xupsmnm][,xupsdate])

result:

xupsvid:

xupslnam:

xupsfnam:

Xupsssn:

XUPSProv:

xupsstn:

xupsmnm:

Xupsdate:

result():

(required) Name of the subscripted return array. In every
APl that is used as an RPC, the first parameter is the return
array.

(required) This parameter contains the VPID for the
requested user. Either the VPID or last name is required.

(required) This parameter contains all or part of a last
name. A last name or VPID are required input variables.

(optional) This parameter is set to null or the full or partial
first name.

(optional) This parameter is set to null or contains the 9
digits of the Social Security Number (SSN).

(optional) This parameter is set to null or “P”. If set to “P”,
it screens for providers (person with active user class).

(optional) This parameter is set to null or the Station
Number.

(optional) This parameter is set to the maximum number of
entries (1-50) to be returned. Defaults to 50.

(optional) This parameter contains the date used to
determine if person class is active. Defaults to current date.

Returns a subscripted output array of the input
value/subscripted array (i.e., list) with the following
possible values shown:

o ATMP($J,”XUPSQRY”,1)—1 if found, O if not
found

o ATMP($J,”XUPSQRY”,n,0)—
VPID”EN”LastName~First Name~Middle
Name”"SSN*DOBASE XA

e ~TMP($J,”XUPSQRY”,n,1)—Provider Type”

e ATMP($J,”XUPSQRY”,n,2)—Provider
Classification”®
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e  ~TMP($J,”XUPSQRY”,n,3)—Provider Area of
Specialization®
e ATMP($J,”XUPSQRY”,n,4)—VA CODE"X12

CODE"Specialty Code”end-of-record character
“I'l
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5 Data Security: Developer Tools

5.1 Overview

Developers can use data security tools to protect information from unauthorized viewing.

Released with Kernel Patch XU*8.0*655, the Secure Hash Algorithm is a family of one-way
cryptographic hash functions. The input data is often called the message, and the hash value is often
called the message digest. Cryptographic hash functions are used in the following:

¢ Digital signatures.
e Message authentication codes.
e Other forms of authentication.
They can also be used to:
o Detect duplicate data.
e Uniquely identify files.
e Detect accidental data corruption as checksums.
In information security contexts, cryptographic hash values are sometimes called digital fingerprints.

Encryption is the process of using a mathematical algorithm to transform information so that it becomes
unreadable. The information is then available only to those who possess the key that can be used for
decryption.

Binary-to-text encoding schemes are used to represent binary data in an ASCII string format. They are
commonly used when there is a need to store or transfer data over media that is designed to deal with
textual data to ensure that the data remains intact without modification during transport.

5.2 Application Programming Interface (API)

Several APIs for hashing, encoding/decoding, or encryption/decryption of input of various formats are
available for developers to work with data security. These APIs are supported under Integration
Agreement (1A) #6189 and are described below.

5.2.1 $$AESDECRMXUSHSHY(): Returns Plaintext String Value for
AES Encrypted Ciphertext Entry

Reference Type: Supported

Category: Data Security

1A #: 6189

Description: This extrinsic function returns the string value of an Advanced Encryption

Standard (AES) encrypted ciphertext entry. AES is a specification for the
encryption of electronic data established by the U.S. National Institute of
Standards and Technology (NIST) in 2001.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.

Format: $SAESDECRAXUSHSH(text, key[, iv])
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Input Parameters: text: (required) The ciphertext string to be decrypted.

key: (required) The input key material 16, 24, or 32 characters
long.
iv: (optional) The initialization vector. If this argument is

present, it must be 16 characters long.

Output: returns: Returns the plaintext value of the AES encrypted
ciphertext entry in the text input parameter.

5.2.1.1 Example

>W $SAESDECRMXUSHSH($$B64DECDMXUSHSH('STbvalBtOxy754eRo15Bkg==""),""Encr4ptl10
nkK3y')
This is a test

5.2.2 $SAESENCRMXUSHSHY(): Returns AES Encrypted Ciphertext
for String Entry

Reference Type: Supported

Category: Data Security

1A #: 6189

Description: This extrinsic function returns the Advanced Encryption Standard (AES)

encrypted ciphertext for a string entry. AES is a specification for the encryption
of electronic data established by the U.S. National Institute of Standards and
Technology (NIST) in 2001.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.

Format: $SAESENCRAXUSHSH(text, key[, iv])
Input Parameters: text: (required) The plaintext string to be encrypted.
key: (required) The input key material 16, 24, or 32 characters
long.
iv: (optional) The initialization vector. If this argument is

present, it must be 16 characters long.

Output: returns: Returns the AES encrypted ciphertext for the string entry
in the text input parameter.

5.2.2.1 Example

o NOTE: The AES encryption API returns Unicode ciphertext, which does not properly display on
an ASCII roll-and-scroll terminal; so the example demonstrated output is Base 64 encoded before
display.
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>W $$BBAENCDXUSHSH($SAESENCRAXUSHSH('This is a test","Encr4ptl0nK3y'))
STbvalBtOxy754eRo15Bkg==

5.2.3 $$B64DECD "XUSHSH(): Returns Decoded Value for a Base64
String Entry

Reference Type: Supported

Category: Data Security

1A #: 6189

Description: This extrinsic function returns the decoded value for a Base64 string entry.

Base64 is a binary-to-text encoding scheme that represents binary data in an
ASCII string format by translating it into a radix-64 representation. Base64
encoding is commonly used when there is a need to encode binary data that needs
to be stored and transferred over media that is designed to deal with textual data.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.

Format: $$B64DECDMXUSHSH(X)
Input Parameters: X: (required) The string to be decoded.
Output: returns: Returns the decoded value for the Base64 input parameter.

5.2.3.1 Example

>W $$B64DECDMXUSHSH('VGhpcyBpcyBhIHRIC3Q="")
This 1Is a test

5.24  $$B64ENCDMXUSHSH(): Returns Base64 Encoded Value for a
String Entry

Reference Type: Supported

Category: Data Security

1A #: 6189

Description: This extrinsic function returns the Base64 encoded value for a string entry.

Base64 is a binary-to-text encoding scheme that represents binary data in an
ASCII string format by translating it into a radix-64 representation. Base64
encoding is commonly used when there is a need to encode binary data that needs
to be stored and transferred over media that is designed to deal with textual data.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.

Format: $$B6AENCDMXUSHSH(X)

Input Parameters: X: (required) The string to be encoded.

Output: returns: Returns the Base64 encoded value of the input parameter.
Kernel 8.0
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5.2.4.1 Example

>W $SB64ENCDAXUSHSH('This is a test')
VGhpcyBpcyBhIHRIc3Q=

5.25 $$RSADECRMNXUSHSHY(): Returns Plaintext String Value for
RSA Encrypted Ciphertext Entry

Reference Type: Supported

Category: Data Security

1A #: 6189

Description: This extrinsic function returns the plaintext string value for an RSA encrypted

ciphertext entry. RSA is a public-key encryption system that is widely used for
secure data transmission. The encryption key is public and differs from the
decryption key, which is kept secret.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.

Format: $$SRSADECRAXUSHSH(text, key[,pwd][,enc])
Input Parameters: text: (required) The RSA encrypted ciphertext string to be
decrypted.
key: (required) The RSA private key corresponding to the RSA

public key that was used for encryption, Privacy Enhanced
Mail (PEM) encoded.

pwd: (optional) The private key password.

enc: (optional) Encoding - Public-Key Cryptography Standards
(PKCS) #1 v2.1 encoding method:

e 1 =Optimal Asymmetric Encryption Padding
(OAEP; default)

e 2=PKCS1-vl5

Output: returns: Returns the plaintext string value for the RSA encrypted
ciphertext input parameter.

5.25.1 Example

o NOTE: "hgwds" is the alias of a certificate installed in Caché through the management portal for
demonstration purposes. The private key used to decrypt the ciphertext was not available, so that
function is not demonstrated here.
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5.26 $SRSAENCRMXUSHSH(): Returns RSA Encrypted Ciphertext
for String Entry

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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Supported
Data Security
6189

This extrinsic function returns the RSA encrypted ciphertext for a string entry.
RSA is a public-key encryption system that is widely used for secure data
transmission. The encryption key is public and differs from the decryption key,
which is kept secret.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.
$SRSAENCRMXUSHSH(text,cert[,cafile][,crifile]l[,enc]l)
text: (required) The plaintext string to be encrypted.

cert: (required) An X.509 certificate containing the RSA public
key to be used for encryption, in PEM encoded or binary
Distinguished Encoding Rules (DER) format. The length
of the plaintext cannot be greater than the length of the
modulus of the RSA public key contained in the certificate
minus 42 bytes.

cafile: (optional) The name of a file containing the trusted
Certificate Authority X.509 Certificates in PEM-encoded
format, one of which was used to sign the certificate.

crifile: (optional) The name of a file containing X.509 Certificate
Revocation Lists in PEM-encoded format that should be
checked to verify the status of the certificate.

enc: (optional) Encoding - PKCS #1 v2.1 encoding method:
o 1 =0AEP (default)
e 2=PKCS1-vl5

returns: Returns the RSA encrypted ciphertext value of the text
input parameter.
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5.2.6.1 Example

o NOTE: The RSA encryption API returns Unicode ciphertext, which does not properly display on
an ASCII roll-and-scroll terminal; so the example demonstrated output is Base 64 encoded before
display.

>S TEXT="This is a test"

>S CREDSET=##class(%SYS.X509Credentials) .GetByAlias(*hgwds')

>S CERT=CREDSET.Certificate

>W $$B64ENCDXUSHSH ($SRSAENCRAMXUSHSH(TEXT, CERT, , ,1))
PbFx1UBA+Mu5F4rtFHVJOusYfgFOm99eyhp3jYTBB I teSMYE1J+dHFqSePGtGXInBly2F6gVxTvT
WQyy8Le92tbgADFtPsGKIBISaA103v2r0oxYQkwR6FPub3y/r92hb61/StwAz ImMMFOEP6vgLt/ 10K
1eudUD+sT50esGBIZgAMEFQg i tT3ghXZJIZUADI i //NZbLiWVEtGF+99GSa77VyMXKWgK i SVZZHCLG

YyUGQPN8SWFXEsZNs+STuFaQn6j ial rn04NOuagXEDSZulqGpn5SWE3FNcWeLZES5sXJIX8rGOuWwsR/0
IxX/X1k3L2GhgELELsgzJYORG5Fp8wT58cIKqwQ==

5.2.7 $$SHAHASHNXUSHSH(): Returns SHA Hash for a String Entry
Reference Type: Supported

Category: Data Security

1A #: 6189

Description: This extrinsic function returns the Secure Hash Algorithm (SHA) hash for a
string entry. It uses an input variable to specify the length in bits of the desired
hash.

o NOTE: This APl was released with Kernel Patch XU*8.0*655.
Format: $$SHAHASHAXUSHSH(N ,, X[, Flag])
Input Parameters: n: (required) Length in bits of the desired hash:
e 160 (SHA-1)
o 224 (SHA-224)
e 256 (SHA-256)
e 384 (SHA-384)
e 512 (SHA-512)
X: (required) String to be hashed.
flag: (optional) Flag to control format of hash:
e "H" = Hexadecimal (default)
e "B" =Base64 Encoded
Output: returns: Returns SHA hash for a string entry.
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5.2.7.1 Examples

5.2.7.1.1 Example 1

>W $$SHAHASHMXUSHSH(256,"'This is a test™)

C7BE1ED902FB8DD4D48997C6452F5D7E509FBCDBE2808B16BCF4EDCE4CO7D14E
>

5.2.7.1.2 Example 2

>W $SSHAHASHAXUSHSH(256, "' This is a test","B™)
X74e2QL7JdTUIZFGRSOAFICTVNViglsWvPTtzkwHOU4=
>
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6 Device Handler: Developer Tools

6.1 Overview

The Device Handler provides a common user interface and developer API for using output devices. This
section describes the Device Handler’s developer API.

The ZIS* series of routines becomes the Device Handler when the Kernel installation process (the
ZTMGRSET routine) saves them in the Manager’s account as %ZIS* routines. A separate set of ZIS*
routines is distributed for each operating system.

o NOTE: As of Kernel Patch XU*8.0*546 (and Informational Patch XU*8.0*556), Class 3
routines that are not written to permit queuing no longer output to devices where the QUEUING
field (#5.5) in the DEVICE file (#3.5) is set to FORCED. Sites that have completed the Linux
upgrade checklist, should have already addressed this issue.

REF: For more specific details, see Kernel Patches XU*8.0*546 and 556.

6.2 Application Programming Interface (API)

Several APls are available for developers to work with devices. These APIs are described below.

6.2.1 DEVICE*XUDHGUI(): GUI Device Lookup

Reference Type: Supported

Category: Device Handler

1A #: 3771

Description: This API allows VistA Graphical User Interface (GUI)-based applications to look

up devices. This API retrieves the first 20 devices that meet the specifications
passed. This AP1 was made available with Kernel Patch XU*8.0*220.

Format: DEVICE~NXUDHGUI (. list,starting_point[,direction]
[,right_margin_range])

Input Parameters: list: (required) Named array to store output.
starting_point: (required) This parameter indicates where to start the

$ORDERIng of the Global. “P” only returns devices
whose name starts with “P”; “P*” returns up to 20 devices
the first starting with “P”.

direction: (optional) This parameter indicates whether to SORDER
up or down from the starting_point parameter. The
acceptable values are 1 and -1:

o 1—Up.

e -1—Down.
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right_margin_range: (optional) This parameter specifies a width range of
devices:

e Exact Width (e.g., "132-132”)
e At Least Width (e.g., "132”)
e Range (e.g., ”80-132")

Output Parameters: .list: The data is returned in this named array. Data is returned
in the following format:

IENNAME”DISPLAY NAME~LOCATION”RIGHT
MARGIN*PAGE LENGTH

6.2.1.1 Examples

6.2.1.1.1 Example 1

This example stores/displays a list of all devices that begin with “P” in an array (e.g., DEVICES), without
passing a direction or right margin range parameter:

>K DEVICES
>D DEVICE™XUDHGUI (-DEVICES,”’P”")

The DEVICES array displays the following results:

Figure 20. DEVICE*XUDHGUI API—Example 1: DEVICES array displaying sample results

>ZW DEVICES

DEVICES(1)=358"P-MESSAGE-HFS"P-MESSAGE-HFS"HFS FILE=>MESSAGE"255"256
DEVICES(2)=348"P-MESSAGE-HFS-ONT"P-MESSAGE-HFS-ONTMHFS FILE==> MESSAGE"807999
DEVICES(3)=274"P-MESSAGE-HFS-VXD"P-MESSAGE-HFS-VXD"HFS FILE==> MESSAGE"807256
DEVICES(4)=292"P-RESMON"P-RESMONIRM"132/°64
DEVICES(5)=310"P-WINDOCP-WINDOCMWI WINDOW DOCUMENT BOX"807256

6.2.1.1.2  Example 2

This example stores/displays a list of all devices that begin with “P” in an array (e.g., DEVICES), without
passing a direction parameter but including those devices with a right margin of an exact width of 80:

>K DEVICES
>D DEVICE~XUDHGUI (.DEVICES,”’P”,,”’80-80"")

The DEVICES array displays the following results:

Figure 21. DEVICE"XUDHGUI API—Example 2: DEVICES array displaying sample results

>ZW DEVICES

DEVICES(1)=348"P-MESSAGE-HFS-ONT"P-MESSAGE-HFS-ONT~HFS FILE==> MESSAGE”807999
DEVICES(2)=274"P-MESSAGE-HFS-VXD"P-MESSAGE-HFS-VXD"HFS FILE==> MESSAGE"807256
DEVICES(3)=310"P-WINDOC™P-WINDOCMWI WINDOW DOCUMENT BOX"807256
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6.2.1.1.3 Example 3

This example stores/displays a list of all devices that begin with “P” in an array (e.g., DEVICES), without
passing a direction parameter but including those devices with a right margin width range of 80-132:

>K DEVICES
>D DEVICE~XUDHGUI (.DEVICES,”’P”,,’80-132"")

The DEVICES array displays the following results:

Figure 22. DEVICE*XUDHGUI API—Example 3: DEVICES array displaying sample results

>ZW DEVICES

DEVICES(1)=348"P-MESSAGE-HFS-ONT"P-MESSAGE-HFS-ONT"HFS FILE==> MESSAGE"807999
DEVICES(2)=274"P-MESSAGE-HFS-VXD"P-MESSAGE-HFS-VXD"HFS FILE==> MESSAGE"807256
DEVICES(3)=292"P-RESMON"P-RESMON™IRM"132/64
DEVICES(4)=310"P-WINDOCP-WINDOCMWI WINDOW DOCUMENT BOX"807256

6.2.1.1.4  Example 4

This example stores/displays a list of up to 20 devices, the first of which starts with “P,” in an array
(e.g., DEVICES), without passing a direction or right margin range parameter:

>K DEVICES
>D DEVICE~XUDHGUI (.DEVICES, ”’P*”")

The DEVICES array displays the following results:

Figure 23. DEVICE"XUDHGUI API—Example 4: DEVICES array displaying sample results

>ZW DEVICES

DEVICES(1)=358"P-MESSAGE-HFS"P-MESSAGE-HFSMHFS FILE=>MESSAGE"255"256
DEVICES(2)=348"P-MESSAGE-HFS-ONT~P-MESSAGE-HFS-ONT~HFS FILE==> MESSAGE”~807999
DEVICES(3)=274"P-MESSAGE-HFS-VXD"P-MESSAGE-HFS-VXD"HFS FILE==> MESSAGE"807256
DEVICES(4)=292"P-RESMON~P-RESMON"IRM"132764
DEVICES(5)=310"P-WINDOC~P-WINDOCMWI WINDOW DOCUMENT BOX"807256
DEVICES(6)=202"C6_SDD_MX3 ROUTINE™ROUTINE <C6_SDD_MX3 ROUTINE>"Next to Jean’s
Office”80M59

DEVICES(7)=428"SDD DUPLEX P107”SDD DUPLEX P10MSSD DUPLEX PRINTER NEXT TO JACK”80760
DEVICES(8)=429"SDD P10”SDD P10”Printer next to Jack.”80760
DEVICES(9)=329"C6_SDD_MX3 P107"SS10 <C6_SDD_MX3 P10>"Near Jean’s Office”80759
DEVICES(10)=330~C6_SDD_MX3 P12/SS12 <C6_SDD_MX3 P12>"Near Jean’s Office”96"57
DEVICES(11)=331"C6_SDD_MX3 P167SS16 <C6_SDD_MX3 P16>"Near Jean’s Office”255"58
DEVICES(12)=349"C6_SDD_MX3 P16P8L"SS16P8L <C6_SDD_MX3 P16P8L>"Near Jean’s
Officenl17779

DEVICES(13)=202~C6_SDD_MX3 ROUTINE/~SSR <C6_SDD_MX3 ROUTINE>"Next to Jean’s
Officen80"59

DEVICES(14)=427"SUP$PRT TESTASUP$PRT TEST~DISK FILE"132758
DEVICES(15)=283"SYS$INPUTASYSSINPUTASYSSINPUT ;1132764

DEVICES(16)=198"VMS FILE”NVMS FILENDISK"80"64

DEVICES(17)=349"C6_SDD_MX3 P16P8L"VPM <C6_SDD_MX3 P16P8L>"Near Jean’s Office”™117/79
DEVICES(18)=291"VTB255"VTB255”"RMS FILE"~255799999
DEVICES(19)=288"ZBROWSE~ZBROWSE”RMS FILE"255799999
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6.2.2 $SRES"XUDHSET(): Set Up Resource Device

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

Supported

Device Handler

2232

This extrinsic function sets up a Resource device. It returns:
e Error: -1"ext
e Successful: IEN"device name

$SRESMXUDHSET (device_name[,resource_name],slot_count,description,
subtype)

device_name: (required) The name of the resource device.

resource_name: (optional) The resource name if not the same as the device
name.

slot_count: (required) The number of concurrent jobs that can use this
device. It defaults to 1.

description: (required) The device description. It defaults to “Resource
Device”.

subtype: (required) The subtype to use. It defaults to P-OTHER.

returns: Returns:

e Error: -1"Mext

e Successful: IEN~device name

6.2.3 N0pZIS: Standard Device Call

Reference Type:
Category:
1A #:

Description:

Format:
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Supported

Device Handler

10086

This API allows you to select a device.

All input variables are optional. Non-namespaced variables that are defined and
later KILLed by ~%ZIS include: %A, %E, %H, %X, and %Y.

If device selection is successful, characteristics of the output device are returned
in a number of different variables. If selection is unsuccessful, *%ZIS returns the
POP output variable with a positive number. So, checks for an unsuccessful
device selection should be based on the POP input variable as a positive number.

Device selection can be done as shown in the example that follows.

o REF: For a discussion of form feeds, see the “Form Feeds” section in the
“Special Device Issues” section.

~"WZIS
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Input Parameters: %ZIS: (optional) The %ZIS input variable is defined as a string
containing one or more single-character flags that act as
input specifications. The functions of each of the flags that
can be included in the string are described below. If
the %ZIS input variable contains:

e M—RIGHT MARGIN: The user is prompted
with the right margin query.

¢ N—NO OPENING: The Device Handler returns
the characteristics of the selected device without
issuing the OPEN command to open the device.

o P (obsolete) —CLOSEST PRINTER: The closest
printer, if one has been defined in the DEVICE file
(#3.5), is presented at the default response to the
device prompt.

¢ Q—QUEUING ALLOWED: The job can be
queued to run later. There is no automatic link
between the Device Handler and TaskMan. If
queuing is allowed, just before the Device Handler
is called, the application routine must set the %ZIS
input variable to a string that includes the letter
“Q”. For example:

>S %Z1S=MQ” D ~%ZIS

If the user selects queuing, the Device Handler
defines the 10(*Q”) input variable as an output
variable, to indicate that queuing was selected. If
queuing is selected, the application should set the
needed TaskMan variables and call the TaskMan
interface routine “%ZTLOAD.

o REF: For further details on how to call the
TaskMan interface, see the “TaskMan:
Developer Tools” section.

o 0—DON’T USE 10(0): The Device Handler does
not attempt to use 10(0), the home device at the
time of the call to "%ZIS.

e D—DIRECT PRINTING: If the selected device
is unavailable, it returns a positive number in POP.

e L—RESET IO(“ZIO”): If %ZIS contains L, the
10(“Z10”) output variable is reset with the static
physical port name (e.g., the port name from a
Terminal Server). It is useful when the $1 of the M
implementation does not represent a physical port
name.

%ZIS(*A”): (optional) Use to replace the default device prompt.
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%ZIS(“B”): (optional) If %ZIS is defined, HOME is presented as the
default response to the device prompt. Use %ZIS(“B”) to
replace this default with another response.

>S ZIS(“B7)=""
(If you do not want to display any default response.)

%ZIS(“HFSMODE”): (optional) Use to pass the Host file access mode
to %ZIS. The possible values are:

e “RW?” (which may not work in all
environments)—READ/WRITE access.

e “R”—READ Only access.
o “W’—WRITE access.
e “A”—Append mode.

For example:
>S %ZIS(*“*HFSMODE™)="R"

%ZIS(“*HFSNAME”): (optional) Use to pass the name of a Host file to %ZIS.
For example:

>S %ZIS(““HFSNAME™)="MYFILE .DAT”

%ZIS(“IOPAR™): (optional) Use this input variable to pass open command
variables to the Device Handler. If defined, the value of
this input variable is used instead of any value specified in
the OPEN PARAMETERS field of the DEVICE file
(#3.5). The Device Handler uses the data from either this
input variable or from the OPEN PARAMETERS field
whether or not the device type is TRM.

On some M systems, Right Margin is an OPEN
PARAMETERS. Therefore, any value for Right Margin in
the DEVICE file (#3.5), TERMINAL TYPE file (#3.2), or
user response can be ignored when this input variable is
used.

To set OPEN PARAMETERS for the tape drive device, a
device with $1=47 and device name of MAGTAPE, the
following code could be used:

>S %ZIS(*“10PAR™)="(**"VAL4”**:0:2048)"
>S 10P="*MAGTAPE” D ~%ZIS

o NOTE: The specific variables you pass may not be
functional for all operating systems. Use of this
feature should be limited to local development
efforts.
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%ZIS(“IOUPAR”):

%ZIS(*S”):

I0P:

(optional) Use this input variable in the same way

as %ZIS(“10OPAR”), but for variables to the USE (rather
than OPEN) command. Any USE PARAMETERS
specified in the DEVICE file (#3.5) is overridden. For
example:

>S %Z1S(“10UPAR’)=*NOECHO”
>S 10P=*C72” D ™%ZIS

(optional) Use this input variable to specify a device
selection screen. The string of M code this input variable is
set to should contain an IF statement to set the value of $T.
Those entries that the IF sets as $T=0 are not displayed or
selectable. Like comparable VA FileMan

screens, %ZIS(*“S”) should be set to sort on nodes and
pieces, without using input variables like ION or IOT. As
with VA FileMan, the variable “Y” can be used in the
screen to refer to the Internal Entry Number (IEN) of the
device. Also, the M naked indicator is at the global level
"ZIS(1,Y,0).

An example to limit device selection to spool device types
(SPL) only might be coded as follows:

>S %ZIS(“S”):“ 1 $G(A(““TYPE"“)):““SPL ;;;;;;

(optional) Use 10P to specify the output device. There is
no user interaction when IOP is defined to specify an
output device; the device name (.01 field) is the usual
value of IOP. You can also set IOP to Q and P. (The value
of IOP must not be $I).

o NOTE: If IOP is set to NULL, the device handler
defaults to the HOME device.

You can request queuing by setting IOP="Q”. The user is
then asked to specify a device for queuing. To pre-select
the device, set IOP="Q;device”; the device specified after
the semicolon is selected and 10(“Q”) is set.

You can request the closest printer, as specified in the
DEVICE file (#3.5), by setting IOP="P”" or IOP="p”. If
there is not a closest printer associated with the home
device at the time of the call, device selection fails and
POP is returned with a positive value.

You can also pass the Internal Entry Number (IEN) of the
desired device through IOP. For instance, to select a
device with an IEN of 202, you can set IOP to an accent
grave character (*) followed by the IEN value of 202
before the call to *%ZIS. The following example
illustrates the above call:

>S 10P="202" D ™%ZIS
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Output Variables: 10:

10(0):

10(L,$1):

IO(“CLNM”):

IO(“CLOSE™):

10(“DOC™):
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Using the IEN rather than device name can be useful when
applications have the desired device stored as a pointer to
the DEVICE file (#3.5) rather than as FREE TEXT.

If a device is successfully opened, 10 is returned with the
device $I value of the selected device. If an abnormal exit
occurs, POP is returned with a positive numeric value and
10 is returned as NULL.

A CAUTION: Because the returned value of 10
can be changed, since December 1990,
developers have been advised to check for a
positive value in POP rather for IO equal to
NULL when determining if an abnormal exit
occurred.

HOME DEVICE—Contains the $1 value of the home
device at the time of the call to the Device Handler. Since
it is defined at the time of the call, there is obviously no
restoration after the call.

OPENED DEVICES—This array contains a list of
devices opened for the current job by the Device Handler.
The first subscript of this array is “1”. The second
subscript is the $I value of the device opened. The data
value is NULL. The Device Handler sets, KILLs, and
checks the existence of 10(1,10).

o NOTE: This array should not be altered by
applications outside of Kernel.

This variable holds the name of the remote system. It is
defined via the RPC Broker.

Device closed.

SPOOL DOCUMENT NAME—If output has been sent
to the spool device, this output variable holds the name of
the spool document that was selected.

o NOTE: This variable is KILLed when a call is made
to "%ZIS or HOME"%ZIS: Reset Home Device 10
Variables APIs.
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IO(*HFSIO”):

10(“IP”):

10(“P”):
10(Q"):

10(*S”):

10(“SPOOL”):

10(“T”):
10(“Z10”):

HOST FILE DEVICE 10—This is defined by the Device
Handler when a user queues to a file at the host operating
system level (of a layered system) and selects a file name
other than the default. This Host file system device input
variable should have the same value as that stored in the
10 output variable. If IO(*HFSIO”) exists when the
TaskMan interface is called, the interface saves
I0(“HFSIO”) and IOPAR so that the scheduled task opens
the appropriate Host file.

o NOTE: This variable is KILLed when a call is made
to %ZIS or HOME"%ZIS: Reset Home Device 10
Variables APls.

This variable holds the Internet Protocol (IP) of the remote
system.

This variable holds data about the new syntax requested.

OUTPUT WAS QUEUED—If queuing is allowed
(%ZIS[*Q™) and an output device for queuing is selected,
this output variable is returned with a value of 1:
10(*Q”)=1. Otherwise, it is undefined.

o NOTE: This variable is KILLed when a call is made
to "%ZIS or HOME"%ZIS: Reset Home Device 10
Variables APls.

SLAVED DEVICE—When a slaved printer is selected,
the Device Handler uses this output variable to save the
subtype specification for the home device so that the
appropriate close printer logic can be executed with X
NRZIS(“C”).

SPOOLER WAS USED—The existence of this output
variable indicates that output was sent to the spool device.
It exists temporarily, during spooling, and is KILLed upon
normal exit.

o NOTE: This variable is KILLed when a call is made
to 2%ZIS or HOME"%ZIS: Reset Home Device 10
Variables APls.

TaskMan call.

TERMINAL SERVER PORT—If %ZIS[“L”, both
physical port and server names are returned in 10(*Z10”)
under Cacheé. This information is useful on M
implementations where the value of $1 does not represent a
port on a Terminal Server.
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IOBS:

IOCPU:

IOF:

IOM:

ION:

IOPAR:

IOUPAR:

I0S:

IOSL:

IOST:

10ST(0):

IOT:

BACKSPACE—The code for backspace, usually $C(8),
is returned in this output variable. This code WRITEs a
backspace with W @IOBS.

CPU INDICATOR—If the selected device is on another
CPU, this output variable is returned with the other CPU
reference, obtained from the VOLUME SET (CPU) field
in the DEVICE file (#3.5). TaskMan uses the IOCPU input
variable as an indicator of where the job should ultimately
be run.

FORM FEED—This output variable issues a form feed
when writing its value with indirection; that is, W @IOF.

RIGHT MARGIN—The right margin is commonly set to
either 80 or 132 columns.

DEVICE NAME—This variable returns the device
NAME (.01 field) as recorded in the DEVICE file (#3.5).

OPEN PARAMETERS—This variable returns any
OPEN PARAMETERS that may have been defined for the
selected device, for example, a magnetic tape drive. If the
OPEN PARAMETERS input variable has not been
defined, IOPAR is returned as NULL.

o NOTE: When a device is closed, this variable gets
set to NULL.

USE PARAMETERS—This variable returns any USE
PARAMETERS that may have been defined for the
selected device. If the USE PARAMETERS input variable
has not been defined, IOUPAR is returned as NULL.

o NOTE: When a device is closed, this variable gets
set to NULL.

DEVICE NUMBER—The DEVICE file (#3.5) Internal
Entry Number (IEN) for the selected device.

SCREEN/PAGE LENGTH—The number of lines per
screen or page is defined with this variable. The page
length of a printing device is usually 66 lines. The screen
length of a display terminal is usually 24 lines.

SUBTYPE NAME—This variable returns the NAME (.01
field) of the selected device’s subtype as recorded in the
TERMINAL TYPE file (#3.2).

SUBTYPE NUMBER—This variable returns the Internal
Entry Number (IEN) of the selected device’s subtype as
recorded in the TERMINAL TYPE file (#3.2).

TYPE OF DEVICE—The DEVICE file (#3.5) holds an
indication of Type for all devices. 10T returns the value of
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IOXY:

POP:

the device type (e.g., TRM for terminal, VTRM for virtual
terminal, and HFS for Host File Server).

CURSOR POSITIONING—This output variable returns
the executable M code that allows cursor positioning,
given the input variables DX and DY. The column
position is passed in DX and the row position is passed in
DY.

o NOTE: The system special variables $X and $Y are
not necessarily updated.

EXIT STATUS—When the Device Handler is called,
POP is the output variable that indicates the outcome
status. If device selection is successful, POP is returned
with a value of zero (POP=0). Abnormal exit returns a
positive number in the POP variable.

There are three general conditions for abnormal exit upon
which the POP output variable is returned as positive:

e The first case is one in which a device is not
selected.

e The second concerns unavailable devices.

e The third situation arises when a device is
identified but is unknown to the system.

The first condition of no device selection is met if the user
types a caret (“/V) or times out at the device prompt.
Exceeding the TIMED READ at the right margin or
address/variables prompts has the same result.

The second condition, unavailability, is met if the Device
Handler cannot open the selected device. The selected
device may also have existed on another computer but
queuing was not requested or perhaps not permitted (%ZIS
had not contained Q).

Finally, the selected device may not exist in the DEVICE
file (#3.5). A device name may have been used that is not
found as a .01 field entry. If the device is selected with P
for the closest printer, the CLOSEST PRINTER field in
the DEVICE file (#3.5) may be NULL.

If the exit is abnormal, returning POP with a positive
value, the following output variables are restored with
their values before the call to the Device Handler (before
D "%ZIS): ION, IOF, I0SL, IOBS, 10ST(0), IOST,
IOPAR, IOUPAR, IOS, and IOCPU.

o NOTE: If IOF had been NULL before the call, it is
returned with the pound sign as its value (IOF="#").
For backward compatibility, 10 is currently returned
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as NULL (10=""). However, the returned value of
10 may change in future Kernel versions.

6.2.3.1 Examples

6.2.3.1.1 Example 1
This following is a simplified example; the process of issuing form feeds is not shown.

Figure 24. "%ZIS API—Example

SAMPLE ;SAMPLE ROUTINE

S %Z1S="QM” D ~%ZIS G EXIT:POP
I $DC10C*Q™)) D Q
.S ZTRTN="DQ"SAMPLE” ,ZTDESC=*Sample Test routine”
.D "WZTLOAD D HOME™%ZIS K 10(*Q”) Q
DQ U 10 W I,”THIS 1S YOUR REPORT”
W I,”LINE 2~
W I,”LINE 3~
D ™%ZISC
EXIT S:$D(ZTQUEUED) ZTREQ="“@” K VAR1,VAR2,VAR3 Q

6.2.3.1.2 Example 2

The IOP variable can be defined to pass a string to the Device Handler so that no user interaction is
required for device selection information. The following is the general format for defining IOP:

>S 10P=[Q[;1]1[DEVICE NAME][;SUBTYPE][;SPOOL DOCUMENT NAME][;RIGHT MARGIN[;PAGE
LENGTH]]

6.2.3.1.3 Example 3

If the SPOOL DOCUMENT NAME is included, then the RIGHT MARGIN and PAGE LENGTH are
ignored. Therefore, use the following format if a spool device is desired:

>S 10P=[Q[;]1[DEVICE NAME][;SUBTYPE][;SPOOL DOCUMENT NAME]

6.2.3.1.4 Example 4

The following shows how a device named “RXPRINTER” in the DEVICE file (#3.5) can be opened
without user interaction:

>S 10P="RXPRINTER” D ~%Z1S Q:POP
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6.2.3.1.5 Example 5
When setting the 10P variable, you can include the right margin:

>S IOP=ION_”;” IOM or S 10P=*;120"
Or:

>S 10P="RXPRINTER;120”

In this example, ION is the local variable that contains the name of the device to be opened and the IOM
variable contains the value of the desired right margin.

6.2.3.1.6 Example 6
The IOP variable can be set to FORCED queuing by starting the string with “Q”:

>SET I10P=%Q;”_ION_";”_IOM _._. etc.

In order to force queuing and prompt the user for a device:

>SET 10P=*“Q” D ™%ZIS Q:POP

6.2.3.1.7 Example?7
A spool document name can be passed to the Device Handler:

>S 10P=DEVNAM_";”_10(*DOC”) D ~%ZIS Q:POP
Or:

>S 10P=*SPOOL;”_10(**DOC™")
Or:

>S 10P=DEVNAM_";”_10ST_";”_10(**DOC”")
Or:

>S 10P=*“SPOOL ; P-OTHER ;MYDOC”’

o REF: For more information, see the “Spooling” section in the Kernel Systems Management
Guide.
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In this example, DEVNAM contains the name of the device to be opened. I0(*“DOC”) contains the spool
document name, and IOST contains the name of the desired subtype. “SPOOL” is the actual hame of a
device entry that corresponds to the spool device, “P-OTHER” is the desired subtype, and “MYDOC” is
the name of the spool document.

6.2.3.1.8 Example 8

Finally, the IOP variable can be used to select a device by the device’s Internal Entry Number (IEN). To
select a device with an IEN of 202, set IOP to an accent grave character followed by the IEN value of
202:

>S 10P="202" D ™%ZIS

6.2.3.2 Multiple Devices and "%ZIS

Beyond the home device, the *%ZIS API is not designed to open more than one additional device at a
time.

For interactive users, the home device should already be open and defined in the Kernel environment.
"owZIS should only be used to open one additional device at a time for interactive users. For a task, you
can use "%ZIS to open one additional device beyond the task’s assigned device.

Beginning with Kernel 8.0, there are three APIs to support using more than one additional device
simultaneously:

e OPEN"%ZISUTL(): Open Device with Handle
e  USEN%ZISUTL(): Use Device Given a Handle
e CLOSEM%ZISUTL(): Close Device with Handle

These “multiple device” APIs are described later in this section.

6.2.3.3 Host Files and "%ZIS

Although it is possible to use the ~%ZIS API to manipulate Host files, the Host file API (in *%ZISH)
offers more robust Host file functionality.

o REF: For more information on using the Host file API, see the “Host Files” section.

6.2.4 HLP17"%ZIS: Display Brief Device Help

Reference Type: Supported

Category: Device Handler

1A #: 10086

Description: This API displays brief help about device selection. There are no input
parameters.

While invoking the Help Processor involves a straightforward call in the
production account (the EN*XQH or EN1"XQH calls), it is a more complex
matter in the Manager account where ~%ZIS resides. Hence, this call is provided.
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Format:
Input Parameters:
Output:

HLP1"%ZIS
none.

none.

6.2.5 HLP27"%ZIS: Display Device Help Frames

Reference Type:
Category:
1A #:

Description:

Format:
Input Parameters:
Output:

Supported
Device Handler
10086

This API allows you to display extended help about device selection . The Help
Processor is invoked to display a series of help frames. There are no input
parameters.

While invoking the Help Processor involves a straightforward call in the
production account (the ACTION~XQH4(): Print Help Frame Tree or
ENI1MXQH: Display Help Frames APIs), it is a more complex matter in the
Manager account where "%ZIS resides. Hence, this call is provided.

HLP2"%Z1S
none.

none.

6.2.6 HOME"%ZIS: Reset Home Device 10 Variables

Reference Type:
Category:
1A #:

Description:

Format:

Supported
Device Handler
10086

This API sets the key 10 variables to match the characteristics of the home
device. The HOME"%ZIS API performs the same function as the obsolete
CURRENT"%ZIS API. Developers have been advised that Kernel 8.0 is the last
version of Kernel to support CURRENT”%ZIS.

HOME"%ZIS, beyond updating the set of variables for the home device, also
updates the active right margin system setting for the home device, by executing
"pZOSF(*RM”) based on the home device’s IOM value.

HOME~MGZ 1S

Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Set all input variables.

3. Call the API.

Input Variables:
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Output Variables: 10: Device $I.

10(0): Home device at the time of the call to *%ZIS.

IOBS: Backspace code.

IOF: Form Feed code.

IOM: Right Margin length.

ION: Name of last selected input/output device from the
DEVICE file (#3.5).

I0S: Internal Entry Number (IEN) of last selected input/output
device from the DEVICE file (#3.5).

IOSL: Screen or page length.

IOST: Subtype of the selected device.

I0ST(0): Subtype Internal Entry Number (IEN).

I0T: Type of device, such as TRM for terminal.

IOXY: Executable M code for cursor control.

6.2.7 $SREWIND"%ZIS(): Rewind Devices

Reference Type: Supported

Category: Device Handler

1A #: 10086

Description: This extrinsic function rewinds special devices. These devices may be of the

following types:
e Magtape
e Sequential Disk Processor

e Host File Server

Format: $SREWIND %ZI1S(io, iot, iopar)
Input Parameters: io: (required) The $10 representation of the device to be
rewound, in the same format as 10, which is returned by
NAZIS.
iot: (required) The “Type” of device to be rewound, in the

same format as IOT, which is returned by "%ZIS.

iopar: (required) The “Open Parameters” for the selected device,
in the same format as IOPAR which is returned by "%ZIS.

Output: returns: Returns:
e 1—Device was rewound successfully.

e 0—Device was not rewound successfully.
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6.2.7.1 Example

>S Y=$$REWIND"%ZI1S(10, 10T, IOPAR)

6.2.8 "%ZISC: Close Device

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:

6.2.8.1 Example

>D ~"wzZ1SC

Supported
Device Handler
10089

This API closes a device opened with a call to the ~%ZIS API and restores the
home device.

Do not issue a form feed when calling ~%ZISC. The Device Handler takes care
of issuing a form feed if necessary (i.e., if $Y>0, indicating the cursor or print
head is not at the top of form). To prevent the Device Handler from issuing this
form feed, as appropriate for continuous printing of labels, for example, define
the IONOFF input variable before calling *%ZISC.

Before the "%ZISC API existed, close logic was executed with the command X
NHZIS(*C). Developers have been advised that X ~%ZIS(“C”) is no longer
supported and that the ~%ZISC API should be used instead. In the current
version of Kernel, the ~%ZIS(*“C”) node only holds a call to the ~%ZISC routine.
Kernel versions beyond Kernel 8.0 will not export 2*%ZIS(“C”).

~HZ1SC

various: For a list of input variables, see the normal device output
variables from the 2%ZIS: Standard Device Call API.

various: For a list of output variables, see the normal device output

variables from the 2%ZIS: Standard Device Call API.

6.2.9 PKILL"%ZISP: Kill Special Printer Variables

Reference Type:
Category:
1A #:

Description:

Format:
Input Parameters:
Output:

Kernel 8.0
Developer’s Guide

Supported
Device Handler
3172

This API KILLs printer-specific Device Handler variables. All output parameters
defined by the PSET"%ZISP: Set Up Special Printer Variables AP are KILLed.

PKILL"%ZISP

none.

none.
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6.2.10 PSET*%ZISP: Set Up Special Printer Variables
Reference Type: Supported

Category: Device Handler
1A #: 3172
Description: This API defines a set of variables that toggle special printer modes. The

corresponding fields in the TERMINAL TYPE file (#3.2) entry for the terminal
type in question must be correctly set up, however; that is where PSET"%ZISP
retrieves its output values.

Format: PSET/%Z ISP

Make sure to perform the following steps before calling this API:
1. NEW all non-namespaced variables.
2. Setall input variables.

3. Call the API.
Input Variables: I0ST(0): (required) Pointer to the TERMINAL TYPE entry for the
printer in question, as set up by the Device Handler.
Output Variables: IOBAROFF: Bar code off.
IOBARON: Bar code on.
IOCLROFF: Color off.
IOCLRON: Color on.
IODPLXL: Duplex, long edge binding.
IODPLXS: Duplex, short edge binding.
IOITLOFF: Italics off.
IOITLON: Italics on.
IOSMPLX: Simplex.
IOSPROFF: Superscript off.
IOSPRON: Superscript on.
IOSUBOFF: Subscript off.
IOSUBON: Subscript on.

6.2.10.1 Example
To toggle a printer mode with one of PSET"%ZISP’s output variables, WRITE the variable to the printer
using indirection, as follows:

>D PSET™%Z1SP
>W @10BARON
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6.2.11 ENDRM%ZISS: Set Up Specific Screen Handling Variables
Reference Type: Supported

Category: Device Handler
1A #: 10088
Description: This API sets up specific screen-handling variables and other terminal type

attributes. Unlike the ENS"%ZISS: Set Up Screen-handling Variables API,
which sets up all screen-handling variables, you specify which ones to set up
with ENDR"%ZISS.

Format: ENDRN%Z 1SS

Make sure to perform the following steps before calling this API:
1. NEW all non-namespaced variables.
2. Setall input variables.

3. Call the API.

Input Variables: I0ST(0): (required) Internal entry number (IEN) of the selected
device’s subtype as recorded in the TERMINAL TYPE
file (#3.2).

X: (required) Use this input variable to select the

ENS"%ZISS screen-handling variables to define. It should
be a semicolon-delimited list of the variables to define. For
example:

>S X="10RVON; IORVOFF; I10UON; I10UOFF”

If more than 255 characters are needed to define the X
variable, make two or more calls to ENDR"%ZISS, each
with a partial list of the variable settings for X.

%ZIS: (optional) If you define %ZIS="1", the output array IOIS is
created. The format of I0IS is as follows:

I0IS(ASCI1 value of first character followed
by remaining characters)=output variable

For example:
101S(**27[C*)=10CUF

Not every screen-handling variable has a corresponding
IOIS node. Also, only the nodes in the IOIS array that
correspond to screen-handling variables specified in the X
input variable are created.

Output Variables: A subset of the output variables returned by ENS"%ZISS:
Set Up Screen-handling Variables API are returned by
ENDRM%ZISS, depending on what screen-handling
variables are requested in the x input variable.
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6.2.12 ENS*"%ZISS: Set Up Screen-handling Variables
Reference Type:

Category:
1A #:

Description:

Format:

Make sure to perform the following steps before calling this API:
1. NEW all non-namespaced variables.

Supported

Device Handler

10088

This is a screen management API. It sets up screen handling variables and other
terminal type attributes.

ENSMZISS

2. Set all input variables.

3. Call the API.
Input Variables:

Output Variables:

I0ST(0):

%ZIS:

(required) Internal entry number of the selected device’s
subtype as recorded in the TERMINAL TYPE file (#3.2).

(optional) If you define %ZIS = “I”, the output array 101S
(mapping escape codes sent by input keys to input keys) is

created.

o REF: For a description of the I0IS nodes created,
see the “Output Variables” section below.

The output variables are listed below:

o NOTE: Not all characteristics are possible on all terminal types. The IOEFLD and IOSTBM
variables are used with indirection. Also, IOSTBM requires the setting of IOTM and IOBM as
input variables for the top and bottom margins.

Kernel 8.0
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IOARMO:
IOARML1:
IOAWMO:
IOAWM1:
IOBOFF:
IOBON:

IOCOMMA:

IOCUB:
I0OCUD:
IOCUF:
IOCUON:
IOCUOFF:

Auto repeat mode off.
Auto repeat mode on.
Auto wrap mode off.

Auto wrap mode on.

Blink off.
Blink on.

Keypad’s comma.
Cursor backward.

Cursor down.
Cursor forward.
Cursor on.

Cursor off.
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IOCUU:
IODCH:
IODHLB:
IODHLT:
IODL:
IODWI:
IOECH:
IOEDALL:
IOEDBORP:
IOEDEOP:
IOEFLD:

IOELALL:
IOELBOL:
IOELEOL:
IOENTER:
IOFIND:
IOHDWN:
IOHOME:
IOHTS:
IOHUP:
IOICH:
IOIL:
IOIND:
IOINHI:
IOINLOW:

IOINORM:
IOINSERT:

IOKPO:
IOKP1:
IOKP2:
IOKP3:
IOKP4:
IOKP5:
IOKPG:

Cursor up.

Delete character.

Double-high/wide bottom.

Double-high/wide top.

Delete line.

Doublewide length.

Erase character.

Erase in display entire page.

Erase in display from beginning of page to cursor.
Erase in display from cursor to end of page.

Erase field (*use through indirection, such as, W
@IOEFLD).

Erase in line entire line.
Erase in line from beginning of line to cursor.
Erase in line from cursor to end of line.
Keypad’s Enter.

Find key.

Half down.

Home cursor.
Horizontal tab set.

Half up.

Insert character.

Insert line.

Index.

High intensity.

Low intensity.

Normal intensity.
Insert key.

Keypad 0.

Keypad 1.

Keypad 2.

Keypad 3.

Keypad 4.

Keypad 5.

Keypad 6.
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IOKP7:
IOKP8:
IOKPO:
IOIRMO:
IOIRM1:
IOKPAM:
IOKPNM:
IOMC:
IOMINUS:
IONEL.:
IONEXTSC:
IOPERIOD:
IOPFL1:
IOPF2:
IOPF3:
IOPF4:
IOPREVSC:
IOPROP:
IOPTCH10:
IOPTCH12:
IOPTCH16:
IORC:

IOREMOVE:

IORESET:
IORI:
IORLF:
IORVOFF:
IORVON:
I0SC:
IOSGRO:
IOSELECT:
IOSTBM:

IOSWL.:

Keypad 7.

Keypad 8.

Keypad 9.

Replace mode.

Insert mode.

Keypad application mode on.
Keypad numeric mode on.
Print screen.
Keypad’s minus.
Next line.

Next screen.
Keypad’s period.
Function key 1.
Function key 2.
Function key 3.
Function key 4.
Previous screen.
Proportional spacing.
10 Pitch.

12 Pitch.

16 Pitch.

Restore cursor.
Keypad’s Remove.
Reset.

Reverse index.
Reverse line feed.
Reverse video off.
Reverse video on.
Save cursor.

Turn off select graphic rendition attributes.
Keypad’s Select.

Set top and bottom margins ("use through indirection, such
as, W @IOSTBM; IOTM and IOBM must be defined as
the top and bottom margins.)

Singlewide length.
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IOTBC:

IOTBCALL:

IOUOFF:
IOUON:
I0IS:

Tab clear.

Clear all tabs.

Underline off.

Underline on.

This array is created as follows:
101S(escape_code)=KEYNAME

Where escape_code is the escape code generated by
pressing the key KEYNAME on the selected terminal, and

KEYNAME can be one of the following:
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COMMA
DO
ENTER
FIND
HELP
INSERT
I0CUB
IOCUD
IOCUF
IOCUU
KPO
KP1
KP2
KP3
KP4
KP5
KP6
KP7
KP8
KP9
MINUS
NEXTSCRN
PERIOD
PF1

PF2
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« PF3

« PF4

e« PREVSCRN
e REMOVE

e« SELECT

6.2.13 GKILL"%ZISS: KILL Graphic Variables

Reference Type: Supported

Category: Device Handler

1A #: 10088

Description: This is a screen management API. It KILLs graphic variables used in screen

handling. All output parameters set up by the GSET"%ZISS: Set Up Graphic
Variables API are KILLed.

Format: GKILL"N®%ZI1SS

Input Parameters: none.
Output: none.

6.2.14 GSET"%ZISS: Set Up Graphic Variables

Reference Type: Supported

Category: Device Handler

1A #: 10088

Description: This is a screen management API. It sets up graphic variables for screen

handling. Graphics on/off is a toggle that remaps characters for use as graphics.
Not all terminals need remapping, since they already have the high range of

ASCII codes.

Format: GSETA%ZISS

Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Setall input variables.

3. Call the API.

Input Variables: I0ST(0):

Output Variables: IOBLC:
IOBRC:
IOBT:
10G1:
10GO:
IOHL:
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(required) Terminal Type.

Bottom left corner.
Bottom right corner.
Bottom “T”.
Graphics on.
Graphics off.
Horizontal line.
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6.2.14.1 Example

IOLT: Left “T”.

IOMT: Middle “T”, or cross hair (*“+7).
IORT: Right “T”.

IOTLC: Top left corner.

IOTRC: Top right corner.

IOTT: Top “T".

IOVL: Vertical line.

Figure 25. GSET"%ZISS API—Example

GSET™MZISS

10G1

1=1:1:20 W I10HL
10G0O

GKILLMZ 1SS

O=T=0

; write a horizontal line

6.2.15 KILL"%ZISS: KILL Screen Handling Variables

Reference Type:
Category:

1A #:
Description:

Format:
Input Parameters:
Output:

Supported
Device Handler
10088

This is a screen management API. It KILLs graphic variables used in screen
handling. Only the output parameters set up by the ENS"%ZISS: Set Up Screen-
handling Variables and ENDR"%ZISS: Set Up Specific Screen Handling
Variables APIs are KILLed by this call.

KILLMZ1SS

none.

none.

6.2.16 CALL"%ZISTCP: Make TCP/IP Connection (Remote System)

Reference Type:
Category:

1A #:
Description:

Format:
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Supported

Device Handler

2118

This API makes a TCP/IP connection to a remote system.

CALL™MZ1STCP
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Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Set all input variables.

3. Call the API.
Input Variables:

Output Variables:

IPADDRESS:

SOCKET:

TIMEOUT:
10:

POP:

(required) This is the Internet Protocol (IP) address of the
Host system to which it connects. It must be in the IP
format of four numbers separated by dots

(e.g., 99.99.9.999).

(required) This is the socket to connect to on the remote
host. It is an integer from 1-65535. Values below 5000 are
reserved for standard Internet services (e.g., SMTP mail).

(optional) This is the timeout to apply to the Open.

If the connection is made then the 10 variable holds the
implementation value that references the connection.

This output variable reports the connection status:

e Successful—A value of zero (0) means the
connection was successful.

e Unsuccessful—A positive value means the
connection failed.

It works the same as a call to the 2%ZIS: Standard Device
Call API.

6.2.17 CLOSEM%ZISTCP: Close TCP/IP Connection (Remote System)

Reference Type:
Category:
1A #:

Description:

Format:

Input Parameters:

Output:
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Supported
Device Handler
2118

This API closes the connection opened with the CALL"%ZISTCP: Make TCP/IP
Connection (Remote System) API. It works like a call to the 2%ZISC: Close

Device API.
CLOSEN%ZISTCP

various:

various:

For a list of input variables, see CALL"%ZISTCP: Make
TCP/IP Connection (Remote System) API.

For a list of output variables, see CALL"%ZISTCP: Make
TCP/IP Connection (Remote System) API.
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6.2.18 CLOSE"%ZISUTL(): Close Device with Handle
Reference Type: Supported

Category: Device Handler
1A #: 2119
Description: This API closes a device opened with the OPEN"%ZISUTL(): Open Device with

Handle API. When you close a device with CLOSE"%ZISUTL, the 10 variables
are set back to the home device’s and the home device is made the current
device. One of three functions that support using multiple devices at the same
time.

o REF: See also OPEN"%ZISUTL(): Open Device with Handle and
USE"%ZISUTL(): Use Device Given a Handle APls.

Format: CLOSEMZISUTL (handle)

Input Parameters: handle: (required) The handle of a device opened with the
OPEN"%ZISUTL(): Open Device with Handle API.

Output: none.

6.2.19 OPEN"%ZISUTL(): Open Device with Handle

Reference Type: Supported

Category: Device Handler

1A #: 2119

Description: Use this AP1 when you expect to be using multiple output devices. This API, as

well as its two companion APIs: RMDEV"%ZISUTL(): Delete Data Given a
Handle and CLOSE"%ZISUTL(): Close Device with Handle, makes use of
handles to refer to a device. A handle is a unique string identifying the device.

The three "%ZISUTL APIs are essentially wrappers around the "%ZIS API.
They provide enhanced management of 10 variables and the current device,
especially when working with multiple open devices. One of three functions that
support using multiple devices at the same time.

o REF: See also RMDEV %ZISUTL(): Delete Data Given a Handle and
CLOSEM%ZISUTL(): Close Device with Handle APls.

Format: OPENMZISUTL(handle[,valiop][, -valzis])
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Input Parameters: handle:

valiop:

valzis:

Output Variables: IOF:

IOM
IOSL
10

10(0)

(required) A unique FREE TEXT name to associate with a
device you want to open.

(optional) Output device specification, in the same format
as the 1OP input variable for the ~%ZIS: Standard Device
Call API. The one exception to this is passing a value of
NULL,; this is like leaving IOP undefined. With "%ZIS, on
the other hand, setting IOP to NULL specifies the home
device. To request the home device, pass a value of
“HOME?” instead.

(optional) Input specification array, in the same format
(and with the same meanings) as the %ZIS input
specification array for the ~%ZIS: Standard Device Call
API. Must be passed by reference.

o REF: For more information, see the "%ZIS function
documentation.

OPEN"%ZISUTL returns all the same output variables as
the 2%ZIS: Standard Device Call API. OPEN"%ZISUTL
serves as a “wrapper” around the ~%ZIS: Standard Device
Call API, providing additional management of 10 output
variables that *%ZIS does not (principally to support
opening multiple devices simultaneously).

o REF: For more information on these input
parameter, see the ~%ZIS documentation.
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10(*Q™)
10(*S”)
10(“*DOC”)
10(“SPOOL”)
10(“Z10”)
IO(“HFSIO”)
10(1,$1)
IOST
I0ST(0)
10T

ION

IOBS
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IOPAR
IOUPAR
[ON)
IOHG
IOXY
POP

6.2.19.1 Example

Figure 26. OPEN*%ZISUTL API—Example

ZXGTMP  ; 1SC-SF/doc %ZISUTL sample ;11-oct-94
;31.0;5;
EN ;
K ABAZIS S AGAZIS(“A”)="“Enter the printer to output first 40 chars in each
line: ©
D OPENMGZISUTL(““PRT1”,”*, .A6AZIS) Q:POP
K ABAZIS S AGAZIS(*A”)="“Enter the printer to output chars 41
to end of line: “
D OPENMGZISUTL(*““PRT27,”*, _.A6AZIS) I POP D CLOSE™ZISUTL(*“PRT1”) Q
S I= F S I=$0("TMP($J,”’DOC”, 1)) Q:I"]"* S X=~(1) D
-D USEMNZISUTL(“PRT1”) U 10 W $E(X,1,40),!
-D USEMWZISUTL(“PRT2”) U 10 W $E(X,41,3L(X)),!
D CLOSEMGZISUTL(*“PRT1"),CLOSE™NZISUTL(*“PRT2”)

Q

6.2.20 RMDEV"%ZISUTL(): Delete Data Given a Handle
Reference Type: Supported

Category: Device Handler

1A #: 2119

Description: This API deletes the data associated with the handle. It does not change any of
the 10* variables.

Format: RMDEVA%ZISUTL (handle)

Input Parameters: handle: (required) A unique Free Text name to associate with a

device that you want to delete.
Output: none.

6.2.21 SAVDEVA%ZISUTL(): Save Data Given a Handle
Reference Type: Supported

Category: Device Handler

1A #: 2119

Description: This API saves the current device 10* variables under the handle name.
Format: SAVDEVA%Z I1SUTL (handle)
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Input Parameters: handle: (required) A unique Free Text name to associate with a
device that you want to save.

Output: none.

6.2.22 USEM%ZISUTL(): Use Device Given a Handle

Reference Type: Supported

Category: Device Handler

1A #: 2119

Description: This API restores the 10 variables for a device saved with the

OPEN"%ZISUTL(): Open Device with Handle or SAVDEVM%ZISUTL (): Save
Data Given a Handle APIs. It then does a USE of the device if it is open. The
same as:

>DO USE~%ZISUTL(handle) U 10

o REF: See also OPEN"%ZISUTL(): Open Device with Handle and
CALL"N%ZISTCP: Make TCP/IP Connection (Remote System) APIs.

Format: USE~®%ZISUTL(handle)

Input Parameters: handle: (required) A unique Free Text name to associate with the
device that was opened with the OPEN"%ZISUTL():
Open Device with Handle API.

Output Variables: 10*: Standard 10 variables.

6.3 Special Device Issues
This section discusses the following special devices and device issues:
e Form Feeds

e Resources

6.3.1 Form Feeds

The Device Handler has a method for issuing a form feed at the point when it closes the device. The
purpose for this utility is to eliminate unnecessary page feeds at the beginning or end of a report. Extra
page feeds result when an application issues its own form feed at the beginning of a report and then VA
FileMan issues another pair, one at the beginning and one at the end. An additional problem is laser
printers that also generate an extra form feed to clear the print buffer.

When closing a device, “%ZISC checks the value of $Y to determine the cursor or print head’s vertical
line location. If $Y is greater than zero, the Device Handler WRITEs a form feed (W @IOF) to reset the
value of $Y to zero. Therefore, applications should not issue any form feeds when calling the Device
Handler to open or close a device.

VA FileMan has already removed its initial form feed. For the benefit of those who use VA FileMan
without Kernel and its Device Handler, VA FileMan continues to issue a form feed at the end when the
device is closed. Since this procedure resets the $Y special variable to zero, the Device Handler does not
send an additional form feed when VA FileMan is used with Kernel.
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Device Handler also checks for the existence of the IONOFF variable when closing the device. Thus,
application developers can use the IONOFF variable to suppress form feeds by setting it just before
calling 2%ZISC: Close Device API to close the device.

6.3.1.1 How to Check if Current Device is a CRT

You should use the following code to test if the current device is a CRT (if it returns false, the current
device is a CRT; if it returns true, you should assume that the current device is a printer):

>1 $E(IOST,1,2)7="“C-"

6.3.1.2 Guidelines for Form Issuing Form Feeds

In most cases, a form feed before the first page is only needed for reports to CRTs. When directing
reports to a printer, do not issue an initial form feed before the first page; it is not needed. However, you
should print the heading (if used) on the first page. You do need to issue a form feed between pages,
regardless of whether the report is directed to a CRT or to a printer.

The following summarizes the current guidelines for issuing form feeds for CRTs and printers:

6.3.1.2.1 CRTs

1. Issue the initial form feed before the first page of a report as before.

2. Print a heading on the first page if headings are used.

3. Print the lines of the report while checking the value of the vertical position ($Y).
4. If there is no more data to process, then GO TO STEP #9.
5

If the value of the vertical position plus a predetermined number to serve as a buffer exceeds the
screen length, prompt the user to press <Enter> to continue.

6. A time-out at the READ or a caret (“/”) response to the continue prompt represents a request to
terminate the display. GO TO STEP #9.

7. If the user presses <Enter> in response to the prompt, issue a form feed followed by a heading (if
used).

8. GO TO STEP #3.
9. The application should terminate the display of the report.
10. END

6.3.1.2.2 Printers

1. Do not issue a form feed before the first page of a report.

2. Print a heading on the first page if headings are used.

3. Print the lines of the report while checking the value of the vertical position ($Y).
4. If there is no more data to process, then GO TO STEP #7.
5

If the value of the vertical position plus a predetermined number to serve as a buffer exceeds the
page line limit, issue a form feed.

6. GO TO STEP #3.
The application should terminate the printout of the report.
8. END
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The sample routines Figure 27 and Figure 28 provide two examples of how to output a report following

current guidelines for form feeds. In the examples, a series of three vertical dots indicates omitted
information.

Figure 27. Device Handler—Issuing form feeds following current guidelines

ROU ;SAMPLE ROUTINE
S 10P=*“DEVNAM” D "%ZI1S G EXIT:POP
1 $DCI0C*Q™™)) S ZTRTN=*“DQ”ROU”,ZTDESC="“SAMPLE REPORT” D ~%ZTLOAD,HOME~%ZIS

DQ ;SAMPLE REPORT
S (END,PAGE)=0
U 10 D @(*HDR”_(2-($E(IOST,1,2)="C-"))) F Q:END D
W,
WL
.D HDR:$Y+5>10SL Q

D ~%ZISC Q
HDR :SAMPLE HEADER

1 $ECIOST,1,2)=“C-" W 1,”Press RETURN to continue or “~” to exit: “ R
X:DTIME S END=“$TI(X=*“~") Q:END
HDR1 W @I0F

HDR2 S PAGE=PAGE+1 W ?20,”SAMPLE HEADING”,?(10M-10),”PAGE: *,$J(PACE,3)

Figure 28. Device Handler—Alternate approach following current guidelines

ROU ;SAMPLE ROUTINE
S 10P=“DEVNAM” D "%ZI1S G EXIT:POP
1 $DCI0C*Q™)) S ZTRTN=*“DQ”ROU”,ZTDESC=*“SAMPLE REPORT” D ~%ZTLOAD,HOME~%ZIS

DQ ;SAMPLE REPORT
S (END,PAGE)=0
UIOF Q:END D
.D HDR:$Y+5>10SL Q
W,
W,

D ~%ZISC Q
HDR :SAMPLE HEADER

1 PAGE,$E(10ST,1,2)=“C-" W I,”Press RETURN to continue or “~” to exit: “ R
X:DTIME S END=“$TI(X=*“~") Q:END

HDR1 W:”($ECI0ST,1,2) =*“C-"&*PAGE) @IOF
HDR2 S PAGE=PAGE+1 W ?20,”SAMPLE HEADING”,?(10M-10),”PAGE: *,$J(PAGE,3)
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6.3.2 Resources

6.3.2.1 Queuing to a Resource

You can only use resources through calls to *%ZTLOAD. They cannot be directly manipulated (except
by TaskMan). To use a resource, you need to set the ZTIO input variable to the name of the resource. For
example:

>S ZTI10=*ZZRES” ,ZTRTN=*“tag”routine”,ZTDTH=$H
>S ZTDESC=“First task in a series”
>D ~wZTLOAD

Since the name of the resource is part of the call, application developers must include installation
procedures so that IRM is able to create the resources using the correct names and other attributes.

You can optionally use a SYNC FLAG when queuing to a Resource type device. Using a SYNC FLAG
helps to ensure that sequential tasks queued to a resource only run if the preceding task in the series has
completed successfully.

o REF: For more information on using SYNC FLAGS, see the “TaskMan: Developer Tools”
section.
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7 Domain Name Service (DNS): Developer Tools

7.1 Application Programming Interface (API)

Several APls are available for developers to work with Domain Name Service (DNS). These APIs are
described below.

7.1.1 $SADDRESSMXLFNSLK(): Convert Domain Name to IP

Addresses
Reference Type: Supported
Category: Domain Name Service (DNS)
1A #: 3056
Description: This extrinsic function calls the Domain Name Service (DNS) to convert a

domain name into its IP addresses. The IP addresses of the DNS being called are
in the DNS IP field (#8989.3,51) in the KERNEL SYSTEM PARAMETERS file

(#8989.3).
Format: $$ADDRESSMXLFNSLK(domain_name[,type])
Input Parameters: domain_name: (required) This is the fully qualified domain name
(e.g., FORUM.VA.GOV).
type: (optional) This input parameter is from the set A: IPv4
address (the default), AAAA: IPv6 address, CNAME:
alias.
Output: returns: Returns a comma-separated list of IP addresses that are

associated with the input domain.

7.1.1.1 Examples

>S X=$$ADDRESSXLFNSLK(*“FORUM.VA_GOV’")

>W X
99.9.99.999

>S X=$$ADDRESSXLFNSLK(“‘www.google.com”,”AAAA” )

>W X
2607:F8B0:400E-0C02:0000:0000:0000:0067
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7.1.2 MAILMXLFNSLK(): Get IP Addresses for a Domain Name
Reference Type: Supported

Category: Domain Name Service (DNS)
1A #: 3056
Description: This API calls the Domain Name Service (DNS) to get the MX records for a
domain name with its IP addresses.
Format: MATLAXLFNSLK( . return,domain_name)
Input Parameters: return: (required) A local variable passed by reference to hold the
return array.
domain_name: (required) This parameter is a fully qualified domain name
(e.g., FORUM.VA.GOV).
Output Parameters: .return: Returns data in the array passed in by reference. The data

is subscripted by priority. The domain_name parameter is
a fully qualified domain name (e.g., FORUM.VA.GOV).

7.1.2.1 Example

>K ZX D MAILMXLENSLK(.-ZX,”1SC-SF.MED.VA.GOV") ZW zZX
ZX=2

ZX(5)=a2.1SC-SF.MED.VA.GOV."99.9.99.99
ZX(10)=al.lSC-SF.MED.VA.GOV."99.9.99.99
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8 Electronic Signatures: Developer Tools

8.1 Application Programming Interface (API)

Several APls are available for developers to work with electronic signatures. These APIs are described
below.

8.1.1 "XUSESIG: Set Up Electronic Signature Code

Reference Type: Controlled Subscription

Category: Electronic Signatures

1A #: 936

Description: This API, when called from the top, allows the user to set up a personal

electronic signature code. It is used within application code to allow the user
immediate on-the-fly access to set up the electronic signature, rather than force
the user to leave the application and enter a different option to do the same.

Format: ~XUSESIG
Input Parameters: none.
Output: none.

8.1.2 SIGM"XUSESIG(): Verify Electronic Signature Code

Reference Type Supported

Category Electronic Signatures

IA# 10050

Description This API requests and verifies the electronic signature code of the current user.
Format SIGMXUSESIG(duz,x1)

Input Parameters  duz: (required) User number.

Output Parameters x1: If the user entered the correct electronic signature code, the

encrypted electronic signature code as stored in the NEW
PERSON file (#200) is returned in x1. Otherwise, X1 is returned
as NULL.
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8.1.3 $$CHKSUMMXUSESIG1(): Build Checksum for Global Root

Reference Type Supported

Category Electronic Signatures
IA# 1557
Description This extrinsic function takes a global root ($name_value) and builds a checksum

for all data in the root.

o NOTE: The flag input parameter is no longer used. Previously, It was used
when there was more than one checksum algorithm.

Format $SCHKSUMNXUSES I1G1 ($name_value[,Tlag])

Input Parameters $name_value: (required) This is a global root as would be returned from

$NAME.
flag: (obsolete) Not used at this time.
Output returns Returns the checksum for the global root.

8.1.4 $$CMPAXUSESIGL(): Compare Checksum to $Name_Value

Reference Type  Supported

Category Electronic Signatures
IA# 1557
Description This extrinsic function compares the checksum passed in to the calculated value
from the SNAME_VALUE. It Returns the following:
e 1—Match.
e 0—No match.
Format $SCMPAXUSESI1G1(checksum, $name_value)

Input Parameters checksum: (required) The output from the $3$CHKSUMMNXUSESIG1(): Build
Checksum for Global Root API.

$name_value: (required) This is a global root as would be returned from
$SNAME.
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Output returns: Returns:
e 1—Match.

e 0—No match.

8.1.5 $$DENXUSESIGL(): Decode String

Reference Type  Supported

Category Electronic Signatures

IA# 1557

Description This extrinsic function decodes the input string using the checksum as the key.
Format $SDEMXUSESIG1(checksum, encoded_string)

Input Parameters checksum: (required) The output from the $$CHKSUMMXUSESIG1():

Build Checksum for Global Root API.

encoded_string:  (required) The output from the $SEN*XUSESIG1(): Encode
ESBLOCK API.

Output returns: Returns the decoded string.

8.1.6 $SENAXUSESIGL(): Encode ESBLOCK

Reference Type  Supported

Category Electronic Signatures
1A # 1557
Description This extrinsic function encodes the ESBLOCK using the checksum as the key.
Format $SENXUSES1G1(checksum,esblock)
Input Parameters checksum: (required) A number that reveals if the data in the root has been
changed.
esblock: (optional) This should be the data returned from the

$SESBLOCKAXUSESIG1(): E-Sig Fields Required for Hash API.

Output returns: Returns encoded ESBLOCK.
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8.1.7 $SESBLOCK~MXUSESIGI(): E-Sig Fields Required for Hash

Reference Type
Category
IA#

Description

Format

Input Parameters

Output

Supported

Electronic Signatures

1557

This extrinsic function returns the set of fields from the NEW PERSON file

(#200) that are needed as part of the hash for an acceptable electronic signature (E-
Sig). These fields include the following:

e E-Sig Block
e E-Sig Title
e Degree

e Current Date/Time
If the Internal Entry Number (IEN) is not passed in, then it uses the DUZ.

$SESBLOCKAXUSESIGL([ien])

ien: (optional) This is the Internal Entry Number (IEN) of the NEW
PERSON file (#200) entry for which data is requested. The
default is to use the DUZ of the current user.

returns: Returns the following fields:
o E-Sig Block
e E-SigTitle
e Degree

e Current Date/Time

8.1.8 DEMXUSHSHP: Decrypt Data String

Reference Type
Category
IA#

Description

Format
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Supported

Electronic Signatures

10045

This API decrypts a string encrypted by a call to the EN*XUSHSHP: ENCRYPT

Data String API. Typically, this API1 would be used to decrypt strings when
printing a document containing encrypted strings.

DE~AXUSHSHP
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Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Setall input variables.

3. Call the API.
Input Variables X:

X1:

X2:

Output Variables X:

(required) Encrypted string generated by a call to the
EN~AXUSHSHP: Encrypt Data String API.

(required) Identification number used as the X1 input variable in
the EN*"XUSHSHP: Encrypt Data String API.

(required) Number used as the X2 input variable in the
ENAXUSHSHP: Encrypt Data String API.

The decrypted string (can be printed).

8.1.9 EN~AXUSHSHP: Encrypt Data String

Reference Type Supported

Category Electronic Signatures
IA# 10045
Description This API encrypts a string, and associates the encrypted string with an

identification number and a document number. To decrypt the string, a call must
be made to the DEAXUSHSHP: Decrypt Data String API, with the encrypted
string, identification number, and document number as input variables.
Typically, this API would be used to encrypt strings within a document.

Format ENAXUSHSHP

Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.

2. Setall input variables.

3. Call the API.
Input Variables X:

X1:

X2:

Output Variables X:
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(required) The string to be encrypted (e.g., the contents of the
SIGNATURE BLOCK PRINTED NAME field in the NEW
PERSON file [#200]).

(required) An identification number (e.g., DUZ).

(required) A document number (or the number one).

Encrypted string.
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8.1.10 HASH"XUSHSHP: Hash Electronic Signature Code

Reference Type Supported

Category Electronic Signatures
IA# 10045
Description This API uses as input the text string (signature) entered by the user. The routine

then hashes the string. The hashed result can then be used to verify the user’s
identity by comparison with the stored electronic signature code (in the NEW
PERSON file [#200]).

Format HASHAXUSHSHP
Make sure to perform the following steps before calling this API:

1. NEW all non-namespaced variables.
2. Set all input variables.

3. Call the API.
Input Variables X: (required) Electronic Signature code as entered by the user.
Output Variables X: Hashed form of the electronic signature code submitted as input
to function.
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9 Error Processing: Developer Tools
9.1 Direct Mode Utilities

These direct mode utilities can be run from Programmer mode. They are not, however, APIs; instead, they
are provided for convenience.

9.1.1 >DA"XTER

You can call the "XTER direct mode utility from Programmer mode. It is the same as using the Error
Trap Display option.

9.1.2 >D~"XTERPUR

You can call the *XTERPUR direct mode utility from Programmer mode. It is the same as using the
Clean Error Trap option.

9.2 Application Programming Interface (API)

Several APIs are available for developers to work with error processing. These APIs are described below.

9.2.1 $PEC "%ZOSV: Get Error Code

Reference Type  Supported

Category Operating System Interface
IA# 10097
Description This extrinsic function returns the most recent error message recorded by the

operating system.

Format $SECN%ZOSV

Input Parameters none

Output returns: Returns the most recent error code/message.

9.2.1.1 Example

>S X=$$EC%ZOSV
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9.2.2 "%ZTER: Kernel Standard Error Recording Routine

Reference Type Supported

Category Error Processing
IA# 1621
Description Kernel sets the Error Trap in ZU so that all user errors are trapped. In this

context, when an error occurs, the optional %ZT input array is set to indicate the
user’s location in the menu system. Then "%ZTER is called to record this
information in the ERROR LOG file (#3.075).

The application-specific Error Trap routine, when it is called as a result of an
error, can then use the “%ZTER API to record error information in the ERROR
LOG file (#3.075) if it decides that it needs to. “%ZTER gathers all available
information such as local symbols and last global reference and stores that
information in an entry in the ERROR LOG file (#3.075).

The simple example below shows an application that replaces the standard
Kernel Error Trap with its own Error Trap. When an error occurs, and the
application’s Error Trap routine is called, it calls $$EC"%ZOSV to see what
type of error occurred. If an end-of-file (EOF) error occurs, it lets the application
continue. Otherwise, it calls *%ZTER to record the error, and then quits to
terminate the application.

o NOTE: The recording mechanism of "%ZTER also functions in the
absence of an error. In a debug mode, this would enable a developer to
record local symbols and global structures at predetermined places within
code execution for later checking.

Format ~HZTER

Make sure to perform the following steps before calling this API:

e Set all input variables.

e Call the API.
Input Variable %ZT (optional) The %ZT array can be used to identify a global
node whose descendants should be recorded in the error log.
When called within the standard Kernel Error Trap, %ZT is
set to record the user’s location in the menu system:
>S WZT(“NTMP($I) ) =""
>D "%ZTER
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Output %ZTERROR Calls to the error recorder always return this parameter. It
has the error name and error type as its first and second
caret-delimited (“~) pieces, for example,
%ZTERROR=UNDEF"P. While the first piece is always
defined since it is retrieved from the operating system, the
second piece could be missing if unavailable from the
ERROR MESSAGES file (#3.076).

9.2.2.1 Example
The following is an example of the Error Trap:

Figure 29. Error Trap—Example

ZXGP ; 999/NV - sample routine ; 23-FEB-95
;51.0;5;

FILEOPEN ;

; This code resets the error trap routine that is stepped to
; when an error occurs.

ﬁ $ESTACK,$ETRAP S $ETRAP=“D ERRMNZXGP”

; Open a file, and read lines from it until End-of-file (EOF)
; 1S reached.

K %ZIS S %Z1S=*"

S %ZIS(**HFSNAME”)=“MYFILE .DAT” ,%Z1S(**HFSMODE”*)=""RW”
D "ZIS Q:POP

F U I0 R LINE:DTIME U 10(0) W I,LINE

FILECLOS
D ~%ZISC Q

ERR :
; This is the application specific error trap.
1 $SECHZOSV[“ENDOFILE” S $ECODE=*“ G FILECLOS ; continue if EOF error
D "ZTER ; record the error if anything other than EOF
D UNWIND™MZTER ; unwind the stack, return to caller.
Q
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9.2.3 $PAPPERRM"%ZTER: Set Application Error Name in Kernel
Error Trap Log

Reference Type Supported

Category Error Processing

IA# 1621

Description This APl was added with Kernel Patch XU*8.0*431. It sets the "application error"
text passed in as the error name in the Kernel error trap log (i.e., ERROR LOG file
[#3.075]).

o NOTE: This API replaces the need to set $ZE before calling the
"wZTER: Kernel Standard Error Recording Routine API:

Before:

>S $ZE="application error” D ~%ZTER

After:

>D APPERRORMGZTER(““application error™)

Format APPERRORMWZTER('application error')

Input Parameters “application  This input parameter is the "application error” name that gets

error” displayed in the Kernel error trap log (i.e., ERROR LOG file
[#3.075]).
Output returns: Displays the "application error"” text passed in as the error name in

the Kernel error trap log (i.e., ERROR LOG file [#3.075]).

9.2.3.1 Example
>DO APPERRORMGWZTER(''My Application Error'™)

Check the Kernel error trap and see if there is an error called "My Application Error