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1. Introduction

This Server Setup Guide explains how to install National Utilization Management Integration
(NUMI), Release 1.1.14.1.

1.1. Purpose

The purpose of this document is to explain the hardware and software requirements and tasks
that must be performed before and after the installation process.

1.2. Scope

The scope of this document includes explanations of the appropriate steps to install the NUMI
software, and the steps that are needed to be completed before and after the installation process is
started.

1.3. Target Audience

This document is intended for Information Technology team and/or the individuals who install
software in your organization.

2. Deployment Overview

The following process is followed to request permission to do a National Deployment.

2.1. National Deployment Request

The request for a National Deployment is governed by the ProPath Release Management
processes. Please refer to ProPath for guidance on requesting a release. This process must be
complete before installation of services on the NUMI servers.

2.2. Installing NUMI on the Servers

The steps to install NUMI on the servers are described below. The middle tier of NUMI is
Medical Domain Web Services (MDWS), which runs on the web servers. The primary NUMI
application servers are located at the Austin Information Technology Center (AITC) facility in
Austin, Texas. The application servers run on an Internet Information Services (11S) Application
Server. The NUMI application requires Microsoft ASP .NET 2.0 Ajax Extensions 1.0 and Web
Services Enhancements 3.0 to enable the interactions with the Web Services.

2.2.1. Database Server

The NUMI database as it exists now is a manifestation of multiple changes over multiple
releases. This installation document has as a pre-requisite the backup of an existing NUMI
database. Therefore, to install a new NUMI database, it is necessary to restore a backup of an
existing NUMI database, and make whatever data alterations are desired for the target
environment (i.e., the removal of sensitive data in non-production environments). For an
upgrade backup, work from the NUMI 13.2 or 14.0 databases. For a fresh install backup, work
from the NUMI 1.1.14.1 database.

Database Platform installation, and Database Restoration Procedures
1. Install Windows Server 2008 on the database server platform
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2.
3.

5.

Download and install any critical patches for the Operating System

Install the 64 bit Microsoft SQL Server 2005 application according to local “best
practices”

3.1. Microsoft’s Full Text Search is required for the NUMI installation

3.2. Replication is necessary for the NUMI installation to use the alternate database
reporting capability of NUMI

3.3. Reporting Services is not necessary for installation on the NUMI database server

3.4. NUMI’s database will function properly in either and active/passive or active/active
cluster, but clustering is not required for the NUMI application

Apply all appropriate patches (according to local best practices) to Microsoft SQL
Server 2005

Install / restore the database components according to the instructions in section 5

Instructions for Installing Database Components.

2.2.2. Web Server
To install NUMI Exchange, MDWS software on the Web Server (Server 2)

O N o gk~ w N E

Install Windows Server 2008 on the web server platform

Download and install any critical patches for the Operating System on all web servers
Install Microsoft ASP.NET 2.0 Ajax Extensions 1.0

Install Web Services Enhancements 3.0

Install NUMI Exchange

Change the web.config file settings as needed

Install MDWS 2.7.3.2 (pronounced “Meadows™)

Change the web.config file settings as needed

2.2.3. Application Server

To install NUMI application software on the Application Server (Server 3)

1.
2.

Install Windows Server 2008 on the application server platform

Download and install any critical patches for the Operating System on all application
servers

Install the CERME 2012.2 application
Install the NUMI application
Change the web.config file settings as needed
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3. Pre-Installation Instructions and Preparation

This section explains the tasks that need to be performed before installing National Utilization
Management Integration (NUMI) software. Before proceeding with the installation procedures,
consult the list of requirements below.

3.1. Installation Process Requirements

It is assumed that the person responsible for doing installations at your site has performed
appropriate pre-installation planning.

3.1.1. Minimum Software Version

Operating System: Windows Server 2008

Database: SQL Server 2005

3.1.2. Resources Required
Sys Admin, DBA

3.1.3. CPU Capacity

64GB RAM, 2.8ghz Xeon — Database Server
16GB RAM, 2.8 ghz Xeon — Application Server
8GB RAM, 2.8 ghz Xeon — Web Server

3.1.4. Disk Space

SAN - 900 gigabyte

Application server — 100 GB

Web Services server — 100 GB

Database — 800 GB (This includes space needed for the backups and data storage.)

3.1.5. Devices (Servers, etc.)
1 Database Server

2 Application Servers

2 Web Servers

1 Data Warehouse Server

1 SQL Reporting Server

3.1.6. VistA Rights Needed for NUMI Users

Each NUMI user must have CPRS access in their VistA menu structure, such as in their
secondary menu tree. The VistA menu name is CPRSChart (or CPRS GUI CHART). Table 1 and
Table 2 identify the menus, options and settings these user accounts will need to have assigned.
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Table 1: CPRS Rights

CPRS Rights

Primary Menu: XMUSER

Primary Menu: MailMan Menu

Secondary Menu: [OR CPRS GUI CHART]
Secondary Menu: CPRSChart Release 1.1.27.77
Keys Held

Patient Selection

Restrict? NO

OE/RR List
Table 2: CPRS Access Tabs
Name Description Effective Date Expiration Date
RPT Reports tab Sept. 2, 2008 N/A

3.2. Install Software in Test Environments

The software will be installed in the Test environments before installing in Production.
3.3. Generate Pre-Installation Reports

Not applicable.

3.4. Coordinate Installation with Other Teams

The Installation Team will need to involve the Implementation/Architecture Team.
3.5. Install Sequence Information for Multiple Patches
Not applicable.

3.6. Logoff During Installation

End users do not need to be logged off during installation (during the act of copying files and
installation executions to the server(s)). However, the users must be logged off for any updates to
the software (running the executions and/or configuring the software and configuration files).
Logging off during software updates is no different than any other logoff that a user may do.

3.7. Average Amount of Time Required to Complete the
Installation

The average amount of time required to complete the NUMI installation is 2 days.
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4. Database Information

Please see the NUMI Systems Management Guide for information about the structure and
components of the NUMI database.

5. Instructions for Installing Database Components

The NUMI database as it exists now is a manifestation of multiple changes over multiple
releases. This installation document has as a pre-requisite the backup of an existing NUMI
database. Therefore, to install a new NUMI database, it is necessary to restore a backup of an
existing NUMI database, and make whatever data alterations are desired for the target
environment (i.e., the removal of sensitive data in non-production environments). For an upgrade
backup, work from the NUMI 13.2 or 14.0 databases. For a fresh install backup, work from the
NUMI 1.1.14.1 database.

5.1. Database Installation / Restoration Procedures

1. Copy a backup of an existing NUMI database(s) of appropriate size and content to the new
NUMI database server

1.1. The application database (typically called NUMI) is necessary for proper function of
the application

1.2. The *“auditing” database (typically called LogSyncDb) is necessary for proper
functioning of the application and the synchronizer

1.3. The CERMe database can be restored from an existing backup, or can be built from
scratch from the CERMe installation media

1.3.1. If the CERMe database is restored from an existing backup, verify that the
application configuration files reference a database authenticated user that has
DBO privilege on the CERMe database for proper functioning of the NUMI
application

1.3.2. If the CERMe database is installed from media, follow the instructions
provided by McKesson for installation

2. Restore the database backup to the existing server
2.1. File paths will have to be altered according to local best practices

2.2. User accounts may be, but are not required to be, restored with the database. NUMI
requires the numi_user account to be setup.

2.3. Database ownership may be altered so that the owning account for the
NUM Idatabase complies with local best practices

2.4. A database authenticated user for the application should be configured, and granted
DBO privileges on the NUMI database

3. Run the Install_XX.sql if it was provided with the build, where XX is the database
version for the NUMI build. This will apply changes to the database necessary for the
version of NUMI that is being installed.
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4. Install the NUMI Synchronizer according to the instructions in section 6.18 Installing
NUMI Synchronizer on the DB Server

6. Installation Procedure for Server 2008 R2

This section identifies the installation procedures that shall be followed.

6.1. Patch the OS

This applies to all servers.
1. Open up an instance of Internet Explorer.
2. Select menu item <Tools/Windows Update>.

3. Follow the instructions on Microsoft’s website. (Note: a restart of the servers may be
necessary).

6.2. SQL Server Setup (Windows Server 2008 R2)

6.2.1. Role Setup

This applies to the SQL database server, with Windows Server 2008 R2 installed. Use Server
Manager to install the File Services with the role services shown in Figure 1: SQL Server Role
Services.
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6.3.
6.3.1.

~| File Services E Filz Services Help

Provides technologies that help wou manage storage, enable file replication, manage shared Folders, ensure Fast file
searching, and enable access For UMIX client computers

~! Role Status F Go o File Services

Messages: Mone
System Services: All Running

(i) Ewents: 3 informational in the last 24 hours

~| Role Services: |1 installed 3} #Add Role Services
Rl Sorvie I ratus I :p. Remove Fole Services
& File Server Installed
Distributed File Svstem Mot installed
DF3 Mamespaces Mot installed
DF3 Replication Mot installed
File Server Resource Manager Mot installed
Services For Metwork File Swstem Mot installed
Windows Search Service Mot installed
Windows Server 2003 File Services Mot installed
Indexing Service Mot installed
BranchCache For network files Mot installed
Description:

File Server manages shared Folders and enables users to access files on this
computer from the netwark,

Figure 1: SQL Server Role Services

Web Server Setup (Windows Server 2008 R2)
Role Setup

This applies to the NUMI Exchange /MDWS web servers, with Windows Server 2008 R2
installed. Use Server Manager to install the File Services and Web Server (11S) roles with the
role services shown in Figure 2: NUMI Exchange / MDWS Role Services and Figure 3: NUMI
Exchange / MDWS Web Services (1IS).
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~| File Services E File: Services Help

Prowides technologies that help wou manage starage, enable file replication, manage shared Folders, ensure Fast file
searching, and enable access For UMDY client computers

#) Role Status 7 Go ko Fils Services

Messages: Mone
Syskem Services: All Running

(i) Events: 3 informational in the last 24 hours

~) Role Services: 1 installed E;{b Add Role Services
Role Service I tatus I T Remaove Rale Services
& File: Setver Installed
Distributed File Syskem Mot installed
DF3 Mamespaces Mot installed
DFS Feplication Mot installed
File Server Resource Manager Mot installed
Services For Metwork File Swstem Mot installed
Windows Search Service Mot installed
Windows Server 2003 File Services Mok installed
Indexing Service Mot installed
BranchCache For network: files Mot installed
Description:

File Server manages shared Folders and enables users to access files on this
computer From the netwark,

Figure 2: NUMI Exchange / MDWS Role Services
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Figure 3: NUMI Exchange/MOWS Web Services (IIS)
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6.3.2. ASP.NET 2.0 AJAX Extensions 1.0 Setup

Install the ASP.NET 2.0 AJAX Extensions 1.0 as detailed in section 6.5, Install Microsoft
ASP.Net 2.0 AJAX Extensions 1.0.

6.3.3. Microsoft WSE 3.0 Setup

Install Microsoft WSE 3.0 as detailed in section 6.6 Install Microsoft Web Services
Enhancements 3.0.

6.4. Application Server Setup (Windows Server 2008 R2)

6.4.1. Role Setup

This applies to the NUMI app servers, with Windows Server 2008 R2 installed. Use Server
Manager to install the File Services and Web Server (11S) roles with the role services shown in
Figure 4: NUMI Role Services and Figure 5: NUMI Web Services (11S).
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~| File Services E File: Services Help

Prowides technologies that help wou manage starage, enable file replication, manage shared Folders, ensure Fast file
searching, and enable access For UMDY client computers

#) Role Status 7 Go ko Fils Services

Messages: Mone
Syskem Services: All Running

(i) Events: 3 informational in the last 24 hours

~) Role Services: 1 installed E;{b Add Role Services
Role Service I tatus I T Remaove Rale Services
& File: Setver Installed
Distributed File Syskem Mot installed
DF3 Mamespaces Mot installed
DFS Feplication Mot installed
File Server Resource Manager Mot installed
Services For Metwork File Swstem Mot installed
Windows Search Service Mot installed
Windows Server 2003 File Services Mok installed
Indexing Service Mot installed
BranchCache For network: files Mot installed
Description:

File Server manages shared Folders and enables users to access files on this
computer From the netwark,

Figure 4: NUMI Role Services
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Figure 5: NUMI Web Services IIS
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6.4.2. Feature Delegation

Select the main node in IS, with the server name. Then double click on “Feature Delegation”
item. Change the “Feature Delegation” settings for the server, as shown in Figure 6: 1S Feature
Delegation.

File  Wew Help

_ Q§l VAAUSNUMAPP81 Home

Filcer: - G0+ gz Show Al |Group by: Area - v

: Gﬂ WAALUSNUMAPPE1 (YHAMASTER'
e ication Pool

&
[=l-[& Sites g . .
S8 4 ¢ @ e 9 &= F E @
= R = = ey =
oD Sep 3 © =¥ b N = g
Q MUMI_1_1 132 MET MET JMET Error MET JMET Trusk Application  Connection  Machine Key  Pages and Providers
Authorizati,..  Compilation Pages Globalization Levels Settings Strings Controls

ASP.NET

D NIt 14 0

[#- MUMI_1_ 1 150
e & B

Session Stake  SMTP E-mail

IIs
» | = b
L =B 9 o 5 ;&€ I §
Authentication Authorization  Compression Default Direckary Errar Pages Handler HTTP ISAPI and CGI  1SAFI Filters
Rules Docurnent Browsing Mappings Respa... Restrickions
_ - . o, B P
= n - =
IS " =0 = -Q
B = & = & Wy
Logging MIME Types Modules Cutput Request Server ‘Warker
Caching Filtering Certificates Processes

lanagement

5 W B

Configuration —
Editor Configure the deféult delegation state for Features at lawer levels in [15 Manager

Figure 6: IIS Feature Delegation

Make sure all authentication rules are set to Read/Write as shown in Figure 7: Feature Delegation
Selection.
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Figure 7: Feature Delegation Selection

6.5. Install Microsoft ASP.Net 2.0 AJAX Extensions 1.0
This applies to the web servers only.

1. Download the Microsoft ASP.Net 2.0 AJAX Extensions 1.0 from Microsoft’s website.
2. Run the ASPAJAXEXxtSetup.msi by double-clicking it.

3. When the File Download — Security Warning window displays, click the <Run> button
(shown in Figure 8: Microsoft ASP.Net 2.0 File Download-Security Warning window).
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File Download - Security Warning [ X|

Do you want to run or save this file?

E ﬂl Name: ASPAJAXExtSetup.msi
Type: Windows Installer Package, 1.36 MB

From: vhaannweb2.v11.med.va.gov

....................................

Run Save i LCancel

------------------------------------

potentially harm vour computer. If you do not tust the source, do not

O While files from the Internet can be useful, this file type can
: run or save this software. 'What's the risk?

Figure 8: Microsoft ASP.Net 2.0 File Download-Security Warning Window

4. When the Internet Explorer — Security Warning window displays, click the <Run> button
(shown in Figure 9: Microsoft ASP.Net 2.0 Internet Explorer-Security Warning window).

Internet Explorer - Security Warning |

Do you want ko run this software?

D Marne: i
L Publisher: Microsoft Corporation

¥ I More opkions Run

' While files from the Internet can be useful, this file bvpe can potentially harm
‘. vour camputer, Only run software from publishers you trust, What's the risk?

Figure 9: Microsoft ASP.Net 2.0 Internet Explorer-Security Warning Window

5. When the Microsoft ASP.NET AJAX Extensions 1.0 Setup window displays, click the
<Next> button (shown in Figure 10: Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup
Wizard window).
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{i& Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= E

Welcome to the Microsoft ASP.NET 2.0
AJAX Extensions 1.0 Setup Wizard

The Setup Wizard will install Microsoft ASPNET 2.0 AJAX
| Extensions 1.0 on your computer. Click Mext to conbinue or
’ Cancel bo exit the Setup Wizard.

Cancel |

Figure 10: Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup Wizard Window

6. Click the “I accept the terms in the License Agreement” checkbox, as illustrated in
Figure 11: Microsoft ASP.NET 2.0 AJAX License Agreement window. -

7. Click the <Next> button.

fi& Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= E1 |

End-User License Agreement
Plaasa read the Following license agresment carefully

MICROSOFT SOFTWARE SUPPLEMENT il
LICENSE TERMS

MICROSOFT ASP.NET 2.0 AJAX
EXTENSIONS
Wicrosoft Corporation (or based on where you live, one of its affiliates)

licernses this supplement to you, If you are licensed to use Microsoft
Windows operating system software (the “software™), you may use this :|

¥ 1 gccept the terms in the License Agresment]

Print Back | Next | 'C.!'rceil

Figure 11: Microsoft ASP.NET 2.0 AJAX License Agreement Window

8. Click the <iInstal I> button (shown in Figure 12: Microsoft ASP.NET 2.0 AJAX Installation
window).
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ﬂ? Microsoft ASP.NET 2.0 AJAY Extensions 1.0 Setup

Ready to install Microsoft ASP.NET 2.0 AJAX Extensions 1.0

Chick. Install ko begin the installation. Click Back to review or change any of your
installation settings. Click Cancel bo exit the wizard.

Figure 12: Microsoft ASP.NET 2.0 AJAX Installation Window

9. The installation is complete. Select the <Finish> button by clicking on it to exit the
installation wizard, as depicted in Figure 13: Microsoft ASP.NET 2.0 AJAX Completion
window.

i

If you do not wish to view the release notes, un-check the ““Display Microsoft
ASP_NET 2.0 AJAX Extensions 1.0 Release Notes” checkbox.
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i Microsoft ASP.NET 2.0 AJAX Extensions 1.0 Setup M= B3 |

—— Completed the Microsoft ASPMNET 2.0
AJAX Extensions 1.0 Sebup Wizard

Click. the Finish button ko exit the Sekup \Wizard.

[ Display Microsoft ASP.MET 2.0 AJAX Extensions 1.0
Release Mokes

Back

Cancel |

Figure 13: Microsoft ASP.NET 2.0 AJAX Completion window

6.6. Install Microsoft Web Services Enhancements 3.0

This applies to the web servers only.

1. Download the Microsoft Web Services Enhancements 3.0 from Microsoft’s website.
2. Run the Microsoft WSE 3.0.msi by double-clicking it.

3. When the File Download — Security Warning window displays, click the <Run> button
(shown in Figure 14: Microsoft WSE 3.0 File Download-Security Warning window).
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File Download - Security Warning

Do you want to run or save this file?

Run

ﬁﬁl Mame: Microsoft WSE 3.0.msi
Tupe: ‘Windows Instaler Package, 11.4 MB

From: whaannwebz.v11.med.va.gov

Save

While files frarm the [nternet can be useful, this file type can
O potentially harm vour computer. IF pou dao not trust the source, da nat
fur af save this software, What's the nsk?

Figure 14: Microsoft WSE 3.0 File Download-Security Warning Window

4. When the Internet Explorer — Security Warning window displays, click the <Run> button
(shown in Figure 15: Microsoft WSE 3.0 Internet Explorer-Security Warning window).

Internet Explorer - Security Warning

Do you want to run this software?

j Publisher: Microsoft Corporation

¥ I More opkions

]|

' While files from the Internet can be useful, this file bvpe can potentially harm
L wour camputer, Only run softbware From publishers you trust, What's the risk?

Figure 15: Microsoft WSE 3.0 Internet Explorer-Security Warning Window

5. When the Microsoft WSE 3.0 — InstallShield Wizard window displays, click the <Next>
button (shown in Figure 16: Microsoft WSE 3.0 InstallShield Wizard Welcome window).
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I"-? Microsoft WSE 3.0 - InstallShield Wizard

Welcome to the InstallShield wWizard for
Microsoft WSE 3.0

The InstalShield(R) Wizard will install Microsoft WSE 3.0 on
wour computer. To continue, click Mext.

WARMING: This program i prokected by copyright law and
intarnational treaties,

Figure 16: Microsoft WSE 3.0 InstallShield Wizard Welcome Window

6. Click the “I accept the terms in the license agreement” checkbox, as illustrated in
Figure 17: Microsoft WSE 3.0 License Agreement window.

7. Click the <Next> button.

|@-‘~1itrusnlt WSE 3.0 - InstallShield Wizard E |

License Agreement
Pleasa resd the Following icense sgreement carefully, Bafore this software can
b installed, the berms of this agresment must be accepbed.

MICROSOFT SOFTWARE LICENSE TERMS 2

WEB SERVICES ENHANCEMENTS 3.0 FOR
MICROSOFT.NET SOFTWARE DEVELOPMENT KIT

These |icersa terms are an agreement between Microsoft Corporation (or
based on where you lve, one of its affiliates) and you, Please read theam.

They apply to the software named above, which includes the media on which
wini | Ferehoed it F s Thie terms alen arnhe b0 ane Miceoenift :J

o i |
I accept the berms in the kcense agresment| ok [

(™ I.donot accept bhe bermes in the icense agresment

<psck | Hext > concel |

Figure 17: Microsoft WSE 3.0 License Agreement Window

8. Click the <Administrator> radio button, as illustrated in Figure 18: Microsoft WSE 3.0
InstallShield Wizard window.\

9. Click the <Next> button.
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{5 Microsoft WSE 3.0 - Installshield Wizard

Setup Type é‘
Choose the setup bype that best suks your needs. .

Please select 4 setup bype:
" Runtime Iristalls the runtime Ffiles anly,

. | Runtime instal phus standalone tools. Sukable For a deployment
@ Administrator] _ . i\ here the tooks are nesded for configuration,

- <NET Framework SDK 2.0 or Microsoft Wisual Studio 2005 are
required ko view the documentation, Microsoft Visual Studio 2005 is

required to buld and run the samples.
¢ ¥isual Studio  Developer instal plus Visual Studio Tooks. Microsoft Visual Studio
Developer 2005 is reguired For this installation type.
e Choose which progeam Features you want installed and where they
Cugtorn will be installed, Recommended for advanced users.

<gack [ Hea> | cancal |

Figure 18: Microsoft WSE 3.0 InstallShield Wizard Window
10. Click the <instal I> button (shown in Figure 19: Microsoft WSE 3.0 Installation window).

f;;l Microsoft WSE 3.0 - InstallShield Wizard [ x| |

Ready to Install the Program E’
The wizard is ready ta begin installation. !

Click. Install ko begin the installation,

IF viou want to review or change any of your installation settings, click Back, Click Cancel to
et thee vizard.

Figure 19: Microsoft WSE 3.0 Installation Window
11. Click the <Finish> button (shown in Figure 20: Microsoft WSE 3.0 Completion window).
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[ﬂ Microsoft WSE 3.0 - InstallShield Wizard

InstallsShield Wizard Completed

The InstalShield Wizard has successhully installed Microsaft
WSE 3.0, Chick Finish to exit the wizard.

Installing or Removing the Micrasaft WSE 3.0 Runkime
components updates the configuration settings for the
Microsoft MET Framework. It is recommendad that you restart
ASP MET before using the produck,

Figure 20: Microsoft WSE 3.0 Completion Window

6.7. Install SQL Server

Install the Microsoft SQL Server 2005 Database Server software only on the database server,
applying both Microsoft installation instructions and local best practices.

All service packs through SP 3 are required; additional service packs or patches may be installed
subsequent to application testing, and in accordance with local best practices.

All production NUMI databases should be run in Simple Recovery mode, to enable replication to
function, and to maximize the recoverability of the databases. In non-production environments,
any recovery mode is acceptable, and simple recovery mode is encouraged for development and
QA testing environments due to ease of administration.

6.8. Download all SQL Server Patches

This applies to the database server only.

6.9. Restorethe Appropriate Databases for the NUMI
Application

This applies to the database server only.

Follow the instructions in section 5 Instructions for Installing Database Components.

6.10. Installing NUMI Exchange on Server 2008 R2

P

. Before doing this, you must make a backup copy of the web.config file (if this is an
upgrade). Settings may need to be extracted from this in the future.
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6.10.1. Unzip/Install NUMI Exchange Distribution

1. Using Windows Explorer, create the NumiExchange folder on the D drive, if available;
otherwise create on the C drive. E.g., D:\NumiExchange

2. Unzip the NUMI Exchange files into the NumiExchange folder created above.

3. Update the application settings in the NUMI Exchange web.config file, located in the
directory created above. Typically, this would involve updating the database connection string.
6.10.2. NUMI Exchange Web Site Configuration

Using IS Manager, add a new web site and select the SSL certificate as shown in Figure 21: Add
NUMI Exchange web site.
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Figure 21: Add NUMI Exchange Website
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Figure 22: NUMI Exchange Website
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The NUMI web site basic and advanced settings are shown in Figure 23: NUMI Exchange Basic
Settings and Figure 24: NUMI Advanced Settings.

Edit Site |
Sike name; Application pool:

INumiExchange Select... |

Phyysical path:

ID:'l,NumiExu:hangE'I,NLIMI_Inu:rementEu_SprintE_BuiId_E |

Pass-through authentication

Conneck as. .. Test Sethings...

Figure 23: NUMI Exchange Basic Settings

Advanced Settings K E
= {General)
Application Pool NumiExchange
Bindings htbps:*:i443:
I 2
Nomxchange
Phyysical Path D:\NumiExchange . NUMI_Increments_Sprint2_Build_2013042
Physical Path Credentials
Physical Path Credentials Logon Tvpe ClearText
Start Automatically True
E Behavior
Conneckion Limits
Enabled Probocols http
Name
[name] & unigue name for the site.,
oK Cancel |
A

Figure 24: NUMI Advanced Settings
The NUMI Exchange web site bindings are shown in Figure 25: NUMI Exchange Bindings.
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Figure 25: NUMI Exchange Bindings

The NUMI Exchange web site authentication settings are shown in Figure 26: NUMI Exchange
Authentication Settings.
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Configuration: 'MumiExchange’ web.config Gj_:g

Figure 26: NUMI Exchange Authentication Settings

The NUMI Exchange website SSL settings are shown in Figure 27: NUMI Exchange SSL
Settings.
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Figure 27: NUMI Exchange SSL Settings

6.10.3. Application Pool Configuration

The NUMI Exchange application pool setup is shown in Figure 28: Application Pool window.

NUMI Server Setup Guide, v1.1.14.1 27 August 2013



'.';Elnternet Information Services (IIS) Manager M=l E

@ L =¥ ] [,3 » YAAUSNUMWEE4Z »  Application Pools

|k < @~

File Wiew Help

haafl =N EARLY

v HE Skark Page
E---ﬁj VAALSHUMWEE2 (WHAMAST)
|2} Application Paals

Gg! Application Pools

This page lets vou view and manage the list of application pools on the server, Application pools are
associabed with worker processes, contain one or more applications, and provide isolation among different
applications.

4=s Add Application Poal,..
Set Application Paal Defaults. ..

Application Pool Tasks

5| Sikes B Start

Qa Default Web Site Filter; - G0+ \gShow Al | Group byt Ko Grouping - B stop

: M1 _2 Name = | Status | JMET Frame. .. I Managed Pipeli... I Identity I Applice 2 Recyde...

& MuriExchange L ASPLNET w0 Started w40 Integrated ApplicationPoollden... 0
;’ASP.NET wd.0Cl.. Started w0 Classic ApplicationPoollden... 0 Edit Application Pool
;?Classwc .MET App... Started w0 Classic ApplicationPoolIden... 0 D Basic Settings...
QDeFaultAppPoo\ Started w40 Integrated ApplicationPoolIden... 1 Recycling. ..
QMDWSI_Z Started w20 Classic ApplicationPaolIden... 1 Advanced Settings...
é:?MDWSZ_APP_POOL Started w40 Integrated ApplicationPaollden.., 1 Rerm

éNumiExchange Started Integrated applicationPoolIden.., 1 [
K Remove

Wiew Applications
lé‘ Help
Cnline Help

4| i

Conkent Yigw

Ready

Figure 28: Application Pool Window

The NUMI Exchange application pool basic settings are shown in Figure 29: NUMI Exchange
Application Pool Basic Settings.

i E3

Edit Application Pool

MET Eramework version:
|.MET Framework v2.0.50727

Managed pipeline mode:
=

v Start application pool immediately

[ x|

IIntegrated

Cancel

Figure 29: NUMI Exchange Application Pool Basic Settings

The NUMI Exchange application pool advanced settings are shown in Figure 30: NUMI
Exchange Application Pool Advanced Settings.
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Figure 30: NUMI Exchange Pool Advanced Settings
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6.11. Installing MDWS 2.7.3.2 on Server 2008 R2

Before doing this, you must make a backup copy of the web.config file (if this is an
upgrade). Settings may need to be extracted from this in the future.
6.11.1. Download MDWS
Download MDWS 2.7.3.2 from:
ftp://downloads.medora.va.gov/mdws

6.11.2. Install MDWS Distribution
Install MDWS following the MDWS Installation Instructions located at:
http://trac.medora.va.gov/web/wiki/Projects/MDWS/Installation

It is recommended that MDWS be installed in the D:\NUMI folder. e.g.,
D:\NUMINUMI2 7 3 2

The following steps from the MDWS Installation Instructions can be skipped:
. Step 4. SQL Server 2008 (optional for non-BSE installations).
. Step 6. Oracle ODAC Server Software.

web.config settings to update:

<system.webServer>

<defaultDocument >

<files>

<add value="NumiService.asmx” />

<[files>

</defaultDocument>

</system.webService>

6.11.3. MDWS Web Site Configuration

The MDWS web site configuration is shown in Figure 41: Configuring MDWS Website, Figure
42: MDWS Website Basic Settings and Figure 43: MDWS Website Advanced Settings.
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Figure 31: Configuring MDWS Website
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Figure 32: MDWS Website Basic Settings
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Figure 33: MDWS Website Advanced Settings

The MDWS bindings configuration is shown in Figure 44: MDWS Default Website and Figure
45: MDWS Bindings, If NUMI Exchange is installed on the server using port 80, then configure
MDWS to use a different port, e.g., port 8082.
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Figure 34: MDWS Default Website
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The MDWS authentication setup is shown in Figure 46: MDWS Authentication.
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Figure 36: MDWS Authentication

6.11.4. Configuration File Setup

Web.Config

Verify the httpExecution timeout field in the MDWS web.config file:
<httpRuntime executionTimeout="900" />

VhaSites.xml

If there are any new VistA sites to add to MDWS, add the site information in the MDWS
VhaSites.xml file. Follow the same format used for existing sites already in the file. The file is
located in the xml folder of the resources directory in the MDWS website directory. E.g.,
D:\MDWS\MDWS2_7_3_2\resources\xml\VhaSites.xml.

6.11.5. MDWS Application Pool Configuration

The application pool settings are shown in Figure 47: Configuring Application Pool Settings,
Figure 48: MDWS Application Pool Basic Settings and Figure 49: MDWS Application Pool
Advanced Settings.
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Figure 37: Configuring Application Pool Settings
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Figure 38: MDWS Application Pool Basic Settings
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Figure 39: MDWS Application Pool Advanced Settings
6.11.6. To Restart IIS
1. Click <start>.
2. Click the Command Prompt (or <Run>, depending on the Operating System).
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3. Type: I11SReset.

4. Click <Enter>.

~ Watch the command lines to make sure 11S stops and then starts again.

6.11.7. To Test That MDWS Is Working
1. Open a browser on the application server and enter the following in the Address bar:
http://localhost/NumiService.asmx

2. You have the ability to enter either <localhost>, <the actual IP address> or <the
name of the server>. Examples: http://localhost/NumiService.aspx and
http://hostname.aac.va.gov/NumiService.aspx

3. Click the <Go> button on the browser to go to the address.
. The NUMI SERVICE page will display.
Choose "ConnectAndLogin"

4
5
6. In the Sitecode field, enter the code for the VistA you are trying to access.
7. Putin your Access and Verify Codes for the username and password.

8. Leave the context field blank.

9. Click the <Invoke> button.

10. If the connection is successful, the VistA welcome message will display in the form of an
xml file. Example:
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http://localhost/NumiService.asmx
http://localhost/NumiService.aspx
http://hostname.aac.va.gov/NumiService.aspx
http://hostname.aac.va.gov/NumiService.aspx

<?xml wersion="1.0" encoding="utf-8" 7>
- U=erTd smln=:x=i="http:/ /v .owd . oeg/200L0/ Pl chesn-instance™
smlns=:x=d="http: /e .owd _org/2001 /LS chena™
amln=s="http: //mdws =ed. va._gov/oumi MHumiService™r
“name>Doe , Jobn</ nama>
<33H>-0000000041</ 331>
<DUE>10000000000</ DT>
<=iteld>506<¢/ mitelds
<orderPRoles>0</orderBoles
“greeting*Goocd everning OOE, JOHN</greeting>

“miteMessage>. . ... ... .... DEFARTHENT OF VETERANS AFFAIRS TWVW
TEARRR ... ... AN AFEOE VA HEALTH SYSTEM VWV V=A ARA_ ... ........
VT VER RRA_ .. ... ... WARNING: UHAUTHORIEED ACCESS, INCLUDING WW¥
TEARRAARAARAR . ....... USE OF ACCESS CODES OTHEE THAN YOUR OWH, OR
TOTTTER RRRRRRRA. ... .. MISUSE OF THIS SYSTEM AWD/OR ITS DATA IS A WVVEA
ARARRARR __ . FEDERAL FELONY WARRANTING FBI INVESTIGATION. VEA

ARARRARR. . > Production Account <<« ----mmmemmm e

—————————————————————————————————————————————— USER HELF TO INCLUDE
VISTA ACCESS/VERIFY, TELEFHONE FINS, OR HETWORE ACCESS FROBLEMS:
Contact vour service ADPAC or the Information Systems Help Desk
[x53500) Help Desk hours 7:00am - 4:30pm, Morn-Fri; for EFERCENCY
repairs after 4:30pm, please call the AOD at x55279. SYSTEF BACKUF
SCHENULE: Mornday - Fridey 1:30 a.m. * * = & = * & * & & = & &  * & * &
* £ * £ & ¥ E F R E ®E E R E E ®E * % * YERIFY CODES mucst now b= 5
characters long and contain at least one letter, one nusber, and one
symbol (1#5%E&* . ,><} . Therk wou. This is a PRODUCTION
u.l:r_'nu.r'.t.-c.-"a:i.tzl{zaa:l.qz}

< Tmee T

Figure 40: Sample Welcome Message

If the Access and Verify codes are incorrect, this message will be imbedded in the xml:
<message>Not a valid ACCESS CODE/VERIFY CODE pair.</message>

LG

If the Site code is incorrect, this message will be imbedded in the xml:
<message>No site for sitecode 50</message>

DG

Other error messages my display due to connectivity issues.
11. After successfully testing the connection, click the <here> link in the following string:
‘Click here for a complete list of operations’.
12. Select <Disconnect> from the list.

13. Click the <Invoke> button. This will prevent a connection from being left open.

6.12. Installing NUMI on Server 2008 R2

6.12.1. Software Copy Instructions

Right click on the zip file and select the “Unblock™ if active and select O.K.. Some security
schemes will block certain files from being unpacked, typically the Java files under the “web”
directory. Setting the file to Unblock eliminates this problem.
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Size on disk:  18.9 MB [19,820,544 bytes)

Created: ‘Yesterday, October 22, 2012, 9:41:45 AM
Modified: esterday, October 22, 2012, 9:41:46 AM
Accessed: Today, October 23, 2012, 9:117:24 AM

Attribuites: [ Hidden Advanced...

Security: This file came from another M|
computer and might be blocked to -

help pratect this computer.

Figure 41: Unblocking Restricted Files in Installation ZIP File

It is recommended that NUMI be installed in the D:\NUMI folder. Using Windows Explorer,
create a NUMI folder in D drive, if available, otherwise create in C drive. E.g., D:\NUMI.

Unzip the NumiWebApp folder from the NUMI distribution zip file into the D:\NUMI folder.
Rename the NumiWebApp folder using the build name of the distribution zip file.

6.12.2. NUMI Web Site Configuration
Using 1IS Manager, add a new web site as shown in Figure 52: Add NUMI web site.
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Figure 42: Add NUMI Website

The NUMI web site basic and advanced settings are shown in Figure 53: NUMI Basic Settings
and Figure 54: NUMI Advanced Settings.

bieste @R

Site name:; Application poal;
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Phrvsical path:
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Pass-through authentication
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Figure 43: NUMI Basic Settings
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Figure 44: NUMI Advanced Settings
The NUMI web site bindings are shown in Figure 55: NUMI Bindings.
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Site Bindings EHES

Close
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MSMg. .. localbosk -

Figure 45: NUMI Bindings

The NUMI web site authentication settings are shown in Figure 56: NUMI Authentication Settings
and Figure 57: NUMI Provider Settings. Make sure NTLM is before Negotiate in the Providers
dialog.
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Figure 46: NUMI Authentication Settings
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Figure 47: NUMI Provider Settings
The NUMI website SSL settings are shown in Figure 58: NUMI SSL Settings.
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Figure 48: NUMI SSL Settings
The NUMI web site compression settings are shown in Figure 59: NUMI Compression Settings.

NUMI Server Setup Guide, v1.1.14.1 44 August 2013



"!Elnternet Information Services (IIS) Manager M= E3

@,& ' [Q;) » VABUSNUMAFPZZ b Sites b NUMI b

FEEICE

File  Wew Help

€-id|# |8

o 93 Start Page

----- é:* application Pools
E-1é] Sites
-3 MUMI

1 |

Eﬁj YAAUSNUMAPPZZ (YHAMASTER!

0 Compression

Use this feature to configure settings for compression of responses, This can improve the
perceived performance of a Web site greatly reduce bandwidth-related charges,

¥ Enable dynamic content compression

¥ Enable static content compression

Configuration: "™MUMI' web, config

E Features View (; \E_ Conkent Yiew

@ Use of dynamic compression
may increase processor
utilization and reduce the
overall performance of the
SErvEr,

@ The dynamic content
compression module is not
installed,

S Apply
=5 Cancel
'@' Help

Online Help

aE‘.:E

Figure 49: NUMI Compression Settings

6.12.3. Configuration File Setup

Verify the httpExectuion timeout field in the NUMI web.config file:

<httpRuntime executionTimeout="300" />

6.12.4. Application Pool Configuration

The NUMI application pool setup is shown in Figure 60: Application Pool window.
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Figure 50: Application Pool Window
The NUMI application pool basic settings are shown in Figure 61: NUMI Application Pool Basic
Settings.
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|.MET Framework v2.0.50727
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v Start application pool immediately

[ x|
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Figure 51: NUMI Application Pool Basic Settings

The NUMI application pool advanced settings are shown in Figure 62: NUMI Application Pool
Advanced Settings.
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Figure 52: NUMI Application Pool Advanced Settings
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6.13. Installing CERME (COTS Product) Software and
Database from CERMe Install CD

See the RM Install Guide PDF file on the CERMe setup CD for detailed instructions on how to
setup CERMe. (DBA assistance may be required to setup the database, which must be done
before application setup).

6.13.1. Install CERME on the Application Server

CERMe install helpful hints: VERSION 12.0 (2013) CUSTOMER ID: 1102
PRODUCT KEY: 755638-507216-296082-523246-21
ORGANIZATION: Department of Veterans Affairs

1. Verify that CERME database is already set up before proceeding with the software
installation.

2. If the installation does not start automatically, double click the install.htm file (using Internet
Explorer) in the root directory to open the setup welcome page.

3. On license information page, enter the CERME license information provided above and then
click “Next”.

4. Select Review Manager Enterprise and then click “Next”. Select New Installation and then
click “Next”.

5. When the *Choose Components” install window is reached select all of the checkboxes and
then click “Next”.

6. Choose a directory based on local policy (example D:\ Program Files), “Next”.
7. On the database page, select “SQL Server” from the dropdown and then click “Next”.

8. Enter the CERME database connection information, including the database server name,
database name (CERME), port 1433, instance (leave blank), and the database user credential
(user ID CERME, DBA assistance required for the password).

9. Choose default settings on the rest of the steps.

10. Use a separate database to store report data and then click No.

11. On the “Install Jetty” window, select Yes to install Jetty.

Installation of the software should start after going through all the setup steps.

After the CERMe application version n.n.n.n and database is installed the following
configuration needs to be done.

1. Add the below element in ReviewManager.xml file which is located <home directory> \
McKesson\CERME\Jetty\

e.g., D:\Program Files (x86)\McKesson\CERME\Jetty\ReviewManager_xml
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Add this element in Config group bottom.

<IntegratedLogin Enabled="true™ CookieName="unifiedkey"
UnifiedKey="8rzVNfLwjHWHvPctaen9dw=="

AuthenticationFailUrl="/igm/html/rm_integrated_authentication_failed.htm"
GuidUserCid="1Q_1" Guid="A1B0B165-3C18-4561-935F-5FB81BD42128"

AuthenticateWS="false"/>

2. NOTE- If after successfully setting up the server, it is possible that NUMI will run, but not
show any CERMe information. If the user right-clicks on the blank information and views
source, they may see a warning about invalid log-in. This is usually because the Integrated Login
information entered in the xml file did not get propagated to the CERMe service. Usually,
restarting the CERMe service will fix the problem. Before performing a Service Restart, verify
ReviewManager.xml contains the correct server name for the desired database access as
configured below:

3. Open jetty.xml file from <home directory>\ McKesson\CERME\Jetty\etc folder.

<ConParams name="McKCERME" DBtype="MSS" DBCID=""
Driver="net.sourceforge.jtds.jdbc.Driver"
URL="jdbc:jtds:sqlserver://<database_server>:1433/cerme;sendStringParam etersAsUn

icode=false” ABAutoSumConnectionName=""ABIQCConnectionName=""RMDB="Y"
/>

<PoolParams dbname="McKCERME" Size="25" PoolMax="35" UseCount="200"
Timeout="600"

4. Change the default port to “8357” from “80”.

e.g., <Set name="Port"><SystemProperty name="jetty.port" default="8357"/></Set>

6.13.2. Install CERME SSL Certificate

NUMI will need SSL certificates for CERMe (for Jetty). NUMI uses the SSL certificate for the
server that CERMe is running on. If the sever does not have a SSL certificate installed, follow
the normal VA processes for obtaining SSL Certificates and install it.

1. Use IIS Manager to export the current certificate to a .pfx file. Select the server name in the
Connections pane and double click on the Server Certificates in the 11S pane as shown in Figure
63: 1IS Server Certificates.
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Figure 53: IIS Server Certificates

2. Select the certificate to export and click on the “Export...” link in the Actions pane, as shown
in Figure 64: 11S Server Certificate Selection.
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Figure 54: IIS Server Certificate Selection

3. Set the name of the .pfx file. Set the password, e.g., use numi (all lowercase) for the
password, as shown in Figure 65: 11S Certificate Details. This password will be used in
subsequent steps.

NUMI Server Setup Guide, v1.1.14.1

50 August 2013



Export Certificate EH

Export ko:

ID:'I,Certs'I,NLIMI.pr |

Password:

Confirm passwiord;

| 0] 4 I Cancel |

Figure 55: IIS Certificate Details

NOTE: For the following, the password can be whatever you choose, but please make a note of
them, as they will be used later. For this example, D:\Certs\NUMI.pfx is the file name and the
password, the one that you used to export the .pfx file, e.g., numi (all lowercase).

4. Open a command prompt window and change the current directory to the location of the
keytool executable. In this example it would be: D:\Program Files
(x86)\McKesson\CERME\Jre\bin\keytool.exe

5. Execute the following command:

keytool -importkeystore -srcstoretype PKCS12 -srckeystore "D:\Certs\NUMI.pfx" - destkeystore
"D:\Certs\CERME .ks"

NOTE: -srckeystore value will be the .pfx path and filename above, -destkeystore can be
whatever you choose; again, passwords can be whatever you choose, but please make a note of
them. The word “secret” is used as the keystore password in this example.

6. Execute the following command:
keytool -keystore "D:\Certs\CERME.ks" —list

Make a note of the long, auto-generated alphanumeric value circled in red below. Recommended
actions are to copy and paste the entire command prompt output to notepad to copy and paste this
value.
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Figure 56: keytool -keystore "C:\Certs\CERME.ks" —list
7. Execute the following command:
keytool -changealias -keystore "D:\Certs\CERME.ks" -destalias numi -alias
<alphanumeric value>

NOTE: Replace <alphanumeric value> with the value noted and circled from the step above.
The keystore password is the password specified when creating the keystore above, secret in our
example. The key password is the password specified when creating the pfx file, numi in our
example.

8. Execute the following command:
keytool -keypasswd -keystore "D:\Certs\CERME.ks" -alias numi

NOTE: With this command, we are changing the key password to “reallysecret” for this
example.

9. Next, copy the keystore, (D:\Certs\CERME ks), to the Jetty\etc directory. For this example it
would be here: D:\Program Files (x86)\McKesson\CERME\Jetty\etc

Open the jetty.xml file in the same directory and scroll down to the “add a HTTPS SSL listener”
section, (pictured below). If the items highlighted in red exist in your file, delete them. They are
xml comments and will cause the section to be ignored. Items highlighted in yellow may need to
be updated.

L >
<l-- To add a HTTPS SSL listener -—>
L >

<I--if NIO is not available, use org.eclipse.jetty.server.ssl.SsISocketConnector -->

<l--
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<Call name="addConnector">
<Arg>
<New class="org.eclipse.jetty.server.ssl.SslSelectChannelConnector">
<Set name="Port">8443</Set>
<Set name="maxIdleTime">30000</Set>
<Set name="Acceptors">2</Set>
<Set name="AcceptQueueSize">100</Set>
<Set name="Keystore"><Property name="jetty.home" default="."
[>/etc/CERME .ks</Set>
<Set name="Password">secret</Set>
<Set name="KeyPassword">reallysecret</Set>
<Set name="truststore"><Property name="jetty.home" default="."
[>/etc/CERME .ks</Set>
<Set name="trustPassword">secret</Set>
</New>
</Arg>
</Call>

>

10. Open the windows services management console, (START->RUN->services.msc->OK), and
restart the CERME service. It will take about 20 to 30 seconds for the service to completely
restart, but you should be able to browse directly to the secure CERME. Use whatever URL is
used to access NUMI, e.g., https://vaww.prod.temp.numi.med.va.gov/web/home.aspx

11. Replace the “/web/home.aspx” portion with CERME’s secure port, (8443 by default), e.g.,
https://vaww.prod.temp.numi.med.va.gov:8443/

The CERMe website should be displayed and you should not have been warned of the security
certificate problem.

6.14. Setting up NUMI Section in the Windows Event Log

1. Change Directory - Go to command prompt (run as Administrator) and change current
directory to Framework v2.0 bit folder e.g.,
C:\WINDOWS\Microsoft. NET\Framework\v2.0.50727

2. Install Command - Type InstallUtil.exe /I < source folder full path >\bin\NumiWebApp.dll
under Framework v2.0 folder and press enter.

e.g., InstallUtil.exe /i D:\NUMI\<install_dir>\bin\NumiWebApp.dll
3. This should create a NUMI section in the Windows Event log.
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Figure 57: Creating a NUMI section in the Windows Event Log
4. NUMI Event Folder Properties
a. Go to NUMI Properties by right mouse.

b. Click on General Tab under NUMI Properties dialog box window. Check/Click on
Overwrite events as needed.

c. Press <Apply> button (if needed) and Press <ok> button.

d. Verify Event View, if any error logs occurred during the installation.

6.15. Validate XML Configuration File Settings
Verify that all XML configuration file settings are correct.
Validate NUMI XML Configuration File Settings.
1. Edit the application settings in the web.config file in the NUMI folder.
E.g., D:\NUMI\<install_dir>\web.config

Settings to update:

2. <I-- change this setting to point to the appropriate config file for the deployment. -->

<appSettings configSource="src\\main\\resources\\xmI\\deployment\\numiwebapp.config"/>

<connectionStrings/>
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Figure 58: Updating Settings in NUMI XML Configuration File

3. Edit the application settings in the config file indicated in the previous entry. Make sure to
enter the MDWS server and the NUMI database server names, and the NUMI database password
as indicated.

D:\NUMI\<install_dir>\src\main\resources\xml\deployment\numiweb app.config
Settings to update:
<add key="serviceUrl" value="http://<enter_mdws_server>/NumiService.asmx" />

<add key="numiDbConnectionString" value="Data
Source=<enter_database_server>;Database=NUMI;User
ID=numi_user;Password=xxxxxxxx;Trusted Connection=False" />

<add key="reportDbConnectionString" value="Data
Source=<enter_database_server>;Database=NUMI;User
ID=numi_user;Password=xxxxxxxx;Trusted_Connection=False" />

6.16. Perform Restart

Restart 11S

1. Click <start>.

2. Click the Command Prompt (or <Run>, depending on the Operating System)
3. Type: 11SReset
4

Click <Enter>.
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6.16.1. Test NUMI Web Site Functionality

1. Open Internet Explorer and type: http://servername/Web/Home.aspx e.g.,
https://vaausnumapp40/Web/Home.aspx

6.17. Installing NUMI Synchronizer on the DB Server

6.17.1. Software Copy Instructions

1. Right click on the zip file, select “Unblock” if active, and select O.K. Some security schemes
will block certain files from being unpacked, typically the Java files under the “web” directory.
Setting the file to Unblock eliminates this problem.

NUMI_Main_1.1.15.0_Build_20121019.1.zip Properties I

Help
Folders | G- General | Securityl Summary
N
@ INUM|_Main_'| 1.15.0_Build_ 201210191 zip
Marne =

EINUMI_Main_1.1.15.0_Buid_20121019.1.zip
Type of file:  Compressed [zipped) Folder

Opens with: ‘ﬂ Compreszed [zipped] F LChatige... |

Location: CATemp

Size: 18.8ME (19,817,151 bytes)
Size on disk:  18.9 MB [19,820,544 bytes)

Created: ‘esterday, October 22, 2012, 9:47:45 A
Modified: ‘esterday, October 22, 2012, 9:41:46 Ak

Accessed: Today, October 23, 2012, 9:11:24 AM

Attributes: Ik I_n,f [ Hidden Advanced...

Security: Thiz file came from another M|
computer and might be blocked to -

help pratect this computer.

Figure 59: Unblocking Restricted Files in Installation ZIP file

It is recommended that Synchronizer be installed in the D:\NUMI folder. Using Windows
Explorer, create a NUMI folder in D drive, if available, otherwise create in C drive. E.g.,
D:\NUMI

2. Unzip the Synchronizer folder from the NUMI distribution zip file into the D:\NUMI folder.
Rename the Synchronizer folder using the build name of the distribution zip file.

3. Open Config File - Open synchronizer.exe.config file in notepad under D:\NUMI\
<install_dir> folder.

4. Make sure the configSource points to the Synchronizer.config file path location, e.g.,
<appSettings configSource="src\\main\\resources\\xmI\\deployment\\Synchronizer.config” />

Verify the httpExecution timeout field:

<httpRuntime executionTimeout="900" />

Note: All server configuration targeted files are located at
<destination>:\synchronizer\src\main\resources\xml\deployment

NUMI Server Setup Guide, v1.1.14.1 56 August 2013


http://servername/Web/Home.aspx

5. Edit the Synchronizer.config file to point to the MDWS server that the synchronizer will be
using, e.g.,

<app key="serviceUrl” value="http://vaausnumweb42:8081/NumiService.asmx” />

6. Edit the Synchronizer.config file to point to the Database server that the synchronizer will be
using, e.g.,

<app key="numiDbConnectionString” value="Data
Source=vaausnumsql83;Database=NUMI;User
ID=numi_user;Password=xxx; Trusted_Connection=False” />

7. NOTE: If you are going to specify a different visitor account than the standard DOD visitor,
then enter the appropriate visitor information in the Sunchronizer.config file. If you do create a
new visitor for your environment, you will need to add the new visitor record to the NumiUser
table in the NUMI database, similar to the standard DOD visitor that is already in the table.

8. Change Directory - Go to command prompt (run as Administrator) and change current
directory to Framework v2.0 bit folder e.g.,

C:\WINDOWS\Microsoft. NET\Framework64\v2.0.50727

9. Install Command - Type installutil.exe —I < source folder full path > \synchronizer.exe
(Figure 70: Synchronizer.exe window) under Framework v2.0 folder and press enter. E.g.,

installutil.exe -1 D:\NUMI\<install_dir>\synchronizer.exe
C:S\WINDOWS“Microsoft .NET“Framework64 w2 B.58727>installutil.exe —i CG:~NUMINR_1_1
_B~allsxb4 synchronizer.exe

Microsoft (R> _MET Framework Installation utility Uersion 2.8.58727_42
Copyright (c? Microsoft Corporation. All rights reserved.

Running a transacted installation.

Beginning the Install phase of the installation.

See the contents of the log file for the C:~NUMIMR_1_1_8xall-x64ssynchronizer.ex
e aszsembhly’s progress.

The file is located at C:SHUMINRE_1_1_Bsallsxb4ssynchronizer.InstallLog.
Installing assembly *C:sHUMISR_i_1_Bs~allsx64“~synchronizer.exe’ .

fffected parameters are:

1
assemblypath = C:sNUMINR_1_1_8sallsx64~synchronizer.exe
logfile = G:~MUMINR_1_1_@~allsx64>synchronizer.InstallLog
logtoconsole =
Installing zervice NUMISynchronizer...
Service MUMISynchronizer hasz heen successfully installed.
Creating EventLog source MUMISynchronizer in log Application...

The Install phase completed successfully, and the Commit phase is beginning.
%fee the contents of the log file for the C:sNUMINR_1_ 1 B8sallsx64ssynchronizer.ex
e assembhly’s progress.
The file iz located at C:“NUMI~R_1_1_Bsallsxb4ssynchronizer.InstallLog.
Committing assembhly 'C:s\NUMI~E_1_1_8sallsxbdssynchronizer.exe’ .
Rffected parameters apre:

assemhlypath = C:sHUMISR_1_1_8~allsxb4~synchronizer.-exe

logfile = C:~NUMINR_1_1_@~allsx64~synchronizer.InstalllLoyg

logtoconsole =

The Commit phase completed successfully.
The transacted install has completed.
C:~\WINDOWUS “Microsoft .NET~Framework64 w2 B_58727>net start NUMISynchronizer v1.1.14.0

The NUMI Synchronizer service is starting.
The NUMI Synchronizer service was started successfully.

C = WINDOWS\Microsof t .NET“Frameworkbo4 w2 @A_58727>_

Figure 60: Synchronizer.exe Window

Start Synchronizer —

NUMI Server Setup Guide, v1.1.14.1 57 August 2013


http://vaausnumweb42:8081/NumiService.asmx%E2%80%9D

Note: The Synchronizer name is hard coded. The synchronizer name can be found during
synchronizer setup (See Figure 70: Synchronizer.exe window). The status lines

“Installing Service: xxx” and “Service xxx has been successfully installed” show the
synchronizer name.

10. Go to “Services” via “Administration Tools”, right click on the service, and select Start (See
Figure 71: Starting the Service). Alternately, you could enter “services.msc” in the run box to
bring up the Services Explorer window. Verify

‘Started’ is displayed in the Status column in the row for the Synchronizer Service.

E_server Manager M= E3
File  Action Wiew Help
e | Hm|E o= Hicl e nmw
5 * Foles
_j Diagnostics
= i} Configuration NUMI Synchronizer Build Mame [+]
() Task Scheduler 20130625.2 LhNetwork Location Awareness
ﬁ windows Firewall with Adve ) ‘CrNetwork Store Interface Service
0. Services Start the service #31UMI Synchronizer Build 201 '
5 WM Control {GENUMI Synchronizer INCREMENT_6 "r'
P Local Users and Groups Description: (CENUMI Synchronizer w1.1.13.2 e
{52 storags NUMI Synchronizer Build 20130625.2 {CANUMI Product_Support_Buid_20130515.3 | -0
. ” — - - Resume
ChOffice Source Engine S
£1.0palis Remate Execution Service e
‘GhOperations Manager Audit Forwarding Servic All Tasks 3
LhPerfarmance Counber DLL Hast
& pert Refrash
LhPerformance Logs & Alerts
E5Plug and Play Properties
CEPRP-% IP Bus Enumerator
‘ChPartable Device Enumerator Service el
LhPover |
Figure 61: Starting the Service
Uninstall:

If you need to uninstall the NUMI Synchronizer services use: installutil.exe -u
C:\NUMI\ synchronizer\synchronizer.exe

g

Please see the event logs if you have any issues.

Validate Installation:
To confirm the synchronizer installation

Open Microsoft SQL Server Management Studio after 2 hours. Open a new query and type:
Use numi go.

Select TOP 1000 * from patientstay.

Click the <Execute> button to run the query. New records shall display.
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6.18. Add Jobs to the SQL Server

There are three jobs that must be added to the SQL Server, specifically,

NUMI_PhysicianAdvisorPatientReview_AutoExpire LogSynchDB_ValidateSynchronizer
NUMI_Alterindex_Rebuild

These jobs can be installed from scripts (included in the build) or, if you are transferring from
another server, you can right click on each job and script as DROP and CREATE.

Backup the jobs before you run the scripts. Modify the scripts to replace the
@owner_login_name with the owner login name appropriate for your installation, if necessary
NUMI_PhysicianAdvisorPatientReview_AutoExpire is a job that executes the Stored Procedure
usp_PhysicianAdvisorPatientReview_AutoExpire every day at midnight. The Stored Procedure
looks for Physician UM Advisor (PUMA) Reviews that have not been completed within 14 days
and marks them as Completed with a reason description of Expired.

LogSynchDB_ValidateSynchronizer is job that executed the stored procedure
LogSyncDB.dbo.usp_LogSync_ValidateSynchronizer every hour. This stored procedure checks
that stays have been imported within the last 3 hours and reports the problem to a pre-defined e-
mail distribution list, as decided by the needs of the particular installation

NUMI_Alterindex_Rebuild is a job that executes the stored procedure
NUMI.dbo.usp_Alterindex_Rebuild. This stored procedure rebuilds the indexes for the tables in
the NUMI database.

7. Post-Installation Considerations
If this is applicable to NUMI, this information will be provided by the appropriate project teams.
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Acronyms and Descriptions

Acronym Description
CERMe CareEnhance Review Management Enterprise
CPU Central Processing Unit
HTTP HyperText Transfer Protocol
HTTPS HyperText Transfer Protocol Secure
|IIS Internet Information Services
IMDWS Medical Domain Web Services
NUMI National Utilization Management Integration
PM Project Manager
PUMA Physician UM Advisor
QA Quality Assurance
SQL Standard Query Language
SSL Secure Socket Layer
UM Utilization Management
URL Uniform Resource Locator
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