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Artifact Rationale

Per the Veteran-focused Integrated Process (VIP) Guide, the User Guide is required to be
completed prior to Critical Decision Point #2 (CD2), with the expectation that it will be updated
as needed. A User Guide is a technical communication document intended to give assistance to
people using a particular system, such as VistA end users. It is usually written by a technical
writer, although it can also be written by programmers, product or project managers, or other
technical staff. Most user guides contain both a written guide and the associated images. In the
case of computer applications, it is usual to include screenshots of the human-machine interfaces,
and hardware manuals often include clear, simplified diagrams. The language used is matched to
the intended audience, with jargon kept to a minimum or explained thoroughly. The User Guide
is a mandatory, build-level document, and should be updated to reflect the contents of the most
recently deployed build. The sections documented herein are required if applicable to your
product.
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1 Introduction

The Joint Legacy Viewer (JLV) is a graphical user interface (GUI) that displays an integrated,
read only, real-time view of Electronic Health Record Data (EHR) from the Department of
Veterans Affairs (VA), the Department of Defense (DoD), and Health Information Exchange
(HIE) systems, within a single user interface.

The JLV GUI retrieves and displays clinical data from a number of native data sources and
systems into widgets corresponding to clinical data domains. JLV aggregates clinical data across
departments in a simple to use, web-based interface, thus eliminating the need for VA and DoD
clinicians to access separate/disparate viewers. Born from a joint DoD-VA venture known as
JANUS, JLV was directed by the Secretary of Defense and Secretary of Veterans Affairs in early
2013 to further support interoperability between the two Departments.

JLV comprises a number of widgets that retrieve clinical data in real time from DoD and VA
data sources, and displays the data in a unified chronological view. A user can create and
personalize tabs, drag and drop widgets onto tabs, sort data in widget columns, set date filters,
and see information provided by a widget in either Expanded or Detail views. Within each
widget, color-coded icons indicate the data source: an orange square for data retrieved from a
DoD source, a blue circle for data retrieved from a VA source, and a purple hexagon for HIE
partner data. JLV is a centrally hosted, Java-based web application that consists of a number of
components. It is managed as a single code baseline, deployed in separate DoD and VA
environments.

1.1 Purpose

The purpose of the User Guide is to familiarize VA users with the important features and
navigational elements of the JLV GUI.

1.2 Document Orientation

1.2.1 Organization of the Manual
The table below briefly describes the major sections of the JLV User Guide.

Table 1: Major Sections and Descriptions

Major Section Description

Name

System Summary | Provides a general description of the system and the purpose for which it is
intended.

Getting Started Describes VA user log on to the JLV user interface, JLV user profile

information/configuration settings, user interface theme settings, and exiting the
JLV user Interface.
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Major Section Description
Name
Using the Details functions and provides example figures for the JLV system, such as:
Software e Accessing Patient Data
e Using Widgets
o Context Management
o User Restricted Access (break-the-glass)
e Using the Report Builder
e Working with the Accessible Interface
e Patient Portal Data Domains
Troubleshooting Provides troubleshooting information for users of the JLV web application,
including error messages and suggested resolution steps.

1.2.1.1 Intended Users
This document is intended for the VA JLV users supporting the:

e Veterans Health Administration (VHA).
e Veterans Benefits Administration (VBA).
Please refer to Section 2.3, User Types for more information regarding user types and access.

1.2.2 Assumptions
This guide was written with the following assumed experience/skills of the audience:

e User has been provided the VA credentials including PIV (Personal Identification
Verification) card and authorization to access the JLV system.

e Userisusing JLV GUI to support VHA and/or VBA workflows.

1.2.3 Coordination

JLV is a centralized enterprise application and does not require deployments to any local
facilities. The deployment occurs at the Austin Information Technology Center (AITC) and
Philadelphia Information Technology Center (PITC) and requires no site preparation.

Post-deployment hardware, software, and system support roles and responsibilities are defined in
the Project Operations and Maintenance (O&M) Plan and the System Architecture Document.

JLV is a read only view of electronic health records, coordinated with the DoD, to provide health
providers an integrated view of participating government sources of Veteran and Active Military
health information.

1.2.4 Disclaimers

This software was developed at the VA by employees of the Federal Government in the course
of their official duties. Pursuant to title 17 Section 105 of the United States Code this software is
not subject to copyright protection and is in the public domain. VA assumes no responsibility
whatsoever for its use by other parties, and makes no guarantees, expressed or implied, about its
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quality, reliability, or any other characteristic. We would appreciate acknowledgement if the
software is used. This software can be redistributed and/or modified freely if any derivative
works bear some notice that they are derived from it, and any modified versions bear some
notice that they have been modified.

1.2.4.1 Documentation Disclaimer

The appearance of external hyperlink references, if any, in this manual does not constitute
endorsement by the VA or the information, products, or services contained therein. The VA does
not exercise any editorial control over the information you may find at these external locations.
Such links are provided and are consistent with the stated purpose of the VA.

1.2.5 Documentation Conventions
This document is designed for both online and hardcopy consumption.

e Cross References are underlined and provide a hyperlink to other sections in this guide.

e The conventions used in this document for emphasis are bold and italic text.

1.2.6 References and Resources
The documents used as references to prepare this User Guide are listed in Table 2.

Table 2: References and Resources

Document Name Document Link Date

JLV 2.5.1 System CLIN O003AA JLV 2.5.1 System Design Document November 2016
Design Document (SDD)

JLV 2.5.0.0 SDD CLIN 0002AF JLV 2.5.0 System Design Document September 2016
JLV 2.4.0.1 SDD CLIN 0002AF JLV 2.4.0 System Design Document July 2016

1.3 National Service Desk and Organizational Contacts

Refer to Section 3, Getting Started, prior to contacting the National Service Desk (NSD) for
support.

If you are an authorized user, are having trouble logging in to JLV, or are experiencing other on-
screen issues, please use contact the NSD via the telephone number unique to your agency for
assistance.

VA users must contact the VA NSD, and DoD users must contact the DHA Global Service
Center.

Table 3: Service Desk Contact Information

Service Desk Contact Information
VA NSD Phone: 888-596-4357 E-mail: NSDTuscaloosaUSD@va.gov
DHA Global Service Center Phone: 800-600-9332 E-mail: dhagsc@mail.mil
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2 System Summary

JLV is a patient-centric, presentation system that pulls information from disparate health care
systems in real time, for viewing in a web browser. The web application provides the ability to
view specific clinical data within patients’ longitudinal health records, stored in EHR systems
available to VA and the DoD.

The JLV GUI is a front-end web application designed to run in a web browser. JLV is optimized
for use with the standard released VA Internet Explorer (currently version 11.0). Other web
browsers may function but are not certified for support.

The major JLV GUI functions include:
e Accessing patient data
e Using widgets
e Context management
e User restricted access (break the glass)
e Using the Report Builder
e Working with the accessible interface

e Patient Portal data domains

o NOTE: A description of the system framework model is described in the next section.

2.1 System Configuration

The following sections describe the framework model, tiers, and main components of the JLV
system, including the services and messaging protocols that communicate within and between
tiers in the system. Enterprise JLV is a read only web application with no clinical data input or
output devices.

Refer to the JLV 2.5.1 Deployment, Installation, Backout, and Rollback Guide (DIBR) for a
complete overview of JLV components and the production environments in which the
components reside.

2.1.1 System Framework Model

The JLV framework is an n-tier (three-tier) hierarchical model comprising the presentation,
abstraction, and data/storage tiers as shown in the figure below.
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Figure 1: N-Tier Architecture Structure Sample
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AN v

2.1.1.1 Architecture Tiers

Each element in the hierarchy shown in the figure above has a specific set of functions and
services that it offers and a specific role to play in each tier of the design.

2.1.1.2 Presentation Tier

The presentation tier, or client tier, is the top-most level of the n-tier architecture and is also
considered the user interface. The main function of the interface is to translate tasks and results
for the client to understand. The JLV provides the ability to view specific clinical data stored in
any electronic medical record systems available to the abstraction tier.

VA users must present their Personal Identification Verification (P1V) identification and VistA
system credentials before gaining access to JLV. Based on the P1V identification, jMeadows
retrieves the user’s profile information from the JLV database. User default host location, user
custom widget layout, and other user data are returned.

Once users launch the presentation layer, the user is prompted to enter their credentials. JLV
sends these credentials to jMeadows which then authenticates the users to their host Electronic
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Health Record (EHR) system, granting access to JLV. User authentication takes place before
JLV interfaces with jMeadows.

2.1.1.3 Abstraction Tier

The abstraction tier, or application tier, is the tier that the presentation tier and the data/storage
tier use to communicate with each other. The abstraction tier moves and processes data between
the presentation tier and the data/storage tier. The abstraction tier coordinates the application,
processes commands, and makes logical decisions and evaluations. The process of abstracting
the data sources from the application takes place here.

2.1.1.4 Data/Storage Tier

The data/storage tier is where the source application’s data is stored and from where data is
retrieved.

A detailed matrix of the data source(s) that populate specific clinical domains in the JLV web
application is provided in the JLV 2.5.1 System Design Document.
2.1.2 JLV System Components and Tiers Diagram

This section provides a diagram showing the components of the JLV application and their
corresponding tier as described previously.
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Figure 2: JLV System Components and Tiers

4 )\
(" Presentation Tier )
P
JLV GUI
REST
SOAP
{ vweb 7
\_ Application
N J
I/F S0AP -\
S0AP )
S0AP
a A PDWS
™ ]
( JLV QoS Service | | JLV Print Seruicej jMeadows Interface SOAP ——
J o MVI j
! / .
- JDBC
'.\( Abstraction Tier ) SoAP SOAP )
(¢ ) ™ N
DES ™ E[ BHIE Ilelav) P A
Servi { ™ . nv
" = [ ) ) "N Database
J‘L ﬂ ﬁstﬁj vista || VistA
COR, '\f vistapata [Pl A N N
DoD DoD ( (" MHS Service N N
swanet, | wen ) s ine) (snarewors | o) (v ) (v |
EHIE — )
Framewark
o AN
s04P REST
g N -
VistA Imaging
L ( Data/Storage Tier ) | vavie W | Viewer J
v,

2.1.3 System Specifications

The following table describes the server configuration for JLV Enterprise Production
Infrastructure hosted at the AITC.

Table 4: AITC JLV Enterprise Server Configuration

Server Type Server Specifications

JLV Web Application Servers Four (4) servers each with four (4) processors @2.26GHz

and 16 Gigabyte (GB) RAM
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Server Type Server Specifications

Veterans Health Information Systems and | Four (4) servers each with four (4) processors @2.26GHz
Technology Architecture (VistA) Data and 16 GB RAM
Service Servers

jMeadows Service Servers Four (4) servers each with four (4) processors @2.26GHz
and 16 GB RAM
Database Servers Two (2) servers each with four (4) processors @2.26GHz

and 16 GB RAM

The following table describes the server configuration for JLV Enterprise Production
Infrastructure hosted at the PITC.

Table 5: PITC JLV Enterprise Server Configuration

Server Type Server Specifications

JLV Web Application Four (4) servers each with four (4) processors @2.26GHz and 16 GB RAM
Servers

VistA Data Service Four (4) servers each with four (4) processors @2.26GHz and 16 GB RAM
Servers

jMeadows Service Four (4) servers each with four (4) processors @2.26GHz and 16 GB RAM
Servers

Database Servers Two (2) servers each with four (4) processors @2.26GHz and 16 GB RAM

2.2 Data Flows

Figure 2: JLV System Components and Tiers depicts the data flows in the JLV system. All
patient data flows are read only from the corresponding sources.

2.3 User Types

The following table describes authorized JLV users.

Table 6: JLV User Profiles

User Description and Responsibilities

DoD Clinician The DoD clinicians access the patient Electronic Health Records
(EHRS).

Veterans Health Administration The VA clinicians and administrative staff who access the patient

(VHA) EHRs to assist in providing health care services.

Veterans Benefits The VA administrative staff that access patient EHR to assist in

Administration (VBA) Veterans benefits administration processes.

Please refer to Section 3.1, Logging On for a description of the VA users and their access to JLV
data. Also, refer to the User Restricted Access section of this document for a description of VHA
and VBA user access levels to DoD-only patient data and/or DoD sensitive patient data.
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2.4 Continuity of Operation

The operation of the JLV components hosted in VA environments is administered as a service by
the VA AITC and PITC data centers. These organizations maintain Continuity of Operation team
linkages and documentation.

Refer to CLIN 0003AK JLV 2.5.1 Production Operations Manual for additional information
about possible service interruptions and other system errors, support operations, and scheduled
maintenance.

The figure below is an overview of this process:

Figure 3: Scheduled Downtime and Non-Scheduled Outage

SChEdU|Ed outages Scheduled outage categories: Non-Scheduled Outages
+ JLV Components
JLV Interfacing Partner
Other Infrastructure Qo5 User Reported
Notification Outage
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3 Getting Started

Users can view patient records through JLV, which provides authorized DoD and VA users with
a combined view of patient record data via a GUI. The common data view arranges similar data
from each contributing health information system and displays it chronologically on a single
screen, eliminating the need to access separate applications to obtain complete patient
information. VA, DoD, and VA Virtual Lifetime Electronic Record (VLER), as well as available
partner patient data is collated and combined onto single screens.

3.1 Logging On

Authorized, registered users within the VA and DoD are provided access information to directly
log on to JLV. If you have not received credentials to access JLV, you must first request access
through the appropriate service lead or facility.
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JLV authenticates all VA users against an authorized, registered list of users in combination with
the user's PIV card and credentials. During log in, first-time JLV users will be prompted to enter
agency, site, and user settings. This data is used to create your JLV user profile and will be
utilized during future login sessions.

Refer to Section 5, Troubleshooting for more tips for logging in.

3.1.1 VHA User Login

The following steps apply to VHA users accessing JLV through a Uniform Resource Locator
(URL). If you have not received credentials to access JLV, you must first request access through
the appropriate VA service lead or reference the VA Enterprise Access Management website for
more detail.

To log into JLV:
1. Insert your PIV card into your computer or card reader.

2. From your Internet browser, enter the URL for the JLV web application provided in your
site access granted notification letter sent via email.

3. When prompted, select your certificate that is not expired and specifies Issued by:
Veterans Affairs CA B1.

4. When prompted, enter your PIV Personal Identification Number (PIN).

5. Click I Accept after viewing the important user consent information regarding accessing
a Government information system.

6. If desired, check the Accessibility Mode option in the top-right corner of the pane to
open JLV in Accessible theme. Refer to Section 4.8, Setting up the JLV Web Application
for Accessibility for more information.

7. Enter log in credentials:
a. Enter your Computerized Patient Record System (CPRS) VistA Access Code.
b. Enter your VistA Verify Code.
c. From the Agency field, select VA.
d

. From the Site field, select your VA Medical Center or your regional Health Care
System.

8. Click Login.

JLV will display embedded help and instructions for each of the login fields wherever possible.
JLV will also display a ‘Need Help?’ link if any Smart Card or Access Denied errors occur.

NOTE: The Security Log-in processes and standards are continually evolving within
o the VA including the recent requirement for PIV card only systems access within the
VA network. Users who are not authorized to access JLV or do not have required
credentials will see the Access denied message. Access to JLV is limited to authorized
users and is configured by system administrators. If you believe you have received an
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access denied message in error, please contact the VA National Service Desk (1-888-
596-4357) or send an e-mail to NSDTuscaloosaUSD@va.gov.

During future log in attempts, the lower-left corner of the JLV Login page will display your last
successful login and last unsuccessful login attempt, which includes the date, local time, and the
Internet protocol (IP) address from which access or attempted access was made.

NOTE: The Edit Profile link is available from the Login page to make JLV
o configuration options available to users before logging in. Refer to Section 3.2.2, User
Profile and On-screen Configuration Options for more information.

NOTE: When access to patients is restricted for a VHA VA user, once the user logs in

o JLV will immediately display a list of restricted patients in the Patient List window.
VHA users will only be able to select a patient from the list of pre-populated patients in
the Patient List window. The pre-populated list represents the only patients the VHA
user is authorized to view. JLV will also replace the Patient Search link on the portal
with a link to the restricted Patient List.

3.1.2 VBA User Login

The following instructions apply to VBA users accessing JLV through a URL only. If you have
not received credentials to access JLV, you must first request access through the VA Enterprise
Access Management website.

To log into JLV:
1. Insert your PIV card into your computer or card reader.

2. From your Internet browser, enter the URL for the JLV web application provided in your
site access granted notification letter sent via email.

3. When prompted, select your certificate that is not expired and specifies Issued by:
Veterans Affairs CA B1.

4. When prompted, enter your PIV PIN.

5. Click I Accept after viewing the important user consent information regarding accessing
a Government information system.

6. If desired, check the Accessibility Mode option in the top-right corner of the pane to
open JLV in Accessible theme. Refer to Section 4.8, Setting up the JLV Web Application
for Accessibility for more information.

7. Enter log in credentials:

a. Enter your Compensation and Pension Record Interchange (CAPRI) Access
Code.

b. Enter your CAPRI Verify Code.
c. From the Agency field, select VA.
d. From the Site field, select Veterans Benefits Administration.
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8. Click Login.

NOTE: Users who are not authorized to access JLV will see the Access denied
message. Access to JLV is limited to authorized users and is configured by system
administrators. If you believe you have received an access denied message in error,
please contact the VA National Service Desk (1-888-596-4357) or send an email to
NSDTuscaloosaUSD@va.gov.

During future log in attempts, the lower-left corner of the JLV Login page will display your last
successful login and last unsuccessful login attempt, which includes the date, local time, and the
internet protocol (IP) address from which access or attempted access was made.

NOTE: The Edit Profile link is available from the Login page to make JLV
o configuration options available to users before logging in.

3.2 System Menu

Each JLV portal contains icons (highlighted in the top-right corner of the following figure) that
enable a user quick access to the following:

e Configure your user profile. Click the cog wheel ﬂ' in the top-right corner of either
Portal page to configure user settings, including the onscreen theme. Refer to Section 3.2.2
User Profile and On-screen Configuration Options.

e Create reports with Report Builder. Click Report Builder B in the top-right corner of
either Portal page to create custom reports. Refer to Section 4.5, Using the Report Builder.

e Access online help. Click Help 9 in the top-right corner of either Portal page to open
web-based online help.

e LogoutofJLV.Click Logout E’to terminate your JLV session. Refer to Section 3.4, Exit
System.
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A user can also perform the following from the portal page (highlighted in the Figure 5):

Perform a O\ Patient Search. Refer to Section 4.1, Accessing Patient Data.

Click to switch between & Patient Portal and & Provider Portal
View system status. Refer to Section 3.2.1, Viewing System Status.
View Context Management. Refer to Section 4.3, Context Management.
Open the widget tray. Refer to Section 4.2.1, Accessing and Opening Widgets.
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Figure 5: More JLV System Functions
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3.2.1 Viewing System Status

System status updates are received from JLV’s QoS Service (also referred to as the health
monitor), which monitors the services that JLV uses to connect to DoD and VA data sources.
Monitored services include: Master Veteran Index (MVI), Patient Discovery Web Service
(PDWS), Relay Service, VistA Data Service, and jMeadows Data Service.

Two areas within the JLV web application display system status:
1. Login page below the user credential fields.
2. Portal page as shown in Figure 6.

Once logged in, a user can hover over the System Status field to view additional information, if
any, and a phone number and e-mail address for the Help Desk. Possible status messages
include:

e When all monitored systems and services are online and connected, a green icon <
appears next to status JLV data sources are available.

e When one or more monitored systems or services are offline or unavailable, a yellow
warning ‘. appears next to the message, JLV is having problems. Notification of
unavailable systems persisting longer than ten (10) minutes should be reported to VA
National Service Desk (refer to Section 1.2.3, National Service Desk and Organizational
Contacts).

e  When JLV’s QoS service is unable to retrieve system status information, a red icon X/
appears next to the message, System status is unavailable. This is not an indicator that
data sources are unavailable to JLV. One possible cause of this status is that the
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jMeadows Data Service is unavailable or an internal jMeadows Data Service error has
occurred. Users may not be able to log into JLV or view patient data until the jMeadows
connection is restored.

NOTE: JLV also provides interface status for each clinical domain and can be viewed
o through the widget's toolbar. Refer to Section 4.7.4, Viewing Interface Status for
Clinical Domains for more information.

The following screen shows an example of hover text with system status information.

Figure 6: Sample JLV Service Warning
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3.2.2 User Profile and On-screen Configuration Options

Figure 7 contains the Edit Profile link on the JLV Login page. Click this link to access User
Profile fields in addition to on-screen configuration settings shown in Figure 8.
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Figure 7: Edit Profile Link within Login Page Fields
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The following figure displays the configuration options available for a VA user. Options selected

here will be persisted to subsequent user sessions after clicking Save and Login.

Figure 8: Edit Profile Options
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After logging in, a user can access the user profile settings by clicking the cog wheel 'l:l' located
in the top-right corner of the portal page.

Figure 9: Cog Wheel Icon on the Portal Page
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3.2.3 Setting User Interface Theme

Selecting the User Interface Theme setting in the user profile settings allows you to pick the
font color and foreground/background colors of the JLV GUI, including widgets, toolbars, and
dialog boxes. The color themes are Default, Green, Blue, Gray, and Accessible. For comparison,
the next four figures present the same test patient data shown with the different User Interface
Theme options available in JLV. Unless noted, the on-screen examples provided in this
document are the Default User Interface Theme.

The User Interface Theme setting is saved in your user profile and will be seen in all subsequent
user sessions. After logging in, you can also set the User Interface Theme by clicking the cog

wheel 'ﬂ' from the top-right corner of the portal page shown on the previous figure.

o NOTE: The Accessible Theme includes larger fonts, enhanced tab and keystroke
functionality, and screen reader compatibility to support Federal accessibility
requirements and Section 508 compliance. Refer to Section 4.8, Setting up the JLV
Web Application for Accessibility, for more information.
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Figure 12: Blue User Interface Theme
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Figure 13: Gray User Interface Theme
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Figure 14: Accessible User Interface Theme
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3.3 Changing User ID and Password

JLV authenticates all VA users against an authorized, registered list of VHA/VBA users in
combination with the user's PIV card and VistA credentials. VistA access code and VistA verify
code changes are not performed in JLV. VHA users must change their verify code in CPRS.
VBA users must change their verify code in CAPRI.

3.4 Exit System

You may intentionally log off and end a JLV user session by clicking Logout E’ at any time, as
shown in the following figure. If you fail to log off on your own, your session will terminate
automatically after five (5) minutes of inactivity. Automatic termination of a user session will
not clear the screen; however, your user session will be terminated.
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Figure 15: JLV Logout Icon
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3.5 Caveats and Exceptions

No caveats or exceptions have been identified.

4  Using the Software

After logging in, your user name will show in the upper-right corner of the page. Many users will
see the elements shown in the following figure, with the Patient Search dialog box open by
default over the References widget on the Provider Portal.

The References widget displays the provider’s references to online clinical medicine resources,
which are provided as hyperlinks. Click a reference link to access the associated web site. To
add a new reference link, click Add. To delete a reference link, right-click and select: Delete
URL. Users will not be able to delete references included in the default widget configuration.

In this release, only the References widget is available to JLV users from the Provider Portal.
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Figure 16: Default JLV Page
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4.1 Accessing Patient Data

The core function of JLV is the display of patient-centric information in the & Patient Portal.
Use Q Patient Search (dialog box shown in the previous figure) to search for a patient using
DoD ID, Social Security Number (SSN), advanced search options, or perform a family search.
After the first patient search, the Patient Search dialog will also contain a list of Recently Viewed
Patients for quick access to patient records.

Supported Searches
The following search combinations are supported in JLV:

e DoD ID (Electronic Data Interchange Personal Identifier [EDIPI])

e (Patient) SSN and Last Name

e (Patient) SSN and Date of Birth (DOB)

e Sponsor SSN and Last Name

e Sponsor SSN and DOB

e Last Name, First Name, DOB, and Gender (user must enter ALL identifiers)
Search Rules

JLV utilizes Patient Discovery Web Service (PDWS) for patient search and as such, must adhere
to interface rules and rule sets. This release (JLV 2.5.1) specifically adds the ability to search the
MVI, when PDWS is absent of an EDIPI. The PDWS interface rules and rules sets are:

VSA-P2 JLV 2.5 User Guide 22 December 2016



e Rule Set 1: When searching by SSN, the full nine-digit SSN must be entered and the Last
Name or DOB must also be supplied. This is true for search by SSN (Patient) as well as
Sponsor SSN.

e Rule Set 2: If you do not have the SSN identifier, you must supply ALL of the following
identifiers: Last Name, First Name, DOB, and Gender. Blanks in any of the four required
fields will cause an error.

e Aten-digit string is required for telephone number.

4.1.1 Performing a Patient Search Using DoD ID
To perform a patient search using DoD ID:

1. Click Q Patient Search at the top of the portal page.

2. In the Patient Search dialog box, click in the DoD ID field and enter the eleven (11)-
digit patient DoD ID.

Figure 17: Patient Search Using DoD ID

Q Patient Search & Provider Portai ) System Staus 7T ® ALPHADOCTOR g. Eep
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X
OR
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| Name DoDID SSN Date of Birth
IPOAADLAND, THADDEUS A 1606631433 101936540 19441023

Click Search.

4. Search results are displayed in the lower third of the Patient Search dialog box within
the Search Results tab.

5. Click an entry from within the column display to open that patient’s record. The Name,
SSN, DOB, and Gender columns provide information to assist with patient identification.

6. After selecting a patient, the & Patient Portal will begin loading the patient’s records.
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4.1.2 Performing a Patient Search Using Patient SSN
To perform a patient search using patient SSN:
1. Click Q Patient Search at the top of the portal page.

2. Inthe Patient Search dialog box, click in the SSN field and enter the patient’s full nine
(9) digit SSN.

3. Refer to Section 4.1, Accessing Patient Data and follow the patient Search Rules that are
outlined. The Last Name or DOB must also be entered in the fields provided.

Figure 18: Patient Search Using SSN Field
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4. Click Search.

If you click Search without providing the required patient identifiers, hover text appears
indicating what needs to be provided before the patient search can proceed.

6. Search results are displayed in the lower third of the Patient Search dialog box within
the Search Results tab.

7. Click an entry from within the column display to open that patient’s record. The Name,
SSN, DOB, and Gender columns provide information to assist with patient identification.

8. After selecting a patient, the & Patient Portal will begin loading the patient’s records.

4.1.3 Advanced Patient Search Options

Advanced patient search options are provided in the Patient Search dialog box to allow for a
patient search using additional patient identifiers:

1. Click & Patient Search at the top of the portal page.
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2. Inthe Patient Search dialog box, click the <<Show Advanced Search Options link in
the middle of the dialog (shown in the previous figure).

3. Following the search rules described in Section 4.1, Accessing Patient Data, enter patient
identifiers in the search field as desired. Advanced search option fields include DOB,
Gender, Address, City, State, Zip, and Telephone.

Figure 19: Patient Search > Advanced Search Options
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4. Click Search.

If you click Search without providing the required patient identifiers, hover text appears
indicating what needs to be provided before the patient search can proceed.

6. Search results are displayed in the lower third of the Patient Search dialog box within
the Search Results tab.

7. Click an entry from within the column display to open that patient’s record. The Name,
SSN, DOB, and Gender columns provide information to assist with patient identification.

8. After selecting a patient, the & Patient Portal will begin loading the patient’s records.

4.1.4 Family Member Search

JLV allows a user to perform a family member search using the Sponsor SSN field in the Patient
Search dialog box:

1. Click Q Patient Search at the top of the portal page.
2. Inthe Patient Search dialog box, click in the Sponsor SSN field.
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3. Following search rules in Section 4.1, Accessing Patient Data, search by SSN. The Last
Name or DOB of the patient must also be entered in the fields provided.

4. Click Search.

If you click Search without providing the required patient identifiers, hover text appears
indicating what needs to be provided before the patient search can proceed.

6. Click a name in the Search Results table. The Family Members dialog box opens (as
seen in the following figure) and displays the sponsor’s identifiers and a list of
dependents associated with the sponsor.

Figure 20: Patient Search Using Sponsor SSN Field
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7. Click a name from the list of dependents (as seen in the following figure).

8. After selecting a patient, the & Patient Portal will begin loading the patient’s records.
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Figure 21: Family Member Search: Family Members List
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4.1.5 Recently Viewed Patients

Users who have previously logged into JLV and viewed patient records will have a list of
recently viewed patients displayed in the lower third of the Patient Search dialog box
(highlighted in the following figure) at any time they initiate a patient search. The table will
include Name, DoD ID, SSN, Gender, and DOB columns for patient identifiers.

In the list, click a link from the Name column (example shown in the following figure) and the
& Patient Portal will begin loading the patient’s records.

NOTE: A recent patient is defined as a patient record that has been viewed by the user.
The Recently Viewed Patients list will not include search history or recent search
results. The list is limited to ten (10) patients.
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Figure 22: Recently Viewed Patients
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4.2 Widgets

Widgets are elements within the JLV portals that contain and display data specific to a clinical
domain. On the JLV portal, the list of available widgets is provided in a horizontal tray at the
bottom of the page.

Widgets can be removed by clicking Close ¥ in the top-right corner, added to the portal page by
dragging the icon from the widget tray and re-arranged on the portal page as needed using drag-
and-drop actions.

o NOTE: Widgets may take anywhere between three (3) seconds to ten (10) seconds to
load.
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Figure 23: Sample Widgets on the Patient Portal
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4.2.1 Accessing and Opening Widgets

To view a widget in the Patient Portal, locate the widget name in the horizontal tray that is
displayed on the bottom of the portal (as seen in the following figure). Left-click and drag the
selected widget from the tray to the portal screen. This action opens the minimized view of the
widget on the portal.

The following example displays the Patient Portal with an open widget tray highlighted at the
bottom of the screen. If the widget tray is not open, click the Open Widget Tray link or click
the Expand icon ” in the lower right-hand corner of the portal screen. This button opens the tray
on the portal.

Once open, to view all clinical domains available in the Patient Portal in the widget tray, use the
arrows (< or >) placed below the tray or the More Widgets links placed above the tray buttons
and scroll left to right or right to left through the tray.

Refer to Section 4.9, Patient Portal Data Displays for a detailed overview of the widgets within
the Patient Portal.
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Figure 24: Widget Tray on the Patient Portal
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16,20...| = . g TESTI &
4206 NORTH HAMPTON CT S 101536540 M 0...| —Sencive — EE & Intemal Me.... | ABL, USE. Headache ¥ DoD
FORT COLLINS, COLORADO 72 Detais Not
152! 2 - -
o525 - z‘:’(‘).:'t‘m Apr 07.20...| ~ Seneitve — TESTERON... Sep 08, 20... | CHY CHE... |BLACKST... |HEMORR...
(353)353-3553 ST Detat Note
g“)‘-”‘““ %ﬁ: 20.. TESTERON. Sep 08, 20... |CHY CHE... |BLACKST... [SARCOID..
S Detalis Note
ol AESIENCH Jul23,201... | CHY CHE... |TTS.NURS ..
Detalis Detats Note
Mar27,20... = TESTERON...
A e Jun 30, 20. Intamal Me... | ABL, USE. Gas gangr.
2 Detats Note
Mar 27. 20...| = Sensitve = TESTERON... ? SRR S
Insurance 1 Diepiaying 1-25 of 170 Displaying 1-25 of 83

Inpatient Medications (1 YO ™ [MX  Alergies(108) O[] [0 X  Progress Notes (322) TOl®sZMX
Eiltered date range: 11/5/15 - 11/4/16 Filtered date range: 7/7/00 - 11/4/16

Asergles from Theater Data Sources are nol displayed at this time.
Order ¥ Drug Name Status wnm Ste Date W | Document TypeTitle Provider Site

— Order Number: none Dt Reoonted | AMeime i Sep 30,2016 | Progress Note ABL, USERS... | pop

oct 07, 2013 A LIPOIC ACID/ENZYMES/BIOFUMY (A LIPOI... | g popy

LACTATED RINGE .. Sep 03,2016 |EYE - RETINA OPTICAL COH... |MCCLAINMAE | @ jpog
dan 17,2014 ACETASOL B 000

CusTOM IV Sep 08,2016 |10-10 MEDICAL PROGRESS... (MCCLAINMAE | g 1p04
Jan 17, 2014 ACETASOL ®Do0

LACTATED RINGE... Jui28,2016 |10-10 MEDICAL PROGRESS... (TTS.NURSE TUI| g jnog
Jan 17,2014 ACETASOL

CUSTOM IV Jun 30,2016 | Progress Nole ABL, USERS... |m pop
Jan 17, 2014 ACETATE SAL
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4.2.2 Minimized vs. Expanded View

Each widget can be displayed in a minimized view or an expanded view. The first rendering or
display of a widget is a minimized view as shown the following figure.

If a date range filter is applied in a displayed widget, the date range is indicated in the widget
header below the title. In the sample figure, a filtered date range is applied in the Lab Results,
Orders, Lab Panel Results, and Outpatient Encounters widgets. Open or close the filter
options by clicking on the date range link in the header.

Click the More >> link available at the bottom of the widgets to see the expanded view.
Accessing the expanded view of the widget provides additional display and filtering options.

Click Configure Filter ? or the date range filter link from the widget toolbar if not displayed
by default in an open expanded view.

Figure 26: Filtered Data Range Examples on Minimized Widgets
@ sSystem St T W LV.USERA .n. =] 0 E..

Orders (9)
Filtered date range: 4/1

** | ™ poD

| N | m oD

May 03, 2016 | ANTIHEMO, .. |MEDICATION | g pon
May 03,2016 | | .. |MEDICATION | m pop
Mazy 03, 2016 ... DS ... [MEDICATION | m popy

Biood Bank

INSUGBNCE ppiaying 13 of 2

MHS GENESIS (1)
Date Document
May 17, 2016 ‘Summarization of episode nate

Jun 01, 2014
May 18, 2014
Dec 12, 2013
Dec 12, 2013
Dec 12, 2013

Dec 12, 2013 NEC S ¢ ANTL... | BODDULU...
| | 5

re == | Diplaying 1-1 of 1 Displaying 1-6af &

Open Widget Tray A

4.2.3 Widget Toolbar Buttons

Toolbar buttons are provided in the upper-right corner in both the minimized and expanded
views of each widget.
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Figure 27: Widget Toolbar Icons

Appointments (7)
Fiflerad date range: 4/13116 - 810116

Start date: End date:

04/1312016 oaro2016 £ Apply 1w 2w im 3m Sm 1y 2y 3y

Provider Provider Speualy Appointment Type Reason

Jul 28, 2016 TTS,NURSE TUI Nursing Service |CHY
1258 CHEYENNE Providers CHEYENNE
MEDICAL MEDICAL
SPEC SPEC
VISIT

Jun 07,2016 |CHY ROBERTS,JERIL... | Allopathic and CHY | ACUTE CHAGAS' DISEASE
: ANTICOAG |M Osteopathic | ANTICOAG | WITHOUT HEART INVOLVEMENT
Physkians VISIT

CHY CPL ROBERTS,JERIL... | Allopathic and |CHY CPL

GENERAL M | Osteopathic |GENERAL

INPATIENT Physicians INPATIENT
VASIT

May 04, 2016 | intemnal JLV, USERA Allopathic & Compiete 24HRS | Notes Entered by: JLV,USER A 04
18:02 Medicine Osteopathic |May 2016 1802
Physkians : Family -— testing for ICD10 problem
Medicine

May 04, 2016 = JLV, USER A Allopathic & Complete 1 Notes Entered by: JLV,USER A 04
17:19 Osteopathic May 2016 1719 ———88 ™|
Physidians : Family — testing ICD10
Medicing

Mav 04, 2016 |intemal TEST. USERA Allopathic & InProaress Nates Entered by: TEST.USER A
Displaying 1-7 of 7

The previous figure highlights the placement of the toolbar icons within the expanded view of
the Appointments widget. Icons vary by widget. The following table describes the function of
icons seen in this example as well as other widgets.

Table 7: Toolbar Icons

Icon Name Function
? Configure | Allows a user to filter on specific record types or other elements within the widget,
Filter including a date filter. If a Date Range filter is applied in an open widget, the date

range is displayed in the widget header.

NOTE: After setting a filter, the Close Filter option is enabled in the widget.
Clicking Close Filter will restore the full display of records within the widget.

0 Interface Both icons provide a status indicator for DoD, VA, and community partner data

Status . . i o
sources. The circle with the lowercase indicates all sources are available.

£8 The yellow triangle warning /! indicates one or more data sources are
unavailable. Clicking either status icon will open the Interface Status details in a
separate window.

NOTE: Interface status updates are not available from the Clinical Reminders
widget.
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Icon Name Function

L Copy to Copies content of the open window to the clipboard for pasting into another

= Clipboard | application.

] Print Prints contents of the open window.
NOTE: Printing is disabled in the widget toolbar after clicking Show All within a
widget.

c Refresh Refreshes the widget or window display. Only the data within that widget's
dataset is updated.

|:|:| Column Allows the user to configure the columns within the widget. Turn on or off the

Settings columns displayed by checking the column names that appear in the pop-up box

and checking Apply.

x Close Removes the widget from the portal screen or closes the expanded view of the
widget.

E Rx Converts the medications data within the widget to text and opens text in a pop-
up window. Available from the Outpatient Medications widget.

e Site List Opens a list of community sites where the patient has been seen (only available
from the Community Health Summaries and Documents— VA widget).

4.2.4 Refreshing Widgets

Data in the widget display can be refreshed by clicking Refresh =~ . This action will refresh the
widget and display the DoD and VA data JLV has stored in a cache.

4.2.5 Widget Navigation & Display Options

Navigation tools and display options are provided within each widget that allows you to navigate
through sections of data results within the widget. A vertical scroll bar allows you to scroll and
view data that is in the widget page, while options at the bottom of the widget allow for
navigation through all records for that domain loaded into JLV.

The functionality for the navigation tools shown in the following sample widget is further
explained in the following table.

In the following figure, there are forty-seven (47) total records loaded into the Problem List
widget, grouped in Show Paged view. Records 1 — 25 can be viewed by using the widget’s
vertical scroll bar. Records 26 - 47 can be viewed using page navigation options in the lower-left
corner of the widget to jump to subsequent pages.

Click More >> to open the widget in expanded view. A widget in expanded view will also
contain a Show All link which opens all records for a given widget in a scrollable window. Click
Show Paged to return to the display of records grouped by pages.

VSA-P2 JLV 2.5 User Guide 33 December 2016



Figure 28: Widget Navigation Tools

Problem List (47)

bpdated o 11CD | Onset
Jul 29, 2016
Jul 29, 2016
Jul 15, 2015
Jul 15, 2015
Apr24,2014 |
Apr24, 2014
Mar 23, 2014
Mar 23, 2014
Mar 23, 2014

Mar 23, 2014

Jul 29, 2016

Jul 29, 2016

| Problem Descript...
| HEADACHE SYND...|

| Jump in / on the skin
upper back pain (b...

| CATARACT - BOT... |
| midback pain

| vist for: pastoral &3...
{ losver back pain
{neckpaininthe jo... |

Displaying 1-25 of 47

Table 8: Widget Navigation Tool Descriptions

Navigation Meaning Description
Button
< Go to Previous Page Changes the focus of the widget to the previous group or

page of records within the results display.

Jump to Page

Changes the focus of the widget to the page number
selected.

>

Go to Next Page

Changes the focus of the widget to the next group or page of
records within the results display.

More >> Go to Expanded View Available in minimized views only. Opens the expanded view
of the widget in a secondary window.

1-25 of 47 Record Display Indicator | Indicates the number of records displayed in that widget
page out of the total number of results for that widget.

Show All/ Display Setting Click Show All to open all records for a given widget in a

Show Paged scrollable window.
Click Show Paged to return to the display of records grouped
by pages.

4.2.6 Date Range and the Quick Date Range Widget Display

Filter

If a Date Range filter is applied in a displayed widget, the Date Range is indicated in the widget
header below the title. In the sample figure below, a filtered Date Range is applied in the Lab
Results, Orders, Lab Panel Results, and Outpatient Encounters widgets. Open or close the
filter options by clicking on the Date Range in the header.
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Click the More >> link available at the bottom of the widgets to see the expanded view. Click

Configure Filter ? or the Date Range filter link from the widget toolbar if not displayed in an
open expanded view.

Use the Quick Date Range Selector to set or limit the display of patient records within a
particular widget to a preset date range. This option is available in multiple widgets on the
Patient Portal.

Clicking a date range will refresh the display to show only the records for the selected range.
The options represent the time counting back from the present day (for example, selecting 2y
would limit the data display within the widget to show only records within the last two years).
Examples of preset date ranges include:

1w =1 week
2w = 2 weeks
1m =1 month
3m = 3 months
6m = 6 months
ly =1 year

2y = 2 years
3y = 3 years

The following example below highlights the Quick Date Range Selector options in the expanded
view of the Orders widget.

VSA-P2 JLV 2.5 User Guide 35 December 2016



Figure 29: Sample Quick Date Range Selector

Orders (203)
Filiered date ranga: /1013 - 810ME6

Start dafe: End date:

Danozo3 E 0sMm2016

Order Diste A | Order Number | Description Status | P...| Type Standardized Type | Provider Prowider Specialty | Site

Aug 13, 1013 T2HE1951 KETOCONAZ . | ACTIVE Ot Meds Keloconazale 20 SAKAMURLE .. @ IPOS
16218 ¢ L MGML Topical o
F Cream

Aug 13, 2013 T2ae199;1 BUPROPION ACTIWVE Oul. Meds | Bupropion SAKAMURLE...
1619 HCL Hydrochionde 100
(IMMETHATE MG Oral Tablet

‘IﬂlZIMl; TAKE

Di playlng 1-25 of 203

4.2.7 Start and End Date Widget Display Filter

You can set a date range to filter or limit the displayed data in a widget using the Start Date and
End Date tools. These fields are available at the top of multiple widgets in expanded view, or
when you click Filter ¥ in minimized view. The following figure provides an example of the
Date Filter fields in the expanded view of the Radiology Reports widget.

To set the date range, click calendar B next to Start Date and select a start date for the
Display filter. Next, click the calendar icon next to End Date to select the end date for the
Display filter. With both a start date and end date displayed in the fields, click Apply. The
widget will refresh the display to show only the records from the entered date range and the date
range is displayed in the widget header.

NOTE: If the expected information does not appear in the widget display, use the date
o filter options to expand the date range.
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Figure 30: Date Range Display Filter Tools

Radiclegy Reports (6)
Flliered date range: §1013 - B OHE

COMPUTED Electronically Flied
TOMOGRAPHY, HEAD
OR BRAIN; WITHOUT

Jun 12, 2015 | RADIOLOGIC | Electronically Flied
| PASLAT | EXAMINATION, CHEST, 2
|VIEWS, FRONTAL AND
LATERAL;

| 14p0DESD Chegt, PA Chest X-ray PA upight | | comgiete | NORMAL
| ISeparation/Retiramen| |

14000438 | 3 | Bones X3y bong age Complets MORMAL

| 14p0Ds3m | one Survey | Bones long X-ray survey | | compiete | NORMAL
Apr 23, 3H4 14000006 | Abdomen, Acute Chest and Abdomen X-ray Compiete | MinoR

AP (supina and upright) ABMORMALITY
| and P chast

Displaying 1-8 of 8

4.3 Context Management

Clinical Context Management (also referred to as Clinical Context Object Workgroup [CCOW]
is a way for applications to synchronize their clinical context based on the Health Level 7
CCOW standard. If CCOW-compliant applications are sharing context and one of the
applications changes to a different patient, the other applications will change to that patient as
well.

JLV is context management-enabled. When context is enabled, a patient change that is triggered
in another context-enabled application (i.e., CPRS) will also cause JLV to change patients. The
same effect is shown vice versa; that is, when a patient is selected in JLV, it triggers a patient
change in other context-enabled applications.

Context management is enabled by default, and JLV will attempt to connect to the context vault
upon a valid login. Context status appears in the top-right corner of all JLV screens. When
context is established, context on & is shown. When context is suspended, context suspended &8
is shown.

The following example shows the context indicator location on a sample JLV portal page. In this
example, context is suspended.
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Figure 31: Context Indicator on the JLV Portal Page

Q Patient Search & Provider Portal & Patient Portsl ¢

IPOAADLAND, THADDEUS A PFisgs  +

@IP03 | @IPO4 | @IPO5 DoD Documents (29) YOI®CMX Ores
Fitered date range: 4/12/16 - 3/10/16 Filtered date range: 4/12/
Provider Image it Order DateA, ' Description | Status / Prio...
TTSNURSE ® May 02,2016 |HYDRALAZI... |ACTIVE /RO... | MEDICATION |m pop
4206 NEW HAMPTON CT SN 101936540
7

FORT COLLINS, COLORADO

M. 13, 201 i o VE / R MEDICATION
80525 COB 230ct1sM Jul28, 2016 | 10-10 MEDICAL PROGRE .. [TTSNURSE... i A s O... | MEDICATION | @ pop
Race Whits

May 03,2016 |ANTIHEMOP... | EXPIRED / R... | MEDICATION | g pop
(333)333-3333 Jun 07, 2016 | NURSING ONE ONE ONE .. | ROBERTS.J..

(355333339 May 03,2016 | AMOXICILLI... |DISCONTINU... MEDICATION |
M Jun 07, 20... | ACUTE CHAGAS' DISEAS.. |ROBERTS, ... : DoD

Detals May 03,2016 | AMOXICILLI... | DISCONTINU... MEDICATION | pgp

. |ROBERTS.J...
3 May 03,2016 |REDBLOOD... |ACTIVE BOdBaNk | g P03

Jun 06, 20... |No diagnosis avatabie. ROBERTS.J...
Detalls

uavns o0 |1 sctan n miasae UV 1ICER & N9 2015 |LIRFANITRO | ACTIVE Chemistry
Insurance 1 Displaying Vore > Displaying 1-9 of @

JunD9,2016 |CALCIUMBL ... | ACTIVE Chemistry

MHS GENESIS (1) 0flc@mX [ Lab Panel Results
/12/16 - o/ = e

Date Document v  Site
May 17, 2016 Summartzation of 2pisode note ¥ DoD

Collection Date ' | Order / Result

TTS,NURSE TUI Nav 25, 2015 CYTOPATHOLOGY

.|CHY ANTICOAG |ROBERTSJERILY... |g CYTOPATHOLOGY

CHY CPLGEN... [ROBERTSJERILY... |g BACTERIOLOGY

May 04, 2016 1... | Intemal Medicine | JLV, USER A 000 HRINALYSIS

May 04, 2016 1... |Intermal Medicine |JLV, USER A 000 i
May 04,2016 1... | Inlemal Medicine (TEST, USERA oD @ = —

May 02, 2016 1... [CHY ANTICOAG |BODDULURIPADMA | g 1p03 Genital Culire

WBC Smear Stool
Dispiaying 1-10f 1 Displaying 1-7 of 7 Mare Displaying 1-25 of 37

Open Widget Tray A

4.3.1 Unable to Communicate with Vault Upon Login

If JLV is unable to initiate context management upon log in, the user will see the CCOW Error
message: JLV was unable to communicate with the CCOW Context Vault. CCOW patient
synchronization will be unavailable. Click OK to continue. After clicking OK, the portal will

display the context suspended icon &4,
Figure 32: Unable to Communicate with Vault upon Login

CCOW Error

JLV was unable to communicate with the CCOW Context Vault.
CCOW patient synchronization will be unavailable.
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4.3.2 Establishing Context

When context is suspended, a user can manually attempt to establish context. Click context
suspended &8 to establish or re-establish context. The user is presented a CCOW Warning
message that reads, Are you sure you want to rejoin patient link? Click Yes to continue. When
context is established, context on icon & will display on-screen in the top-right corner of the
JLV portal.

Figure 33: Establishing Context

CCOW Waming

Are you sure you want to rejoin patient link?

4.3.3 Context Synchronization Failure

In the event that JLV is unable to re-establish context, the user is presented with a CCOW Error
message that reads JLV failed to synchronize with the CCOW Vault. Patient link will be broken.
This indicates context is suspended. Click OK to continue. Context suspended &8 will display
on-screen.

Figure 34: Context Synchronization Failure

CCOW Ermmor

JLV failed to synchronize with the CCOW Vault. Patient link will be
::: broken.
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4.3.4 Suspending Context

When context is established, context can be suspended by clicking context on &.. The user is
presented a CCOW Warning message that reads, Are you sure you want to break patient link?
Click Yes to continue. Context suspended & will display on-screen.

Figure 35: Suspending Context

CCOW Waming

Are you sure you want to break patient link?

o«

4.4 Break the Glass and User Restricted Access

The break the glass feature provides the capability to audit the access of select records by
particular users:

e VA users (VHA or VBA) viewing DoD-only patients (i.e., there are no VA identifiers for
a patient).

e All users accessing sensitive DoD records (outpatient encounters, progress notes, and lab
results).

JLV will also check the VA user’s access credentials after a patient is selected from the search
results presented in Patient Search dialog and enforce additional patient data access restrictions for
the following scenarios:

e JLV will deny a VA user the ability to view patient records when the user's SSN is not
registered in the user’s VistA profile.

e JLV will deny a VA user the ability to view the user's own patient records.

4.4.1 VHA Users Viewing DoD-only Patients

After performing a patient search and selecting a patient from the list presented, the VHA user is
asked to specify the purpose of accessing the record. Options presented to the user are: Emergent
Care, Clinical Care, or Authorized Administrative Use as seen in the following figure. The
following example shows what a VHA user will see when he selects a patient who is not
registered in MVI.

VSA-P2 JLV 2.5 User Guide 40 December 2016



Figure 36: VHA User Options for Patient Registered in MVI

VA User Restricted Access

This patient is NOT a registered VA Patient.
!:! Select an authorized purpose for accessing this DoD record.
O Emergent Care
® Ciinical Care
® Authorized Administrative Use
i.e. claim processing

Your access to this DoD patient record will be recorded and audited by the Department of
Defense. Unsuthorized access may result in disciplinary actions to inciude termination of
e

Usemame: ALPHADOCTOR

Date/Time:  2016-04-1222:39:24

IP Address:  10.101.18.173

Agree to be Audited & Access this Patient Record Cancel

Upon clicking Agree to be Audited & Access this Patient Record (as shown in the above
figure), JLV displays the requested data in the Patient Portal and an audit is performed. The
purpose and organization of a VA provider, including the organization, date, user name, 1P
address, user’s (Employer Identification Number (IEN), host system’s ID, and patient’s
Electronic Data Interchange Personal Identifier (EDIPI), are audited.

4.4.2 VBA Users Viewing DoD-only Patients

VBA users may see two different dialog boxes, depending on whether the patient is registered in
MVI:

e Patient registered in MVI. After performing a patient search and selecting a patient
from the list presented, a VBA user will see the following dialog box when he selects a
patient whom is registered in MVI. After agreeing to the audit, the VBA user can access
the patient’s record.
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Figure 37: VBA User Options for Patient Registered in MVI

VA User Restricted Access.

Use of this peoduct is dependent on agreement with the following statements:
A e
- informatcn
provded
adudcating

+ 1 understand iat my User Name and IP Address wil bo recorded, fuat the
1 access wi ba recoeded. that my access 1o miomason

speciic informaton
is subject 10 3ust, and $iat descipliary 3cbon may be taken for improper
access 1o DoD informaton.

Usomame:
Date/Time.  2015-07-04 135148
P Address. 10237138 206

Patient not registered in MVI1. A VBA user cannot access the record of a patient not
registered in MVI. After performing a patient search and selecting a patient from the list
presented, a VBA user will see the following dialog box (as shown in the following
figure) when he selects a patient whom is not registered in MVI.

Figure 38: VBA User Options for Patient Not Registered in MVI

VA User Resirictes Access

« Thas indhvicual is not isted on the MV] and yoor access 1o Bws record s not
supported by the Jort Legacy Viewe.

December 2016
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4.4.3 Access to DoD Sensitive Records

All JLV users will be audited each time a sensitive DoD record is accessed (this applies to
sensitive outpatient encounters, progress notes, or labs results records). For each attempt to
access sensitive data (successful or unsuccessful), JLV will record the user’s organization, user
name, user SSN/EDIPI (for DoD users), user Personal Identification Verification (P1V) (for VA
users), user location, patient (including identifiers: Patient Last, First Name, Military Intelligence
(MI); SSN/EDIPI (DoD only), MVI (VA only); DOB), data accessed (e.g., unique note
identifier), date/time, and reason for access (e.g., Emergent Care, Clinical Care, and Authorized
Administrative Use). Audit information will be sent to and stored in the JLV Database.

JLV will notify users before they are audited. This message is triggered when the user clicks the
Masked Record (i.e., **Sensitive**). Both the masked record displayed in the widget and the
audit notification is seen in the example shown in the following figure.

After the user selects his/her purpose to view the record and agrees to be audited, sensitive data
will appear in the Details view of the JLV widget.

Figure 39: Sample Audit Notification Message for Sensitive Record

DoD Sensitive Record X

This record is marked sensifive and should only be viewed if necessary, as per the
HIPAA principle of minimum use.
Select an authorized purpose for accessing this record.

O Emergent Care

® Clinical Care

® Authorized Administrative Use
ie. claim processing

You have requested fo view sensitive data. This usage is subject to sudit. Do you wish to
proceed?

Organization: DOD

Usemname: JLV.USER A

DateTime:  2016-08-10 18:22:48
IP Address:  10.101.18.17

Agree fo be Audited & Access this Sensitive Record

NOTE: A user will be prompted every time a sensitive record is selected (for
o outpatient encounters, progress notes, and lab results data types), even if the user has
been audited previously for the same record.

4.5 Using the Report Builder

The Report Builder allows the user to build a custom report by selecting any record or
combinations of supported documents and exports the details of the record or document to a
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single report. The Report Builder allows printing to a printer or to a file (in Portable Document
Format [PDF] format).

NOTE: For the Report Builder and other JLV features, it is recommended that JLV
o users have the latest Adobe Reader installed on the system from which they access
JLV.

4.5.1 Creating Reports with the Report Builder

The Report Builder is initiated by clicking the Report Builder icon E from the top-right corner
of the Patient Portal. You can build a report by adding patient records or documents from both
the minimized and expanded views of widgets. For a record with a Details or Notes view, a
button is available in the window’s toolbar to integrate the additional record information into the
report.

To create a report using the Report Builder:

1. Click Report Builder E from the widget toolbar.
2. Select records to add to the report:

- Any record within a widget can be added by right-clicking the entry in an open
widget and selecting Add Record to Report (example shown in Error! Reference s
ource not found.).

- Records for which JLV prints a document to PDF format can also be added to the
Report Builder. For these records, click the link in the widget as if you were to open
the record. The Document Ready dialog appears, with three options: Download, Add
to Report Builder, and Cancel. Clicking Add to Report Builder will add the
document to the Report Builder pane and a PDF will be integrated into the generated
report. (Clicking Download will open the record for viewing and will not be added to
the Report Builder.)

- For arecord with a Details or Notes view, click Add Record + in the toolbar of the
open Details or Notes window to add the additional record information to the Report
Builder tool.
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Figure 40: Add Records to a Report through Toolbar

Q Pafient Search () Provider Portal & Patient Forisl ¢
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Lab Test: CYTOPATHOLOGY
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Result:
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Date completed: May 25,
Submitted by:

2014 23:55
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2014

Tach:

Specimen Source:

Performing Lab

Order Date:

Certification Date: May 25. 2014 23:59
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Status /Pri...
PENDING
ACTIVE

TIVE
ACTIVE
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Documents (28)
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No diagnosis avaliable.

Dieplaying 1-25 0f 29

Radiology Reparts (35)
Filtered date range: 8/10/13 - 8/10/16

Date

Jun 12, 2015
Jun 11, 2015
Jun 01, 2014
Apr 25,2014
Apr 25,2014
Apr23, 2014
Apr 23,2014
Apr23, 2014

1

v  Eam
KNEE 3 VIEWS
CHEST2VIEWS P .
ABDOMEN 2 VIEWS

YOleoMX

Provider
TTS.NURSE...

image | Site
®1ros

TTSNURSE... ®1POs

ROBERTS.J... ®1ros

ROBERTS.J... ®1Pod

ROBERTS.J... P04
ROBERTS.J. @ 1Pos

Image

Chest, Lt Lat Dacub...

Chest Occupational
Forearm, Rt
2Zyqomatic Arches
Shoulder, Lt Axiitary...

Displaying 125 of 35

QA USE..

. |MRA, USE...
A, USE

. |KQA, USE...

Orders (266)
Filtered date range: 8/10/13 - 8/10/16

Order DateA, | Description | Status / Prio...

Aug 13,2013 | ACETAZOLA... | EXPIRED

Aug 13,2013 |GLUCOSE B... | COMPLETE

Add Record to Report

Oct07,2013 |2HRURNGL...

Oct07,2013 | 5-HIAAURINE

octnz o033 lotesnames L Emar 1eon

1 Displaying 1-25 of 266

Lab Panel Results
Filtered date range: 8/10/13 - 8/10/16
Collection Date | Order / Result

Nowv 25, 2015 CYTOPATHOLOGY

Naov 24, 2015 CYTOPATHOLOGY

Jun 01, 2014 BACTERIOLOGY

May 18, 2014 URINALYSIS

Dec 12, 2013 CSF Cullure

Dec 12,2013 Creatine Kinase

Dec 12, 2013 Genital Culture
Dec12,

1 Despiaying 1

2013 WBC Smear Stool

37

FINAL/ ROU...

FINAL/ROU...

USER A .*. =] 0 E.

Diagnosis | Image  Site
QA USER A periorbRal...

headacha

abdominal....

Out. Meds

| cremisry

LAB

MEDICATION
. |LAB

LAB
LAB

148

TOll®acMX

W Dol

W Dol

Ep

ED

Open Widget Tray A

Site

®1POS
@ 1PO4
®ir0s
@ P05
= DoD
L)
™ DoD

¥ DoD

n Widget Tray A

3. Records added will appear in the Report Builder window (sample shown in the next

figure).
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4. Use the up and down arrow keys to the right of the listed records to arrange the records as
you wish to see them ordered in the generated report. Records can be removed by
clicking Clear Selected Record or Clear All.

Figure 42: Report Builder Tools
Q Patient Search () Provider Porial &) Patient Portal $¢ @) SystemStatus T W JLV.USERA ﬁ. BE O E

IPOAADLAND, THADDEUS A  Prisgs  +

Report Builder
Documents (26) YO ®Z(MX  Ordes(268) TO®ZoOX
Filtered date range: 4/12/16 - 8/10/18 Filtered date range: 8/10/13 - 8/10/16
Date v | Description Provider | image | Site Order DateA, | Description | Status / Prio...| Type Site

Jul 23, 201... | No diagnosis avaliabie, TTSNURSE. Aug 13,2013 | ACETAZOLA. .. | EXPIRED Out. Meds ® 1POS

Detalls
2013 e a
Orders Record: Oct 02,2013 | xHEMOGLOBIN | FINAL/ Ju125, 2016 |10-10 MEDICAL PROGRE .. | TS NURSE... Abg13.2013 |GLUCOSES... |COMPLETE |Chemisty @ 1Pos
ROUTINE | LAB | WDoD | Oocto2, 3 X.HEMOGLO... | FINAL/ROU... | LAB ® DoD
; Jun 07, 2016 | NURSING ONE ONE ONE . [ROBERTS.J..
Orders Record: Oct 02, 2013 | VITAMIN D-FO CAP | N 07,20... | ACUTE CHAGAS' DISEAS... | ROBERTS
EXPIRED / ROUTINE | MEDICATION | mDoD | Details Oct07,2013 | 17-OH PROG...| FINAL / ROU... | LAB ¥ DoD

un 06, 2016 | 10-10 MEDICAL PROGRE... ERTS.J...
Jun 06, 2016 ROGERTE.L 2HR URN GL... | FINAL/ROU... | LAB

Jun 06, 20... | No diagnosis avakabie. ROBERTSJ...
Detatle

Oct02,2013  |VITAMIN D—... |EXPIRED/R...| MEDICATION | pop

Lab Panel Results Record: Dec 12,2013 | CSF Cultwre | ® DD
DoD |

S-HIAAURINE |FINAL /ROU... |LAB ®DoD

PRV - netnz 201z losssnames  lEmar e lias PEEUS

Lab Panel Results Record: Jun 01, 2014 | BACTERIOLOGY = s

| ®IPO5 | 1 Displaying 1- 9 > 1 Disptaying 1-25 of 266 A >>

Radiology Reports Record: Jun 01,2014 | ABDOMEN 2 VIEWS = =
'°'°Z"|P;‘:° o ‘ = Radiology Reports (35) Lab Panel Results (37 TO®CoOMX

RIS EOS Fitered date range- 8/10/13 - 8/10/16

Date v  Eam 2 Collection Date v | Order/ Result Site

Jun 12, 2015 KNEE 3 VIEWS Now 25, 2015 CYTOPATHOLOGY

| clsrselcdrecod f ciesrar |

Jun 11, 2015 CHEST 2 VIEWS .. Nov 24, 2015 CYTOPATHOLOGY
Jun 01, 2014 ABDOMEN 2 VIEWS Jun 01, 2014 BACTERIOLOGY
Apr 25,2014 | Chest, Lt Lat Dacub... May 18, 2014 URINALYSIS
Apr2s, 2014 Chest Qccupationa) Dec 12, 2013 CSF Cutture
Apr23, 2014 Forearm, Rt Dec 12, 2013 Creatne Kinase
Apr23, 2014 Zygomatic Arches Dec 12, 2013 Genlial Cuture
Apr23,2014 Shouider, Lt Axfllary. Dec 12, 2013 WBC Smear Stool
1 Displaying 1-25 of 35 1 Displaying 1-25 of 37

Open Widget Tray A

5. When a record is selected, a preview of the report is seen at the bottom of the Report
Builder.

VSA-P2 JLV 2.5 User Guide 46 December 2016



Figure 43: Report Preview from the Report Builder

Q Pafient Search () Provider Portal & Patient Portal 3¢ @) SystemStatus 7 W JLV.USERA g. BE O [.].

IPOAADLAND, THADDEUSA  PFisgs  +

Report Builder

[T — Jui28, 201... TTSNURSE 13,2013 |ACETAZOLA... | EXPIRED Out Meds s
Detalls ®iros @ P05

Orders Record:
ROUTINE | LAB | ®DoD | — Oct02,2013 | X.HEMOGLO... [FINAL/ROU... LAB

Orders Record:
EXPIRED / ROUTINE | MEDICATION | ™ DoD | ~ Detalis Oct07,2013 [ 17-OH PROG...| FINAL/ ROU... | LAB

Lab Panel Results Record: Dec 12,2013 | CSF Culture | =
DoD |

Lab Panel Results Record: Jun 01, 2014 | BACTERIOLOGY — AL

| ®IPO5 |

Radiology Reports Record: Jun 01, 2014 | ABDOMEN 2 VIEWS
|| @Pos | Fitered date range: 8/10/13 - 8110118 Fitered date range: 8/10/13 - 811018

Clear Selected Record Clear All

Order Date

Oct 02, 2013
12:00

<

4.6

Documents (29) TOl®ZMX Orders (266) YOI MX
Fitered date range: 4/12/16 - 8/10/18 Filtered date range: 8/10/13 - 8/10/16

Date %  Description Provider image | Site Order DateA, | Descripion | Status / Prio.... Type | Site
0ct02,2013 | xHEMOGLOBIN | FINAL/ J28, 2016 |10-10 MEDICAL PROGRE ... [TTSINURSE... e Aug 13,2013 |GLUCOSES.. COMPLETE | Chemisty
Jun 07, 2016 | NURSING ONE ONE ONE .. | ROBERTS.J ®1ros

2, 2013 - IR..
Oct 02,2013 | VITAMIN D-POCAP | —— | Jun07,20... |ACUTE CHAGAS' DISEAS... | ROBERTSJ... ® 1504 O N e o

an 06, 24 10-10 MEDICAL PROGRE... S.
Jun 06, 2016 ROBERTS.. ®1ros Oct07,2013  [2HR URN GL... | FINAL/ROU...

Jun 06, 20... |No dlagnosis avakabie. ROBERTS.J... ®1POs

Detalls Oct07,2013 | S-HIAAURINE |FINAL/ROU... |LAB

ortnz o033 lowesmames  Ema o lias

1 Displaying 1-25 of 29 More >> 1 Despiaying 1-25 of 266

Radiology Reports (35) Lab Panel Results (37 YOI OMX

Date v | Exam 2 Collection Date v | Order/ Result sie

Jun 12, 2015 | KNEE 3 VIEWS Nov 25, 2015 CYTOPATHOLOGY ®1P05

Jun 11,2015 |CHEST 2 VIEWS P .. | Nov 24, 2015 CYTOPATHOLOGY @ 1P04
Status / Type Jun 01, 2014 | ABDOMEN 2 VIEWS Jun 01, 2014 BACTERIOLOG' @105
Priority Apr 25,2014 Chest, Lt Lat Decud.. May 18, 2014 |urmaLvsis @ 1r0s

25,2014 Chest Occupational e 2
wato020012s VTAMND- Exerenr o | Sea a3 |SSEComat # 000
1100200128 pocap  ROUTINE : Aprz3. 2018 Foream, Rt Dec 12,2013 Creatne knase )

Order

Number | Deseription

Apr23, 2014 | Zyqomatic Arches Dec 12, 2013 | Genttal cumure ®Do0
Apr23, 2014 | Shoukder, Lt Axfiary... Dec 12,2013 | WBC Smear Stool ¥DoD
1 Displaying 1-25 of 35 More > 1 Despizying 1-25 of 37 More >>

Open Widget Tray A

Click Build to generate a report in PDF format.

When prompted, click Print in the Printable PDF Ready dialog box. The generated report
appears in an additional tab within the browser window.

Save the report file to your local system using onscreen tools, if desired.

NOTE: Each report created through JLV will include the following disclaimer:

The information contained in this transmission may contain privileged and confidential
information, including patient information protected by federal and state privacy laws.
It is intended only for the use of the person(s) named above. If you are not the intended
recipient, you are hereby notified that any review, dissemination, distribution, or
duplication of this communication is strictly prohibited. If you are not the intended
recipient, please contact the sender by reply email and destroy all copies of the
original message.

JLV Integration with VistA Imaging Viewer

JLV integrates the VistA Imaging Viewer into the JLV GUI, allowing VA access to VA imaging
artifacts from within JLV widgets for supported clinical domains.

A camera icon in the Image column of the Documents, Outpatient Encounters, Procedures,
Radiology Reports widgets indicates that one or more images are associated with that record.
Clicking the camera icon from the JLV widget will open the VistA Imaging Viewer in a
standalone window and display the associated image(s).
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Figure 44: Camera Icon in Image Column

Q, Patient Search &) Provider Portal g Patient Portal 3¢ sysemstaws 7% @ UsERPANCRAVA #% B @ I

EIGHT, PATIENT VIX x +

Documents (60) TORs2oDMX Outpatient Eny § TOE=2MX Procedures (14) TOE®ZMX
Filtered date range: /16 Eilters 5 - Filtered date range; 3/24/00 - 7
Dale W | Description Provider Image | Site Encount ini i i i . i i Procedure
pt Ll Date % clinic Provider Diagnosis | Image | Site Proceduress | Location Provider Description
Dec 14, 2015) Mathology Aug 14, 20... | GENERAL... & Kl Dec 05, 2013...|NH Great L = DeD
Defais Note

Dec 14, 2015| Mathology ) 3| NH G P
Jan 10,201__| Family Pra_ | BHIE, USE. _ v Dec 03, 2013...|NH Great L. Immunizat. M DoD

Dec 14, 2015| Patholoay Detalls Note Dec 03, 2013... |NH Great L...| Hepailis B... B DoD

Jan 09, 201._. Family Pra._. | BHIE, USE. .  DoD

Details Note

Aug 14, 201 / VEHUONE | oy K Dec 05, 20... | Family Pra... |BHIE, USE... = DoD Dec 02, 2013...|NH Great L Hepatitis B... H DoD
Details Note

Aug 14, 2015| ADVANCE DIRECTIVE VEHU,ONE 1 Dec 03, 20... | Family Pra... | BHIE, USE. . o DoD

Aug 14 20._|Ho g ot Details Note Nov 18, 2013.__|NH Great L __| Balloon Ca... M DoD

ug 14, 20.._| Ho diagnosis available. ’
Details Family Pra... |BHIE, USE...

1 Displaying 1-25 of 60 v = | Displaying 1-10 of 10 > | Displaying 1-14 of 14

Image = Site

Nov 30, 2015| Medical Record Dec 02, 2013...| NH Great L Anesthesia... 5 DoD

Dec 02, 2013...|NH Great L .. Immunizati. B DoD

™ DoD Nov 18. 2013.../NH Great L.... Gastric Aci... = nen

Radiology Report
Filtered date range:

Dale
Jun 01, 2016 ECHO EXAM OF H..

Jun 01, 2016 IVC FILTER REMO .
Apr 18, 2016 MAGNETIC IMAGE.

Apr 18, 2016 CT HEAD W/O CONT o]
Apr18, 2016 CT HEAD W0 CONT| oy
Apr 18, 2016 PELVIS 1 VIEW [0

Displaying 17 of 7

Open Widget Tray

When a record contains one or more images, the Details view accessed from the widget will
display one thumbnail in the top-right corner of the window. Below the thumbnail, a Click
image to open viewer link will also display. Clicking the thumbnail or the link will also open
the VistA Imaging Viewer in a standalone window and display the associated images.
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Figure 45: Detail View with VistA Imaging Integration

Q, Patient Search &) Provider Portal g Patient Portal 3¢ Systemsiaws 7 @ USERPANORAVA ¥ B @ B

TIENT VIX x +

Documents (60) T @ "1 & 2 M1 % | Outpatient Encounters (10) Y @ F] & 2 M % | Procedures (14) TORNs2oMX
o /16 =

Filtered date range. 7122115 - 1/22/16 Radiology Reports Detail ~ # KAl MAGNETIC IMAGE.BRAIN +Be _ o x 126

Date W  Description ovider b Procedure

Description

Dec 14, 2015| Mathology iority: H DoD
MAGNETIC IMAGE,BRAIN

Dec 14, 2015| Mathology Immunizati H DoD

Image = Site

Dec 14, 2015| Pathology Hepatitis B... B DoD
Nov 30, 2015| Medical Record Exm Date: AFR 18, 2016@17:08 Anesthesia... = DeD

Aug 14, 2015 ADVANCE DIRECTIVE V= M6 Reg Phys: FRANE, STUART Pat Loc: 7A GEN MED/07-22- Click image to apen viewer Hepatitis B... B oD
2016614:23

Aug 14, 2 B DoD

Img Loc: MRI

Hai M DoD

Service: MEDICINE Gasric Aci... = nan

Displaying 1-25 of 60

Radiology Reports (7)
Filtered date range: 7/22/115 - 7/22/16

(Case 8¢ COMPLETE) MAGNETIC IMAGE,BRAIN (MRI Detailed) CPT:70551
Jun 01, 2018 ECHO EXAMOF H..
Reason for Study: HEADACHES
Jun 01, 2016 IVC FILTER REMO .

Apr 18, 2016 MAGNETIC IMAGE ..
Clinical History:

Apr 18, 2016 CT HEAD W/O CONT o]

Apr 18, 2016 CT HEAD W/O CONT|
b e | O] Additional Clinical History:

Apr18, 2016 PELVIS 1 VIEW (o] 894 year old male patient with right craniotomy for resection of

Displaying 17 of 7

Open Widget Tray

4.7 Other On-Screen Elements

4.7.1 Creating Additional Widget Displays using Custom Tabs

For ease of use and quick reference, you can use the tabs function to create additional widget
configurations on the portal.

To set up a customized tab:

1. Click the tab with the plus sign + in the upper-left corner of the screen (as shown in the
following figure).

2. Inthe Add Tab dialog box, type in the name of the new tab and click OK.
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Figure 46: Add New Tab from Patient Portal
) systemSttes 7T W JLV.USERA .n. =] 0 E.

Documents (289) YO OMX Orders (266) TO®ZOMX

Fitered date range: 4/12/16 - 8/10/16 Filtered date range: 8/10/13 - 810/

Date v  Description Provider | Image | Site Order DateA, | Description | Status / Prio.... Type Site
TTSNURSE... ®1PO4 Aug 13,2013 | ACETAZOLA. .. | EXPIRED Out Meds ®1POS

4206 NEW HAMPTON CT

;gx:coLLle.coLomo Aug 13,2013 | GLUCOSES... [COMPLETE | Chemistry @ P05

5 230ct 1384 1010 MEDICAL PROGRE... | TTS.NURSE... ® P04
whits

0c102,2013 | XHEMOGLO... [FINAL/ROU... |LAB 00D
(333)333-3333 Jun 07, 2016 | NURSING ONE ONE ONE .. | ROBERTS.J.. ®1ros
a0t 40% (3353333533 - ,
= SCARFLGONZALO D e M Jun 07, 20... | ACUTE CHAGAS' DISEAS... ROBERTS.J... ®1P04 S Wbt Aol st D)
sle Dec02,2010 Detatls i o :
am TEAMFTC3 = 5 72013 [17-OHPROG...| FINAL/ROU... |LAB
Jun 06, 2016 | 10-10 MEDICAL PROGRE .. | ROBERTS.J.. ®ros T T Ry
20... | No diagnosls avatabie. ROBERTS.J.. ®1ros s P S
s omtom ot atmt e sme |3 10 z et atesmumes  |emarrmou |1as

Insurance 1 Displaying 1-25 0f 29 More >> Displaying 1-25 of 266

Lab Results (56) : YO ™ Z([X Radiology Repors (35) YO ® X  LsbPanel Results( TO®mCoMX
Fitered date range: 810/13 - 810118 Fitered date range: 8/10/13 - 8110/18 Fitered date range: 8/10/13 - 8110118

Date v | EBxam Image Site Collection Date v | Order/ Result

Jun 12, 2015 KNEE 3 VIEWS Nov 25, 2015 CYTOPATHOLOGY

Jun 11, CHEST2VIEWS P Nov 24, 2015 CYTOPATHOLOGY

Jun 01, 2014 ABDOMEN 2 VIEWS Jun 01, 2014 BACTERIOLOGY

Acataminophen Apr25, 2014 Chest, Lt Lat Dacub, May 18, 2014 URINALYSIS

Oct08, 2013 1... |Akiosterone Apr 25,2014 Cnest Occupational Dec 12,2013 CSF Culture

Apr23. 2014 Eorearm, Rt Dec 12,2013
Apr23, 2014 2Zygomatic Arches Dec 12, 2013
Apr 23, 2014 Shoulder, Lt Axiilary... Dec 12, 2013

Oct 07,2013 2... |Aidolase

1 Displaying 1-25 0f 35

Open Widget Tray A

3. Within the new tab space, you can access the widget tray and left-click and drag the
widgets to the screen.

4. Click between tabs at any time without losing any of the widget configurations created in
the tabs. Tabs are also persisted when a patient change is made.

4.7.2 Setting User Interface Themes

The User Interface Theme is a part of your user profile. You can specify the theme (the on-
screen color display) using User Configuration Settings. To customize the onscreen theme

(colors), click the cog wheel 'ﬁ' in the upper-right corner of the Patient Portal screen.

You can also specify the user interface theme from the login pages. For more information, refer
to Section 3.2.3,Setting User Interface Theme.
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Figure 47: VA User Settings Accessed through the Cog Wheel on the Portal Page

- P A
W orsl g

JLV Settings

Select Theme

{¥ Default @ Green ® Biue @ Gray @ Accessible i

The User Configuration dialog box includes options for user interface color themes. The color
themes are:

e Black Background (Default)

e Green

e Blue
e Gray
e Accessible

o NOTE: You can view sample user interface themes in Section 3.2.3, Setting User
Interface Theme.

After selecting a theme, click Save. After you select a theme and click Save, you are asked
whether or not to save the configuration. Click Yes to reload the application and to apply the
settings. Click Cancel to exit and restore to the previous theme.

The Accessible selection supports Federal accessibility requirements and Section 508
compliance. Refer to Section 4.8, Setting up the JLV Web Application for Accessibility for more
information.

4.7.3 Interface Status in Demographics

Click Interface Status @ where available within the Demographics widget to view interface
status information in a standalone window. The window provides status updates for DoD, VA,
and community partner sources (VLER). For the status of DoD sources, the entries are derived
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from responses received from Data Exchange Services (DES) (formerly referenced as the DoD
Adaptor).

The Demographics widget includes the Interface Status button alongside the display of the
patient’s personal data/demographics information.

The Interface Status € button placement in the Demographics is highlighted in the following
figure.

Figure 48: Interface Status Button in Demographics Widget

Q P —— & Provider Portsl ) Patient Portsl §¢ @) SystemSws T ® JLV.USERA # =N>) E.

IPOAADLAND, THADDEUS A " Flags +

®IPO3 | @1P04 | @IPO5 | WDD Documents (29) YO ®CZ (DX  Orders(28) TOlmZoOMX
8 ot

Fitered date r‘ane. 4/12/16 - 8/10/16 Filtered date range: 8/ V1
0 Date v  Description Provider Image | Site Order DateA, | Description | Status / Prio.... Type
101936540
b4

DAA ND, THADDEUS A @
Jul 28, 201... | No diagnosis avaliable. TTSNURSE... 13,2013 |ACETAZOLA... | EXPIRED Out. Meds

4205 NEW HAMPTON CT Detats ®1ro4 Ax
FORT COLLINS, COLORADO m—

Age 13,2 St I | cremi
2025 D05 230ct134 Ju125, 2016|1010 MEDICAL PROGRE .. TS NURSE... Sk e SLUCOSE B - | SOMPLETE )| Chesisty
Face Wit

Oct02,2013 | XHEMOGLO... [FINAL/ROU... |LAB
(355}333-3333 Jun 07, 2016 | NURSING ONE ONE ONE .. | ROBERTS, .. ®1r04

ede ERAER 2,2013 | VITAMIN D-... |EXPIRED ... | MEDICATION

SCARFLGONZALO D e M Jun 07, 20... | ACUTE CHAGAS' DISEAS... | ROBERTS.J... ®1PO4 >

oestz. 20 SR 7,2013 | 17-OH PROG...| FINAL/ ROU..

3 EAMFTC3 Jun 06, 2016 P ROBERTS,J.
un 06, 2016 | 10-10 MEDICAL PROGRE.. Sd...
n | ® P04 7,2013 | 2HR URN GL... | FINAL/ROU...

, 20... |N . | (TSJ...
oo 20 \Nodamosle avatabie, | ROBERTS. ®1POs 7,2013  |S-HIAAURINE |FINAL/ROU...

1 Displaying 1-25 0(29 Displaying 1-25 of 266

Lab Resuits (56) Radiology Reports (35) Lsb Panel Results (37) TO®CMX
Fitered date range: 8/10/13 - 81016 Fitered date range: 8/10/13 - 8/10/16 Filtered date range: 8/10/13 - 8/10/18

Collection Date | Lab Test " Date Vv | Exam i Collection Date v | Order / Result
Jun 12, 2015 KNEE 3 VIEWS Nav 25, 2015 | CYTOPATHOLOGY
Jun 11, 2015 |CHEST2VIEWS® .. Nov 24, 2015 CYTOPATHOLOGY
Jun 01, 2014 ABDOMEN 2 VIEWS Jun 01, 2014 BACTERIOLOGY

Oct08, 2013 1 Apr2s, 2014 | Chest, Lt Lat Dacub... May 18, 2014 URINALYSIS

Oct 08,2013 1... Apr2s, 2014 Chest Oceypational Dec 12,2013 CSF Culture

Oct 07, 20132... Apr23, 2014 Forearm, Rt Dec 12, 2013

Apr23, 2014 2Zyqomatic Arches Dec 12,2013

Apr23, 2014 Shoulder, Lt Axiiary... Dec 12, 2013

Displaying 1-25 0f 35

4.7.4 Viewing Interface Status for Clinical Domains

Interface status updates are available for each clinical domain and can be accessed through the
widget's toolbar. An icon in the toolbar provides a status indicator for DoD, VA, and community
partner data sources. There are two conditions: all sources are connected (available) or one or
more sources are not connected (unavailable). The circle with the "i" in the toolbar © indicates
all sources are available. The yellow triangle warning /! indicates one or more data sources are
unavailable.

Clicking the status icon will open the Interface Status details in a separate window. A yellow
banner will also be displayed when one or more sources are unavailable, indicating sources could
not be connected and some entries will not appear. Interface status notifications accessed from
the widget show connection status at the domain level.

NOTE: Interface status updates are not available from the Clinical Reminders
widget.

VSA-P2 JLV 2.5 User Guide 52 December 2016



The Interface Status warning icon /' and yellow banner with a message indicating one or more
sources are unavailable in the Documents widget is shown in the following figure. A user can
close the banner by clicking the X to the right of the message. This action hides the banner
during the user session until the widget is closed and re-opened again.

Figure 49: Interface Status Display in Documents Widget

Q Pstient Search (& Provider Portal & Pafient Portsl 3¢

IPOAADLAND, THADDEUSA P Fisgs 4+
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SCARFLGONZALO D nder M
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am: TEAMFTC 3
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Consult Encounters
Filtered date range: &/

Jul 07, 2...| Consultation Report Compiete

AprOe,...

Do

CLC CONSULT COMPLETE |gpos

Dispiaying 1-2 0f 2

Documents (20)
Filtered date range- 4/13/16 - 8/11/16

Ona or mora data sourcas could not be connected X
and some entrizs will not appear

Provides Image  Site
TTSNURS...

TARS DX

Date v  Description

Jul 28, 20... | No diagnosis avaliable.
Detalls

Jul 28, 2016 | 10-10 MEDICAL PROGRE...| TTS,NURS...
ROBERTS,..

@ 1P04

®1PO4
Jun 07, 2... |NURSING ONE ONE ON... ®1Pos

Jun 07, 2... |ACUTE CHAGAS' DISEA... |ROBERTS, @ 1P04
Detalls

Jun 06, 2, 10-10 M GRE... ROBERTS, ® P04

1 Displaying 1-25 of 29

0fl®c@MX
VA data is not compiete and wil not be Msplayed at s me.

\Iaou'meMmil'se@ Vaccine Administered | Adverse Vac... Site

Date Product Type Reaction

DTaP-HB-IPV

Telanus toxpkl, unsps.

DTaP-Hep B4RV

DTaP, 5 pertusels ant..

Typhold, VICPs

IST-OT tine test

Immunizations (28)

Oct 07, 2013 Do

0Oct 07, 2013 ® oD
Oct 07, 2013 ® DoD
oct 07, 2013 DD
Oct 07, 2013 ®DoD
oct 07, 2013 ® pod

Oct 07, 2013 W DoD

1 Dispiaying 1-25 0f 28

4.7.5 Viewing Online Help
You can view the online help system at any time during an active user session. The help button
9 is located in the top-right corner of each portal page.
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Figure 50: Accessing Online Help
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4.8 Setting up the JLV Web Application for Accessibility

You can set up JLV for Section 508 accessibility from the login page or from either portal page
after logging in. To set up the page name, theme/colors, and layout of JLV for Section 508
compliance after logging in:

1. Click the cog wheel & in the upper-right corner of the Patient Portal screen.
2. From the User Configuration dialog box, select Accessible and click Save.

3. After clicking Save, click Yes to reload the application and to apply the settings. Click
Cancel to exit and restore to the previous theme.

The figures provided in Section 3.2.3, Setting User Interface Theme as well as the figures
included in this section provide examples of the Accessible user interface theme.

4.8.1 Keyboard Focus and Screen Navigation

Keyboard focus is the highlighting of on-screen elements that enables interaction with and
navigation of the web application through the keyboard and keystrokes. The user interface item
which currently has keyboard focus will be outlined. The JLV web application uses a gold
colored border or outline as a visual indicator of what element currently has keyboard focus.

4.8.1.1 Keyboard Shortcuts

JLV enables the use of Windows keyboard shortcuts (i.e., Tab, Shift + Tab, arrow keys, Enter,
etc.) and other keystrokes to move the focus to and activate all menus and functions. All user
interface items are accessible via the keyboard under the Accessible theme.
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Generally, pressing Enter when an element that provides action is in keyboard focus will perform
the associated action. For example, pressing Enter when the Settings button is in keyboard focus
on the Portal screen will open the User Configuration dialog box. Using arrow keys or the Tab
key allow a user to move between keyboard focus to navigate through on-screen elements.

Table 9: Accessible Theme Keyboard Shortcuts (Application and Portal Navigation)

Keystroke Description

ENTER Press to transfer keyboard focus to the highlighted widget.

TAB Press to transfer keyboard focus to other user interface items.

ESC Press to return keyboard focus to the panel containing the user interface item with
keyboard focus or to exit a window or widget.

SPACEBAR | Press to activate any user interface item (for example, click a button).

Arrow Keys When focused on a widget, press the arrow keys to change page viewing in a widget's
data table.
When keyboard focus is on a drop-down list, press the down arrow to view the
contents.

Ctrl +r When working with the Report Builder, place keyboard focus on a record in a widget
and then press Ctrl + r to add the record to the Report Builder tool.

Table 10: Accessible Theme Keyboard Shortcuts (Tab Panels)

Keystroke Description

Arrow Keys Use the left and right key buttons to change tab panels.
To add a tab panel, press the right key until the last tab with a plus sign + is selected.
A dialog will prompt for the tab name. To close a tab, focus on the tab panel and press
Ctrl + x.

Table 11: Accessible Theme Keyboard Shortcuts (Windows or Dialog Boxes)

Keystroke Description

TAB Press the TAB key to move the keyboard focus to other user interface items within the
window.

Table 12: Accessible Theme Keyboard Shortcuts (Adding Widgets to the Onscreen Portal)

Keystroke Description
SHIFT + To add a widget from the widget tray using keystrokes:
,([,Nogmgr?)r 1. First determine which column (1, 2, or 3) to place the widget onscreen.
2. Focus the desired widget icon from the widget tray and press the SHIFT key along
with the 1, 2, or 3 key, depending on the column chosen.
4.8.1.2 Screen Navigation

In the JLV web application, an element with keyboard focus allows a user to move from element
to element in the Patient Portal and onscreen dialog boxes using the Tab key or arrow keyboard

VSA-P2 JLV 2.5 User Guide 55

December 2016



buttons. Subsequently pressing the Enter key when a screen element or button has keyboard
focus mimics a mouse click.

In the following figure, the Documents widget has keyboard focus. A user can change the focus
by pressing the Tab key. In this example, pressing the Tab key would shift the keyboard focus
from the Documents widget to the Procedures widget (placed below the Documents widget in
this sample figure). Pressing the Tab key again would shift the keyboard focus to the Radiology
Reports widget, as in this configuration, there are no widgets placed below the Procedures
widget.

Figure 51: On-screen Navigation Using Elements with Keyboard Focus
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In the next figure, the IPO3 tab of the Patient Demographics Details window has keyboard
focus. A user can jump to the next tabs (IPO4, IPOS5, or DoD) using arrow keys to jump to the
VA tab, or alternately, press Tab until keyboard focus is on the Close button X, press Enter to
close the window.

When the patient’s name has keyboard focus, use the up and down arrow keys to scroll through
the contents of the window.

NOTE: To view hover text where available in the JLV interface (such as terminology

o normalization in supported widgets), focus on the element within the widget that has
hover text. After a small delay, the text will appear as if the user hovered over the
element with a mouse cursor.
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Figure 52: Window Tab with Keyboard Focus

Q Patient Search  (f Provider Portal ¢y Patient Portal 3¢

IPOAADLAND, THADDEUS A P Flags +

4206 NEW HAMPTON CT

Documents (20) YO ZoOMX Radiology Reports (35)
/13 -8

Patient Demographics

FORT COLLINS, COLORADO

80525

SC Percent: 40%

PCM Name: SCARFI,GONZALOD Gender: M

PCM Date: Dec 02, 2010
PCM Team: TEAM FTC 3

Lab Results (2)

IPO LA SAe
SSN:
Age:
DOB:
Race:
(h): (332)333-3333
SC Percent: 40% (w): (333)332-3333
PCM Name: SCARFI.GONZALOD Gender: M

PCM Date: Dec 02, 2010

PCM Team: TEAMFTC 2

(w): 4208 NEW HAMPTON CT 101936540
FORT COLLINS, COLORADO

80525

Details:

Filtered date ranpe: 4/13/16 - 8/11/16

Collection Date | Lab Test
Jun 07, 2016._| PPD
.lunne,zma.{@
May 02. 201... | COCCI

Displaying 13 of 3

IPOAADLAND, THADDEUS A 101-93-6540

23,1544 06, 2015

Blood pressure, di...| 80
Blood pressure, s... | 1
Pulse taking

Smoking Status N...

Address: 4206 NEW HEMPTON CT
FORT COLLINS,CO 80525
UNITED STATES

County: LARIMER (069)

Temporary: NO TEMPORARY ADDRESS

From/To: NOT APPLICABLE
Oct 06, 2015
Oct DB, 2015 Weig

Oct DA_2M5
Displaying 1-10 of 10

May 04, 20...| 4th Medi.. Anesthes...

Note

JLV.US...

Displaying 1-7 of 7

Patient's heinht v

=JVUSERA £ B @ B

More >>
YO®ZcMX
Units | Site

Result

mmHg
mmHg

® DoD
= DoD
= DoD
= DoD
% DoD
wei... | =00 (W)
= Dan
More =>
Open Widget Tray A

After closing the window, keyboard focus returns to the last element that had keyboard focus
before opening the window.
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80525
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Lab Results (3)
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Colizction Date | Lab Test
Jun 07, 2016...| PPD

May 02, 201... | GOCC]
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Figure 53: Window Close Button with Keyboard Focus

Patient Portal ¢

Radiology Reports (35)
Filered date range: 8/11/13 - 8111116

If the information you expect does not appear, expand the date range.
Start date: End date:

[CURTP RN =l CGRTP0ICNl  Acply  dw 2w 1m 3m 6m 1y 2y 3y
.
Exam | ized

CPT Description

RADIOLOGIC
EXAMINATION,
KNEE; 3 VIEWS

RADIOLOGIC
EXAMINATION,
CHEST, 2 VIEWS,
FRONTAL AND
LATERAL;

RADIOLOGIC
EXAMINATION,
ABDOMEN;
ANTEROPOSTERIOR
AND ADDITIONAL
OBLIQUE AND CONE
VIEWS

Filter by Exam

| status
Electronically Filed

Exam Results.

|KNEE 3 VIEWS

v Standardiz
Number Radiology Exam

16840387

|CHEST 2 VIEWS Electronically Filed
PASLAT

Jun 01, 2014

ABDOMEN 2
|VIEWS

14000653 Chest X-ray AP left

Isteral-decubitus
Chest X-ray

Apr 25, 2014

14000654
9 Displaying 1-25 of 35

Apr 25, 2014
= 1 =

57

= JLV,USER A .n. E O [.}.

= DoD
® DoD
® DoD
® DoD
® DoD
¥ DoD

= Dan

Open Widget Tray A

December 2016



4.9 Patient Portal Data Displays

The Patient Portal displays the selected patient's clinical records and other patient-centric
information.

NOTE: Users can configure the layout of widgets on the Patient Portal and create

o multiple widget tabs as described in Section 4.2, Widgets, and Section 4.7.1, Creating
Additional Widget Displays using Custom Tabs. Configurations will persist to the JLV
Database. When you log in to the system in the future, the last configuration utilized
will display.

4.9.1 Viewing Patient Flags and Alerts

If the patient has one or more clinical warnings, alerts, or flags in his/her record from VA and
DoD sites, a Flag button will display next to the Patient Name tab (above the Demographics
widget) on the Patient Portal (as shown in the following example).

Click Flags to open the Patient Flags and Postings window that displays a list of alerts and flags
within the patient’s record. If the patient’s record does not contain any clinical warnings, the
button will not display onscreen.

Figure 54: Flags Button in Patient Demographics
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Figure 55: Sample Patient Flags and Postings Window
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4.9.2 Patient Demographics

A summary of the patient’s demographics (personal data) appears in the upper-left section of the
Patient Portal (sample shown in the following figure). The tabs above the patient’s name provide
the patient’s demographics summary for each DoD or VA site the patient has visited.

As seen in the next figure, the patient’s name is displayed in color and followed by an icon:
e The blue font color and a blue circle represent data retrieved from a VA system.
e The orange font color and an orange square represent data retrieved from a DoD system.
e A purple hexagon represents data retrieved from VVLER sources.

You can also click the user's name to open a separate window that provides patient demographics
details.
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Figure 56: Patient Demographics on the Patient Portal
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4.9.2.1 DoD Patient Demographics
The Demographics widget contains various DoD-only elements in a DoD tab:
e Patient’s rank and FMP (Family Member Prefix) index.
e Emergency contact and next of kin information.

e DoD Sharing Status represents a DoD patient’s choice to share DoD health care data to
community partners Health Information Exchange (HIE). If the patient has opted out, the
entry will display DoD Sharing Status: Opted Out (M DD, YYYY). If the patient has opted
in, the status will be blank and the Sharing Status label will not be displayed.

Click the user's name within the Demographics widget to open a separate window that provides
patient demographics details.

4.9.2.2 Viewing Third-party Insurance Information

Third-party payers and additional insurance information are available from a link within the
Demographics widget on the Patient Portal. Click the Insurance link in the Demographics
widget to open a separate window with a detailed list of insurance information for the patient.

Insurance information includes:
e Health Plan Type
e Health Plan Name
e Standardized Insurance Type
e Plan Effective Date

e Plan Expiration Date
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e Site

e Group Number

e Member ID

e Subscriber ID

e Subscriber Date of Birth

e Subscriber’s Relationship to Insurer
e Health Plan Mailing Address

e Health Plan Contact Information

Use the Insurance Information window’s horizontal scroll bar to view additional columns not
seen within the default window size.

In the window, data appearing in the Standardized Insurance Type column is normalized to the
X12 Health Insurance Type standard. Hovering over entries in this column will display the
standardized name and standardized code for the insurance type.

Figure 57: Insurance Information
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4.9.2.3 Race Data Terminology Normalization

Race data from DoD and VA sources appearing in the Demographics summary will be
normalized. Hovering over the Race field will display the standardized name and standardized
code for the race classification, normalized to the National Standard Centers for Disease Control
and Prevention (CDC) Race standard.

VSA-P2 JLV 2.5 User Guide 61 December 2016



Figure 58: Standardized Race Data in the Demographics Widget
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4.9.3 Admissions

The & Admissions widget displays the patient’s admissions information. The information is
displayed in reverse chronological order by the admission date.

To open the widget, left-click Admissions from the widget tray that appears at the bottom of the
Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.3.1 Admissions Widget Data
In the minimized view of the Admissions widget, the admissions information includes:
e Adm (Administration) Date
e Discharge Date
e Diagnosis!
e Ward
e Site

1 The Clinical Data Repository (CDR) does not contain diagnosis data from the admissions domain. Therefore, DoD
data will not appear in diagnosis or standardized diagnosis columns of the Admissions widget. This only applies to
the DoD admissions domain and does not apply to VA admissions diagnosis data or the other clinical domains where
diagnosis/standardized diagnosis columns appear in the JLV GUI.
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Figure 59: Admissions Widget — Minimized View
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Click More >> from the minimized view of the Admissions widget to open an expanded view of
the widget. In the expanded view, the admissions information includes:

e Adm (Admission) Date
e Discharge Date

e Ward

e Provider

e Provider Specialty

e Diagnosis?

e Standardized Diagnosis®
e Registration Number

e Site

2 The Clinical Data Repository (CDR) does not contain diagnosis data from the admissions domain. Therefore, DoD
data will not appear in diagnosis or standardized diagnosis columns of the Admissions widget. This only applies to
the DoD admissions domain and does not apply to VA admissions diagnosis data or the other clinical domains where
diagnosis/standardized diagnosis columns appear in the JLV GUI.
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Figure 60: Admissions Widget — Expanded View
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4.9.3.2 Display and Filter Options
Display and filter options within the Admissions widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

4.9.3.3 Terminology Normalization in the Admissions Widget

Terminology normalization is provided in the Admissions widget through the following
Graphical User Interface (GUI) elements:
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e The data in the Provider and Provider Specialty columns in the minimized and expanded
views of the widget are normalized to the National Uniform Claim Committee Taxonomy
(NUCC) standard. Hovering over the entries in these columns will display the
standardized name and standardized code for the provider.

e The data in the Diagnosis and Standardized Diagnosis columns in the minimized and
expanded views of the widget are normalized to the Systematized Nomenclature of
Medicine Clinical Terms (SNOMED CT) standard. Hovering over the entries in these
columns will display the standardized name and standardized code for the diagnosis.

The following example highlights a provider mapped to the NUCC standard. The standardized
name and standardized code are displayed in the hover text over the record in the Provider
Specialty column.

Figure 61: Admissions Widget — Terminology Normalization
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4.9.4 Allergies

The @ Allergies widget displays the patient’s allergies information. To open the widget, left-
click Allergies from the widget tray that appears at the bottom of the Patient Portal, drag the icon
to the screen, and drop where desired on the portal.

o NOTE: Allergies from Theater Medical Data Store (TMDS) are not displayed in JLV
at this time.

49.4.1 Allergies Widget Data
In the minimized view of the Allergies widget, the allergies information includes:

e Date Recorded
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Allergen
Site

Click the column title to sort records according to data in that column. If a user sorts on a column
that appears in both minimized and expanded views of the widget, the sort will be saved in the
user profile and will persist to the next user session. If a user sorts on a column that is only in the
expanded view of the widget, the next user session will restore the default widget sort or the last
sort saved to the user profile.

Figure 62: Allergies Widget — Minimized View
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Click More >> from the minimized view of the Allergies widget to open an expanded view of
the widget. In the expanded view, the allergies information includes:

Date Recorded
Allergen

Standardized Allergen
Reaction

Severity

Comments

Site
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Figure 63: Allergies Widget — Expanded View
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Click a hyperlinked entry in the Allergen column in either the minimized or expanded views of
the Allergies widget to open a separate window containing the details of the allergy record. The
presentation of data within the secondary window differs slightly, depending on whether the

record is a DoD record or a VA record.

The following figure presents a sample details view for a DoD record.
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Figure 64: Sample Allergy Details View for DoD Record

Allergies Expanded (109) Of®MD<c _ o x

Allergles: from Theater Data Sourese are not displayed at this time.

Date Recorded Allergen # | Standardized Allergen Reaction Severity Comments Site
Oct 07, 213 ALIPOIC Unknown ¥ DoD

ACIWEMZYMES/H

[} [l 1l

ACI +0%® _ o x
Jan 17, 2014 ACE allergy Details ~ ™ DoD A LIPOIC ACIDENZYMES/BIOFLMY (4 LIPOIC = DaD
Jan 17, 2014 ACE ACIDENZYMES B DaD
Jan 17, 2014 o] | Omset Date: Ot 07, 2013 B paD
Jan 17, 2014 LM | Severity: B DaD
Jan 17, 2014 5] | Commenis: B DaD

Jan 17, 2014 ACE N DoD
Jan 17, 2014 ADH = DaD

Jan 17, 2014 W DaD
Jan 17, 2014 W DaD
Jan 17, 2014 B paD
Jan 17, 2014 AL LN LI Unknoan B DaD
Jan 17, 2014 ALLIMINLUIM Unknoan B DaD
Dec 11, 2013 ALUMINUIM [0 Raeh W DaD
ROT USE, NOT
SCREENED]
Displaying 1-25 of 108

49.4.3 Terminology Normalization in the Allergies Widget

Terminology normalization is provided in the Allergies widget through the following GUI
elements:

e The Allergen column displays allergy information contained in the patient's record.
Hovering over an entry in this column will display the standard used for terminology
normalization for the clinical domain (RxNorm), the standardized allergen name, and the
standardized RxNorm code for that allergen.

e The Standardized Allergen column displays the standardized name for the corresponding
entry in the Allergen column, mapped to the RxNorm standard. In addition to the
standardized name, hovering over an entry in this column will display the standard used
for terminology normalization for the clinical domain (RxNorm), and the RxNorm code
for that allergen.

The following example highlights an allergen mapped to the RxNorm standard. The standardized
name and standardized code are displayed in the hover text over the record in the Allergen
column.
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Figure 65: Allergies Widget — Terminology Normalization
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4.9.5 Appointments

The @ Appointments widget displays the patient’s appointments information. The information
is displayed in reverse chronological order by the appointment date. To open the widget, left-
click Appointments from the widget tray that appears at the bottom of the Patient Portal, drag
the icon to the screen, and drop where desired on the portal.

49.5.1 Appointments Widget Data
In the minimized view of the Appointments widget, the appointments information includes:
e Scheduled Date/Time
e Clinic
e Provider®
e Site

% Hovering over the Provider column in the minimized and expanded views of the Appointments widget will display
the address and phone number for the provider, where available in the patient record.
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Figure 66: Appointments Widget — Minimized View
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Click More >> from the minimized view of the Appointments widget to open an expanded
view of the widget. In the expanded view, the appointments information includes:

e Scheduled Date/Time
e Clinic

e Provider

e Provider Specialty

e Appointment Status
o Type

e Reason

e Site
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Figure 67: Appointments Widget — Expanded View
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4.9.5.2 Viewing Appointment Details (VA-Only)

Where record details are available for a VA appointment, the entry will display a link in the
Scheduled Date/Time column. Clicking this link in either the minimized or expanded views of
the Appointments widget will open a separate window containing the details of the record.
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Figure 68: Appointments Widget — VA Record Details

Appointments (7}
Fiered date ranga: 4/13M6 - HHIHE

Start date-

Printed for data om 0772872016

08,/11/2016 DE:09

sassssasassiisassssssas  CONFIDENTIAL SUMMARY pg- 1

dddilddididiilldidi il llddal
Jul 23 2016 P I1PCARDLAND, TIRDDEUS 2 101-92-€540 _
—m N 10/z2/1044 ®1PC4

COE - Qutpatient Encounter

Jun 07, 2016 L & P04
T

Facility Hos=spital Location
Elig.

b 07/ 28 /2016 CHYSQRZED CHY CHEYEHMME MEDICEI. SPEC
THAM S0&

Provider: TT3,NUR3E TUI (F)
Procedur=: GO0ODS-ADMIN PHEUMOCOOCAL VAOTIMNE; Administration of

May 04, 2015 T R

i Vaceine (1}

| Comment=: BEZ 170575
May 04, 2015
1719 _ . _ X
Phy : — lesting IC00
Medicing

Mawv 04, 2016 | Inkemal TEET. USER A Allocathic & InProaress ROUTS Mates Entered by: TEST.USER A
Displaying 1-7 of 7

4.9.5.3 Display and Filter Options
Display and filter options within the Appointments widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Clinic drop-down box to re-draw the widget to show only the records
for the selected clinic(s).
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e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

4.9.5.4 Terminology Normalization in the Appointments Widget

Terminology normalization is provided in the Appointments widget through the following GUI
elements:

e The data in the Provider and Provider Specialty columns in the minimized and expanded
views of the widget are normalized to the National Uniform Claim Committee Taxonomy
(NUCC) standard. Hovering over the entries in these columns will display the
standardized name and standardized code for the provider.

49.6 Clinical Reminders

The @ Clinical Reminders widget displays the patient’s clinical reminders information from
VA data sources. The information is displayed in reverse chronological order by the due date.

To open the widget, left-click Clinical Reminders from the widget tray that appears at the
bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.6.1 Clinical Reminders Widget Data

The Clinical Reminders widget displays data from VA sources. In the minimized and expanded
views of the Clinical Reminders widget, the clinical reminders information includes:

e Due
e Last Done
e Reminder
e Site
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Figure 69: Clinical Reminders Widget — Minimized View
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Click the column title to sort records according to data in that column. If a user sorts on a column
that appears in both minimized and expanded views of the widget, the sort will be saved in the
user profile and will persist to the next user session. If a user sorts on a column that is only in the
expanded view of the widget, the next user session will restore the default sort or the last sort
saved to the user profile.

Click a hyperlinked entry in the Reminder column in either the minimized or expanded views of
the widget to open a separate window containing the details of the record. Refer to Section
4.9.6.2, Viewing Clinical Reminder Details for more information.

Click More >> from the minimized view of the Clinical Reminders widget to open an
expanded view of the widget. In the expanded view, the clinical reminders information includes:

e Date

e Last Done
e Reminder
e Site
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Figure 70: Clinical Reminders Widget — Expanded View
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4.9.6.2 Viewing Clinical Reminder Details
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Click a hyperlinked entry in the Reminder column in either the minimized or expanded views of
the Clinical Reminders widget to open a separate window containing the details of the record.
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Figure 71: Clinical Reminders Widget — Details View
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4.9.7 Community Health Summaries and Documents — VA

The =l Community Health Summaries and Documents — VA widget displays the patient’s
VA community partner information, including any Continuity of Care Documents (CCDs),
including C32 and C62 formats, and HL7 Consolidated Clinical Document Architecture (CCDA)
structured documents available for the patient. The information is sorted by the title of the entry
listed in the Document column.

To open the widget, left-click Community Health Summaries and Documents — VA from the
widget tray that appears at the bottom of the Patient Portal, drag the icon to the screen, and drop
where desired on the portal.

49.7.1 Community Health Summaries and Documents — VA Widget Data

In the Community Health Summaries and Documents — VA widget, the community health
summaries information includes:

e Date
e Document

e Source
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Click a hyperlinked entry in the Document column (shown in the following figure) to open the
document in a separate browser tab. Refer to Section 4.9.7.2, Viewing VA Community Health
Summary Documents for more information.

The purple hexagon appearing alongside entries in the Source column represents an external
source VA VLER source.

Figure 72: Community Health Summaries and Documents — VA Widget — Minimized View

Q Patient Search  (§j Provider Portal & Patient Portal 3¢ @) systemStans 7T ® NHAM.PHUONG # E O [-].

IPOABOOD. VANCE EUGENE I Flags Commonly Use s X |+

@ IPO4 ®PO3 ® IPO5 m DoD Documents (140) YO ®sZoMX Outpstient Encounters (74) YO ®ZOMX
Fitered date range: 11/413 - 11/4/18 Eitered date range: 11/4/13 - 11/4/18

ABOOD, VANCE EUGENE ¢ Date Description A Provider Image | Site E“c"" Clinic Provider | Diagnosis |Image | Site
24,20 |~ - |
4214 ARCHES ST 101342147 3;‘.{1; 20... | Seneltve = TESTERON. ® DoD May 04, 20... | CHY PC D... | BODDULU... ®1P03
GREELEY, COLORADO €8 Detalls Note A
80634 DO5: 03 Nov 1348 24,20...| = Sensitve “ TESTERON...
ace  Whits o e Apr22.20... |Intemal Me...|ABL, USE... |Gout, unsp..

& onsia Detas Note
vy (.:u)muu &2'; 20... | = Sensive = TESTERON... Apr11.20... | Intemal Me...| ABL, USE... |Pain In thor.
= =2 Detai Nate
&Z[i 20... | = Sensitive TESTERON... Feb 10, 20... | CHY ANTI..
Detalls Detais Nate

Apr23,20...|  Sensitve — JESIERON Jul 15, 201... | C MEDICINE | MYERS A.

szl | Detalis Note

Adr 23, 20... | = Sensive = TESTERON... = T o [ N o o s o o e
Insurance 1 Dispiaying 1-25 of 140 More i Dispiaying 1-25 of 74

Inpatient Medications (10) TO®ZoMX Community Health Summaries and Documents- ¥ 2 [T] i= X Progress Notes (527) YOI ®ZMX
% 15015 - 11/4) VA (5) Fitered date range: 7/7/00 - 11/4/16
Date Document “  Source Provider Site

Order W | Drug Name | status °"” j
Nov 04, 2016 Summartzation of eplsd... | g pecyrginia pr2 Progress Note ABL, USER ONE|{ g nop

— Order Number: 5589373
5580378 |AMITRIPTYLINEH .. |PENDING e CCDA. .. prit, Erogrees Note ABL, USER ONE

Dec 03, 2014 Consnuty of Care CCOA. Viright State ¥ DoD
Descharge Summary MYERSANGE...| g pos
MHICM RECOVERY PLAN LIF...| KOTHA.SREV... | g 104

== Order Number. none Dec 04, 2014 C62 Pathology 278356

SODIUM CHLORID... |Cancel O...
| Mar 03, 2013 CE62 Consuts 11483-4 -
CUSTOM IV Cancel 0... S 2015 (MEDICAL SERVICE ENDOSC... (KOTHASREV... | @ jpos

Jan 01, 2005 €32 Summartzation of ep..
SODIUM CHLORID... | New Oroer MedVirginia A MEDICAL SERVICE CONSUL .. (KOTHASREV... | jpo4

Med\Virginia

CUSTOM IV | New Orger . 2 Progress Note TESTERONE... | g poD
BOTASSIUM IODI .. |Discontin... . 21 Discharge Summary @ 1Pos
POTASSIUM I0DI... |New Order Jun 12, 2015 | Progrees Note TESTERONE,

AMITRIPTYLINE-P... Cancel O... Jun 09, 2015 | Adverse ReactiAliergy HEARN.B08

Dispiaying 1-10 of 10 More >> § Displaying 1-5 of 5 1 Dispiaying 1-25 of 527

Open Widget Tray A

The Site List button 2= available from the toolbar of the Community Health Summaries and
Documents - VA widget (as seen in the previous figure) allows the user to view only the list of
community sites where the patient has been seen. After clicking Site List, the widget will refresh
to display the full list of community sites from the widget's Source column, as well as additional
sites available from the patient’s record where the patient was seen but no document was
generated. Click Close Site List to remove the full site list from the widget display.

4.9.7.2 Viewing VA Community Health Summary Documents

Figure 72 shows health summary records available from the Document column in the
Community Health Summaries and Documents -VA widget for VA users. Click a
hyperlinked entry in that column to open the document record in a separate browser tab. A
sample open document is shown in the figure below.

NOTE: From the Community Health Summaries and Documents — VA widget,
o JLV provides the capability to open and simultaneously view two or more documents
in separate browser tabs.
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Figure 73: Community Health Summary Document
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4.9.8 Consult Encounters

The I& Consult Encounters widget displays the patient’s outpatient consult encounter
information. The information is displayed in reverse chronological order by the consult date.

To open the widget, left-click Consult Encounters from the widget tray that appears at the
bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.8.1 Consult Encounters Widget Data

In the minimized view of the Consult Encounters widget, the consult encounters information
includes:

e Due

e Consult Order
e Status

e Site

Click a hyperlinked entry in the Consult Order column to open a separate window containing a
report of the record. Refer to Section 4.9.8.2, Viewing Consult Encounter Details for more
information.
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Figure 74: Consult Encounters Widget — Minimized View
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Click More >> from the minimized view of the Consult Encounters widget to open an
expanded view of the widget. In the expanded view, the consult encounters information includes:

e Due

e Consult Order

e Provider

e Provider Specialty
e Status

e Site

Click a hyperlinked entry in the Consult Order column to open a separate window containing a
report of the record. Refer to Section 4.9.8.2, Viewing Consult Encounter Details for more

information.
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Figure 75: Consult Encounters Widget — Expanded View
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4.9.8.2 Viewing Consult Encounter Details

Click a hyperlinked entry in the Consult Order column of either the minimized or expanded view
of the Consult Encounters widget to open a separate window containing a report of the record.
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Figure 76: Consult Encounter Details Window
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4.9.8.3 Display and Filter Options
Display and filter options within the Consult Encounters widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Consult Order drop-down box to re-draw the widget to show only the
records for the selected consult(s).
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e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

4.9.8.4 Terminology Normalization in the Consult Encounters Widget

Terminology normalization is provided in the Consult Encounters widget through the following
GUI elements:

e The data in the Provider and Provider Specialty columns in the widget are normalized to
the National Uniform Claim Committee Taxonomy (NUCC) standard. Hovering over the
entries in these columns will display the standardized name and standardized code for the
provider.

499 Documents

The &= Documents widget includes documents from multiple clinical domains, including
radiology reports (exams), progress notes, outpatient encounters, consult encounters, discharge
summaries (inpatient notes), questionnaires, and Healthcare Artifact and Image Management
Solution (HAIMS) records. Records are displayed in reverse chronological order by the
document date.

To open the widget, left-click Documents from the widget tray that appears at the bottom of the
Patient Portal, drag the icon to the screen, and drop where desired on the portal.

NOTE: For DoD documents from HAIMS, records retrieved by JLV include scanned

o paper records, imported paper records, scanned non-radiology images, and imported
non-radiology images. If a document is not viewable from the Documents widget, JLV
will display the message This document can only be opened in HAIMS when the user
hovers over the Description column for the record.

49.9.1 Documents Widget Data
In the minimized view of the Documents widget, the documents information includes:
e Date
e Description
e Provider
e Site

The Description column will display the document title, where available. Click a hyperlinked
entry in the Description column in either the minimized or expanded views of the widget to open
the document. Refer to Section 4.9.9.2, Viewing Documents for more information.
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Figure 77: Documents Widget — Minimized View
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Open Widget Tray A

Click More >> from the minimized view of the Documents widget to open an expanded view of
the widget. In the expanded view, the documents information includes:

e Date

e Description

e Standardized Description
e Provider

e Provider Specialty

e Location

e Status

e Image

e Site

The Description column will display the document title, where available. Click a hyperlinked
entry in the Description column to open the document. Refer to Section 4.9.9.2, Viewing
Documents for more information.

A cameraicon in the Image column indicates that one or more images are associated with
that record. Clicking the camera icon K® from the column will open the VistA Imaging Viewer
in a standalone window and display the associated image(s).
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Figure 78: Documents Widget — Expanded View
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4.9.9.2 Viewing Documents

Click a hyperlinked entry in the Description column in either the minimized or expanded views
of the Documents widget to access additional information from the record. Depending on the
record type, the information may open in a details window or a separate browser window. The
example in the following figure represents a sample radiology report (DoD record) in a details
window accessed through the Documents widget.

Outpatient encounter records from VA sites displayed in the Documents widget may also have a
Details link enabled in the Date column. Click Details as available to open a details window for
records of this type.

NOTE: JLV does not validate that all file types from HAIMS displayed in the

o Documents widget are supported by the user’s local workstation. If an error viewing a
HAIMS document occurs or the displayed document is unintelligible, it is
recommended that the user contacts the local Information Technology (IT) support
team to install the proper client application to display the specific file type.
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Figure 79: Documents Widget — Sample Open Document Record
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Standardized Diagnosis:

Reason for Visit: Motes Entered by: JLW,USER A 04 May 2018 1802
testing for ICD10 problem

| DiagnosisCode | Diagmesis | Status
G760 Lesion of plantar nerve, unspecified lower limb Active
Ga0.529 Complex regional pain syndrome | of unspecified lower limb  Active
M72.871 Pain in right foot Active
ZB31 Gastrostomy status Active
CProcedure Code | Procedure | Status_

Mo Procedures Found

4.9.9.3 Viewing Sensitive Data in the Documents Widget

JLV masks the display of sensitive records in the Documents widget (a record masked with **
Sensitive ** in the widget). JLV users may access the record but will be audited each time a
sensitive DoD record is viewed.

After clicking the hyperlink in the Description column for a record masked as sensitive, JLV will
notify the user that he/she will be audited. This message is triggered each time a user clicks a
sensitive record. After the user selects his/her purpose to view the record and agrees to be
audited, sensitive data will appear in the Details view but the record will remain masked in the
minimized and expanded views of the widget.

4.9.9.4 Display and Filter Options
Display and filter options within the Documents widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Use the Filter by Description drop-down box to re-draw the widget to show only the
records for the selected description(s).
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Use the Filter by Standardized Description drop-down box to re-draw the widget to
show only the records for the selected description(s).

Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

Use the Filter by Location drop-down box to re-draw the widget to show only the
records for the selected location(s).

4.9.9.5 Terminology Normalization in the Documents Widget

Terminology normalization is provided in the Documents widget through the following GUI
elements:

The Description column displays the name of a note or document within the patient's
record. Hovering over an entry in this column will display the standard used for
terminology normalization for the clinical domain Logical Observation Identifiers Names
and Codes (LOINC), the standardized LOINC name, and the standardized code for that
document.

The Standardized Description column displays the standardized name for the
corresponding entry in the Description column, mapped to the LOINC standard. In
addition to the standardized name, hovering over an entry in this column will display the
standard used for terminology normalization for the clinical domain (LOINC), and the
standardized code for that document.

The data in the Provider and Provider Specialty columns in the minimized and expanded
views of the widget are normalized to the National Uniform Claim Committee Taxonomy
(NUCC) standard. Hovering over the entries in these columns will display the
standardized name and standardized code for the provider.

The following example highlights a document mapped to the LOINC standard. The standardized
name and standardized code are displayed in the hover text over the record in the Description
column.,
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Figure 80: Documents Widget — Terminology Normalization
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4.9.10 Immunizations

The ﬁ Immunizations widget displays the patient’s immunization history. The information is
displayed in reverse chronological order by the immunization administration date.

To open the widget, left-click Immunizations from the widget tray that appears at the bottom of
the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

In the minimized view of the Immunizations widget, the immunizations information includes:
e Vaccine Administered Date
e Vaccine Administered Product Type
e Adverse Vaccine Reaction
e Site
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Figure 81: Immunizations Widget — Minimized View
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Click More >> from the minimized view of the Immunizations widget to open an expanded
view of the widget. In the expanded view, the immunizations information includes:

e Vaccine Administered Date

e Vaccine Administered Product Type
e Standardized Vaccine Product Type
e Series

e Immunization Result

e Adverse Vaccine Reaction

e Exemption/Refusal Reason

e Exemption/Refusal Date

e Site
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Figure 82: Immunizations Widget — Expanded View
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4.9.10.1 Display and Filter Options
Display and filter options within the Immunizations widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Use the Filter by Vaccine Administered Product Type drop-down box to re-draw the
widget to show only the records for the selected vaccine(s).

e Use the Filter by Standardized Vaccine Product Type drop-down box to re-draw the
widget to show only the records for the selected vaccine(s).

4.9.10.2 Terminology Normalization in the Immunizations Widget

Terminology normalization is provided in the Immunizations widget through the following GUI
elements:

e The Vaccine Administered Product Type column displays immunizations data within the
patient's record. Hovering over an entry in this column will display the standard used for
terminology normalization for the clinical domain Code for VVaccines Administered
(CVX), the standardized vaccine name, and the standardized CV X code for that
immunization.
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e The Standardized Vaccine Product Type column displays the standardized name for the
corresponding entry in the Vaccine Administered Product Type column, mapped to the
CVX standard. In addition to the standardized name, hovering over an entry in this
column will display the standard used for terminology normalization for the clinical
domain (CVX), and the CVX code for that immunization.

The following example highlights a vaccine mapped to the CVX standard. The national name
and national code are displayed for the record in the hover text over the Vaccine Administered
Product Type column.

Figure 83: Immunizations Widget — Terminology Normalization
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4.9.11 Inpatient Medications

The 83 Inpatient Medications widget displays the patient’s inpatient medications information.
The medications are grouped by the order number where available.

To open the widget, left-click Inpatient Medications from the widget tray that appears at the
bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.11.1 Inpatient Medications Widget Data

In the minimized view of the Inpatient Medications widget, the inpatient medications
information includes:
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e Order Number?
e Drug Name

e Status

e Stop Date

e Site

Figure 84: Inpatient Medications Widget — Minimized View
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Click More >> from the minimized view of the Inpatient Medications widget to open an
expanded view of the widget. In the expanded view, the inpatient medications information

includes:
e Order Number®
e Order Start Date
e Order Stop Date

e Drug Name

e Standardized Drug Name

4 When there are multiple drugs with the same order number, JLV maintains the grouping by order number when a

column sort is applied in the widget.

5> When there are multiple drugs with the same order number, JLV maintains the grouping by order number when a

column sort is applied in the widget.
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e Status

e Ordering HCP

e Ordering HCP Specialty
e Schedule

e Quantity

e Site

Figure 85: Inpatient Medications Widget — Expanded View
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4.9.11.2 Viewing Inpatient Medication Details

Click the hyperlink in the Drug Name column of either view of the Inpatient Medications
widget to open a separate window containing the detail of the medication.
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Figure 86: Inpatient Medications Widget — Details of VA Medication
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4.9.11.3 Display and Filter Options
Display and filter options within the Inpatient Medications widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile. When there are multiple
drugs with the same order number, JLV maintains the grouping by order number when a
column sort is applied in the widget.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Drug Name drop-down box to re-draw the widget to show only the
records for the selected medication(s).

e Use the Filter by Standardized Drug Name drop-down box to re-draw the widget to
show only the records for the selected medication(s).
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e Use the Filter by Ordering HCP Specialty drop-down box to re-draw the widget to
show only the records for the ordering HCP.

4.9.11.4 Terminology Normalization in the Inpatient Medications Widget

Terminology normalization is provided in the Inpatient Medications widget through the
following GUI elements:

e The Drug Name column displays a medication within the patient's record. Hovering over
an entry in this column will display the standard used for terminology normalization for
the clinical domain (RxNorm), the standardized RxNorm name, and the standardized
RxNorm code for that medication.

e The Standardized Drug Name column displays the standardized name for the
corresponding entry in the Drug Name column, mapped to the RxNorm standard. In
addition to the standardized name, hovering over an entry in this column will display the
standard used for terminology normalization for the clinical domain (RxNorm), and the
standardized code for that medication.

e The data in the Ordering HCP and Ordering HCP Specialty columns in the minimized
and expanded views of the widget are normalized to the National Uniform Claim
Committee Taxonomy (NUCC) standard. Hovering over the entries in these columns will
display the standardized name and standardized code for the ordering HCP (provider).

The following example highlights a medication record mapped to the RxNorm standard. The
standardized name and standardized code are displayed in the hover text over the record in the
Standardized Drug Name column.

Figure 87: Inpatient Medications Widget — Terminology Normalization
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4.9.12 Inpatient Summaries

The i. Inpatient Summaries widget displays the patient’s discharge summaries, as well as
history and physical summaries. The information is displayed in reverse chronological order by
the note date.

To open the widget, left-click Inpatient Summaries from the widget tray that appears at the

bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.
4.9.12.1 Inpatient Summaries Widget Data

In the minimized view of the Inpatient Summaries widget, the column display includes:

e Date
e Note Type/Title
e Site

Click ¥ from the widget toolbar to display the filter options in the minimized view of the
widget. Using expanded search dates within the widget is recommended to display notes started
prior to admission and notes signed after discharge. Refer to Section 4.9.12.3, Display and Filter
Options for more information.

Click the hyperlink in the Note Type/Title column of either view of the Inpatient Summaries

widget to open a separate window containing the detail of the note. Refer to Section 4.9.12.2,
Viewing Inpatient Summaries Details for more information.

Figure 88: Inpatient Summaries Widget — Minimized View
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Click More >> from the minimized view of the Inpatient Summaries widget to open an
expanded view of the widget. In the expanded view, the column display includes:

e Date

e Note Type/Title

e Provider

e Provider Specialty
e Location

e Visit/Adm Date

e Status

e Site

Data in the Provider Specialty column within the Inpatient Summaries widget is populated with
VA data only.

NOTE: Using expanded search dates within the widget is recommended to display
o notes started prior to admission and notes signed after discharge.

Figure 89: Inpatient Summaries Widget — Expanded View
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4.9.12.2 Viewing Inpatient Summaries Details

Click the hyperlink in the Note Type/Title column of either view of the Inpatient Summaries
widget to open a separate window containing the detail of the note. The following figure shows a
sample discharge summary.
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Figure 90: Inpatient Summaries Widget — Details View
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4.9.12.3 Display and Filter Options

Display and filter options within the Inpatient Summaries widget include:

Click ¥ from the widget toolbar to display the filter options in the minimized view of the
widget.

Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. Using expanded search
dates is recommended to display notes started prior to admission and notes signed after
discharge. When a date range filter is applied in an open widget, the date range is
displayed in the widget header. Open or close the filter options by clicking on the date
range in the header.

Display Tip: When looking for Essentris information associated with a specific
admission, it is recommended that you expand search date ranges to include additional
days before and after the admission. This will include pre-admission notes as well as
notes signed after the patient was discharged in the filtered widget display.

Use the Filter by Note Type/Title drop-down box to re-draw the widget to show only
the records for the selected note type(s).
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e Use the Filter by Provider drop-down box to re-draw the widget to show only the
records for the selected provider(s).

e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

e Use the Filter by Location drop-down box to re-draw the widget to show only the
records for the selected location(s).
4.9.12.4 Terminology Normalization in the Inpatient Summaries Widget

Terminology normalization is provided in the Inpatient Summaries widget through the
following GUI elements:

e The data in the Provider and Provider Specialty columns in the widget are normalized to
the National Uniform Claim Committee Taxonomy (NUCC) standard. Hovering over the
entries in these columns will display the standardized name and standardized code for the
provider.

4.9.13 Lab Panel Results
The A Lab Panel Results widget displays the patient’s lab panels and associated results and
interpretations. The information is displayed in reverse chronological order by collection date.
To open the widget, left-click Lab Panel Results from the widget tray that appears at the bottom
of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.
4.9.13.1 Lab Panel Results Widget Data
In the minimized view of the Lab Panel Results widget, the lab information includes:
e Collection Date
e Order/Result
e Site
NOTE: The time zone for time stamps displayed in the Collection Date column will
o vary depending on the source of the data. The Collection Date column time stamps for
DoD Armed Forces Health Longitudinal Technology Application (AHLTA) data

represents Zulu time while the Collection Date column time stamps for DoD
Composite Health Care System (CHCS) and VA records represent local time.

Click a hyperlinked entry in the Order/Result column to open a separate window containing
details for that record. Refer to Section 4.9.13.3, Viewing Lab Panel Results Details for more
information.
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Figure 91: Lab Panel Results Widget — Minimized View
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Click More >> from the minimized view of the Lab Panel Results widget to open an expanded
view of the widget. In the expanded view, the lab results information includes:

e Collection Date

e Order Number

e Order/Results

e Ordering HCP

e Ordering HCP Specialty

e Sample

e Status

e Site
NOTE: The time zone for time stamps displayed in the Collection Date column will

o vary depending on the source of the data. The Collection Date column time stamps for

DoD Armed Forces Health Longitudinal Technology (AHLTA) data represents Zulu

time while the Collection Date column time stamps for DoD CHCS and VA records
represent local time.

Click a hyperlinked entry in the Order/Results column to open a separate window containing
details for that record. Refer to Section 4.9.13.3, Viewing Lab Panel Results Details for more
information.
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Figure 92: Lab Panel Results Widget — Expanded View
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4.9.13.2 Viewing Sensitive Data in the Lab Panel Results Widget

JLV masks the display of sensitive records in the Lab Panel Results widget (**Sensitive**
record example shown in the following figure). JLV users may access the record but will be
audited each time a sensitive DoD record is viewed.

After clicking the hyperlink in the Order/Results column for a record masked as sensitive, JLV
will notify the user that he/she will be audited. This message is triggered each time a user clicks
a sensitive record. After the user selects his/her purpose to view the record and agrees to be
audited, sensitive data will appear in the Details view but the record will remain masked in the
minimized and expanded views of the widget.
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Figure 93: Lab Panel Results Widget — Masked Sensitive Record
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4.9.13.3 Viewing Lab Panel Results Details

Click a hyperlinked entry in the Order/Results column of the Lab Panel Results widget to open
a separate window containing a report of the record. The contents of the window may vary
depending on the lab type and what is contained in the patient record.

NOTE: The time zone for time stamps displayed in the Collection Date column will

o vary depending on the source of the data. The Collection Date column time stamps for
DoD Armed Forces Health Longitudinal Technology (AHLTA) data represents Zulu
time while the Collection Date column time stamps for DoD CHCS and VA records
represent local time.

Figure 94: Lab Panel Results Details Window (DoD Record)
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4.9.13.4 Display and Filter Options
Display and filter options within the Lab Panel Results widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Order/Results drop-down box to re-draw the widget to show only the
records for the selected result(s).

4.9.13.5 Terminology Normalization in the Lab Panel Results Widget

Terminology normalization is provided in the Lab Panel Results widget through the following
GUI elements:

e The data in the Ordering HCP and Ordering HCP Specialty columns in the widget are
normalized to the National Uniform Claim Committee Taxonomy (NUCC) standard.
Hovering over the entries in these columns will display the standardized name and
standardized code for the healthcare provider.

4.9.14 Lab Results

The (=] Lab Results widget displays the patient’s lab results information, as well as skin test data
and blood transfusion history where available in the patient’s record. The information is
displayed in reverse chronological order by the last lab results date.

To open the widget, left-click Lab Results from the widget tray that appears at the bottom of the
Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.14.1 Lab Results Widget Data
In the minimized view of the Lab Results widget, the lab results information includes:

e Collection Date

e Lab Test
e Result
e Site
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Figure 95: Lab Results Widget — Minimized View
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Click More >> from the minimized view of the Lab Results widget to open an expanded view
of the widget. In the expanded view, the lab results information includes:

e Collection Date

e Order Number

e Status

e Ordering HCP

e Ordering HCP Specialty
e Lab Test

e Standardized Lab Test
o Type

e Specimen Source

e Result

e Interpretation

e Units

e Ref Range

e Site
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Figure 96: Lab Results Widget — Expanded View
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NOTE: The following lab test abbreviations are used in the Type column of the
o expanded view of the Lab Results widget:

CHEM for CH, COAG, HEM, HE, TOX, RIA, SER, and SEND
MICRO for MI, MICROBIOLOGY, and BACT

AP for ANATOMIC PATHOLOGY

EM for ELECTRON MICROSCOPY

SP for SURGICAL PATHOLOGY

ST for SKIN or SKIN TEST

CY for CYTOLOGY

AU for AUTOPSY

BB for BLOOD BANK

H.1.V for Human Immunodeficiency Virus (HIV) (For DoD results only)

4.9.14.2 Display and Filter Options
Display and filter options within the Lab Results widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.
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e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Lab Test drop-down box to re-draw the widget to show only the
records for the selected test(s).

e Use the Filter by Standardized Lab Test drop-down box to re-draw the widget to show
only the records for the selected test(s).

e Use the Filter by Type drop-down box to re-draw the widget to show only the records
for the selected type(s).

e Use Graph View to display multiple records of the same type in a graph. Refer to
Section 4.9.14.7, Graph View in the Lab Results Widget for more information.

e Use Table View to display multiple records of the same type in a tabular format. Refer to
Section 4.9.14.7, Graph View in the Lab Results Widget for more information.

4.9.14.3 Viewing Abnormal Results in the Lab Results Widget

For records in the Lab Results widget where result values fall within a calculated reference
range for abnormal within the originating source system, JLV will highlight the row for that
record in the minimized and expanded views of the widget.

Pink highlighting represents either H (high) or L (low) abnormal indicators. Red highlighting
represents that the abnormal indicator has an asterisk (i.e., H* or L*) or the result is critical.
Examples of highlighted abnormal records are shown in the expanded view of the Lab Results
widget in the following figure.
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Figure 97: Lab Results Widget — Abnormal Results
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4.9.14.4 Viewing Lab Results Details

Clicking a hyperlinked entry in the Lab Test column of the Lab Results widget opens a separate
window containing a report of the record. The following figure shows a sample DoD record. The
contents of the window may vary depending on the lab type and what is contained in the patient
record.

Figure 98: Lab Results Widget — Details View (DoD Record)
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4.9.14.5 Viewing Results and Interpretations in the Lab Results Widget

For records in the Lab Results widget where result values and interpretation are available in a
record, JLV will display links in the Result and Interpretation columns in the expanded views of
the widget to indicate additional information is available.
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Figure 99: Lab Results Widget — Result and Interpretation Links
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The previous figure highlights multiple result and interpretation links within the two columns.

The following example displays a sample interpretation. The contents of the window may vary
depending on the lab type and what is contained in the patient record.

Figure 100: Lab Results Widget — Interpretation Details
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4.9.14.6 Table View in the Lab Results Widget

The Lab Results widget provides the option to display multiple records of the same type in a
table. By default, the Show Table link in the expanded view of the Lab Results widget is
disabled until the user narrows the data selection using display filters.

To view lab results in Table View:

1. Left-click =l Lab Results from the widget tray that appears at the bottom of the Patient
Portal, drag the icon to the screen, and drop where desired on the portal.

2. Click More >> from the minimized view of the Lab Results widget to open an expanded
view of the widget.

3. Inthe expanded view, select one entry from the Filter by drop down boxes (except for
the Filter by Type filter option). This action enables the Show Graph and Show Table
links.

NOTE: The Show Table and Show Graph links are not enabled after selecting one lab
o type from the Filter by Type drop down box.

4. Click Show Table.
5. A separate window opens, displaying a table containing the records of the type selected
in the filter.
4.9.14.7 Graph View in the Lab Results Widget

The Lab Results widget provides the option to display multiple records of the same type in a
graph. By default, the Show Graph link in the expanded view of the Lab Results widget is
disabled until the user narrows the data selection using display filters.

To view lab results in Graph View:

1. Left-click =l Lab Results from the widget tray that appears at the bottom of the Patient
Portal, drag the icon to the screen, and drop where desired on the portal.

2. Click More >> from the minimized view of the Lab Results widget to open an expanded
view of the widget.

3. Inthe expanded view, select an available filter from the Filter by drop down boxes
(except for the Filter by Type filter option). This action enables the Show Graph and
Show Table links.

NOTE: The Show Table and Show Graph links are not enabled after a lab type from
o the Filter by Type drop down box.

4. Click Show Graph.

5. A separate window opens, displaying a graph of the multiple records of the type selected
in the filter.
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4.9.14.8 Viewing Sensitive Data in the Lab Results Widget

JLV masks the display of sensitive records in the Lab Results widget (** Sensitive ** record
example shown in the following figure). JLV users may access the record but will be audited
each time a sensitive DoD record is viewed.

After clicking the hyperlink in the Lab Test column for a record masked as sensitive, JLV will
notify the user that he/she will be audited. This message is triggered each time a user clicks a
sensitive record. After the user selects his/her purpose to view the record and agrees to be
audited, sensitive data will appear in the Details view but the record will remain masked in the
minimized and expanded views of the widget.

JLV
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Figure 101: Masked Sensitive Note in Lab Results Widget
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4.9.14.9 Terminology Normalization in the Lab Results Widget

® P03 M

Open Widget Tray A

Terminology normalization is provided in the Lab Results widget through the following GUI

elements:

e The Lab Test column displays the name of a lab test within the patient's record. Hovering
over an entry in this column will display the standard used for terminology normalization
for the clinical domain Logical Observation Identifiers Names and Codes (LOINC), the
standardized lab test name, and the standardized code for that test.

e The Standardized Lab Test column displays the standardized name for the corresponding
entry in the Lab Test column, mapped to the LOINC standard. In addition to the
standardized name, hovering over an entry in this column will display the standard used
for terminology normalization for the clinical domain (LOINC), and the standardized

code for that test.
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The following example highlights a lab test mapped to the LOINC standard. The standardized
name and standardized code are displayed in the hover text over the record in the Lab Test
column.

Figure 102: Lab Results Widget — Terminology Normalization
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4.9.15 MHS GENESIS

The MHS GENESIS widget displays documents within the patient’s record from the
Military Health System (MHS) GENESIS system. The information is displayed in reverse
chronological order by date.

To open the widget, left-click MHS GENESIS from the widget tray that appears at the bottom
of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.15.1 MHS GENESIS Widget Data
In the minimized view of the MHS GENESIS widget, the orders information includes:

e Date
e Document
e Site

Click the hyperlink in the Document column of either view of the MHS GENESIS widget to
open a separate window displaying a Consolidated Clinical Document Architecture (CCDA)
document.

o NOTE: There will not be data populated in this widget until Feb 2017.
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Figure 103: MHS GENESIS Widget — Minimized View
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4.9.15.2 Viewing MHS GENESIS Documents

Click the hyperlink in the Document column from the MHS GENESIS widget to open a
separate window displaying a CCDA document.
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Figure 104: MHS GENESIS Widget - CCDA Document Display
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4.9.16 Orders

The , Orders widget displays the patient’s medications, consults, radiology, and lab orders.
The records are displayed in reverse chronological order by the order date.

To open the widget, left-click Orders from the widget tray that appears at the bottom of the
Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.16.1 Orders Widget Data
In the minimized view of the Orders widget, the orders information includes:
e Order Date
e Description
e Status/Priority
e Type
e Site

Click the hyperlink in the Description column of either view of the Orders widget to open a
separate window containing the detail of the order. Refer to Section 4.9.16.2, Viewing Order
Details for more information.
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Figure 105: Orders Widget — Minimized View
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Click More >> from the minimized view of the Orders widget to open an expanded view of the
widget. In the expanded view, the orders information includes:

e Order Date

e Order Number

e Description

e Status/Priority

o Type

e Standardized Type
e Provider

e Provider Specialty
e Site

Click the hyperlink in the Description column of either view of the Orders widget to open a
separate window containing the detail of the order. Refer to Section 4.9.16.2, Viewing Order
Details for more information.
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Orders (266)

Figure 106: Orders Widget — Expanded View

Filitered dale range: 81 113 - 81 1HE

Start date:
08112013

End date:

5 e

Filter by Type W Filter by Standardized Type e Filter by Provider Specialty W

Order Date », | Order Number | Description

3, 2013

TI2E2041

T2E2051

| 13100200121

13100200128

131007-00246

ACETAZOLAM... | EXPIRED
TAS MG

COMPLETE

X HEMOGLOSBIN | FINAL 1
ROUTINE

EXPIRED /
ROUTINE

VITAMIN D—PO
CAP

17-0H FINAL
PROGESTERDM| ROUTINE

Displaying 1-25 of 256

Status/P...

Type
Out Meads

MEDICATI...

4.9.16.2 Viewing Order Details

Click the hyperlink in the Description column of either view of the Orders widget to open a
separate window containing the detail of the order. A Details view is available for VA orders

only.
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Figure 107: Orders Widget — Details View (VA Record Only)
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4.9.16.3 Display and Filter Options

Display and filter options within the Orders widget include:

Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

Use the Filter by Type drop-down box to re-draw the widget to show only the records
for the selected order type(s).

VSA-P2 JLV 2.5 User Guide 115 December 2016



Use the Filter by Standardized Type drop-down box to re-draw the widget to show only
the records for the selected order type(s).

Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

4.9.16.4 Terminology Normalization in the Orders Widget

Terminology normalization is provided in the Orders widget through the following GUI
elements:

The Description column displays the name for a type of order within the patient's record.
Medication orders are mapped using the RxNorm standard. Laboratory and radiology
orders are mapping using the LOINC standard. Hovering over an entry in this column
will display the standard used for terminology normalization for the clinical domain
(LOINC or RxNorm), the standardized name, and the standardized code for that order

type.

The Standardized Type column displays the standardized order type for the
corresponding entry in the Type column, mapped to the LOINC or RxNorm standard.
Medications orders are mapped using the RxNorm standard. Laboratory and radiology
orders are mapping using the LOINC standard. In addition to the standardized name,
hovering over an entry in this column will display the standard used for terminology
normalization for the clinical domain (LOINC or RxNorm), and the standardized code for
that order type.

The data in the Provider and Provider Specialty columns in the widget are normalized to
the National Uniform Claim Committee Taxonomy (NUCC) standard. Hovering over the
entries in these columns will display the standardized name and standardized code for the
provider.

The following example highlights an order mapped to the RxNorm standard. The standardized
name and standardized code are displayed in the hover text over the record in the Description
column.,
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Figure 108: Orders Widget — Terminology Normalization
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4.9.17 Outpatient Encounters

The & Outpatient Encounters widget includes clinical data for outpatient encounters.

To open the widget, left-click Outpatient Encounters from the patient widget tray that appears
at the bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the
portal.

4.9.17.1 Outpatient Encounters Widget Data

In the minimized view of the Outpatient Encounters widget, the outpatient encounter
information includes:

e Encounter Date
e Clinic

e Provider

e Diagnosis

e Image

e Site

Refer to Section 4.9.17.2, Viewing Outpatient Encounter Details and Section 4.9.14.2, Display
and Filter Options for more information about the Details and Note links in the Encounter Date
column.
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Figure 109: Outpatient Encounters Widget — Minimized View
JLV Q Patient Search |y Frovider Fortal gy PatientPortal 3¢ @ spmemsans T mavussRA $4 B @ P

IPOAADLAND, THADDEUS A Prisgs  +
Orders (g) TON®CcOX @
Filtered date range: 4/13/16 - 81118

i...| Type
| MEDICATION
MEDICATION

I... .MEEIICHTIC‘H
. | MEDICATION
... | MEDICATION

EBiood Bank

UIRFA NITR | A

Insurance == | Digplaylng 1-5af9

Lab Panel Results ( omOx
Filtered date range: &/ 311116

May 17, 2016 ‘Summarization of eplsode nate

Jun 01,
May 18, 2014 | ] : CHY CPL... |ROBERTS...
)
Dec 12, 2013
Intemal Me__| LV, USER Al Laslon of p.
ating KInase

Dec 12, 2013 Ganital Cultura Intemal Me_._ JLV, USER A Crohn's dis...|

Dec 12, 7013 WEHC Smear Siog| f ¢ .. |BODDULL...

1 Dispiaying 1-25 of 37 More == || Displaying 1-1 o 1

Open Widget Tray A

Click More >> from the minimized view of the Outpatient Encounters widget to open an
expanded view of the widget. In the expanded view, the outpatient encounter information
includes:

e Encounter Date

e Clinic
e Status
e Type

e Provider

e Provider Specialty

e Reason

e Diagnosis

e Standardized Diagnosis
e Image

e Site

Refer to Section 4.9.17.2, Viewing Outpatient Encounter Details and Section 4.9.14.2, Display
and Filter Options for more information about the Details and Note links in the Encounter Date
column.

VSA-P2 JLV 2.5 User Guide 118 December 2016



A camera icon in the Image column indicates that one or more images are associated with
that record. Clicking the camera icon k&l from the column will open the VistA Imaging Viewer
in a standalone window and display the associated image(s).

Figure 110: Outpatient Encounters Widget — Expanded View
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4.9.17.2 Viewing Outpatient Encounter Details

Where available for the record, click the Details hyperlink in the Encounter Date column of
either view of the Outpatient Encounters widget to open a separate window containing the
detail of the encounter. The following example displays the details window for a DoD outpatient
encounter.
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Figure 111: Outpatient Encounter Details Window
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4.9.17.3 Viewing Outpatient Encounter Notes

Where available for the record, click the Note hyperlink in the Encounter Date column of either
view of the Outpatient Encounters widget to view notes of the encounter record.

For DoD encounters, a user may be prompted to save the note content in PDF format after
clicking the Note link in the Encounter Date column of the Outpatient Encounters widget. VA
encounter notes will open in a separate window. The example in the following figure displays the
note for a VA outpatient encounter.
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Figure 112: Encounter Note Accessed from Outpatient Encounters Widget
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4.9.17.4 Viewing Sensitive Data in the Outpatient Encounters Widget

JLV masks the display of sensitive records in the Outpatient Encounters widget (**Sensitive**
record example shown in the following figure). JLV users may access the record but will be
audited each time a sensitive DoD record is viewed.

After clicking the Details or Note hyperlink in the Encounter Date column for a masked record,
JLV will notify the user that he/she will be audited. This message is triggered each time a user
clicks a sensitive record. After the user selects his/her purpose to view the record and agrees to
be audited, sensitive data will appear in the additional view but the record will remain masked in
the minimized and expanded views of the widget.
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Figure 113: Masked Sensitive Record in Outpatient Encounters Widget
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4.9.17.5 Additional Display and Filter Options in the Outpatient Encounters
Widget

Display and filter options within the Outpatient Encounters widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Clinic drop-down box to re-draw the widget to show only the records
for the selected clinic(s).

e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).
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4.9.17.6 Terminology Normalization in the Outpatient Encounters Widget

Terminology normalization is provided in the Outpatient Encounters widget through the
following GUI elements:

e The data in the Provider and Provider Specialty columns in the minimized and expanded
views of the widget are normalized to the National Uniform Claim Committee Taxonomy
(NUCC) standard. Hovering over the entries in these columns will display the
standardized name and standardized code for the provider.

e The data in the Diagnosis and Standardized Diagnosis columns in the minimized and
expanded views of the widget are normalized to the SNOMED CT standard. Hovering
over the entries in these columns will display the standardized name and standardized
code for the diagnosis.

The following example highlights a diagnosis mapped to the SNOMED CT standard. The
standardized name and standardized code are displayed in the hover text over the record in the
Diagnosis column.

Figure 114: Outpatient Encounters Widget — Terminology Normalization

Q Patient Search () Provider Fortal & Patient Portsl $¢ @) SystemStus T W JLV.USERA # BE O E.

IPOAADLAND, THADDEUS A PFbgs +
Outpatient Encounters (81) YO ®=M< _ o
®IPO3 @ @IPO4 YOl MX

i | T
A Start date: End date: A

n =, Clos e Out. Meds
PN (et es S 05/11/2013 08/11/2016 Apply Iw 2% im Im Sm 1y 2¢ Iy =
FORT COLLINS, COLORADC Chemistry
80525 |
Filter by Clinic Fiter by Provider Specialty . |LaB
I... |MEDICATION

Status Type Provider Specialty Reason Diagnosis Sundmﬁszwnsns Image sng .. |LaB

Am 1,204 MRAPTSO Alopaitds and Osteoaiiy DINGNOSTIC | DIAGNOSTIC @ 105 e
PROLONGED RoseiTaL Physicians INAND | SKIN AND s
ng:ans Note |EXPOSURE SENSITIIATOC SENSIIZATq 3

Jun 05,2014 |W4U HOSPITA .. [MYERS A...| Allopathic and Osteapatnic F'AIN N s ipiaying 1-25 of 266 More >>
3 M Physicians

Detalis Note

Vitsls (10) Jun 03,2014 |intemal Compl... | OUTPATI... | TESTER... |Allopathic & Osteopathic | TO D ®ZOX
Filtered date range: 8/12/15 - 14:03 Medicine QA Physiclans - Family
I Deialls Note | Medicine
Date Taken v | Type Diagnosis | Image ' Site
Jun 03,2014 |intemal CompL. | OUTPATL.. | TESTER.. | Alpathc & Octeopatic 2 )
— DateTaken: OctDs, 2015 1341 Madicine QA Physicians : Famly Systematized Nomenclature
a ; Detalls Note Medicine of Medicine - Clinical Terms ®1ro¢
Oct 06, 2015 | Biood ¢ !
May 31, 2014 |NHM INPT NHM INPT | PRATTEL. ; - ACUTEC... 1704
Oct 06, 2015 Biood § 1201 REC REC AMD Physicians
Biood ¢ Detalls Note | THERARY PM THERAPY Standardized Code: 25064002
Oct 06, 2015 Puiset SR @ P04
Apr 16,2014 |- Sensitive  |Compl... [OUTPATL... TESTER... |Aliopathic & Osteopathic | ~* Sensitive **
Oot 05, 2015 | Bespi: 16 Fo7Y m‘»c?ans - Family W Lecion orp.. = beo
©Oct 06, 2015 Smokir m o 1 1 < | 1 |
Oct06, 2015 wegn < Displaying 1-25 of 81 Chow All  CTONNS die... 000

Oct 06, 2015 Patients helght value |80 in | ® oon .
Digpiaying 1-10 of 10 More >> | Displaying 1-1 of 1 1 Dispiaying 1-25 of 51

May 02, 20... CHY ANTI... |BODDULU... @903

Open Widget Tray A

4.9.18 Outpatient Medications

The ﬁ Outpatient Medications widget displays the patient’s outpatient medications
information. The information is displayed in reverse chronological order by the last fill date.

To open the widget, left-click Outpatient Medications from the widget tray that appears at the
bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.
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4.9.18.1 Outpatient Medications Widget Data

In the minimized view of the Outpatient Medications widget, the outpatient medications
information includes:

e LastFill

e Drug Name
e Status

e Expires

e Site

Click the hyperlink in the Drug Name column within either view of the widget to open a separate
window containing details for that record. Refer to Section 4.9.18.3, Viewing Outpatient
Medication Details for more information.

Figure 115: Outpatient Medications Widget — Minimized View
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Click More >> from the minimized view of the Outpatient Medications widget to open an
expanded view of the widget. In the expanded view, the outpatient medications information
includes:

e LastFill

e Drug Name

e Standardized Drug Name
e Sig
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e Quantity

e Days Supply

e Refills Left

e Status

e Ordering HCP

e Ordering HCP Specialty
e Expires

e Site

Figure 116: Outpatient Medications Widget — Expanded View
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4.9.18.2 Viewing Refill Histories

For VA outpatient medication records with remaining refills, JLV will provide a link to the refill
history through the Refills Left column within the expanded view of the Outpatient
Medications widget. Clicking the link opens a window providing the refill history of that record
(a refill history example is highlighted in the following figure). When a medication shows
remaining refills but the medication record has not been refilled (i.e., 5 of 5), JLV will not link to
an additional window.
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Figure 117: Outpatient Medications Widget — Refills Left Link (VA Record)
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4.9.18.3 Viewing Outpatient Medication Details

Click the hyperlink in the Drug Name column from either view of the Outpatient Medications
widget to open a separate window containing the detail of the medication. Where available in the
record, this window will display the dispensing pharmacy.

Where found in the patient record, the details view of DoD outpatient medications displays all
fill dates for a prescription (the history of all fill dates) in reverse chronological order.

refills remain. After clicking this link, users will see report text displayed in the
secondary window. Refer to Section 4.9.18.2, Viewing Refill Histories for more
information.

o NOTE: VA records will also have a link available from the Refills Left column when

Figure 119: Outpatient Medications Widget — Details of DoD Medication
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Figure 120: Outpatient Medications Widget — Details of VA Medication
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4.9.18.4 Patient/Family Reported Outpatient Medication Display

Where entered in the patient’s record, the Outpatient Medications widget will display the
message Patient/Family Reported in the Drug Name column. This identifies when a medication
is entered into a source system for documentation purposes only. Examples are highlighted in the
following figure.

Figure 121: Outpatient Medications Widget — Family Reported Medication
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4.9.18.5 Display and Filter Options
Display and filter options within the Outpatient Medications widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Click Rx b‘:l from the widget toolbar to convert the medications data within the widget to
text and opens text in a pop-up window.

e Use the Filter by Drug Name drop-down box to re-draw the widget to show only the
records for the selected medication(s).

e Use the Filter by Standardized Drug Name drop-down box to re-draw the widget to
show only the records for the selected medication(s).

e Use the Filter by Ordering HCP Specialty drop-down box to re-draw the widget to
show only the records for the ordering HCP (provider).

4.9.18.6 Terminology Normalization in the Outpatient Medications Widget

Terminology normalization is provided in the Outpatient Medications widget through the
following GUI elements:

e The Drug Name column displays a prescription within the patient's record. Hovering over
an entry in this column will display the standard used for terminology normalization for
the clinical domain (RxNorm), the standardized RxNorm name, and the standardized
RxNorm code for that prescription.

e The Standardized Drug Name column displays the standardized name for the
corresponding entry in the Drug Name column, mapped to the RxNorm standard. In
addition to the standardized name, hovering over an entry in this column will display the
standard used for terminology normalization for the clinical domain (RxNorm), and the
standardized code for that prescription.

e The data in the Ordering HCP and Ordering HCP Specialty columns in the minimized
and expanded views of the widget are normalized to the National Uniform Claim
Committee Taxonomy (NUCC) standard. Hovering over the entries in these columns will
display the standardized name and standardized code for the ordering HCP (provider).
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The following example highlights a medications record mapped to the RxNorm standard. The
standardized name and standardized code are displayed in the hover text over the record in the
Standardized Drug Name column.

Figure 122: Outpatient Medications Widget — Terminology Normalization
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4.9.19 Problem List

The A Problem List widget displays the patient’s problem list information. The information is
displayed in reverse chronological order by the last modified date.

To open the widget, left-click Problem List from the widget tray that appears at the bottom of
the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.19.1 Problem List Widget Data
In the minimized view of the Problem List widget, the problem list information includes:
e Updated Date
e ICD
e Onset
e Problem Description
e Status
e Site
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Click a hyperlinked entry in the Description column in either the minimized or expanded views
of the widget to open a separate window containing the detailed report of the record. Refer to
Section 4.9.19.2, Viewing Problem List Details for more information.

Figure 123: Problem List Widget — Minimized View
Q Patient Search  (f Provider Porial g Patient Portsl 3¢ @ semsens T mavussRA P4 B @ B
IPOAADLAND, THADDEUS A I Flsgs +

@ IPO3 ® P04 @ IPO5 m DoD i ) Procedures (7) TO®sZoOMX
-8 Filtered date range: 4/13/18 - 8/11/18

LastFill Dnig i i Procedura. | Location | Provider | EToosdure | o, | e

; = = Description |

. 2t : e R Jul 23, 2016... | CHY CHE... | TTSNUR... |ADMIN ... @ros

May 09,2016 | Blsacoayl (Dulcol... May 03, 2017 Note

A ®

4206 NEW HAMPTON CT 101536540
n

FORT COLLINS, COLORADO : A

80525 DOB ﬁ,‘,’,f,' 1544 Jun 07, 201... | CHY ANTI...|ROBERTS...| TB INTRA.. ® POt
— May 09, 2016  |Hydralazine Hydr... | v May 02, 2017 Note

(353)333-3533 —

B % (S35)533-35%3 Ranmdine Hydroc 7 Jun 06, 201... | CHY CPL... [ROBERTS...| TB INTRA. e
= SCARFLGONZALOD o M S i Apr 04,2017 . ® 1PO4
Dec 02, 2010 e . 2 e
Team TEAMFTC3 Apr04,2018 | Buproplon Hydroc... At 217 May 04, 201...| 4th Medk... |JLV, USE... |Anesthesl.. %000
Apro4,2016 | Tacrolimus Anhyd . Aug 11,2016 Note

May 04, 201... | 4th Medic... Anesthes...
Apr 04,2016 | Sodium Chioride Aug 05, 2016 Note
uzwna 01 |am same

Insuance piplaying 1-10 of 10 More > Displaying 1-7 of 7

Vitsls (10) YOI MX Problem List (90) Questionnaires & Deployment Assessments @ [%] & 2 [T X
Filtered date range: &/ 11118 - AHLTA Only (24)
DateTaken v | Type Resut |Units | Site ez Y [0 | i | Date v | Document Tite Site

May 05, 2016 |ADS.9 Bacterial foodd... |ACTIVE
== Date Taken: Oct D6, 2015 Y i Jul 30, 2015 Quest 1

Oct 06, 2015 | Biood pressure. ®as 9 | mpoD
c3se ACTIVE

Oct 06, 2015 Biood pressure, syel... % |moop May 04, 2018 Magnapt neopt - Jul 30, 2015 Patient Questionnire (Not Included. .

Octo6, 2015 Pulse taking - Do MRy, e Foe DN e Feb 23,2014 Family Higtory

Oct 06, 2015 Respiratory rate (ore...| . ®DoD el el Qnig o chemic. . |ACTIVE Nov 01, 2012 SmokeTest rea form dat

Oct06, 2015 Smoking Status Now.. ® DoD s bt e Ankylosls, ungp... | ACTIVE Oct 30, 2012 SmokeTee!_re3_forme 03t

Oct 06, 2015 Weight (ogty weight) ®DoD ey L6 EMLCTIR 0 ey, unspeclied| ACTIVE 0Oct 29, 2012 SmokeTeet poet forms.dat

May 04,2016 |C18.9 bialgnant naopl... ACTIVE Jul 30, 2015 1BM TEST

Oct 06, 2015 Patients helght vale |80 Do Aug 17,2011 SmokeTest pre forme dat
Dispiaying 1-10 of 10 More >> Dispiaying 1-25 of 90 More >> [ Displaying 1-24 024

n Widget Tray A

Click More >> from the minimized view of the Problem List widget to open an expanded view
of the widget. In the expanded view, the problem list information includes:

e Updated Date

e ICD

e Onset

e Problem Description

e Standardized Description
e Severity

e Status

e Site

Click a hyperlinked entry in the Description column in either the minimized or expanded views
of the widget to open a separate window containing the detailed report of the record. Refer to
Section 4.9.19.2, Viewing Problem List Details for more information.
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Figure 124: Problem List Widget — Expanded View
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4.9.19.2 Viewing Problem List Details

Click a hyperlinked entry in the Description column in either the minimized or expanded views
of the Problem List widget to open a separate window containing the detailed report of the
record.

Figure 125: Problem List Details Window — DoD Record
+ 0% _0 x

Problem Details ~ ® DoD Drug or chemical induced diabetes mellitus with unspecified diabetic
retinopathy without macular edema

Drug or chemical induced diabetes mellitus with unspecified diabetic retinopathy without
macular edema
Onssat Date:
Status: Active
Provider: JLV, USER A
Clinic: 4th Medical Group
Recorded Date:
Recorded By:
Entered Date: May 04, 2018 10:07 PM
Entered By: JLV, USER A
Modified Date: May 04, 2018 10:07 PM

Comments
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4.9.19.3 Display and Filter Options
Display and filter options within the Problem List widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Use the Filter by Description drop-down box to re-draw the widget to show only the
records for the selected problem(s).

e Use the Filter by Standardized Description drop-down box to re-draw the widget to
show only the records for the selected problem(s).

e Use the Filter by Status drop-down box to re-draw the widget to show only the records
with the selected status.

4.9.19.4 Terminology Normalization in the Problem List Widget

Terminology normalization is provided in the Problem List widget through the following GUI
elements:

e The Description column displays a description of a problem within the patient's record.
Hovering over an entry in this column will display the standard used for terminology
normalization for the clinical domain (SNOMED CT), the standardized SNOMED CT
name, and the standardized code for that problem.

e The Standardized Description column displays the standardized name for the
corresponding entry in the Problem Description column, mapped to the SNOMED CT
standard. In addition to the standardized name, hovering over an entry in this column will
display the standard used for terminology normalization for the clinical domain
(SNOMED CT), and the standardized code for that problem.

The following example highlights a problem record mapped to the SNOMED CT standard. The
standardized name and standardized code are displayed in the hover text over the record in the
Standardized Description column.
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Figure 126: Problem List Widget — Terminology Normalization
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4.9.20 Procedures

The I8 Procedures widget displays the patient’s procedures. The information is displayed in
reverse chronological order by the last modified date.

To open the widget, left-click Procedures from the widget tray that appears at the bottom of the
Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.20.1 Procedures Widget Data
In the minimized view of the Procedures widget, the procedures information includes:
e Procedure Date
e Location
e Provider
e Procedure Description
e Image
e Site
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Figure 127: Procedures Widget — Minimized View
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Click More >> from the minimized view of the Procedures widget to open an expanded view of
the widget. In the expanded view, the procedures information includes:

e Procedure Date

e Location

e Provider

e Provider Specialty

e Current Procedural Terminology (CPT) Code
e Coding Status

e Procedure Description

e Standardized Procedure Description

e Image

e Site

A camera icon KE®J in the Image column indicates that one or more images are associated with
that record. Clicking the camera icon E®l from the column will open the VistA Imaging Viewer
in a standalone window and display the associated image(s).
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Figure 128: Procedures Widget — Expanded View
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4.9.20.2 Viewing Procedure Notes

Clicking the Note link where available in the Procedure Date column indicates the patient record
includes an encounter note associated with that procedure. For DoD records, clicking Note will
open the note in a separate browser tab. For VA records, clicking Note will open the note in a
standalone window.
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Figure 129: Procedure Note — VA Record
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4.9.20.3 Display and Filter Options
Display and filter options within the Procedures widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which procedures data will be displayed in the widget using
the Quick Date Range Selector or the Start Date and End Date calendars. If the
information you expect does not appear in the widget display, use the Start Date and
End Date filter options to expand the date range. When a date range filter is applied in an
open widget, the date range is displayed in the widget header. Open or close the filter
options by clicking on the date range in the header.

e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

e Use the Filter by Site drop-down box to re-draw the widget to show only the records for
the selected site.
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4.9.20.4 Terminology Normalization in the Procedures Widget

Terminology normalization is provided in the Procedures widget through the following GUI
elements:

e The data in the Provider and Provider Specialty columns in the minimized and expanded
views of the widget are normalized to the National Uniform Claim Committee Taxonomy
(NUCC) standard. Hovering over the entries in these columns will display the
standardized name and standardized code for the provider.

e The data in the Procedure Description and Standardized Procedure Description columns
in the minimized and expanded views of the widget are normalized to the Current
Procedural Terminology (CPT) standard. Hovering over the entries in these columns will
display the standardized name and standardized code for the procedure.

The following example highlights procedure data shown mapped to the CPT standard. The
standardized name and standardized code are displayed in the hover text over the record in the
Procedure Description column.

Figure 130: Procedures Widget — Terminology Normalization
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4.9.21 Progress Notes

The = Progress Notes widget provides the patient’s progress notes information, displayed in
reverse chronological order by the note date.

To open the widget, left-click Progress Notes from the widget tray that appears at the bottom of
the Patient Portal, drag the icon to the screen, and drop where desired on the portal.
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4.9.21.1 Progress Notes Widget Data
In the minimized view of the Progress Notes widget, the progress notes information includes:
e Date
e Document Type/Title
e Provider
e Site

Click a hyperlinked entry in the Document Type/Title column in either the minimized or
expanded views of the widget to access additional information from the record. DoD records will
be displayed in PDF format. Refer to Section 4.9.21.2, Viewing Progress Notes for more
information.

JLV masks the display of sensitive records in the Progress Notes widget (i.e., labeled
**Sensitive** in the Document Type/Title column). JLV users may access the record but will be
audited each time a sensitive DoD record is viewed. Refer to Section 4.9.14.8, Viewing Sensitive
Data in the Lab Results Widget.

Figure 131: Progress Notes Widget — Minimized View
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Click More >> from the minimized view of the Progress Notes widget to open an expanded
view of the widget. In the expanded view, the progress notes information includes:

e Date
e Document Type/Title
e Standardized Document Type
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e Provider

e Provider Specialty
e Clinic

e Site

Click a hyperlinked entry in the Document Type/Title column in either the minimized or
expanded views of the widget to access additional information from the record. DoD records will
be displayed in PDF format. Refer to Section 4.9.21.2, Viewing Progress Notes for more
information.

Figure 132: Progress Notes Widget — Expanded View
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4.9.21.2 Viewing Progress Notes

Click a hyperlinked entry in the Document Type/Title column in either the minimized or
expanded views of the widget to access additional information from the record. An example of a
VA progress note record is shown in Figure 133.

DoD records will be displayed in PDF format. After clicking an entry in the Document
Type/Title column, a user will be prompted to open the note content in PDF format (as seen in
Figure 134). Click Open in the Document Ready dialog box to view the document.

For more information about the Add to Report Builder option shown in Figure 134, refer to
Section 4.5, Using the Report Builder.
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Figure 133: Progress Notes — VA Record

Progress Note Details ~ @ IPO1 CARDIOPULMONARY CONSULT
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Figure 134: Progress Notes — Document Ready Prompt for DoD Record

Document Ready

Patient Document is ready to download or add to Report Builder

Open Add to Report Builder Cancel

4.9.21.3 Display and Filter Options

Display and filter options within the Progress Notes widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be

saved in the user profile and will persist to the next user session. If a user sorts on a
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column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Document Type/Title drop-down box to re-draw the widget to show
only the records for the selected type.

e Use the Filter by Standardized Document Type drop-down box to re-draw the widget
to show only the records for the selected type.

e Use the Filter by Provider drop-down box to re-draw the widget to show only the
records for the selected provider.

e Use the Filter by Provider Specialty drop-down box to re-draw the widget to show only
the records for the selected provider type(s).

4.9.21.4 Viewing Sensitive Data in the Progress Notes Widget

JLV masks the display of sensitive records in the Progress Notes widget (**Sensitive** record
example shown in Figure 135). JLV users may access the record but will be audited each time a
sensitive DoD record is viewed.

After clicking the hyperlink in the Document Type/Title column for a record masked as
sensitive, JLV will notify the user that he/she will be audited. This message is triggered each
time a user clicks a sensitive record. After the user selects his/her purpose to view the record and
agrees to be audited, sensitive data will appear in the Details view but the record typef/title will
remain masked in the minimized and expanded views of the widget.
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Figure 135: Masked Sensitive Record in Progress Notes Widget
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9.21.5 Terminology Normalization in the Progress Notes Widget

Terminology normalization is provided in the Progress Notes widget through the following GUI
elements:

The fol

The Document Type/Title column displays the name of a note within the patient’s record.
Hovering over an entry in this column will display the standard used for terminology
normalization for the clinical domain (LOINC), the standardized LOINC name, and the
standardized code for that note.

The Standardized Document Type column displays the standardized name for the
corresponding entry in the Document Type/Title column, mapped to the LOINC
standard. In addition to the standardized name, hovering over an entry in this column will
display the standard used for terminology normalization for the clinical domain (LOINC
and the standardized code for that note.

The data in the Provider and Provider Specialty columns in the minimized and expanded
views of the widget are normalized to the National Uniform Claim Committee Taxonomy
(NUCC) standard. Hovering over the entries in these columns will display the
standardized name and standardized code for the provider.

lowing example displays a progress notes document mapped to the LOINC standard. The

standardized name and standardized code are displayed in the hover text over the record in the
Standardized Document Type/Title column.
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Figure 136: Progress Notes Widget — Terminology Normalization
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4.9.22 Questionnaires and Deployment Assessments

The IB) Questionnaires and Deployment Assessments widget provides the patient’s history of
questionnaires and pre- and post-deployment assessments from DoD sources, displayed in
reverse chronological order by date. Records displayed include forms such as DoD Form 2795,
DoD Form 2796, and DoD Form 2900.

To open the widget, left-click Questionnaires and Deployment Assessments from the widget
tray that appears at the bottom of the Patient Portal, drag the icon to the screen, and drop where
desired on the portal.

4.9.22.1 Questionnaires and Deployment Assessments Widget Data

In the minimized view of the Questionnaires and Deployment Assessment widget, the
questionnaire and deployment assessment information includes:

e Date
e Document Title
e Site

Click a hyperlinked entry in the Document Title column in either the minimized or expanded
views of the widget to open a separate window containing the full questionnaire or assessment
record. Refer to Section 4.9.22.2, Viewing Questionnaire and Assessment Documents for more
information.
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Figure 137: Questionnaires and Deployment Assessments Widget — Minimized View
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Click More >> from the minimized view of the Questionnaires and Deployment Assessment
widget to open an expanded view of the widget. In the expanded view, the questionnaire and
deployment assessment information includes:

e Date

e Entered by

e Document Title

e Standardized Document Title
e Site

Click a hyperlinked entry in the Document Title column in either the minimized or expanded
views of the widget to open a separate window containing the full questionnaire or assessment
record. Refer to Section 4.9.22.2, Viewing Questionnaire and Assessment Documents for more
information.
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Figure 138: Questionnaires and Deployment Assessments Widget — Expanded View
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4.9.22.2 Viewing Questionnaire and Assessment Documents
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Click a hyperlinked entry in the Document Title column in either the minimized or expanded
view of the Questionnaires and Deployment Assessments widget to open a separate window

containing the full questionnaire or assessment record.
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Figure 139: Questionnaire Document Example
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4.9.22.3 Display and Filter Options

Display and filter options within the Questionnaires and Deployment Assessments widget
include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

4.9.22.4 Terminology Normalization in the Questionnaires and Deployment
Assessments Widget

Terminology normalization is provided in the Questionnaires and Deployment Assessments
widget through the following GUI elements:

e For questionnaire documents listed in the widget, the Document Title and Standardized
Document columns in the minimized and expanded views are normalized to the LOINC
standard. Hovering over the entries in these columns will display the standardized name
and standardized code for the questionnaire.
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e For pre- and post-deployment assessment documents listed in the widget, the Document
Title and Standardized Document Title column in the minimized and expanded views are
normalized to the LOINC standard. Hovering over the entries in these columns will
display the standardized name and standardized code for the assessment.

The following example highlights a questionnaire document mapped to the LOINC standard.
The standardized name and standardized code are displayed in the hover text over the record in
the Standardized Document Title column.

Figure 140: Questionnaires and Deployment Assessments Widget — Terminology Normalization
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4.9.23 Radiology Reports

The % Radiology Reports widget displays the patient’s radiology exams information. The
information is displayed in reverse chronological order by the date/time taken.

To open the widget, left-click Radiology Reports from the widget tray that appears at the
bottom of the Patient Portal, drag the icon to the screen, and drop where desired on the portal.

4.9.23.1 Radiology Reports Widget Data
In the minimized view of the Radiology Reports widget, the radiology information includes:
o Date

e Exam
e Image
e Site
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Click a hyperlinked entry in the Exam column in either the minimized or expanded views of the
widget to open a separate window containing the detailed report of the record. Refer to Section
4.9.23.2, Viewing Radiology Report Details for more information.

Figure 141: Radiology Reports Widget — Minimized View
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Click More >> from the minimized view of the Radiology Reports widget to open an expanded
view of the widget. In the expanded view, the radiology information includes:

e Date

e Exam Number

e Exam

e Standardized Radiology Exam
e CPT Description

e Status

e Results

e Image

e Site

Click a hyperlinked entry in the Exam column in either the minimized or expanded views of the
widget to open a separate window containing the detailed report of the record. Refer to Section
4.9.23.2, Viewing Radiology Report Details for more information.
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A camera icon in the Image column indicates that one or more images are associated with

that record. Clicking the camera icon k&l from the column will open the VistA Imaging Viewer
in a standalone window and display the associated image(s).

Figure 142: Radiology Reports Widget — Expanded View
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4.9.23.2 Viewing Radiology Report Details

Click a hyperlinked entry in the Exam column in either the minimized or expanded views of the
Radiology Reports widget to open a separate window containing the detailed report of the
record. The contents of the window may vary depending on the site and what is contained in the
patient record.
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Figure 143: Radiology Report Details Window — DoD Record
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Figure 144: Radiology Report Details Window — VA Record
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4.9.23.3 Display and Filter Options
Display and filter options within the Radiology Reports widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
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saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

Use the Filter by Exam drop-down box to re-draw the widget to show only the records
for the selected exam(s).

Use the Filter by Standardized Radiology Exam drop-down box to re-draw the widget
to show only the records for the selected standardized exam(s).

4.9.23.4 Terminology Normalization in the Radiology Reports Widget

Terminology normalization is provided in the Radiology Reports widget through the following
GUI elements:

The Exam column displays an exam within the patient's record. When a LOINC mapping
is available, hovering over an entry in this column will display the standard used for
terminology normalization for the clinical domain (LOINC), the standardized LOINC
name, and the standardized LOINC code for that exam. If LOINC mappings are not
available, JLV will look for Current Procedural Terminology (CPT) mappings and
display CPT normalization for standardized type and standardized code, if found.

The Standardized Radiology Exam column displays the standardized name for the
corresponding entry in the Exam column, mapped to the LOINC standard. In addition to
the standardized name, hovering over an entry in this column will display the standard
used for terminology normalization for the clinical domain (LOINC), and the
standardized code for that exam.

The CPT Description column provides mappings for VA records. When CPT mappings
are available, this column displays the standardized type for the corresponding entry in
the Exam column, mapped to the CPT standard. In addition to the standardized type,
hovering over an entry in this column will display the standard type used for terminology
normalization for the clinical domain (CPT), and the standardized code for that exam.

The following example highlights a record (exam) mapped to the CPT standard. The
standardized type and standardized code are displayed in the hover text over the record shown in
the Exam column.
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Figure 145: Radiology Reports Widget — Terminology Normalization
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4.9.24 Social, Family, and Other Past Histories

The & Social, Family, and Other Past Histories widget displays the patient’s history records
from DoD data sources. The information is displayed in reverse chronological order by the date
reported.

To open the widget, left-click Social, Family, and Other Past Histories from the widget tray
that appears at the bottom of the Patient Portal, drag the icon to the screen, and drop where
desired on the portal.

4.9.24.1 Social, Family, and Other Past Histories Widget Data

In the minimized view of the Social, Family, and Other Past Histories widget, the histories
information includes:

e Date Reported
o Type

e Findings

e Status

e Site
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Figure 146: Histories Widget — Minimized View
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Click More >> from the minimized view of the Social, Family, and Other Past Histories
widget to open an expanded view of the widget. In the expanded view, the histories information

includes:
e Date Reported
o Type
e Findings
e Standardized Findings
e Comments
e Status
e Site

VSA-P2 JLV 2.5 User Guide

154

December 2016



Figure 147: Histories Widget — Expanded View
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4.9.24.2 Display and Filter Options
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Display and filter options within the Social, Family, and Other Past Histories widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore

the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Use the Filter by Type drop-down box to re-draw the widget to show only the records

for the selected history type(s).

e Use the Filter by Standardized Finding drop-down box to re-draw the widget to show

only the records for the selected standardized finding(s).

4.9.25 Vitals

The @ Vitals widget displays the patient’s vital information. The information is grouped and

displayed in reverse chronological order by the date taken.
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To open the widget, left-click Vitals from the widget tray that appears at the bottom of the
Patient Portal, drag the icon to the screen, and drop where desired on the portal. Click the (+) and
(-) icons next to the Data Taken row header to expand or minimize the group of vitals.

o NOTE: The JLV application does not retrieve real-time data from bedside real-time
equipment managed by Essentris.

4.9.25.1 Vitals Widget Data

In the minimized view of the Vitals widget, the information is grouped by Date Taken. Vitals
information includes:

e Date Taken
o Type

e Result

e Units

e Site

Figure 148: Vitals Widget — Minimized View
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Click More >> from the minimized view of the Vitals widget to open an expanded view of the
widget. Click the plus + and minus - icons next to the Data Taken row header to expand or
minimize the group of vitals. In the expanded view, the Vitals information includes:

e Date Taken
o Type
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e Standardized Type

e Result
e Units
e Site

Figure 149: Vitals Widget — Expanded View
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4.9.25.2 Display and Filter Options
Display and filter options within the Vitals widget include:

e Click the column title to sort records according to data in that column. If a user sorts on a
column that appears in both minimized and expanded views of the widget, the sort will be
saved in the user profile and will persist to the next user session. If a user sorts on a
column that is only in the expanded view of the widget, the next user session will restore
the default widget sort or the last sort saved to the user profile.

e Click Column Settings @M in the widget toolbar to hide or show the columns within the
widget. Check/uncheck the column names that appear in the pop-up box and click Apply.

e Specify the date range for which records will be displayed in the widget using the Quick
Date Range Selector or the Start Date and End Date calendars. If the information you
expect does not appear in the widget display, use the Start Date and End Date filter
options to expand the date range. When a date range filter is applied in an open widget,
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the date range is displayed in the widget header. Open or close the filter options by
clicking on the date range in the header.

e Use the Filter by Type drop-down box to re-draw the widget to show only the records
for the selected vitals type(s).

e Use the Filter by Standardized Type drop-down box to re-draw the widget to show only
the records for the selected vitals type(s).

e Use Graph View to display multiple records of the same type in a graph. Refer to
Section 4.9.25.4, Graph View in the Vitals Widget for more information.

e Use Table View to display multiple records of the same type in a tabular format. Refer to
Section 4.9.25.5, Table View in the Vitals Widget for more information.

4.9.25.3 Viewing Vital Details

Clicking a hyperlinked entry for a DoD record in the Type column in either the minimized or
expanded views of the Vitals widget opens a separate window containing the detailed report of
the record. Details view for vitals is available for DoD records only.

Figure 150: Vitals Widget — Details View
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4.9.25.4 Graph View in the Vitals Widget

The Vitals widget provides the option to display multiple records of the same type in a graph. By
default, the Show Graph link in the expanded view of the Vitals widget is disabled until the user
narrows the data selection using display filters.

To view vitals in Graph View:

1. Left-click @ Vitals from the widget tray that appears at the bottom of the Patient Portal,
drag the icon to the screen, and drop where desired on the portal.

2. Click More >> from the minimized view of the Vitals widget to open an expanded view
of the widget.

3. Inthe expanded view, select an available filter from the Filter by drop down boxes. This
action enables the Show Graph and Show Table links.

4. Click Show Graph.
A separate window opens, displaying a graph of the records of the type selected in the filter.

4.9.25.,5 Table View in the Vitals Widget

The Vitals widget provides the option to display multiple records of the same type in a table. By
default, the Show Table link in the expanded view of the Vitals widget is disabled until the user
narrows the data selection using display filters.

To view vitals in Table View:

1. Left-click @ Vitals from the widget tray that appears at the bottom of the Patient Portal,
drag the icon to the screen, and drop where desired on the portal.

2. Click More >> from the minimized view of the Vitals widget to open an expanded view
of the widget.

3. Inthe expanded view, select an available filter from the Filter by drop down boxes. This
action enables the Show Graph and Show Table links.

4. Click Show Table.

A separate window opens, displaying a table containing multiple records of the type selected in
the filter.

The following screenshot displays the table view from the Vitals widget.

VSA-P2 JLV 2.5 User Guide 159 December 2016



Figure 151: Vitals Widget — Data Displayed in Table View
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4.9.25.6 Terminology Normalization in the Vitals Widget

Terminology normalization is provided in the Vitals widget through the following GUI
elements:

e The Type column displays a vital type within the patient's record. Hovering over an entry
in this column will display the standard used for terminology normalization for the
clinical domain (LOINC), the standardized LOINC name, and the standardized LOINC
code for that vital.

e The Standardized Type column displays the standardized name for the corresponding
entry in the Type column, mapped to the LOINC standard. In addition to the standardized
name, hovering over an entry in this column will display the standard used for
terminology normalization for the clinical domain (LOINC), and the standardized code
for that vital.
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5 Troubleshooting

5.1 Special Instructions for Error Correction

5.1.1 Additional Tips for Logging In

JLV utilizes access control and authentication services to limit access to registered, authorized
users. When enabled, JLV will validate a user against information retrieved from that user’s
smart card.

Embedded Help is available for the login fields with detailed error messages if validation does
not occur. If you are experiencing other trouble logging in to JLV, please review the following
before contacting the Help Desk:

e VHA users should enter existing CPRS codes in JLV Login page fields.
e VBA users should enter existing CAPRI codes in JLV Login page fields.

e All VA users must select a Site from the Site drop-down list on the JLV Login page.
Most users will need to specify the individual facility name. VBA users should select
Veterans Benefits Administration from the Site drop-down list.

5.1.2 Cannot View Patients Error Correction

When access to patients is restricted for a VHA VA user, once the user logs in JLV will
immediately display a list of restricted patients in the Patient List window. VHA users will only
be able to select a patient from the list of pre-populated patients in the Patient List window. The
pre-populated list represents the only patients the VHA user is authorized to view. JLV will also
disable and remove patient search from the portal and insert a Patient List link.

5.1.3 Login Page Error Messages
Additional troubleshooting is provided in the following table.

Table 13: Login Page Error Message Troubleshooting

Error Message Resolution Steps

Access denied. You WHAT? Error message indicating Access Denied. You are not an authorized
are not an authorized | User.

user. WHY? PIV card processing problem or invalid security certificate chosen.
FIXIT:

1. Close browser window.

2. Re-insert PIV card and re-launch JLV link.

3. Select a certificate that is not expired and specifies Issued by: Veterans
Affairs CA B1.

If this is unsuccessful, fully reboot your system. This refreshes all connections
and resolves greater than 95% of any remaining problems.
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Error Message

Resolution Steps

Could not save User
Profile

WHAT? Error message indicating Could not save User Profile.

WHY? Error occurred during PIV authentication for VA users - typically a PIV
card processing problem or an invalid security certificate chosen.

FIXIT:
1. Close your browser window.
2. Re-insert PIV card and re-launch the JLV link.

3. Select a certificate that is not expired and specifies Issued by: Veterans
Affairs CA B1.

If this is unsuccessful, fully reboot your system. This refreshes all connections
and resolves greater than 95% of any remaining problems.

Not a valid
ACCESS/VERIFY
CODE pair

WHAT? Error message Not a valid ACCESS CODE/VERIFY CODE pair is
displayed on the login screen.

WHY? 1) JLV could not match your access and verify codes to the Site selected
in the drop down or VA, or 2) Username and password were entered instead of
access/verify codes.

FIXIT:

1. VBA users MUST select Veterans Benefits Administration from the Site
from the drop-down.

2. VHA users must select the parent VistA host site for their facility (e.g.,
Wichita uses Kansas City, Missouri [MO]).

3. Re-enter correct Access and Verify codes (CAPRI codes for VBA users,
CPRS codes for VHA users).

Page cannot be
displayed

WHAT? You receive a Page cannot be displayed error when launching JLV.

WHY? The JLV Uniform Resource Locator (URL) requires certain internet
explorer settings

FIXIT:

1. With Internet Explorer open, click the Tools menu or press ALT-X.
2. Select Internet Options.

3. When the dialog opens, select the Advanced tab.

4

Scroll down in the list until you see the settings below and assure Secure
Socket Layer (SSL) 2.0 is NOT checked and that Transport Layer Security
(TLS) 1.0, 1.1 and 1.2 are checked.

5. Click OK, then re-launch JLV and the page should load.

SmartCard required

WHAT? Error message Smart Card Required.

WHY? Smart card not read by Windows Security and JLV before launching JLV
link.

FIXIT:
1. Close all browser sessions/browser-based applications.
2. Re-insert PIV card and re-launch JLV link.

3. If this is unsuccessful, fully reboot your system to refreshes all connections.
This resolves greater than 95% of any remaining problems.
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Error Message Resolution Steps

VERIFY CODE must
be changed before
continued use

login screen.

FIXIT:

clicking OK.

WHAT? Receive VERIFY CODE must be changed before continued use error at

WHY? CPRS or CAPRI VERIFY CODE has expired.

1. Open CPRS or CAPRI.
2. Select the Change Verify Code checkbox on the sign-on dialog before

3. You will be prompted to create a new Verify Code.

4. Once your Verify Code is changed for CPRS or CAPRI, JLV will recognize
the new code immediately.

5.1.4 Patient Search System Messages
The following table summarizes messages that may be presented to JLV users during the search

process.

Table 14: Patient Search System Messages

Message

Description

MVI Message: There are no patients found
using the current parameters.

No patient records were found using the information
entered in the Patient Search dialog box. Re-enter patient
identifiers in the Patient Search dialog box fields.

MVI Error: Your query yields too many
results. Please modify your search
parameters to narrow the search.

JLV adheres to VA guidelines and blocks the search
results when the search request yields more than 10
patients. Modify the information entered into the Patient
Search dialog box to reduce the number of patients
matching the entered identifiers.

MVI Error: Application Reject. There was an
error attempting to process your query.
Please modify your search parameters and
try again.

There may be one or more errors in the information
entered into the Patient Search dialog fields. Please
validate your patient identifiers and try the search again.
If problems persist, there may be an error in the query
from MVI to DEERS (external process to JLV) or an
error occurred between MVI and DEERS.

You do not have authorization to view this
record.

Security regulations prohibit computer
access to your own medical record.

Following VA security regulations, JLV does not allow
access to a user’'s own medical records.

You do not have authorization to view this
record.

Your SSN is missing from the NEW
PERSON file. Contact your ACP
Coordinator.

Following VA policy, JLV does not allow access to
patient records if the JLV user’'s SSN is not in the user’s
VistA profile.
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5.1.5 VAVLER Server Error Messages

The following table summarizes an error that may be presented to JLV users related to the
display of VA VLER data.

Table 15: Community Health Summaries and Documents Widget Error

Message Description

Error displayed in widget: This message will appear in the Community Health Summaries

Something went wrong: Internal and Documents — VA widget when the VA VLER service is not

Server Error (500) available. If this message persists after 5 minutes, the user should
contact the NSD to report the connection error.
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6 Acronyms and Abbreviations

The following is a list of the acronyms and abbreviations used throughout this guide. The list

does not include the acronyms that may be used within EHRs, or by providers.

Table 16: Acronyms and Abbreviations

Acronym Description
Adm Admission
AHLTA Armed Forces Health Longitudinal Technology Application
AITC Austin Information Technology Center
AP Anatomic Pathology
AU Autopsy
BB Blood Bank
CAPRI Compensation and Pension Record Interchange
CCD Continuity of Care Document
CCDA Consolidated Clinical Document Architecture
CCow Clinical Context Object Workgroup
CCDA Consolidated Clinical Document Architecture
CDC Centers for Disease Control
CDR Clinical Data Repository
CHCS Composite Health Care System
CLIN Contract Line Item Number
CPRS Computerized Patient Record System
CPT Current Procedural Terminology
CT Clinical Terms
CVvX Code for Vaccines Administered
CcYy Cytology
DES Data Exchange Services
DMIX Defense Medical Information Exchange
DOB Date of Birth
DoD Department of Defense
EDIPI Electronic Data Interchange Personal Identifier
EHR Electronic Health Records
EM Electron Microscopy
EMR Electronic Medical Record
EST Eastern Standard Time
FMP Family Member Prefix
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Acronym

Description

GB

Gigabyte

GUI Graphical User Interface

HAIMS Healthcare Artifact and Image Management Solution
HCP Health Care Provider

HIE Health Information Exchange

HIV Human Immunodeficiency Virus

ICD International Classification of Diseases
ID User Identification

IEN Employer Identification Number

IP Internet Protocol

IT Information Technology

JLV Joint Legacy Viewer

LOINC Logical Observation Identifiers Names and Codes
MHS Military Health System

Mi Military Intelligence

MVI Master Veteran Index

NUCC National Uniform Claim Committee
OI&T Office of Information and Technology
PDF Portable Document Format

PDWS Patient Discovery Web Service

PIN Personal Identification Number

PITC Philadelphia Information Technology Center
PIV Personal Identification Verification

SDD System Design Document

SNOMED Systematized Nomenclature of Medicine
SSL Secure Socket Layer

SSN Social Security Number

TLS Transport Layer Security

TMDS Theater Medical Data Store

ul User Interface

URL Uniform Resource Locator

VA Department of Veterans Affairs

VBA Veterans Benefits Administration

VHA Veterans Health Administration
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Acronym Description

VistA Veterans Health Information Systems and Technology Architecture
VLER Virtual Lifetime Electronic Record

VSA VistA Services Assembler
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