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1 Introduction

1.1 Purpose

This document is designed to provide sufficient technical information about the Bed Management
Solution (BMS) application to the developers and Information Resources Management (IRM) technical
personnel to operate and maintain the software.

1.2 BMS Overview

BMS is a real-time, user-friendly Web-based Veterans Health Information Systems and Technology
Architecture (VistA) interface for tracking patient movement, bed status and bed availability. It provides
performance information that can be used to improve patient flow within, and between, VA Medical
Centers (VAMCs).

BMS allows administrative and clinical staff to record, manage and report on the planning, patient-
movement, patient occupancy, and other activities related to management of beds. All patient admission,
discharge, and transfer movements are sent directly from VistA to BMS.

BMS offers the following features:
* Tracks patient movement through the system;

« Displays patient and bed occupancy status for all beds in the facility and/or Veterans Integrated
Service Networks (VISN);

= Provides visibility of bed availability within VAMC’s to support emergency management;
« Automates request and assignment of beds;
« Displays and facilitates timely discharge appointments;

= Supports and facilitates efficient flow operations and is a catalyst to process improvement and
best practices;

= Provides reports on performance measures associated with bed management and patient flow.
BMS provides answers to the following questions:

* How many beds do we have?

« How many empty beds do we have?

« How many available female beds do we have?

» How many beds are out of service and why?

« How long does it take to clean a bed?

« How many patients are waiting for beds in community hospitals?

= How many admissions, transfers, and discharges did my unit have yesterday?

* How many discharges will we have tomorrow?

» How many scheduled admissions do we have for today?

Bed Management Solution (BMS) October 2013
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1.3 References

Requirements Specification Document (CLIN: 0002AA; title: Requirements Specification Document;
file: Init8_BMS_RSD)

Software Design Document (CLIN: 0002AC; title: System Design Document; file: Init8_BMS_SDD)

Product Architecture Document (CLIN: 0002AD; title: Product Architecture Document; file:
Init8_BMS_PAD)

2 Implementation and Maintenance

2.1 BMS Infrastructure Diagram

The BMS application has a list of physical components that can be divided on more physical servers
according with their roles.

The following diagram represents a possible schema of physical deployment.

ST

Liser terminal

1Sy

Lser bermiral

0,

@

User terminal

.

o S N
] ] .
= IQ‘/J N

NUMI Datahase Applicatian Server MOAYS Server Visth Database

e

Figure 1 - BMS Infrastructure Diagram
BMS is divided into specific components:
1. Persistence layer: SQL Server 2008 R2 database

2. Application server layer: Windows Communication Foundation (WCF) Web Services installed as
Windows Services

Bed Management Solution (BMS) October 2013
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3. Web server layer: Active Server Pages (ASP) .NET Model-View-Controller (MVC) Web
application hosted in Internet Information Services (11S)

4. Data Exchange Servers:
a. National Utilization Management Integration (NUMI) SQL Server Database
b. VistA integration servers (servers that have access to VistA)
i. Medical Domain Web Services (MDWS): Web Service installed in 11S
5. Client Layer: Web Application client launched from browsers

2.2 System Requirements (Hardware and Software)

BMS requires the creation of a Master Windows Service Account User and numerous facility/Site Service
Account Users for execution and operations.

All the BMS Application Services run under a service account.

= AICT has created the Windows User (acc\bms_svc_prod) as the master service account that the
four BMS Services runs under. This can be referred to as the Master BMS Service Account.

 The VAAUSBMSMULZ25 server hosts the four application services.
o BMS.BedManagerService
o BMS.SecurityHost
o BMS.ServiceHost
o BMS.VI.ServiceHost.
All BMS Facilities/Sites require at least one service account for certain site functionality.
= This service account will run the EMS Mobile Page and Whiteboard Kiosk Page functions.
= Under BMS version 1.xx a single service account can be used for both functions.

= The service account that runs the EMS Mobile Page and Whiteboard Kiosk Page functions must
not have any Policies assigned that restrict its use to specific computers.

BMS minimum hardware and software requirements are presented below:

Table 1 - Server for Web Applications

Microsoft Windows Server 2008 64 bit R2 Standard
Microsoft Clustering Services 2008

Basic software: 1S 7.5

ASP.NET MVC3

.NET Framework 4.0

Application software: Dashboards web application

Processor(s): 2 x Intel Xeon E5520 or equivalent

Memory: 16 GB

Hard disks: 600 GB

Network controller: Broadcom NetXtreme Gigabit Ethernet, or equivalent
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Table 2 - Application Sever

Basic software:

Microsoft Windows Server 2008 64 bit R2 Standard
.NET Framework 4.0

Application software:

EIS, EVS, DS, BMS InFlow

Processor(s): 2 x Intel Xeon E5520 or equivalent
Memory: 16 GB
Hard disks: 600 GB

Network controller:

Broadcom NetXtreme Gigabit Ethernet, or equivalent

Table 3 - Database Server

Basic software:

Microsoft Windows Server 2008 64 bit R2 Standard
Microsoft SQL Server 2008 R2 Standard
.NET Framework 4.0

Application software:

Databases used by the services installed on APP

Processor(s): 2 x Intel Xeon E5520 or equivalent
Memory: 16 GB
Hard disks: 600 GB

Network controller:

Broadcom NetXtreme Gigabit Ethernet, or equivalent
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2.3 Configuration Parameters

This section describes configuration parameters of the BMS application.

Table 4 - BMS ServiceHost Configuration Parameters

Configuration key

ConnectionString

| Configuration values (ex.)

Data source=vadbserver\sql2008;

InitialCatalog=BMS;Persist Security
Info=False;Integrated Security=SSPI

Description

Connection string for the connection to the
BMS database.

File | Section
configuration/
connectionStrings/
add

BMS.Service

Host.exe.config configuration/
appSettings/
key

Bed Management Solution (BMS)
Technical Manual

Data Adapters (eXtensible Markup Language

DatasetPath DBRepository (XML) mapping files) path.
LocalServer yes/no ePractice remoting.
UseSecurityContext 0/1 ePractice security context.
ePractice.MiddleTier.Transaction MiddleTier.dll Specifies the middle tier assembly.
connecuont 1 erracuce cornnecuon reiererice.

TransactionProvider

ePractice.MiddleTier.

ePractice transaction provider.

CustomTransactionProvider

Time span between the BMS Service starts

VistaWorker.WorkerDelayTimeSpan 0:0:0:1 and the Vista Worker runs for the first time.
VistaWorker.WorkerPeriodTimeSpan 0:0:0:5 Time span between two runs of the Vista
Worker.

Vistaworker.Enabled true/false Specifies if the Vista Worker is enabled.

VistaWorker BulkSize 100 g/ltg;mum number of processed entities in one
. . Specifies if the Vista Integration is

Vistalntegration.Enabled trueffalse enabled/disabled.

SmtpHost localhost Smtp host.

VistaWorker.VistASitesFilePath

VistASites.xml

The vista sites configuration file name.

October 2013
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Vistalntegration.SchedulerSecondsLate 30 The time delay of schedulers.

Vistalntegration.UpdateBmsPatients true/false Whether update bms patients is enabled or not.

VistasBedHoldSupported VO1BHS Which VistA support Bed Hold.

visitorAppPwd um Password used by MDWS to connect to VistA.
Bed Management Solution (BMS) October 2013
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File Section

Configuration key

Configuration values (ex.)

Description

User Site Code used by MDWS to connect to

visitorUserSiteCode 523 VistA.
visitorUserName DEPARTMENT OF DEFENSE,USER | USef Name used by MDWS to connect to
visitorUserDuz 10000029117 User Duz used by MDWS to connect to VistA.
visitorUserSsn 123456789 User SSN used by MDWS to connect to VistA.
visitorContext OR CPRS GUI CHART Context used by MDWS to connect to VistA.
UsingNewMdwsMethods trueffalse Whethe_r use new MDW S methods for vista
integration.

BMS EIS GET ENTITY FILTR PAGE SIZE 1000 Number o_f records queried that are brought

- = - - - = from EIS in one page.
BMS_EVS_GET_CONCEPT_ 1000 Number of records queried that are brought
PAGE_SIZE from EVS in one page.
Changeset Number of latest build. Changeset of the installed build.

NumiSvcAuthenticationKey

AEBA4E3F0-67E4-4ACAF-8A16-

NUMI service authentication key.

D7C93A075371
NumiMaxNumberOfSitesPerCall 5 MaX|mum number of sites that NUMI processes
in one call.

. ] If true the cache is read from config, otherwise
ReadCacheEndpointFromConfig true/false is read from BMS table.
UseCacheEndpointFromConfig Whether use SSL endpoint from configuration

. true/false !
WithSsl file.
ProxyPoolMaxCount 1000 The maximum number of proxies in the pool.

MdwsEndpointUrl_1

http://mdws_server:81/
QuerySvc.asmx

MDWS instance URL address.

MdwsEndpointUrl_2

http://mdws_server:82/
QuerySvc.asmx

MDWS instance URL address.

VistalntegrationJobFailed

The maximum number of job failures until the

MaxCount 25 system decides to retry.
! . . The time span (minutes) that the system
VistalntegrationJobFailed . - :
9 10 decides to increment job’s start date when the

IncrementDateMinutes

threshold of job failures is reached.

VistalntegrationJobFailed
NotificationEmailTo

va_person@va.gov

Recipient’s email used when a job fails.

VistalntegrationJobFailed
NotificationEmailFrom

BMSBackgroundProcessorAgent
@va.gov

Sender’s email used when a job fails.
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Technical Manual

October 2013
Version 1.3



mailto:va_person@va.gov

File

Section

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

Configuration key

Configuration values (ex.)

http://vaserver:17050/
BMSOperations

Description

BMS Operations service endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/BMSQuery

BMS Query service endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http:// vaserver:17050/
BMSConfigurationOperations

BMS Configuration Operations service
endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/BMS/
AuthorizationSubscriber

Authorization Subscriber service endpoint
address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/TransferW F

Transfer Workflow service endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/BMSWF

BMS Workflow service endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/
WaitingListWF

Patients Pending Placement List Workflow
service endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/
BedCleanWF

Bed Clean Workflow service endpoint address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/
BedUnavailableWF

Bed Unavailable Workflow service endpoint
address.

configuration/

system.serviceModel/s
ervices/service/host/b
aseAddresses

baseAddress

http://vaserver:17050/VistaQuery

VistA Query Workflow service endpoint
address.

Bed Management Solution (BMS)
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File

Section Configuration key Configuration values (ex.) Description
configuration/

i http:// :17050/ . . .
sys_tem.serv!ceModeI/ S | baseAddress i vaseryer HL7 Operations service endpoint address.
ervices/service/host/b HL7Operations
aseAddresses
configuration/

http:// /mdws2/
system.serviceModel/c | address QuF:ar \/Sa\?::se;? ws MDWS client endpoint address.
lient/endpoint ysve.
configuration/
system.serviceModel/c | address http://vaserver:17050/PAP PAP client endpoint address.
lient/endpoint
configuration/
system.serviceModel/c | address http://vaserver:17050/PDP PDP client endpoint address.
lient/endpoint
configuration/ . L . .
system.serviceModel/c | address http:/Ivaserver:17050/PAP Z(?dF;E:/g/Slndows authentication client endpoint
lient/endpoint '
configuration/ . — . .
system.serviceModel/c | address http:/vaserver:17050/PDP Z(Ij)dljevsvslndows authentication client endpoint
lient/endpoint .
configuration/
http://vaserver:17050/ . . .

system.serviceModel/c | address QuF:ar vFunctions EIS Query Functions client endpoint address.
lient/endpoint Y
configuration/

9 ) http://vaserver:17050/ EIS Windows authentication client endpoint
system.serviceModel/c | address QueryFunctions address
lient/endpoint y ’
conf|gurat|or‘1/ http://vaserver:17050/ . . .
system.serviceModel/c | address EntityManagement Entity Management client endpoint address.
lient/endpoint Y g
configuration/

guratior | address http://vaserver:17050/ Entity Management authentication client
gystem.serylceMode /c EntityManagement endpoint address.
lient/endpoint
configuration/

] iceModelic | address http://vaserver:17050/ EVS CTS Vocabulary Runtime client endpoint
system.serviceModel/c CTSVocabularyRuntime address.
lient/endpoint
configuration/

9 ) dd http://vaserver.17050/ EVS CTS Vocabulary Browse client endpoint
system.serviceModel/c | adadress CTSVocabularyBrowse address.
lient/endpoint
configuration/ address http://vaserver:17050/ EVS CTS Message Browse client endpoint

system.serviceModel/c

CTSMessageBrowse

address.
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http://vaserver/mdws2/

File

Section

lient/endpoint

Configuration key

Configuration values (ex.)

Description

configuration/
9 ) http://vaserver:17050/ EVS CTS Message Runtime client endpoint
system.serviceModel/c | address )
; ; CTSMessageRuntime address.
lient/endpoint
configuration/
" ; iceModel/c | address http://vaserver:17050/ EVS CTS Message Edit client endpoint
system.serviceModel/c CTSMessageEdit address.
lient/endpoint
configuration/ o .
t ; iceModelic | address http://vaserver:17050/ EVS CTS Vocabulary Edit client endpoint
system.serviceModel/c CTSVocabularyEdit address.
lient/endpoint
configuration/
http://vaserver:17050/ . .
system.serviceModel/c | address P BMS Query client endpoint address.
. . BMSQuery
lient/endpoint
configuration/ . I .
t ; iceModel/c | address http://vaserver:17050/ BMS Query Windows authentication client
system.serviceModel/c BMSQuery endpoint address.
lient/endpoint
configuration/
http:// :17050/ . . .
system.serviceModel/c | address P vaserv.er BMS Operations client endpoint address.
. . BMSOperations
lient/endpoint
fi tion/
configura 'ij el address http://vaserver:17050/ BMS Operations Windows authentication client
system.serviceModel/c BMSOperations endpoint address.
lient/endpoint
configuration/
http://vaserver:17050/ ) . . .
system.serviceModel/c | address P X . . BMS Configurations client endpoint address.
. . BMSConfigurationOperations
lient/endpoint
configuration/ ) . . L
t?n riceModel/c | address http://vaserver:17050/ BMS Configurations Windows authentication
system.serviceModel/c BMSConfigurationOperations client endpoint address.
lient/endpoint
configuration/
system.serviceModel/c | address http://vaserver:17050/BMSWF BMS Workflow client endpoint address.
lient/endpoint
configuration/ . L .
. . . BMS Workflow Windows authentication client
s_ystem.serylceModeI/c address http://vaserver:17050/BMSWF endpoint address.
lient/endpoint
configuration/
http://vaserver:17050/ . .
system.serviceModel/c | address P Bed Clean Workflow client endpoint address.
. . BedCleanWF
lient/endpoint
configuration/ address http://vaserver:17050/ Bed Clean Workflow Windows authentication

Bed Management Solution (BMS)
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File

Section

system.serviceModel/c
lient/endpoint

Configuration key

Configuration values (ex.)
BedCleanWF

Description
client endpoint address.

configuration/

S ste?n senviceModel/c | address http://vaserver:17050/ Bed Unavailable Workflow client endpoint
Ii()elnt/en‘dpoint BedUnavailableWF address.

configuration/

syste?n senviceModel/c | address http://vaserver:17050/ Bed Unavailable Workflow Windows

lient/endpoint

BedUnavailableWF

authentication client endpoint address.

Table 5 - EIS Service Configuration Parameters

File Section Configuration key Configuration values (ex.) Description
Workstation id=
vadbserver\sql2008r2;packet
configuration/ size=4096;data source= . . .
connectionStrings/ ConnectionString vadbserver \sql2008r2;persist EZ“S&%'OE.?%?JS;;T connection to
add security info=False;Initial — )
Catalog=BMS_EIS;Integrated
Security=SSPI;
DatasetPath DBRepository Data Adapters (XML mapping files) path.
If set to true, the service generates a new
OverwriteCreateEntityld true/false unique |den_t|f|er_ on each resource create
call, otherwise, it uses the identifier
received as parameter.
EISService If set to true, the service notifies linked
Implementation. NotificationIndicator true/false EIS services of changes produced on
All confin entities.
confiquration/ UseSecurityContext 0/1 ePractice security context
appSettings/ . : Certificate which specifies the service's
kE\FI) g Dnsldentity IWHM3Services dns identity.
If set to true, the service accepts
Receivelndicator true/false notification messages from linked EIS
services.
If set to true, entities are automatically
AutomaticLinkIndicator true/false linked (associated as equivalent) across
linked EIS services.
XEISIndicator true/false Specifies whether the cross EIS worker
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XEISDomain

domain name

Domain of the cross EIS implementation.
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File

Section

Configuration key

Configuration values (ex.)

Description

Specifies the topic of the synchronization

SubscriptionTopic entity subscription, meaning what should be
synced.

AuditProtocol none/udp Trarjsfer protocol to cc_)mmunlcate with the
audit service or none if not used.

AuditServer auditserver Server where the audit service resides.

AuditPort 10000 Port of the audit service on the specified
server.

AuditSynchronindicator trueffalse Specifies if the Audit Service should be

called synchronous or asynchronous.

configuration/
system.serviceMod
el/behaviors/endpoi
ntBehaviors/behavi
or/clientCredentials/
serviceCertificate/sc
opedCertificates/ad
d

targetUri

http://vaserver:17050/STS/
Windows

URI of STS certificate.

configuration/
system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/mess
agelissuerMetadata

address

http://vaserver:17050/STS/mex

STS metadata exchange URL used by
ServiceBinding.

configuration/
system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/securi
ty/message/issuer

address

http:/lvaserver:17050/STS/
Windows

STS URL used by WinBinding.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/
QueryFunctions

EIS Query Functions service endpoint
address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http:/lvaserver:17050/
Administration

EIS Administration service endpoint
address.

configuration/
system.serviceMod

baseAddress

http://vaserver:17050/
EntityManagement

EIS EntityManagement service endpoint
address.

Bed Management Solution (BMS)

Technical Manual

13

October 2013
Version 1.3




File

Section

Configuration key

Configuration values (ex.)

Description

el/services/service/h
ost/baseAddress/
add

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/
ServiceMetadataManagement

EIS ServiceMetadataManagement service
endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/
BulkEntityManagement

EIS Bulk BulkEntityManagement service
endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/
Subscribe

EIS Subscribe service endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http:/lvaserver:17050/
LinkAlgorithmAdministration

EIS LinkAlgorithmAdministration service
endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/EIS/
SubscriptionAdministration

EIS SubscriptionAdministration service
endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/Receive

EIS Receive service endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/
add

baseAddress

http://vaserver:17050/EIS/
MessageAdministration

EIS MessageAdministration service
endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddress/

baseAddress

http://vaserver:17050/EIS/
AuthorizationSubscriber

EIS AuthorizationSubscriber service
endpoint address.

Bed Management Solution (BMS)
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File Section Configuration key Configuration values (ex.) Description
add
workstation id=
vadbserver\sql2008r2;packet
MyConnections/ size=4096;data source= Connection string for the connection to

Connections.xml

connectionString

connectionString

vadbserver\sql2008r2;persist
security info=False;Initial
Catalog=BMS_EIS;Integrated
Security=SSPI;

the BMS_EIS database.

Table 6 - EVS Service Configuration Parameters

File

Section

Configuration key

Configuration values (ex.)

Description

Messagelmpl.dil.
config

configuration/
appSettings/
kev

Bed Management Solution (BMS)

Technical Manual

DatasetPath DBRepository Data Adapters (XML mapping files) path.
ApplicationFolder D:\CTS\CTSImport String path to application folder.
SqlScriptsFolder SqlScrips SQL scripts folder name.
TextFilesFolder TextFiles Text files folder name.

PackageFilesFolder
CodeMappingTempTable

PackageFiles
dbo.TempMapping

Package files folder name.
The mapping temporary table name.

TemporaryFolder Temp Temporary folder name.
Specifies the topic of the synchronization

SubscriptionTopic cts subscription, meaning what should be
synced.

NotificationIndicator true/false Notification indicator.

BulkinsertBatchSize 1000 Maximum number of processed records in
one step.

Dnsldentit IWHM3Services Certificate which specifies the service's

y dns identity.
StartSecuntvEndooints true/false Specifresifthe-secureendpoints-are-tobe
yEnap started.
http://localhost:17050/CTSImport EVS EVS import from excel key.
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http://localhost:17050/CTSExport EVS EVS export to excel key.
configuration/ http://vaserver:17050/ CTS VocabularyRuntime service endpoint
. baseAddress i
system.serviceMod CTSVocabularyRuntime address (HTTP Protocol).
el/services/service/h | N ) CTS VocabularyRuntime service endpoint
ost/baseAddresses/ | VaSTAUUIESS HUPS/IVASEIVEL. LT 1Uo! address (HTTPS Protocol).
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File

Section

Configuration key

Configuration values (ex.)

Description

add

CTSVocabularyRuntime

configuration/

http://vaserver:17050/

CTS Mapping service endpoint address

baseAdd
system.serviceMod asefddress CTSMapping (HTTP Protocol).
ng}f;gg(;isézsé\éf:g baseAddress https://vaserver:17706/ CTS Mapping service endpoint address
add CTSMappmg (HTTPS Protocol).
configuration/ baseAddress http://vaserver:17050/ CTS VocabularyBrowse service endpoint
system.serviceMod CTSVocabularyBrowse address (HTTP Protocol).
gls{f‘/gglslcef@fé\g:g baseAddress https://lvaserver:17706/ CTS VocabularyBrowse service endpoint
add CTSVocabularyBrowse address (HTTPS Protocol).
configuration/ baseAddress http://lvaserver:17050/ CTS MessageRuntime service endpoint
system.serviceMod CTSMessageRuntime address (HTTP Protocol).
gg;ﬁg’;ﬁ\ﬁ?ﬁggggg baseAddress https://lvaserver:17706/ CTS MessageRuntime service endpoint
add CTSMeSSageRuntime address (HTTPS Protocol).
configuration/ baseAddress http://vaserver:17050/ CTS MessageBrowse service endpoint
system.serviceMod CTSMessageBrowse address (HTTP Protocol).
el/services/service/h . . . .
ost/baseAddresses/ | baseAddress https://vaserver:17706/ CTS MessageBrowse service endpoint
add CTSMessageBrowse address (HTTPS Protocol).
configuration/ baseAddress http://vaserver:17050/ CTS MessageEdit service endpoint
system.serviceMod CTSMessageEdit address (HTTP Protocol).
el/services/service/h . . . . .
ost/baseAddresses/ | baseAddress https.//vaserver.}7706/ CTS MessageEdit service endpoint
add CTSMessageEdit address (HTTPS Protocol).
configuration/ baseAddress http:/lvaserver:17050/ CTS VocabularyEdit service endpoint
system.serviceMod CTSVocabularyEdit address (HTTP Protocol).
ggiﬁg’gg‘fé;?ggggg baseAddress https://lvaserver:17706/ CTS VocabularyEdit service endpoint
add CTSVocabularyEdit address (HTTPS Protocol).
configuration/ baseAddress http://vaserver:17050/ CTS MappingEdit service endpoint
system.serviceMod CTSMappingEdit address (HTTP Protocol).
el/services/service/h i . . . . .
ost/baseAddresses/ | baseAddress https.//vas.erver..17706/ CTS MappingEdit service endpoint
add CTSMappingEdit address (HTTPS Protocol).
configuration/

baseAddress http://vaserver:17050/Xaml XAML service endpoint address.

system.serviceMod
el/services/service/h
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File

Section

Configuration key

Configuration values (ex.)

Description

ost/baseAddresses/
add

configuration/

system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http://vaserver:17050/
EVSWrapper

EVS Wrapper service endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http://vaserver:17050/
CTSImport

CTS Import service endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http://vaserver:17050/
CTSExport

CTS Export service endpoint address.

configuration/

system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http://vaserver:17050/
CTSEditBulk

CTS EditBulk service endpoint address.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http://vaserver:17050/CTS/
SubscriptionAdministration

CTS Subscription Administration service
endpoint address.

configuration/

system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http:/lvaserver:17050/CTS/
MessageAdministration

CTS Message Administration service
endpoint address.

configuration/syste
m.serviceModel/

bindings/
wsFederationHttpBi
nding/binding/
security/message/
issuerMetadata

address

http://vaserver:17050/STS/mex

STS metadata exchange URL used by
ServiceBinding.

Bed Management Solution (BMS)

Technical Manual

18

October 2013
Version 1.3




File Section Configuration key Configuration values (ex.) Description
configuration/syste
m.serviceModel/bin
dings/ . . | address http://vgserver:17050/ STS URL used by WinBinding.
wsFederationHttpBi STS/Windows
nding/binding/securi
ty/message/issuer
configuration/syste
EVSWrapper.dll. m.serviceModel/ser http://vaserver:17050/ . .
config vices/service/host/ baseAddress EVSWrapper EVS Wrapper service endpoint address.
baseAddresses/add
Table 7 - PAP Service Configuration Parameters
File Section Configuration key Configuration values (ex.) Description

PolicyAdministration
Point.dil.contig

configuration/
annSettinne/

key

DefaultResourceRoot

VA

Default root for identifiers.

DatasetPath DBRepository Data Adapters (XML mapping files) path.
Specifies the super user of the

su hmcomplus S
application.
Specifies the topic of the synchronization

SubscriptionTopic Authorization subscription, meaning what should be
synced.

Dnsldentity IWHM3Services Cert!flcatc_a which specifies the service's
dns identity.

AuditProtocol none/udp Transfer protocol to communicate with the

audit service or none if not used.

AuditServer

auditserver

Server where the audit service resides.

AuditPort

10000

Port of the audit service on the specified
server.
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configuration/

workstation id=
vadbserver\sql2008r2;packet
size=4096;data source=

; . . . . . Connection string for the connection to
connectionStrings/ connectionStrin vadbserver\sql2008r2;persist
add ’ ? security info=False;Initial the BMS_AUTHZ database.
Catalog=BMS_AUTHZ;Integrated
Security=SSPI;
configuration/syste
mhsd?rr]\gg/eModeI/ address \r}\t/tipr)]ég/v?lzerveri?OSO/STS/ STS URL used by UpnBinding.
wsFederationHttpBi
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File

Section

Configuration key

Configuration values (ex.)

Description

nding/binding/securi
ty/message/issuer

configuration/syste
m.serviceModel/

bindings/ http://vaserver:17050/STS/ A
wsFederationHttpBi address Windows STS URL used by WinBinding.
nding/binding/securi
ty/message/issuer
configuration/syste
m.serviceModel/ser
vices/service/host/ baseAddress http://vaserver:17050/PAP PAP service endpoint address.
baseAddresses/add
configuration/syste
m.serwcel_\/lodell ser http://vaserver:17050/ AuthorizationPublisher service endpoint
vices/service/host/ baseAddress N -
AuthorizationPublisher address.
baseAddresses/add
configuration/syste
m.serwcel_\/lodel/ Ser http://vaserver:17050/PAP/ MessageAdministration service endpoint
vices/service/host/ baseAddress . .
MessageAdministration address.
baseAddresses/add
configuration/syste
m.serwcel_\/lodel/ser http://vaserver:17050/PAP/ SubscriptionAdministration service
vices/service/host/ baseAddress S o . .
SubscriptionAdministration endpoint address.
baseAddresses/add
configuration/syste
m.serviceModel/ http://vaserver:17050/PDP/ . .
client/endpoint address Request PDP request client endpoint address.
configuration/syste
m.serviceModel/beh
aviors/endpointBeh
aviors/behavior/ . http://vaserver:17050/STS/ .
clientCredentials/ targetUri Windows URI of STS certificate.
serviceCertificate/
scopedCertificates/
add
Connections.xml MyConnections/ connectionStrin workstation id= Connection string for the connection to
) MyConnection/ 9 vadbserver\sql2008r2;packet the BMS_AUTHZ database.
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File

Section

Configuration key

Configuration values (ex.)

Description

ConnectionString

size=4096;data source=
vadbserver\sql2008r2;persist
security info=False;Initial
Catalog=BMS_AUTHZ;Integrated
Security=SSPI;

Table 8 - PDP Service Configuration Parameters

File

Section

Configuration key

Configuration values (ex.)

Description

PolicyDecision
Point.dll.config

configuration/
appSettings/
key

configuration/

DefaultResourceRoot

VA

Default root for identifiers.

ConnectionString

Data source=vadbserver\sql2008;
InitialCatalog=BMS_AUTHZ;Persi
st Security Info=False;Integrated
Security=SSPI

Connection string for the connection to
the BMS_AUTHZ database.

system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/securi
ty/messagel/issuerM
etadata

address

http://vaserver:17050/STS/mex

STS metadata exchange URL used by
ServiceBinding.

configuration/
system.serviceMod
el/services/service/h
ost/baseAddresses/
add

baseAddress

http://vaserver:17050/PDP

PDP service endpoint address.

configuration/

system.serviceMod
el/services/service/h

baseAddress

http://vaserver:17050/PDP/

PDP Request service endpoint address.

ost/baseAddresses/ Request
add
Table 9 - RS Service Configuration Parameters
File Section Configuration key Configuration values (ex.) Description
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RS.Service

Imnlamantatinn

configuration/

annQattinnc/

DefaultResourceRoot

ReporiungservicesurL

VA

nup://vaserver:yu/xeport

Default root for identifiers.

Reporing services UKL aadress.
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File

Section

Configuration key

Configuration values (ex.)

Description

dll.config

key

Server/ReportService2005.
asmx

RootFolderName

Reporting Service

Reports root folder in the reporting
services.

AuditProtocol

none/udp

Transfer protocol to communicate with the
audit service or none if not used.

AuditServer

auditserver

Server where the audit service resides.

AuditPort

10000

Port of the audit service on the specified
server.

configuration/syste
m.serviceModel/

client/endpoint

address

http://vaserver:17050/PDP/
Request

PDP request client endpoint address.

configuration/

system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/securi
ty/messagel/issuerM
etadata

address

http://vaserver:17050/STS/mex

STS metadata exchange URL used by
ServiceBinding.

configuration/
system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/
security/message/
issuer

address

http:/lvaserver:17050/STS/
Windows

URL of
CustomBinding_lAuthenticationService.

configuration/
system.serviceMod
el/services/service/

host/baseAddresse
s/add

baseAddress

http://vaserver:17050/RS

RS service endpoint address.

configuration/
system.serviceMod
el/behaviors/
endpointBehaviors/
behavior/
clientCredentials/
serviceCertificate/
scopedCertificates/

targetUri

http://vaserver:17050/STS/
Windows

URI of STS certificate.
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File Section Configuration key Configuration values (ex.) Description
add
Table 10 - STS Service Configuration Parameters
File Section Configuration key Configuration values (ex.) Description
L Sleep interval between the retries to insert
Delay 0:01:00 the superusers in the database.
TokenTTL InMinutes 1442 'rl;:ir:Stg?Sllve of the security token, in
STSCertificateStoreName My gtp())er:glzfso :)2?1 name of the X.509 certificate
STSCertificateStoreLocation LocalMachine ?é)retzicf:ilélstsetggrlgcatlon of the X.509 STS
Specifies the type of value the
STSCertificateFindType FindBySubjectName X509Certificate2Collection.Find method
searches for.
gggrégel:tri?]téc;?/ STSCertificateFindValue IWHM3STS STS Certificate name.
key ServiceCertificateStoreName My sS,th))?gT:zg;i name of the X.509 certificate
. . . . Specifies the location of the X.509
SecureToken ServiceCertificateStoreLocation LocalMachine/CurrentUser services' certificate store.

Service.dll.config

ServiceCertificateFindType

FindBySubjectName

Specifies the type of value the
X509Certificate2Collection.Find method
searches for.

ServiceCertificateFindValue

IWHM3Services

Services' Certificate name.

Su

Domain qualified user names,
comma separated.

Usernames of all the super users in the
application.

domains

VA|VA

Comma separated list of root|extension
values for the application's domains.
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configuration/
connectionStrings/
add

connectionString

workstation id=
vadbserver\sql2008r2;packet
size=4096;data source=
vadbserver\sql2008;persist
security info=False;Initial
Catalog=BMS_AUTHZ;Integrated
Security=SSPI;

Connection string for the connection to
the BMS_AUTHZ database.

configuration/
system.serviceMod

baseAddress

http://vaserver:17050/STS

STS service endpoint address.
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File

Section

Configuration key

Configuration values (ex.)

Description

el/services/service/

host/baseAddresse
s/add

configuration/
system.serviceMod
el/services/service/

host/baseAddresse
s/add

baseAddress

http://vaserver:17050/authsvc

Authsvc service endpoint address.

configuration/

system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/securi
ty/message/issuerM
etadata

address

http://vaserver:17050/STS/mex

STS metadata exchange URL used by
ServiceBinding.

configuration/
system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/securi
ty/message/issuer

address

http:/lvaserver:17050/STS/
Windows

URL of STS used by WindowsBinding.

configuration/
system.serviceMod
el/bindings/
wsFederationHttpBi
nding/binding/securi
ty/messagelissuerl/i
dentity/userPrincipal
Name

value

VAUser@domain.com

Name of the user under which the service
is running.

configuration/
system.serviceMod
el/behaviors/service
Behaviors/behavior/
serviceMetadata

httpGetUrl

http://vaserver:17050/STS/mex

Metadata exchange address of
ServiceSTSBehavior.
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mailto:VAUser@domain.com

File Section Configuration key Configuration values (ex.) Description
LocalServer yes/no ;ePéactlce remoting flag. Only used with
UseSecurityContext on Flag \{vhich specifies if ePractice uses the
security context.
. Transfer protocol to communicate with the
AuditProtocol none/udp audit service or none if not used.
AuditServer auditserver Server where the audit service resides.
. Port of the audit service on the specified
i i AuditP 1
WinServiceHost. confégur_atlo;l/ uditPort 0000 server.
) appSettings ifi ifi
exe.config pp g ServiceCertificateStoreName My Specifies the name of the X.509 certificate
key store to open.
. . . . Specifies the location of the X.509
ServiceCertificateStoreLocation LocalMachine services' certificate store.
. . 'fi'ﬁ%g?:%r%% w @?e services to
SaniceSERRRTERRIGesONdsAdd ©PdBySubjectName éq.%(:em QST et Jor e services
caarrhac fnr
Table 12 - WMI User Group Configuration Parameters
File Section Configuration key Configuration values (ex.) Description

configuration/ DatasetPath DBRepository Data Adapters (XML mapping files) path.
WMI_UserGroup. appSettings/ LocalMachineName Localhost N_ame of the host where WMI_UserGroup
exe key will run._ _

IsRunningOnLocalMachine true/false Specify |fWMI_UserGroup will run on
local machine or not.
packet size=4096;data source=

MyConnections/ vadbserver\sql2008r2;persist

Connections.xml MyConnection/ ConnectionString security info=False;Initial Connection string for the connection to

ConnectionString

Catalog=BMS_DW,Integrated
Security=SSPI;connection timeout
=600

the BMS_DW database.
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File

Section

Configuration key

Configuration values (ex.)

Description

PolicyManager.exe.
config

configuration/
appSettings/
key

configuration/

DefaultResourceRoot

VA

Default root for identifiers.

AuditProtocol
AuditServer

AuditPort

none/udp
auditserver

10000

Transfer protocol to communicate with the
audit service or none if not used.

Server where the audit service resides.

Port of the audit service on the specified
server.

system.serviceMod
el/bindings/wsFeder
ationHttpBinding/bin
ding/security/messa
gelissuer

address

http:/lvaserver:17050/STS/

STS address used by
wsFederationBinding binding

configuration/

system.serviceMod
el/behaviors/
endpointBehaviors/
behavior/
clientCredentials/
scopedCertificates/
add

targetUri

http:/lvaserver:17050/STS/

STS address of STS certificate.

configuration/syste
m.serviceModel/

client/endpoint

address

http://vaserver:17050/PAP

PAP client endpoint address.

configuration/syste
m.serviceModel/

client/endpoint

address

http://vaserver:17050/
AuthorizationPublisher

AuthorizationPublisher client endpoint
address.

PolicyEditor.dll.
config

configuration/syste
m.serviceModel/
client

address

http://vaserver:17050/PAP

PAP client endpoint address.
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File

Section

Configuration key

Configuration values (ex.)

Description

Web.config

configuration/
appSettings/

webpages:Version

1.0.0.0

Version of the web site.

ClientValidationEnabled

true/false

Gets or sets a value that indicates
whether client-side validation is enabled.
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File Section

Configuration key

Configuration values (ex.)

Description

key

Gets or sets a value that indicates

UnobtrusiveJavaScriptEnabled true/false whether unobtrusive JavaScript is
enabled.

ReportsPath IBMS Path_ of the reports in the reporting
services.
Cache size for the vocabulary service,

BMS.EVSDictionaryCacheSize 512 representing the number of concepts

cached.

http://lvaww.esm.infoshare.va.gov/

BMS Sharepoint Site.

VAURL PMIC/Projects/BMS/
Implement/default.aspx
http://vaww.esm.infoshare.va.gov/ Enter a defect and enhancement ticket.
TICKETURL PMIC/Projects/BMS/
Implement/HDProcess/
default.aspx
WhiteboardRefreshRate Time in seconds of refresh rate of the
60 whiteboard page.
Threshold value used to compare wait
time value of the patient from the Patients
THRESHOLD 0 Pending Placement List in order to display
an alert on the Patients Pending
Placement List.
aspnet:MaxHttpCollectionKeys 2000 Ill/lea;ﬁmum number of aps.net collection
. . Time in seconds of AJAX refresh rate of
WhiteboardAjaxRefreshRate 60 the whiteboard page.
WhiteboardRealRefreshRate 60 Time in minutes of standard refresh rate
of the whiteboard page.
HomePageRefreshRate 300 :]'|me in seconds of refresh rate of the
ome page.
BMS_EIS_GET_ENTITY Number of records queried that are
— = - - 1000 ;
FILTR PAGE SIZE brought from EIS in one page.
BMS_EVS_GET_CONCEPT_ Number of records queried that are
1000 ;
PAGE SIZE brought from EVS in one page.
SmtpHost VA_MAIL_SERVER Mail Server host.

DisplayDetailedErrorMessage

true/false

If set to true displays detailed error
message, otherwise displays a generic
message (“Please contact BMS
administrator.”).
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http://vaww.esm.infoshare.va.gov/
http://vaww.esm.infoshare.va.gov/

File

Section

Configuration key

Configuration values (ex.)

Description

If set to true a single IIS instance is used.

Is_IS_Single_Instance true/false If set to false multiple IIS instances are
used (web farm scenario).
ProxyPoolMaxCount 100 The maximum number of proxies in the

pool.

MdwsEndpointUrl_1

http://mdws_server:81/
QuerySvc.asmx

MDWS instance URL address.

MdwsEndpointUrl_2

http://mdws_server:82/
QuerySvc.asmx

MDWS instance URL address.

configuration/syste
m.serviceModel/

bindings/

http://vaserver:17050/STS/

STS Windows address used by

address - -

wsFederationHttpBi Windows WindowsBinding.
nding/binding/securi
ty/messagefissuer
configuration/syste
m.sgrwceModeI/ STS address used by
bindings/ | address http://vaserver:17050/STS/ W SFederationHttpBinding_Authenticated
wsFederationHttpBi Service binding.
nding/binding/securi
ty/message/issuer
configuration/syste . . . . . .
m.serviceModel/ address http::j/va§erver.17050/authsvc/ igg:]erg;/ Authentication client endpoint
client/endpoint upnidentity '
configuration/syste . . . .
m.serviceModel/ address http://vaserver:17050/RS :ggroeg?g Services client endpoint
client/endpoint '
configuration/syste . . . . .
m.serviceModel/ address http.//vaser\{er.17050/ Eclj%r(g::ryFunctlons client endpoint
client/endpoint QueryFunctions .
ﬁgggagztﬁgésefte address http://vaserver:17050/ EIS QueryFunctions Windows

; . QueryFunctions authentication client endpoint address.
client/endpoint
configuration/syste . . . . .
m.serviceModel/ address http.//vaserver.17050/ EIS EntityManagement client endpoint

i i EntityManagement address.
client/endpoint
configuration/syste address http://vaserver:17050/ EIS EntityManagement Windows

m.serviceModel/

EntityManagement

authentication client endpoint address.
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File

Section

Configuration key

Configuration values (ex.)

Description

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint
configuration/syste
m.serviceModel/
client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint
configuration/syste
m.serviceModel/
client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint
configuration/syste
m.serviceModel/
client/endpoint
configuration/syste
m.serviceModel/
client/endpoint
configuration/syste
m.serviceModel/
client/endpoint

address http://vaserver:17050/PAP PAP client endpoint address.
address http://vaserver:17050/PAP PAP V\/mdows authentication client
endpoint address.
address http://ivaserver:17050/PDP PDP client endpoint address.
. . PDP Windows authentication client

address http://vaserver:17050/PDP endpoint address.
address http://vaserver:17050/ CTS VocabularyRuntime client endpoint

CTSVocabularyRuntime address.
address http://vaserver:17050/ CTS VocabularyBrowse client endpoint

CTSVocabularyBrowse address.

http://vaserver:17050/ CTS MessageBrowse client endpoint
address

CTSMessageBrowse address.

http://vaserver:17050/ CTS MessageRuntime client endpoint
address .

CTSMessageRuntime address.

http://vaserver:17050/ CTS MessageEdit client endpoint
address .

CTSMessageEdit address.

http://vaserver:17050/ CTS VocabularyEdit client endpoint
address .

CTSVocabularyEdit address.

http:/lvaserver:17050/ BMS ConfigurationOperations client
address - ] ) ;

BMSConfigurationOperations endpoint address.

http://vaserver:17050/ BMS ConfigurationOperations Windows
address

BMSConfigurationOperations

authentication client endpoint address.
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Section

Configuration key

Configuration values (ex.)

Description

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

configuration/syste
m.serviceModel/

client/endpoint

http://vaserver:17050/

address BMS Query client endpoint address.
BMSQuery
address http://vaser\{er:17050/ BMS Operations client endpoint address.
BMSOperations
address hitp:/vaserver.17050/ Transfer workflow client endpoint address.
TransferWF
address http:/vaserver.17050/ BMS workflow client endpoint address.
BMSWF
http://vaserver:17050/ Patients Pending Placement List workflow
address L ; i
WaitingListW F client endpoint address.
http://vaserver:17050/ Bed clean workflow client endpoint
address
BedCleanWF address.
http://vaserver:17050/ Bed Unavailable workflow client endpoint
address .
BedUnavailableW F address.
address ht'tp://vaserver:17050/ VistA Query client endpoint address.
VistaQuery
http://vaserver:17050/ VistA Query Windows authentication
address

VistaQuery

client endpoint address.
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2.4 Scheduled Windows and SQL Jobs Configuration

BMS runs one Windows Scheduled task: BMS — WMI_UserGroup and two SQL Jobs in order to bring
data into the data warehouse (BMS_DW database): BMS - Reports Full and BMS — Reports Incremental.
More information about BMS databases can be referenced from Section 3.3.

2.4.1 BMS Reports Full

] Job Properties - BMS_CURR S |E] s
Selecta page { 2
A General 5 Seipt v [ Help
% Steps
% Schedules Job step lst:
7:: ﬁ:tr;isc g Step Name Type On Success On Failure
7;: Targets Start job full Transact-SQL.. Gotothenext .. Quitthe job repor...
TR 2 Check state job incremental Transact-SQL... Gotothenext .. Quithe job repor...
3 Call stored procedure sp_infoworld_pachet_full Transact-SQL... Gotothenext.. Qui the job repor...
4 Shrink CURRENT_BMS_DS Transact-SQL ... Gotothenext .. Quitthe job repor...
5 Clear data from DW Transact-SQL ... Gotothenext .. Quitthe job repor...
6 Call full stored procedure on DW Transact-SQL... Gotothenext.. Quitthe job repor...
7 Copy users in history database Transact-SQL ...  Quitthe jobrep... Quit the job repor...
Connection
Server:
testaresoft2\sql2008r2
Connection:
SOFTINFO\adriand
3] View connection properties
Progress | Move step: Start step:
Ready + [z] [1:Startjob full V]
[ New. ][ mset.. || Edi | Delete |
[ ok ][ cancel

Figure 2 - BMS - Report Full Job

The job’s steps can be seen in the figure above and most of them execute stored procedures. At the
beginning of the process, the operations are done between the source databases and the destination
database, which is BMS_DS in our case.

Each step is described below:
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Step 1. Start job full: this is only an informative step for the log file.

[ Job Step Properties - Start job full =)
‘| Selecta page \ @ scint v IP
| # General | & st ~ [T e
|| & Advanced =
[l Step name:
Jtart job full
! Type:
[TM-SQLW (T-sQL) v]
Run as "
[ v |
|
Datzbase: (BMS_DS <] |
Command declare @d datetime ~
Efusachm |
Server:
| testaresch2isqi20082
SOTNFO: | Pase |
' SOFTINFO\adriand Parse
i| ®3 View connection properties
.Prom < »
| Ready |

Figure 3 - BMS - Start Full Job
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Step 2. Check state job incremental: it checks the state of the BMS incremental job in order to be sure
that it is not currently running, in which case the full job cannot continue.

| ) Job Step Properties - C

Selectapage
1% General
&4 Advanced

Conneciion

Server:
testaresoft2\sql2008r2

Connection:
SOFTINFO\adriand

33 View connection properties

Progress
Ready

S Script ¥ Help

Step name:

Check state job incremental

g

[ Transact-SQL script (T-SQL)

Run as:

[

[BMS_DS

Paste

e ¥
3
. ol § 3§

exec dbo.usp_Check_Job 'BMS_CURRENT - Reports Incremental’

Next ][ Previous ]

|

Figure 4 - BMS - Check State Job Incremental
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Step 3. Call procedure sp_infoworld_pachet full: creates or truncates the existing tables in the
destination database and then inserts all the rows from each source table in the corresponding destination
table. The destination tables from BMS_DS have the same name as the source tables but prefixed with the
source database name. This information is stored in a configuration table in BMS_DS database,

dbo.ConfigTable.
4
@ Job Step Properties - Call stored procedure sp_infoworld_pachet_full o | &
Selecta page @ Seint v I
4 Advanced
Step name:
\all stored procedure sp_infoword_pachet_full
Type:
| Transact-SQL script (T-SQL) -
Run as: |
[ 'J \
[
Database: [BMS_DS v] |
Command: EXEC sp_infowodd_pachet_fdl »
| commecsen
Server:
I| testaresoft2\sql20082 Paste
| e
SOFTINFO\adriand
| 7 View connection properties
| Progress ¢ )
| Ready

0K ][Canod]l‘

Figure 5 - BMS - Call Procedure
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Step 4. Shrink BMS_DS: Shrinks the file with the id 2 (the log file), to the size of 1 MB.

I: ?ﬂdlm S Script ¥ ﬂ Help
|| 42 Advanced ‘
{ Step name:
i [Shrink BMS_DS
|
i Type:
| Transact-SQL script (T-SQL) v
Run as:
l v
\
Database: [BMS_DS ,] |
Comarid: DBCC SHRINKFILE (2, 1); al
Comnockn
Server:
I testoresotizisci20082
Connection:
.
I| B2 View connection propetties
Progress 1 » |
I Ready |
Net || Previous |
oK || Cancel |
Figure 6 - BMS - Shrink
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Step 5. Clear data from BMS_DW: the data warehouse database is cleared, meaning that its tables will
become empty, but of course exceptions can exist and they really do - tables that contain static data and
should not be removed. Thus, the database becomes ready to receive all the source data.

(53 Job Step Properties - Clear data from D = | & -
Selecta page ‘
. General
4 Advanced
Step name:
Vlear data from DW
Type:
| Transact-SQL script (T-SQL) v
Run as: .
[ - |
|
Database: (BMS_DW - |
Gt EXEC usp_ETL_Clear_Data .
(| Connection |
Server:
I testaresoft2\sql20082 Paste
s
SOFTINFO\adriand Parse
i| #3 View connection properties
I{ Progress | 2 )
| Ready |

Figure 7 - BMS - Clear Data
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Step 6. Call procedure full on BMS_DW: it inserts first the vocabulary data, then EIS entities (ETL
dimension tables) and BMS acts (ETL facts tables).

r = B < s 9
(53 Job Step Properties - Call full stored procedure on D\
| | Selecta page &\ Scipt v Help
% Advanced
{ Step name:
| Vall full stored procedure on DW
[
i\ Type:
(Transact-SQL. script (T-SQL) v
Run as:
[ 7]
Database: (BMs_ow - |
e EXEC usp_ETL_ProcessFul -
Connection
Server:
I| testaresoft2\sql2008r2 Paste
j Smeck:
SOFTINFO\adriand
i| 7 View connection properties

Figure 8 - BMS - Call Procedure Full
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Step 7. Copy users in history database: adds users in user_h table from BMS History database. This step
is needed because some reports need to display users that did certain insert/update/delete operations in the

application.

i opy users in history database
[ Type:
[Tnnaad-SQL script (T-SQL) v ]
Run as: l
[ -] |
|
Database (BMS_Dw > |
Command EXEC usp_Insert_Users N
Connecton
Server:
I testaresch2isci2008r2
Connection:
B
I| 83 View connection properties

Figure 9 - Copy Users in History Database

Bed Management Solution (BMS) October 2013
Technical Manual 35 Version 1.3



For each step a log file can be set, see screenshot below for step 7:

{55 Job Step Properties -

Selecta page oot v I
"ijetal <5 sers (3 Hep
| & Advanced

On success action:

[ Quit the job reporting success

Retry attempts:
0 I

On failure action:

[Qu the job reporting failure

Transact-SQL script (T-SQL)

Output file: D:\BMS\Databases\SQLData\lob_logs\BMS_Reports_Log bt

[¥] Append output to existing file
[7] Logtotable

Coaaats [¥] Include step output in history

Server:
testaresoft 2\sql2008r2

Connection:
SOFTINFOM\addand

Run as user

& View connection properties

Figure 10 - BMS Reports Full Path File Log

The job can be run by right clicking on the job and then choosing “Start job at step...”, selecting the first
job in the appearing window and then hitting the Start button. Then a smaller window remains open,
showing the progress of the execution and its result: success or failure. The detailed results can be found
in the log file that you set at the installation phase. If an operation fails at any step, the job will quit. This

setting can be changed in the step’s Advanced tab.
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2.4.2 BMS Incremental

BMS Incremental logic is to keep the BMS_DW database up to date without having to delete all the
existing data. The following picture shows the job’s steps.

= T ——_— _— S F —
5] Job Properties - BMS_CURRENT - Reports Incremental

[Selectapage =

g‘een:ml 5 Seret ~ [ Heb

Eysicos

% Schedules Job step list:

A Aertts

A Notfications i Step Name Type On Success On Failure |

_é: Targets E Start job incremental Transact-SQL ... Gotothenext .. Quitthe job repor...

2 Check state job full Transact-SQL ... Gotothenext .. Quitthe job repor...
Call procedure sp_infoworld_incremental_package Transact-SQL... Gotothenext.. Quitthe job repor...
Call procedure incremental DW Transact-SQL ...  Quitthe jobrep...  Quit the job repor... ‘\

Connection
Server:
testaresoft2'\sql2008r2
Connection:
SOFTINFO\adriand

3 View connection properties

Mgve step: Start step:
Ready 1@ [1:Statjobhaemental v

L Mew. J[  wset. J[ Bk [  Deee |

[ ok ][ cancel

Figure 11 - BMS - Report Incremental Job
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Step 1. Start job incremental: this is only an informative step for the log file.

A Job Step Properties - Start job inc:
g Sciipt v m Help

|

] Step name:

| [Start job incremental
|

L

i

[ Transact-SQL script (T-SQL) -

[

(BMS_Ds -

declare @d datetime -

g
il |

Figure 12 - BMS - Start Job Incremental
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Step 2. Check state job full: it checks the state of the BMS full job described above in order to be sure
that it is not currently running, in which case the incremental job cannot continue.

() Job Step Properties - Check state job full =
i s—:ectam S Seipt v m Help
" Step name:
Theck state job full
Type:
( Transact-SQL script (T-SQL) v
Run as "
[ v) ||
Datzbase (BMS_DS v
Command: exec dbo.usp_Check_Job '‘BMS - Reports Full' -
| Connecton
Server:
!| testaresoft2\sql20082 Paste
SorEo: | Pame |
I SOFTINFO\adriand Parse
il 33 View connection properties
' Progress < )
' Ready |

| o) o) |

Figure 13 - BMS - Check State Job Full
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Step 3. Call procedure sp_infoworld_incremental_package: makes all the necessary updates from the
source databases to the BMS_DS database. When rows are deleted in the source tables, an update is made
in BMS_DS database (in the necessary tables) by changing a flag column’s value to 1 (deleted) from 0
(existing).

=P Step Properties - Call procedure sp_infoworld_incremental_package re (B
Select -
. apage 8 scipt v [ Hebp
|44 Advanced ‘
i Step name
Vall procedure sp_infoworld_incremental_package
Type:
[Tw\sad-SQLsa‘nt (T-SQL) ']
Run as: A
( - ||
Database: [BMS_DS v]
Comnand: EXEC sp_infoworld_incremental_package -

Figure 14 - BMS - Call Procedure Properties
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Step 4. Call procedure incremental DW: will search for any new, updated or deleted row in BMS_DS
database’s tables in order to do the correspondent operations in its tables.

[ Job Step Properties - Call procedure incremental DW =E)
Select - i
qu:d* ‘ S Script ¥ EH*
! Step name:
Fall procedure incremental DW
Type:
[Tmmad-SQLsuipt (T-sQL) v]
Run as: |
[ o |
Detshase: (BMS_DW o
Command: exec W_ETL_PMW&]: -
' |
Server:
| testaresoft2\sql2008:2 P
Connection:
SOFTINFO\adriand | Pase |
}| %3 View connection propedies

Figure 15 - BMS - Call Procedure Incremental
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For each step a log file can be set, see screenshot below for step 4:

Selecta page \ S Script v E Help

On success action:
[thhejobreportmg success v]

,,, ST e e

On failure action:
[Quit the job reporting failure Z ]
Transact-SQL script (T-SQL)

Output file: D:\BMS\Databases\SQLData\CURRENT\Job_logs\BMS_Reports_Log_incremert [ .. | | View

Append output to existing file

e e
[] Append outpitt to existing entry in table
Connection \ Include step output in history
Server:
testaresoft2\sql2008r2 e
Connection:
SOFTINFO‘\adriand

33 View connection properties

Progress
Ready
[ ok ][ cancel ] ‘
Figure 16 - BMS Incremental Path File Log
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2.4.3 BMS Reports Windows Management Instrumentation (WMI)
This job runs a process through Windows Task Scheduler that takes all the users and user groups from the
Active Directory and inserts them in BMS_DW database.

In order to run the process successfully, the user needs to configure WMI_UserGroup.config file
(Reference Table 12 - WMI User Group Configuration Parameters) and set the connection of the database in
the Connections.xml file. These files are stored in the folder where WMI_UserGroup application is
installed.

2.5 Ward Whiteboard Kiosk Mode Display Configuration

One of BMS functionalities is to be able to display the Ward Whiteboard page on the large displays, in
kiosk mode.

These displays should be placed carefully, considering that confidential patient data (Social Security
Number) should not be in view of people who are not authorized to see it.

Large display boards run in kiosk mode—a method of operation designed for Internet kiosks and other
settings where limiting end-user interactions with applications are advisable. Kiosk mode locks down the
user interface to protect applications from accidental or deliberate misuse.

In order to configure the Ward Whiteboard page to be displayed on the large displays, in kiosk mode,
certain steps need to be completed:

1. Disable the screen saver

2. Configure the power settings to disable the sleep, stand-by mode
3. Configure auto-login

4. Configure the BMS user that will be used to do a default login
5.

Configure the start-up command

2.5.1 Disable Screen Saver
In order to display the Whiteboard page continuously the screen saver needs to be disabled.

NOTE: The Windows menu that allows the disable of the screen saver might be different from one
version of Windows to another. For example, for Windows 7 the needed operations are:

* Right click on the desktop
* Click Personalize

» Click on the screensaver button on the lower-right part of the page
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T TR - - | — e

( 'U: i » Coatrol Panel » All Control Panel ltems » Personaization

Control Panel Home 2
Change the visuals and sounds on your computer

Change desktop icons Click a theme to change the desktop background, window color, sounds, and screen saver af at once.
Change mouse pointers My Themes (0)
Change your account picture

Aero Themes (7)

Architecture

Landscapes Nature

Basac and High Centrast Themes 6)

. g

Windows 7 Basic Windows Classic High Contrast 51 High Contrast 22 High Contrast Black Hagh Contrast White

Get more themes online

United States.

See a0

Display

Taskbar and Start Menu = =
Desitop Background Viindow Color

Ease of Access Center

Harmony Sky

S
Screen Saver

None

Figure 17 - Screen Saver Option
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Select None from the screensaver drop down on the displayed form

-
B Screen Saver Settings

=

Saeen Saver

NIIDIGS
ampan.

Screen saver

L(None) v

15 | On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

OK

[

H Cancel

J

Click OK.

Figure 18 - Screen Saver Settings Window

2.5.2 Configure Power Settings: Disable Sleep and Stand-by Mode

In order to display the Whiteboard page continuously the power settings need to be adjusted so that the
computer will never enter into hibernate or stand-by and also the screen will never turn off.

NOTE: The Windows menu that allows the configuration of the power settings might be different from
one version of Windows to another. For example, for Windows 7 the needed operations are:
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Go to Control Panel

3 Control Panel » A8 Controt Parel Rerma »

9K

Adjust your computer’s settings

WV Action Center

A color Management
@ Oevios Manager
E ot cptons.
IR Heon Sraphicndnd
P I

B rersonatization
-

@® srecener

. Windows CardSpace

& Administrative Tools
@ credential Manager
@iy Ovvices and Printecs
k Fonts

‘}] Internet Options
P mouse

&p Phone and Modem
& Region and Language
W sysiem

B84 Windows Defender

f._g AutoPlay

% Date and Time

g ospuy

9 Getting Started
Lé_._] Java (32-biYy

g Network and Sharing
~ Certer

W power options

i RemoteApp and Deskiop
Connections

Gl Taskbar and Start Menu

o windows Firewan

Sg Backup and Restore
@ octoun Programs.
& case o Acoess Cener
Y Homesroup

- Keyboard

E Notification Area lcons.
Kl Programs and Features
@ soo

[N Troubleshooting

.a' Windows Update

Vo byt Lange icoms =

< dittocker Drive Encryption
@ oeskiop Gadgets
Flash Player (32-bity
.g Indexing Options
Location and Other
Sensors
Performance Information
T
BB Realtek HD Audio Manager
§  Speech Recognition

8@, User Accounts

Figure 19 - Control Panel Window

Select Power Options

» Control Panet » A Control Panel Rems »

- {‘, Secrck Control Panel

Adjust your computer’s settings

W Action Center

o Color Management
P evice Manager
& Folder options

Intel(R) Graphics and
Media

D mai

B rersonalization
Wl Recovery
® synccenter

B windows Cardspace

§y Adminisuative Tools
@) Credential Manager
ity Devices and Printers
k Fonts.

@Y intemet Options
P vouse

3 orr
% Dateand Time
B oy

3 Getting Started

Li} Java {32-bit)

Network and Sharing
< Center

& ProneandModem  —p g Power Options

@ Region and Language
“ System

u Windows Defender

2 ‘onnections
D. Taskbar and Start Menu

W vindows Ficewal

3B sackp and Restore
@ o-tautiprograms
@ case of Access Center
@ Homscenn

< Keyboard

IG5 Notification Area lcons
Wi Programs and Features
@ sou
Troubleshooting

@ Windows Update

View by Lageicons ~

< sittocker Drive Encryption
g Desktop Gadgets

Flash Player (32-bit)

i Indexing Options

5 Location and Other

Sensors

Performance Information
and Tools

BB Realtek HD Audio Manager
§ Speech Recagnition

g User Accounts

Figure 20 - Power Options
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Click on “Change Plan settings ” for the active plan

Select 3 power plan

2 wakeup  Powerp! ep izey nputes Make 2 pl by
selectng &, or choose a pl settings. Tell me mote aboutt powet

Cheose what the power . L o)

do
Create  power plan Prefened plans
& Ch off the ° Change plan settings
; po ; ke hardh

) Power saver Change plan settings
Saves energy by reducing your computer's pedfermance where possble.

() High pedeemance Change plan settings
Favers performance, but may use mere energy,

Seeshio

User Accounts

Figure 21 - Change Plan Settings Option

Select “Never” from the drop downs associated with “Turn off the display” and “Put the
computer to sleep”

@" » Control Panel » All Control Panel Rems » Power Options » Edit Plan Settings.

v [ 49 |[ Search Controt Pacel p|
=

Change settings for the plan: Balanced
Choose the sleep and display settings that you want your computer to use.

@ tonctiester  fiom )

W Putthe computer to sleep: E‘_;_"L—ﬂ

Change sdvanced powes tettings
Restore default setings (ot this plen

Save changes Cancel

Figure 22 - Power Options Settings
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» Click “Save changes”

2.5.3 Configure Auto-login Option

The computer that will display the Whiteboard page needs to have the auto-login configuration set to true.

NOTE: The Windows menu that allows the configuration of the auto-login settings might be different
from one version of Windows to another. For example, for Windows 7 the needed operations are:

» Press the Windows key + R on your keyboard to launch the “Run” dialog box.

.
7 Run &
= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: | -

#® This task will be created with administrative privileges. I

I

I

OK [ Cancel ] [ Browse... ]
_— J

Figure 23 - Run Window

= Type in “control userpasswords2”

< Run

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: icontrol userpasswords2 v

# This task will be created with administrative privileges.

[ OK ][ Cancel 1[ Browse... ]

e

Figure 24 - Run Window with Command Entered
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= Press Enter. The User Accounts window will display.

Users wm:_

Uze the lizt below to grant or deny users access to your computer,
and to change passwords and other settings.

Users must enter a uzer name and password to uze this computer.

Users for this computer:

User Name Group

A define68 Administrators

Add... Remove Properties

Password for definefS

Te change your password, press Ctrl-Alt-Del and select Change
Password.

Reset Password...

Lo J[ coms || aov |

Figure 25 - User Accounts Window

Bed Management Solution (BMS)

Technical Manual

49

October 2013
Version 1.3



= Uncheck the option “Users must enter a user name and password to use this computer ”

User Accounts - Fﬂ“".

Users rAdvanced l

Use the list below to grant users access to your computer,
¢7) and to change passwords and other settings.

Users must enter a user name and password to use this computel

Users for this computer:

User Name Domain Group
%Administrator Laptop Administrators

L4 Billy Laptop Users

%guyt CP Remote Desktop U...

[ Add... 1[ Remove 1[ Properties ]

Password for Administrator

% To change the password for Administrator,
& click Reset Password.

[ Reset Password... ]

[ ok || cancel ][ Apoly ]

Figure 26 - User must enter a user name and password to use this computer option

» Click “OK”

2.5.4 Configure BMS Whiteboard Kiosk Default Login User

For the current facility that uses the computer that will display the associated Whiteboard page, a default
user needs to be configured in BMS application for the Ward Whiteboard Kiosk.

For that the user needs to:
* Go to Home Page

= Click on the Site Options link
= Click on the Facility Setting link

< Fill the fields “Whiteboard Kiosk Default User Name:”, “Whiteboard Kiosk Password:” and
“Whiteboard Kiosk Password Confirm:” with the BMS Service Account ID
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Return to Admin Page

Facility Configuration - VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA MEDICAL CENTER (NTX)

BMS Server Time Zone CENTRAL STANDARD TIME
Facility Site Time Zone CST [+]
Auto-Removal Patients Pending Bed Placement List? Yes [+]
Integrated Facility? No [~]
Facility Name: VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA
Facility Address 1: 4500 S. LANCASTER RD.
Facility Address 2: DALLAS, TEXAS 75216
Facility Point-of-Contact: JEFFREY D ALLEN
Facility POC Email: JEFFREYD.ALLEN@VA GOV
Facility POC Telephone: 214 857 4607
Local Time Adjust: 0
EMS Default User Name: vhantxbedmgmt
EMS Password:
EMS Password Confirm:
Whiteboard Kiosk Default User Name: vhantxbedmgmt

Whiteboard Kiosk Password:

Whiteboard Kiosk Password Confirm:

[Submit]

BMS Home lcon Legend Information

Figure 27 - EMS Fields Filled on the Facility Settings Page
» Click Submit

2.5.5 Whiteboard Kiosk Default User Role Assignment

Each facility must assign the BMS “EMS USER” Role to the Service Account ID created to run the
Whiteboard Kiosk URL. This assignment can be done from the BMS Admin Section - Add/Edit BMS
User hyperlink or Facility Site Options - BMS User Add/Edit hyperlink.

* Click the Select Existing NT User Name button
= Select the correct VISN Domain from the left Drop Down Box.

« In the User Name box Enter the BMS Service Account ID created for the BMS EMS/Whiteboard
Kiosk. Then click the Find button

= Click the Selected Radio button for the user. Then click the Select button.
« Inthe EMS User box, select “Yes”. All other roles should be “No”.

» Inthe Default Region box, select the correct Region.

< In the Default VISN box, select the correct VISN.

« Inthe Default Site box, select your Site.

* Inthe READ Access box, select “Yes”.

* |Inthe WRITE Access box, select “Yes”.
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Return to Admin Page

User Configuration - VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA MEDICAL CENTER (NTX

’Select Existing NT User Name]

PARAMETER OPTIONS

NT User Name  v17.med.va.govivhantxbedmgmt
Admin User? Mo
Audit Log User? No
Site User? No

EMS Supervisor User? No

I [

Default Region: 2
Default VISN: 17
Default Site: NTX - VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA MEDICAL CENTER

READ Access? | Yes [=]
WRITE Access? | | Yes =]

EMS Home lcon Legend Information

Figure 28 — Whiteboard Kiosk User Role Assignment Fields Filled on the Facility Settings Page
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Admin Menu ADMINISTRATION SECTION - USERADD/EDIT Logout

_'Selecl Existing NT User Name\_ | Select Default
NT User Name  v17.med.va.govivhantxbedmgmt

Support User? No [=]
National User? No B
Regional User? Mo v
VIS User? Mo (=]
Admin User? | No £
Audit Log User? Mo =
Site User? No =]

- G 5
EMS Supervisor User? No =
Guest User? | No =]
Default Region: |2 l=|
Default VISN: 17 -

Default Site: | NTX - VA NORTH TEXAS HEALTH CARE SYSTEM: [[=]

I READ Access? Yes I=
WRITE Access? Yes [=]

#| Display only the facilities with parmissions

READ Access WRITE Access Region VISN Facility
i 2l Region 2 VISN 17 DALLAS (549, NTX)

[Subrnit Cancel|

Figure 29 — Whiteboard Kiosk User Role Assignment Fields Filled on the BMS Admin Section Add/Edit
BMS User Page

e Click Submit

2.5.6 Configure Start-up Command

A specific URL needs to be configured as the Home-Page for the intended browser. The menu to set the
default home-page might differ from one browser to another.

For example, for Internet Explorer (IE) 9.0 the user needs to:

e Click ALT
e Select Tools menu
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m‘[ & about:blank

& Blank Page

File Edit View Favorites IIGCESE Help

x @[ Secure Search

InPrivate Browsing

Tracking Protection...

ActiveX Filtering

Diagnose connection problems...
Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker »
SmartScreen Filter >
Manage add-ons

Compatibility View
Compatibility View settings

Subscribe to this feed...
Feed discovery >
Windows Update

F12 developer tools

Skype Click to Call
OneNote Linked Notes
Send to OneNote

Internet options

Delete browsing history...

Ctrl+Shift+Del

Ctrl+Shift+P

Figure 30 - Tools Menu of Internet Explorer 9

= Select Internet Options

= On the General tab, under the homepage text field enter the URL

.
Internet Options

ECE=X=)

General |Eiec|..|rit5|I I Privacy I Content I Connections I Programs I Mvanced|

Home page

9 To create home page tabs, type each address on its own line.

http://vaserver: 17000 /WardWhiteboardUrl? -
facilityCode=BRK&wardMame=ALL&splitScreen=MNoé
klispIayPTCude=FirstAndLast4&genderColorCode=Bl -

|=

[ Use current ][ Use default ][ Use blank

Browsing history

_,7?1;-‘- Delete temporary files, history, cookies, saved passwords,
' /' and web form information.

Delete browsing history on exit

Delete... ] [ Settings ]

Search

p Change search defaults.

Tabs

"~ || Change how webpages are displayed in
tabs.

Appearance

[ Colors ][ Languages ][ Fonts ][ Accessibility ]

[ ox ][ cancel ][ appiy

]

» Click OK

Figure 31 - General Tab of Internet Options

The URL that needs to be configured here has a special format as follows:
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https://vaww.bms.va.gov

/WardWhiteboardUrl?facilityCode=BRK &wardName=ALL&splitScreen=No&displayPTCode=

FirstAndLast4&qgenderColorCode=Blue/Pink&displayFooterCensus=Yes&displayStaffAttendin

g=Staff%20and%20Attending&scrollRate=20

Description and available values of the page parameters:

Table 15 - Description and configuration for Whiteboard URL parameters

Parameter Short Description Options
facilityCode Code of facility (e.g. BROCKTON = BRK); Enter the 3 character facility ID.
wardName Name of BMS Ward Name. To see all the wards the These are the BMS WARDS as
value that needs to be configured is ALL. defined in the Facility, Site
Options, VistA Ward Add/Edit.
The Ward name value should
match the "BMS WARD
GROUP TEXT". A single ward
can be entered or the value
"ALL" to display all the wards at
the facility.
splitScreen To split the page in two tables enter the value "Yes". Yes
No
displayPTCode How should be displayed the patient under the column | FirstAndLast4
"Patient” (full name or 1st+Last 4). LastName
genderColorCode To change the background color for the row according | Blue/Pink
with patient’s gender. None
displayFooterCensus To view the footer census. Yes
No
displayStaffAttending What column is displayed in thetable? (Staff column, Staff and Attending
Attending column or both) Staff
Attendin

scrollRate

The timer interval will affect the scrolling speed. This
parameter can be absent. (if specified then it
represents seconds)

Null or an integer value.

The next step is to add to the startup commands the launch of the chosen browser.

NOTE: This operation might differ from one version of Windows to another. For example for Windows 7

the steps needed are:
e Click Start.

» Select All Programs

= Right click on the Startup folder

» Select Open
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https://vaww.bms.va.gov/

i, Google Chrome

1. Google Talk

i, HTML Help Workshop
Intel

Macromedia

! B

Maintenance
McAfee
McAfee Security Scan Plus

Microsoft Office

Microsoft Silverlight
Microsoft Silverlight 3 SDK
Microsoft Silverlight 4 SDK
Microsoft SQL Server 2008
Microsoft SQL Server 2008 R2

Collapse
Open

Micro)|
Micro
Micro|
Micro) Open all users
Micro| Explore
Noteg
Red G
Sandg
Share!
Skype|
Starty

I N
P
'S
b
¥
W
I
o
i
b
I N
' 2
i,
3
%)
b
)

Explore all users

Delete

Rename

Properties

Microsoft ADO.NET Entity Framework 4

Adrian Dinu
Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

b
IS
&

,‘,.
b

McAfee Security Scan Plus

@ Microsoft Firewall Client Manageme| |

. Total Commander
, WCF RIA Services V1.0 SP1

Figure 32 -

Open Option

= Create a shortcut of the Internet Explorer and copy it to Startup folder

8| | « System (C:) » Users » adriand » AppData » Roaming » Microsoft » Windows » StartMenu » Programs » Startup

Orgenze v Include in library v Share with v New folder

#{ Favorites Hene
B Desktop
# Downloads

5 Recent Places

(&2 Internet Explorer

44 Libraries
% Documents
&' Music
' Pictures
B Videos

1™ Computer
& System (C)
s Date (D7)

€ Network

” 1 item

Date modified

7/31/2012 337 PM

Type

Sherteut 2K8

Figure 33 - Internet Explorer Shortcut
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2.6 Whiteboard Snapshot Configuration

In order to configure the Whiteboard snapshot certain steps need to be completed:

1.
2.
3.
4.
5.

Create snapshot folder

Define network share

Assign rights to user

Assign snapshot folder path to ward group
Associate scheduler with the whiteboard report

Suppose the goal is to configure the settings for two BMS Ward Groups: WARD GROUP 1 and WARD
GROUP 2.

Assuming that these two Ward groups are in different physical locations, a designated workstation will be
assigned for each one of them.

For the purpose of example, these workstations are called: WARDGROUP1-PC and WARDGROUP2-

PC.

2.6.1 Create Snapshot Folder

On WARDGROUP1-PC and WARDGROUP2-PC, a folder should be created for this purpose. For
example, assume that this folder is on the “C:” drive, like this “C:\WhiteboardSnapshot”.

On Windows 7 the needed operations are:

Click Start button

Select All Programs

Select Accessories folder

Click Windows Explorer

Go to C drive

Right click on C drive

Select New folder

Enter the name of the folder, e.g. WhiteboardSnapshot
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& Downloads
. Recent Places

4 Uibracies
% Documents
& Music
Wl Pictures
H Viseos

& Computer
&L System (C)
Backup

De fuat
de modiica

inetpub
Inted
Perlogs

Quarantine
Security Do<
Test
totalemd

Users

Windews
ca Date (D)

OO -E s o

Organize 4 Open

CHM Code Security

Program Files
Program Files (86)

WhiteboardSnapshot

WhateboardSnapshot Date m

Include in hbrary v Share with v New foldes

I

Backup CHM Code
Security

fied: 7/31/2012 10:28 AM

T

De lust de modificat
i
3
Test totakomd

tel

il J

Users WhiteboardSnaps
hot

Figure 34 - Whiteboard Snapshot Folder

2.6.2 Define Network Share

For these two folders (one on each computer) the Network Admin needs to define network shares. For

example, assume that the network share name on each computer is “WhiteboardSnapshot”.

)

Perlogs

Windows

Il

Program Files
085)

Note: The Windows menu that allows the configuration of folder sharing might be different from one

version of Windows to another. For example, for Windows 7 the needed operations are:

« Navigate to the “WhiteboardSnapshot ” folder, right-click it and choose Properties

WhiteboardSnapshot Properties

o

'
Type:
Location
Size.

Size on disk

Contains:
Created:

Attrbutes:

Whiteboard Snapshot

File folder

CA\

0 bytes

0 bytes

0 Files, 0 Folders

[ General Shannngeqny]PrewousVers-ons Customize |

Today, July 31, 2012, 2 minutes ago

@ Read-only (Only applies to files in folder)

Hidden

Advanced... |

Figure 35 - Whiteboard Snapshot Folder Properties

= Go to Sharing tab and select Advance Sharing option.
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| . WhiteboardSnapshot Properties u
Generl | 5w | Socurty | Frevius Vesion | stz
Network File and Folder Sharing

WhiteboardSnapshot
J  NotShared

Network Path:
Not Shared

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

[ # Advanced Shaing... | =

Figure 36 - Advanced Sharing Option

= In Advanced Sharing dialog, enable Share this folder option. It will automatically add folder’s
name as Share name.

Advanced Sharing ..

[V]share this foder
Settings
Share name:
WhiteboardSnapshot

| Add Remove

Limit the number of smultaneous users to: ~~ 3p |4

Comments:

| pemisons || Cadg |

Lok J[ concel || momy ||

Figure 37 - Share this folder Option
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2.6.3 Assign Rights to Master BMS Service Account User

The BMS Application runs under a service account. AICT has created the Windows User
(acc\bms_svc_prod) as the master service account that the BMS Services runs under. The Windows user
(aac\bms_svc_prod) that is configured to be the Login that runs the four BMS Windows Services needs
to have full rights to these shares.

This user ust have full control on each facilities file folder that is used to store the Whiteboard
Contingency Reports.

On Windows 7 the needed operations are:

= Having Advanced Sharing window open click on Permissions button to set the folder's

permissions.
r o)
Permissions for WhiteboardSnapshot &
Share Pemissions
Group or user names.
82 Everyone
Add. J [ Remove
Pemissions for Everyone Allow Deny
Full Control ]
Change il
Read 7]
|
\
Leam about access control and permissions |
[ ok ][ cence |
\ 4

Figure 38 - Permissions for Whiteboard Snapshot

= In the Permissions window click Add button to set the network user rights on the shared folder.

a \
Select Users or Groups
Select this object type:
Users, Groups, or Builtin security principals Object Types...
From this location:

Enter the object names to select (examples):
BMS Svc Prod (BMS Svc Prod@va.qov) Check Names

o) o)

'
Figure 39 - Select Users or Groups Window

e Click “Advanced” button to select user.
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Select this object type:

Object Types...
Fiom_th's location:

softinfo ro

Locations I

[ Commmon Gusres |

R e
| |

Description ;Startsn'rth v |

["] Disabled accounts |  Stop
[] Non expiring password

Days since last logon: v ﬁg"
! )

Somehifoks [ ox ]

Name (RDN) E-Mail Address Description In Folder

|

Figure 40 - Advanced Section of Select Users or Groups Window
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= Enter the name of the user (aac\bms_svc_prod) that runs the two BMS Windows Services. Click
Find Now button.

Select Users, Computevs,“Service Accounts, or Groups M
Select this object type:
Users, Groups. or Built-in security principals
From this location:
e
Common Queries
Name: bmouser
Desciption: [Satawih
Disabled accounts Stop
| Non expiring password
= £

Search results: [ oK ] [ Concal ]
Name (RDN) E-Mail Address Description  In Folder
BMSUser cerut de A...  softinfo.ro/Softw...

Figure 41 - Search Result Section

< Scroll down the Search results section to select the user. Once done, click OK. It will add the
user within the object names section.

Select Users or Groups o ==
Select this object type:
Users, Groups, or Builtin security principals Object Types
From this location:
mareiag
Enter the object names to select (examples):

BMS Svc Prod (BMS Svc Prod@va.qov) Check Names

Lok J[ Concel |

ha
Figure 42 - Object Names Section
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« Clicking OK will add folder access permission for user and takes you back to Permissions dialog,
allowing you to configure the permissions for newly added users.

P

/. Permissions for BMS ==

Share Pemissions l

Group or user names:

82, Everyone

b §BMS_Svc_Prod (BMS_Sve_Prod@va gov)

i (B

Pemissions for BMS_Svc_Prod Allow Deny
Full Control [ ™
Change O B
Read [

Leam about access control and pemissions

[ ok J[ cancel J[ septy |

Figure 43 - Permissions Window
e Select user, and from Permissions section check Full Control.
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b §BMS_Svc_Prod (BMS_Svc_Prod@va.gov)

| Add.. || Remove |

Pemissions for BMS_Svc_Prod Allow Deny
Full Control
Change
Read

Leam about access control and pemissions

[ ok || cancel || Apply

]

Figure 44 - User Permissions

* Click Ok to close Permissions window. It will take you back to Advanced Sharing window.
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,
Advanced Sharing

[7] Share this folder
Settings
Share name:
| whiteboardsnapshot v
Remove

Limit the number of simultaneous users to: 20 &

Comments:

Figure 45 - Advanced Sharing Window

« Now, click OK to share the folder.
» Close Whiteboard Snapshot properties window.

Having these two folders shared and having that user given the rights previously mentioned, if someone is
logged in the network with that user, he/she could access those folders from Windows Explorer using an

URI address. See screenshot below:

I

&9 =/ \WARDGROUP1-$C \Witeboardsmapshot
New folder
#L FF ﬁp “L “L “x
Backup CHM Code Det de modificat inetput tntel
8 Libraries iy
Document
o Music
5l Pictures | i & |
B Videos g ( i E |
B Compiies Quarantine Security Do< Tes tatalemd User WhiteboardSnaps
& System (C)
» Oate (D)
@ Netwsrk
17 iem

Figure 46 - WardGroup1-PC Path
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2.6.4 Assign Snapshot Folder Path to Ward Group

Within the BMS Application, under Site Settings and then Contingency Settings page, the Admin should
enter the values as captured in the screenshot (WWARDGROUP1-PC\WhiteboardSnapshot for WARD
GROUP 1 and respectively \WWARDGROUP2-PC \WhiteboardSnapshot for WARD GROUP 2).

NOTE: The Windows User (acc\bms_svc_prod) must have full read/write access to this folder.

Return to Admin Main Page

Contingency Settings - VA BOSTON HEALTHCARE SYSTEM, BROCKTON CAMPUS (BRK

‘Ward Group ‘Whiteboard Report Path
VWARD GROUP 1 WWARDGROUP1-PCWhiteboardSnapshot

WARD GROUP 2 WARDGROUP2-PC \WhiteboardSnapshot

WG LU

BMS Home Icon Legend Infor

Figure 47 - Contingency Settings Page

2.6.5 Associate Scheduler with Whiteboard Report

Within the BMS Application, Facility Home page, under Site Optionss and then Background Processors
page, a Scheduler should be associated in the Whiteboard Report section.

Under the WhiteBoard Report section:

» In the “Add/Update Scheduler:” field, select the schedule frequency that Whiteboard should be
backed up.

e Click Save Scheduler button.

Return to Admin Page

Background Processors - VA BOSTON HEALTHCARE SYSTEM, BROCKTON CAMPUS (BRK)

Whiteboard Report

Current Scheduler: NONE

Add/Update Scheduler:  Every 4 hours

Save Scheduler
Patients Pending Bed Placement List
Current Scheduler: NONE
Add/Update Method: Select A Method -
Add/Update Scheduler:  Select A Scheduler -
Save Scheduler

BMS Home Icon Legend Information

Figure 48 - Whiteboard Report Scheduler Association
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2.7 EMS Mobile Device Configuration

In order to configure the BMS EMS Mobile Devices, the following steps must be completed:

« The local IS must create a local Service Account with a password that never expires and does not
change. This account must not have any kind of policy the restricks its use to specific computers.
The EMS Mobile Device will use this account to access the EMS Mobile page.

= Each facility must enter the local Service Account and Password in the EMS Default User and
Password fields on the Facilities Settings page.

= Configure the Mobile Device so that when it boots up, it will automatically open IE and go to the
specified URL.

2.7.1 Configure EMS Mobile Device Default Login User

For the current facility, a default user must be configured in the BMS application for the EMS Mobile
Device.

To accomplish this, the Facility Admin User must do the following:
+ (o to the Facility Home Page.
= Click on the Site Options link.
= Click on the Facility Setting link.

* Fill the fields “EMS Default User Name:”, “EMS Password:”, and “EMS Password
Confirm:” with the BMS Local Service Account.

Return to Admin Page

Facility Configuration - VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA MEDICAL CENTER (NTX)

BMS Server Time Zone CENTRAL STANDARD TIME
Facility Site Time Zone CST [+]
Auto-Removal Patients Pending Bed Placement List? Yes [+]
Integrated Facility? No [~]
Facility Name: VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA
Facility Address 1: 4500 S. LANCASTER RD
Facility Address 2: DALLAS, TEXAS 75216
Facility Point-of-Contact: JEFFREY D ALLEN
Facility POC Email: JEFFREYD.ALLEN@VA.GOV
Facility POC Telephone: 214 857 4607
Local Time Adjust: 0
EMS Default User Name: vhantxbedmgmt
EMS Password: I
EMS Password Confirm:
Whiteboard Kiosk Default User Name: vhantxbedmgmt

Whiteboard Kiosk Password:

Whiteboard Kiosk Password Confirm:

!Submitl Cancel|
A

l

BMS Home Icon Legend Information

Figure 49 - EMS Fields Filled on the Facility Settings Page
* Click the Submit button.
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Table 16 - Facility Settings Page Parameters

Column Description
EMS Default User Name: The BMS Service Account ID needed to load the EMS Mobile Page for Mobile
Devices.
EMS Password: The BMS Service Account ID password needed to load the EMS Mobile Page for

Mobile Devices.

EMS Password confirm: The confirmation of the password.

This setup can also be completed by the system Support User:
» Go to the BMS Admin Page
= Click on the Edit BMS Facility Settings link
= Click on the Facility Name Drop Down and select the name of the Facility to be configured

< Fill the fields “EMS Default User Name”, “EMS Password” and “EMS Password Confirm” with
the BMS Local Service Account

Return to Admin Page

Facility Configuration - VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA MEDICAL CENTER (NTX)

BMS Server Time Zone CENTRAL STANDARD TIME
Facility Site Time Zone csT [+]
Auto-Removal Patients Pending Bed Placement List? Yes [+]
Integrated Facility? No E]
Facility Name: VA NORTH TEXAS HEALTH CARE SYSTEM: DALLAS VA
Facility Address 1: 4500 S. LANCASTER RD
Facility Address 2: DALLAS, TEXAS 75216
Facility Point-of-Contact: JEFFREY D ALLEN
Facility POC Email: JEFFREYD.ALLEN@VA GOV
Facility POC Telephone: 214 857 4607
Local Time Adjust: 0
EMS Default User Name: vhantxbedmgmt
EMS Password:
EMS Password Confirm:
Whiteboard Kiosk Default User Name: vhantxbedmgmt

Whiteboard Kiosk Password:
Whiteboard Kiosk Password Confirm:

|Submit| [Cancei‘

>

BMS Home Icon Legend Information

Figure 50 — EMS Fields Filled on the BMS Admin Page
»  Click the Submit button
Table 17 - BMS Admin Page Parameters

Column Description
EMS Default User Name: The BMS Service Account ID needed to load the EMS Mobile Page for Mobile
Devices.
EMS Password: The BMS Service Account ID password needed to load the EMS Mobile Page for
Mobile Devices.
EMS Password confirm: The confirmation of the password.
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2.7.2 Configure EMS Mobile Device URL
For the current facility, the EMS Device URL must be configured in the EMS Mabile Device.

The URL to be entered has a special format:
https://vaww.bms.va.gov/EMSMobileLogon?code=BRK.

Table 18 - Description and Configuration for EMS Mobile Device URL parameters

Parameter Short Description Options

Code Code of facility (e.g. BROCKTON = BRK) Enter the 3-character facility ID.

EMS staff can access the BMS Web page for mobile devices at the URL set up by their local IS staff.
Be sure to use the code of the facility for which access is needed.
The following page is displayed:

:olutﬂin

VA BOSTON HEALTHCARE SYSTEM, BROCKTON CAMPUS (BRK)

e —

~—=Bed-Manageéme

Select EMS User

EMS Staff One J

EMS Staff Two J

Figure 51 — EMS Staff Page for Mobile Devices

2.8 VistAlIntegration

This chapter describes the process of importing vocabularies, entities, patient admission, transfer,
discharge (ADT) and bed pending placement information from VistA.

In order to integrate with VistA certain steps should be completed:
1. Choose VistA site
2. Define Schedulers
3. Run Scheduler
4. View Audit Results

2.8.1 Choose VistA Site

VistA Sites tab from Background Processors page of Admin section allows the user to view the list of VA
facility sites sharing the same VistA instance and to add a new VA facility to a VistA instance.
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2.8.1.1 Adding a New VistA Site
To add a VA facility site to a VistA instance follow the steps presented below.

1. From the Background Processors page of Admin section select VistA Sites to display the page in
the following image. A list of VA facility sites is displayed in the column to the left of the page.

Admin Menu

h Logout
VistA Sites Schedulers VistA Integration Audit HUMI Whiteboard Report

Add new VistA site

Defined VistA Sites
VO3INYN - 630 - VistA Site

Name [

Time Zone [=]

Connections

0ODBC Connection string x Test Connection|
User x
Password

MDWS Mdws Endpoint MdwsEndpaintUr_1 - hitp:/iva]= | [Test Connection

I_Savs .Cancel_

Back to Regional Page

Figure 52 - Adding a VistA Site

2. Click the Add new VistA site link then from the VistA Site area use the Name field to select the
code of the site you want to add to the current VistA instance, and then select the Time Zone.

In the Connections area you can choose between two connection methods: ODBC and MDWS. Fill in the
following data for the ODBC method:

Table 19 - New VistA Site Parameters

Column Description

Connection String | The connection string for the ODBC method.

User The username for the connection.

Password The password associated to the user account.

MDWS Endpoint The specific instance of MDWS that the individual site will bind too.

You can use the Test Connection buttons to verify the connection and press the Save button to enter the
data into the system.

The newly added site will be added in the sites list to the left of the screen.
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2.8.2 Define Schedulers

The Schedulers tab from Background Processors page of Admin section displays a list of schedulers
defined by user. It allows the user to add new schedulers, edit or remove old schedulers.

NOTE: To run the schedulers, the VistA Integration tab must be used (see next section VistA Integration
for details).

The Schedulers tab is displayed as in the following image:

Admin Menu Logout

Background Processors

VistA Sites Schedulers. VistA Integration Audit Numi Whiteboard Report
Add new scheduler
every 2 minutes Name Every hour
Every 4 hours
Every hour Recurs every 1 Day T (s)
Time Zone CST -
QOccurs once at
@ Qccurs every 1 Hour ~ StartTime 01 v:00 -

End Time 23 v.00 -

Delete || Cancel

Back to Regional Page

Figure 53 - Schedulers Tab

2.8.2.1 Adding a New Scheduler
To add a new scheduler follow the steps presented below.
1. From the Background Processors page select the Schedulers tab.
2. In the Schedulers tab fill in the following data:

Table 20 - New Scheduler Parameters

Column Description

Name The name of the scheduler.

Recurs every The frequency.

Time Zone Time zone associated with the scheduler.
Occurs once at/Occurs every The frequency values.

After setting the desired frequency for the new scheduler, do not forget to press the Save button to enter
the data into the system.

2.8.3 Run Scheduler

The VistA Integration tab is used to run (automatically or manually) the defined schedulers and to select
which data categories will be affected by a scheduler’s action.
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The VistA Integration tab is displayed as in the following image:

Admin Menu Logout

Background Processors

VistA Sites Schedulers VistA Integration Audit Numi Whiteboard Report
Current Current VOIBHS 023 =
Method Scheduler
Details
[ apT MDWS Every 4 hours
[ patients Pending Bed Placement List bats.  pealy
[71 vocabularies Method ~ MDWS S,
Orderable Item Scheduler Every 4 hours -
[T special —_—
specialty ‘ Save ‘ ‘ Cancel ‘
[ Treating Specialty MDWS Every hour == ==
[T Facility Movement Type
] iti
= Entities Run Job
I Hospital Location MDWS every 2 minutes
T Method  MDWS -
[T patient -
# Room Bed Start Time 09/07/12 ] 00~:00~
) ward Location End Time  09/07/12 ] w-:o-
I} Medical Center Division —
‘ Run

Back to Resional Page

Figure 54 - VistA Integration Tab
From the field in the upper part of the page select the VistA site where the scheduler(s) will run.

Next step:

= Either click one data category from the column to the left (its name will appear in the Data field) and
then select a method and scheduler from the Method and Schedulers fields in the Details area: this
will cause the selected scheduler to run at the time set for it in the Schedulers tab and to bring data
from the selected category.

= Or select several data categories (using the check-boxes) then select a connection method from the
Run Job area, set the Start time/End time and click the Run button: this will cause the scheduler set
using the selected method to start running now and bring the data from the selected categories.

2.8.4 View Audit Results

The Audit tab displays the results of the operations performed in the VistA Integration tab.
The Audit tab is displayed as shown in the following image.
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Admin Meau Logout

Background Processors

VistA Sites Schedulers VistA Integration Avert Numd ‘Whiteboard Report
VistA site, data types and method with status all audit log entries registered
¥ VOIBHS - 523 AT 008C ¥ Succeeded ¢ Today
v mows Fatied Last week
¥ Patients Pending Bed Placerment List e ®
Runaing Last month
¥ Vocabuaries Partially Succeeded During this specific period

4 Orderobie item

¥ Specialty

7 Treatiog Speciatty

4 Facttity Movement Type

Entities
Fiter By

¥ Hospital Location
¥ | Patient

Room Bed

Ward Location

Medical Center Division

flach to Reglonal Page

Figure 55 - Audit Tab

The options to the left of the page allow the user to determine the filter criteria for the generated audit
reports. The options to the right of the screen allow the user to select the type of operation to be captured
by the audit report as well as the time interval for the audit.

After selecting the desired criteria, click the Filter by button to display the page as in the following image.

Adein Mery tout

VistA Sites Schaduors VIGA itegration Autit Wi Whitetoard Regort
VisA site, ot types et method with statun il wit g entrien reghtered
¥ vores 07 otet ¥ loccended o Tode
S ? mows Fates [
Rusesing Last meath
Vocabuiaries Partiay Succeeded Turing s spaciic period
Orteratie item
Entitie: Foe &y
Hespital Lacatien
9 Patent
Raom ted

Ve wowy " Mt
e wows » Mt

e wows w0 et
] wows ey ant
Vo wowt “ et
youme wows u o
vews wows e st
o wows 0 Man
Vot wows ® st
] wows e at
. wows . ot
e wows e et
vorme. wows » o~
e o s st
vewa wows v ot
voma vows e art
vems o " ot

o nows o -

¥

Figure 56 - View Audit Results
A list of operations is displayed. For each entry the following data is available:
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Table 21 - View Audit Results Columns Report

Column Description

VistA The VistA site where the audit action has been performed.
Method The method used for connecting to the VistA site.

Data The type of data retrieved by the VistA integration operation.
Rows no The number of operations of the selected type captured by the audit action.
Start Date The start date of the retrieval operation.

End Date The end date of the retrieval operation.

Launch Type The way the audit action has been launched.

Parameters Audit operation start date and time, and end date and time.
Status The status of the VistA integration action.

Details Clicking this link will display the number of entries in the report.

2.9 NUMI Integration

This chapter describes the process of importing patient level of care information from NUMI.

In order to integrate with NUMI certain steps should be completed:
1. Choose VistA site

2. Define Schedulers
3. Select Scheduler

2.9.1 Choose VistA Site

This step is the same as the one performed on VistA Integration process and can be referenced from
Section 2.7.1.

2.9.2 Define Schedulers

The process of defining schedulers can be referenced from Vista Integration process, Section 2.7.2.

2.9.3 Select Scheduler

The NUMI tab is used to select the scheduler that will connect to the NUMI server and will retrieve data
for a certain VistA site.

The NUM I tab is displayed as in the following image.

Admin Menu Logout

Background Processors

VistA Sites Schedulers VistA Integration Audit Numi Whiteboard Report

Schedulers: | 10 minutes L Add ‘

=

Edit Delats NUMI dau; S VO1BED

fiack %0 Regional Page

Figure 57 — NUMI Tab
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From the Schedulers field select the scheduler created to retrieve the NUMI data then click the Add
button: following page is displayed.

Admin Menu Logout
Background Processors

VistA Sites Schedulers VistA Integration Audit Numi Whiteboard Report

Edit NUMI data Scheduler

<

VO1BED &
VO1BHS
V01B0S
VO01CON
VO1MAN
VO1INHM
V01PRO
V01TOG

F-ve

VO1WRJ
VO2UNY
VO3BRX
VO3BYN
VO3EAS
VO3MOR
VO3NOP
VO3NYN v

Save

OO0O0O00oOoOoOoOoOooooon

Back to Regional Page

Figure 58 - Selecting the VistA Site for Which to Gather NUMI Data
Select the VistA site for which the selected scheduler will retrieve NUMI data then press the Save button.

Use the Edit link to select a different site for which the scheduler should retrieve NUMI data.

3 Application structure

3.1 Application Components
BMS application consists of the following components:

o BMS Databases (BMS Database, BMS Authz, BMS EIS, BMS EVS, BMS_DS, BMS_DW, BMS
InstanceStore and BMS History)

o BMS Services (BMS Service and Win ServiceHost)
o BMS Service

o Win Service Host (EIS Service, EVS Service, PAP service, PDP service, RS service and
STS service)

o BMS Web Site

3.2 Application Directory Structure
BMS application directory is structured as is presented below:

+---Consoles

| +---PolicyManager
+---Databases

| \---SQLData
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| | \---Job Logs

| | \--WMI_UserGroup
+---Services

| +---BMS

| | \---DBRepository

| | \--LingToSql

| | \--LocalReportWhiteboard
| | \---Scripts

| +--EIS

| | \---DBRepository

| +--EVS

| | \---DBRepository

| +---PAP

| | \---DBRepository

| +--PDP

| +--RS

| +---Shared

| \---STS

+---WebSite

| +---bin

| | \--- LocalReportWhiteboard
| | \--- Scripts

| +---Content

| | \--—-images

| | +--themes

| | | +--base

| | | | \--images
| +---Reporting

| +---ReportsLocal
| +---Scr|pts

|

3.3 Database Architecture
Database architecture contains three main parts:

= BMS Database - Contains BMS_EVS (Enterprise Vocabulary database), BMS_EIS (Entity
Identification Services database), BMS_AUTHZ (Authorization database) and BMS (Bed
Management database).

= BMS_DS-Byan ETL job the data are loaded into the data storage database.

= BMS_DW - By an ETL job the data are inserted/updated/deleted in/from the data warehouse
database.

Bed Management Solution (BMS) October 2013
Technical Manual 76 Version 1.3
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ETL (full
incremental) — >

step 4,5,6.

Reporting Services

Figure 59 - Database Architecture
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3.4 Component Files

A list with files for each BMS component is presented below:

Table 22 - BMS Database Files

Relative Path

File

Description

Databases\SQLData

BMS_AUTHZ_Data.mdf

BMS_AUTHZ_log.ldf

BMS_Data.mdf

BMS_log.Idf

BMS_DS_Data.mdf

BMS_DS._log.Idf

BMS_DW_Data.mdf

BMS_DW _log.ldf

BMS_EIS_Data.mdf

BMS_EIS_log.ldf

BMS_EVS_Data.mdf

BMS_EVS_log.ldf

BMS_HISTORY_Data.mdf

BMS_HISTORY _log.ldf

BMS_InstanceStore_Data.mdf

BMS_InstanceStore_log.ldf

Database files (BMS database, BMS Authz,
BMS EIS, BMS EVS....)

Databases\SQLData\Job_Log
s

BMS_Reports_Log.txt

BMS_Reports_Log_Incremental.txt

BMS Report Full job file log and BMS
Incremental job file log.

Databases\SQLData\W MI_Us
erGroup

AdapterRepository.dll

Common.dll

connectionConfiguration.config

Connections.SingleDatabase.dll

ContextWriter.dll

General.MT.dll

Infoworld.Configuration.dll

MiddleTier.dll

MS.Common.dll

Binaries of WMI UserGroup application.
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Relative Path

File

Description

MS.Configuration.dll

MS.Connections.dll

WMI_UserGroup.exe

WMI_UserGroup.exe.config

WMI_UserGroup.vshost.exe

WMI_UserGroup.vshost.exe.config

WMI_UserGroup.vshost.exe.manifest

Databases\SQLData\WMI_Us
erGroup\ DBRepository

Connections.xml

File used to set the connection to the
database.

Infow orld.WMI_UserGroup.DTO.DTOUse
rGroupDomain.xml

XML mapping file which contain mapping
definitions between ePractice datasets and
SQL tables. The dataset is specified by
setting the <MyDataSetInfo> tag. The table
to interact with — specified through the
<MyDataTable> tag — is defined by four
commands — usually stored procedures —
which represent the Create, Read, Update
and Delete (CRUD) operations which can be
performed on the table: select (Read), insert
(Create), update (Update) and delete
(Delete). Stored procedure parameters are
passed from these datasets and mapped in
the same XML file.

Table 23 - BMS Service Files

Relative Path

File

Description

Services\BMS

AdapterRepository.dll

AuditTrailSender.dll

AuthenticationProxy.dll

AuthorizationSubscriber.dll

BMS.Contracts.dll

BMS.Facade.dll

BMS.Facade.Contracts.dll

BMS.Host.dll

BMS.MT.dII

BMS.MT.dll.config

BMS.Numi.dll

BMS.Schedulers.dll

The binaries of the BMS Service.
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Relative Path

File

Description

BMS.Security.dll

BMS.ServiceHost.exe

BMS.ServiceHost.exe.config

BMS.Servicelmplementation.dll

BMS.ServicesWrapper.dll

BMS.UnitTesting.dll

BMS.UnitTesting.dll.config

BMS.Utils.dll

BMS.Vistalntegration.dll

BMS.Vistalntegration.Cache.dll

BMS.Vistalntegration.Data.dll

BMS.Vistalntegration.HL7.dll

BMS.Vistalntegration.Mdws.dll

BMS.Vistalntegration.UnitTesting.dll

BMS.Vistalntegration_Accessor.dll

BMS.VistaW orker.dll

BMS.VistaWorker.Reader.dll

BMS.VistaW orker2 Writer.dll

BMS.Web.dll

BMS.W hiteboardReport.dll

BMS.W orkflows.CustomActivities.dll

BMS.W orkflows.PropertyPromotionActivity
dll

BMS.W orkflows WF.dll

Castle.Core.dll

Common.dll

connectionConfiguration.config

Connections.SingleDatabase.dll

ContextWriter.dll

DataUtil.dll

FakeltEasy.dll

General.MT.dll
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Relative Path

File

Description

HL7DataTypes.dll

IContracts.dll

ICTSEdit.dll

Infoworld.Configuration.dll

InterSystems.Data.CacheClient.dll

log4net.dll

Mdws20RM.dII

Microsoft.Web.Mvc.dll

MiddleTier.dll

MS.Common.dll

MS.Configuration.dll

MS.Connections.dll

PAPProxy.dll

RS.Contracts.dll

Saml20.dll

SecurityTokenCache.dll

trace.log

Tracing.dll

VistASites.xml

Xacml2.dll

XacmlCore.dll

Services\BMS\DBRepository

BMS.MT.Admission.xml

BMS.MT.AdmissionInfo.xml

BMS.MT.AdmissionLevelOfCare.xml

BMS.MT.BedCleanInfo.xml

BMS.MT.BedCleaning.xml

BMS.MT.BedCleanMobilelnfo.xml

BMS.MT.BedDNDANdOOSFromVista.xml

BMS.MT.BedOccupancyCount.xml

BMS.MT.BedOccupancyinfo.xml

BMS.MT.BedStaff.xml

XML mapping files which contains mapping
definitions between ePractice datasets and
SQL tables. The dataset is specified by
setting the <MyDataSetInfo> tag. The table
to interact with — specified through the
<MyDataTable> tag — is defined by four
commands — usually stored procedures —
which represent the CRUD operations which
can be performed on the table: select
(Read), insert (Create), update (Update) and
delete (Delete). Stored procedure
parameters are passed from these datasets
and mapped in the same XML file.
Connections.xml file is used to set the
connection string to BMS database.
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Relative Path

File

Description

BMS.MT.BedStaffHistory.xml

BMS.MT.BedSwitch.xml

BMS.MT.BedUnavailable.xml

BMS.MT.BedUnavailableHistory.xml

BMS.MT.BedUnavailableInfo.xml

BMS.MT.CancelableOrderinfo.xml

BMS.MT.Configuration.xml

BMS.MT.Discharge.xml

BMS.MT.Diversion.xml

BMS.MT.EISOrganization.xml

BMS.MT.EmsStaff.xml

BMS.MT.EvacuationPatients.xml

BMS.MT.lconAssociation.xml

BMS.MT.lconAssociationInfo.xml

BMS.MT.lconDetail.xml

BMS.MT.IconInfo.xml

BMS.MT.lconOrder.xml

BMS.MT.JobAudit.xml

BMS.MT.JobAuditinfo.xml

BMS.MT.LastActInfo.xml

BMS.MT.LevelOfCare.xml

BMS.MT.LoggedUser.xml

BMS.MT.Movement.xml

BMS.MT.NewEvent.xml

BMS.MT.OccupiedBedInfo.xml

BMS.MT.PatientlconAssociation.xml

BMS.MT.PatientLocation.xml

BMS.MT.PatientsW aitingCount.xml

BMS.MT.PatientW aitingDateView.xml

BMS.MT.PatientW aitingStandardView.xml

BMS.MT.Transfer.xml

Bed Management Solution (BMS)

Technical Manual

82

October 2013
Version 1.3




Relative Path

File

Description

BMS.MT.TransferInfo.xml

BMS.MT.VistalntegrationLog.xml

BMS.MT.VistaOperation.xml

BMS.MT.WaitingListltem.xml

BMS.MT.WaitingListReport.xml

ConfigurationService.DataAccess.Configu
rationsBE.xml

Connections.xml

Services\BMS\LocalReportW
hiteboard

WardW hiteboard.rdlc

Ward whiteboard report file.

Services\BMS\Scripts

conditional-validation.js

JavaScript conditional validation file.

Table 24 - Win Service Host Files

Relative Path

File

Description

Services\EIS

BindingExtensions.dll

DTOGenericService.dll

DTOHL7Service.dll

EISAuditUtil.dll

EISAutomaticLink.dll

EISCache.dll

EISContracts.dll

ElISDataAccess.dll

EISNotifications.dll

EISServiceGenericlmplementation.dll

EISServiceHL7Implementation.dll

EISServicelmplementation.dll

EISServicelmplementation.dil.config

ICSharpCode.SharpZipLib.dll

Binaries of the EIS Service.

Services\EIS\DBRepository

Connections.xml

InfoWorld.EIS.DTOGenericService. DTOA
utomaticLink.xml

InfoWorld.EIS.DTOGenericService.DTOD
omain.xml

InfoWorld.EIS.DTOGenericService. DTOE
ntity.xml

XML mapping files which contains mapping
definitions between ePractice datasets and
SQL tables. The dataset is specified by
setting the <MyDataSetInfo> tag. The table
to interact with — specified through the
<MyDataTable> tag — is defined by four
commands — usually stored procedures —
which represent the CRUD operations which
can be performed on the table: select
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Relative Path

File

Description

InfoWorld.EIS.DTOGenericService. DTOE
ntity Type.xml

InfoWorld.EIS.DTOGenericService. DTOE
ntityTypeClassifier.xml

Infoworld.EIS.DTOGenericService. DTOE
ntityTypeTraitCoresp.xml

InfoWorld.EIS.DTOGenericService.DTOTr
ait.xml

InfoWorld.EIS.DTOGenericService.DTOTr
aitAssignment.xml

Infoworld.EIS.DTOGenericService.Entity
Management.DTOEntityManageLink.xml

Infoworld.EIS.DTOGenericService.Entity
Management.DTOEntityMerge.xml

Infoworld.EIS.DTOGenericService.Entity
Management.DTOEntitySetStatus.xml

Infoworld.EIS.DTOGenericService.LinkAl
gorithmManagement.LinkAlgorithmTrait.x
ml

InfoWorld.EIS.DTOGenericService.LinkAl
gorithmManagement.LinkAlgorithmTraits.x
ml

InfoWorld.EIS.DTOGenericService.LinkAl
gorithmManagement.Match.xml

Infoworld.EIS.DTOGenericService.Query
Functions.DTOConflictingEntities.xml

Infoworld.EIS.DTOGenericService.Query
Functions.DTOFindEntity.xml

Infoworld.EIS.DTOGenericService.Query
Functions.DTOGetAllinfoPar.xml

Infoworld.EIS.DTOGenericService.Query
Functions.DTOGetAllInformationForAnEnt
ity.xml

Infoworld.EIS.DTOGenericService.Query
Functions.DTOGetSupportedDomains.xml

Infoworld.EIS.DTOGenericService.Query
Functions.DTOLinkedEntities.xml

InfoWorld.EIS.DTOHL7Service.Address.x
ml

InfoWorld.EIS.DTOHL7Service.Container.
xml

InfoWorld.EIS.DTOHL7Service.Container
Filtr.xml

InfoWorld.EIS.DTOHL7Service.Containerl
nfo.xml

InfoWorld.EIS.DTOHL7Service.Device.xm
|

InfoWorld.EIS.DTOHL7Service.DeviceFiltr
xml

(Read), insert (Create), update (Update) and
delete (Delete). Stored procedure
parameters are passed from these datasets
and mapped in the same XML file.
Connections.xml file is used to set the
connection string to BMS_EIS database.
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Relative Path

File

Description

InfoWorld.EIS.DTOHL7Service.Devicelnfo
xml

InfoWorld.EIS.DTOHL7Service.Manufactu
redMaterial.xml

InfoWorld.EIS.DTOHL7Service.Manufactu
redMaterialFiltr.xml

InfoWorld.EIS.DTOHL7Service.Manufactu
redMateriallnfo.xml

InfoWorld.EIS.DTOHL7Service.Material.x
ml

InfoW orld.EIS.DTOHL7Service.MaterialFil
tr.xml

InfoWorld.EIS.DTOHL7Service.Materiallnf
o.xml

InfoW orld.EIS.DTOHL7Service.NonPerso
nLivingSubject.xml

Infoworld.EIS.DTOHL7Service.NonPerso
nLivingSubjectFiltr.xml

Infoworld.EIS.DTOHL7Service.NonPerso
nLivingSubjectinfo.xml

Infoworld.EIS.DTOHL7Service.Organizati
on.xml

Infoworld.EIS.DTOHL7Service.Organizati
onFiltr.xml

Infoworld.EIS.DTOHL7Service.Organizati
oninfo.xml

InfoWorld.EIS.DTOHL7Service.Person.xm
|

InfoWorld.EIS.DTOHL7Service.PersonFiltr
xml

InfoWorld.EIS.DTOHL7Service.Personinfo
xml

InfoWorld.EIS.DTOHL7Service.Place.xml

InfoWorld.EIS.DTOHL7Service.PlaceFiltr.
xml

InfoWorld.EIS.DTOHL7Service.Placelnfo.
xml

InfoWorld.EIS.DTOHL7Service.Telecom.x
ml

Infow orld.W SEventing.DTO.CustomSubs
criptions.xml

Infow orld. W SEventing.DTO.Endpoints.xm
|

Infow orld.W SEventing.DTO.FilterDialects.
xml

Infow orld.W SEventing.DTO.Message.xml

Infow orld.W SEventing.DTO.MessageGet.
xml

Bed Management Solution (BMS)

Technical Manual

85

October 2013
Version 1.3




Relative Path

File

Description

Infow orld.W SEventing.DTO.MessageGet
DeliveryTo.xml

InfoW orld.W SEventing.DTO.Subscriptions
xml

Services\EVS

ActionManager.dll

BindingExtensions.dll

CodingSystems.DAL.dII

Configuration.dll

connectionConfiguration.config

Connections.Common.dll

CTSEdit.dll

CTSEdit.Utils.dll

CTSEditBulk.dll

CTSExport.dll

CTSImport.dll

CTSImportProxy.dll

CTSService.Utils.dll

DTOCodeMappingEdit.dll

DTOMapping.dll

DTOMessageBrowser.dll

DTOMessageEdit.dll

DTOMessageRuntime.dll

DTOVocabularyEdit.dll

DTOVocabularyEdit.dll.config

EVSWrapper.dll

EVSWrapper.dll.config

Factory.dll

HL7DataTypes.XmlSerializers.dll

IContracts.dll

ICSharpCode.SharpZipLib.dll

ICTSEdit.dll

ICTSEditBulk.dll

ICTSExport.dll

Binaries of EVS service.
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Relative Path

File

Description

ICTSImport.dll

IEventing.dll

MappingImpl.dll

Message.dll

Messagelmpl.dll

Messagelmpl.dll.config

MS.Caching.dll

Notify.dll

SecureChannel.dll

Security.Null.dll

securityConfiguration.config

VocabularyBrowser.DTO.dII

Vocabularylmpl.dll

VocabularyRuntime.DTO.dII

XamlContracts.dll

XamlDataContracts.dll

Xamlimpl.dll

Services\EVS\DBRepository

Connections.xml

InfoWorld.EVS.CTSEdit.DTO.Association.
xml

Infoworld.EVS.CTSEdit.DTO.CodingSyst
em.xml

InfowWorld.EVS.CTSEdit.DTO.Concept.xml

Infoworld.EVS.CTSEdit.DTO.ConceptAss
ociationsToCMultiAttrib.xml

Infoworld.EVS.CTSEdit.DTO.ConceptPro
perty.xml

Infoworld.EVS.CTSEdit.DTO.DSMap.xml

Infoworld.EVS.CTSEdit.DTO.DSMapEntr
y.xml

Infoworld.EVS.CTSEdit.DTO.DTOReExp
andValueSet.xml

InfoWorld.EVS.CTSEdit.DTO.DTOValueS
et.xml

InfoWorld.EVS.CTSEdit.DTO.DTOVocabu
laryDomain.xml

InfoWorld.EVS.CTSEdit.DTO.Relation.xml

XML mapping files which contains mapping
definitions between ePractice datasets and
SQL tables. The dataset is specified by
setting the <MyDataSetInfo> tag. The table
to interact with — specified through the
<MyDataTable> tag — is defined by four
commands — usually stored procedures —
which represent the CRUD operations which
can be performed on the table: select
(Read), insert (Create), update (Update) and
delete (Delete). Stored procedure
parameters are passed from these datasets
and mapped in the same XML file.
Connections.xml file is used to set the
connection string to BMS_EVS database.
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Relative Path

File

Description

InfoWorld.EVS.CTSEdit.DTO.ValueSets.x
ml

InfoWorld.EVS.CTSMAPI.DTO.CodeSyste
minfo.xml

InfoWorld.EVS.CTSMAPI.DTO.DomainVal
ueSetFiltr.xml

InfoWorld.EVS.CTSMAPI.DTO.DSConcep
tsByCode.xml

InfoWorld.EVS.CTSMAPI.DTO.DSConcep
tsByCodeProperties.xml

Infoworld.EVS.CTSMAPI.DTO.DSConcep
tsByDesignation.xml

Infoworld.EVS.CTSMAPI.DTO.DSConcep
tsByDesignationProperties.xml

Infoworld.EVS.CTSMAPI.DTO.DSFullVal
ueSetDescription.xml

InfowWorld.EVS.CTSMAPI.DTO.DSValueS
etContextExpansion.xml

Infoworld.EVS.CTSMAPIL.DTO.DSValueS
etExpansion.xml

InfowWorld.EVS.CTSMAPI.DTO.DSValueS
etExpansionProperties.xml

InfowWorld.EVS.CTSMAPI.DTO.DSValueS
etExpansionReverse.xml

InfoWorld.EVS.CTSMAPI.DTO.DSVocabu
laryDomainDescription.xml

InfoWorld.EVS.CTSMAPI.DTO.GetFillinD
etailsCD.xml

InfoWorld.EVS.CTSMAPI.DTO.IsCodelnV
alueSet.xml

InfoWorld.EVS.CTSMAPI.DTO.ValidateCo
de.xml

InfoWorld.EVS.CTSMAPI.DTO.ValueSetC
odeReference.xml

InfoWorld.EVS.CTSMAPI.DTO.ValueSetFi
Itr.xml

Infoworld.EVS.CTSMAPI.DTO.Vocabular
yDomainFiltr.xml

Infoworld.EVS.CTSMapping.DTO.DSMap
ConceptCode.xml

Infoworld.EVS.CTSMapping.DTO.DSMap
Entry.xml

Infoworld.EVS.CTSMapping.DTO.DSSup
portedMapsFiltr.xml

Infoworld.EVS.CTSVAPI.DTO.CodeSyste
m.xml

Infoworld.EVS.CTSVAPI.DTO.CodeSyste
mPFiltr.xml
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Relative Path

File

Description

InfowWorld.EVS.CTSVAPI.DTO.CodingSch
emeFiltr.xml

InfoWorld.EVS.CTSVAPI.DTO.ConceptCo
deValid.xml

InfoWorld.EVS.CTSVAPI.DTO.ConceptDe
scription.xml

InfoWorld.EVS.CTSVAPI.DTO.ConceptEx
pansion.xml

InfoWorld.EVS.CTSVAPI.DTO.ConceptPr
operties.xml

Infoworld.EVS.CTSVAPI.DTO.ConceptsB
yDesignation.xml

Infoworld.EVS.CTSVAPI.DTO.ConceptsB
yProperty.xml

Infoworld.EVS.CTSVAPIL.DTO.Designatio
n.xml

Infoworld.EVS.CTSVAPI.DTO.RelatedCo
ncepts.xml

InfowWorld.EVS.DTOEditBulk.ConceptBulk.
xml

Infoworld.EVS.DTOEditBulk.ConceptProp
ertyBulk.xml

InfoWorld.EVS.DTOEditBulk.RelationBulk.
xml

Infow orld.W SEventing.DTO.CustomSubs
criptions.xml

Infow orld.W SEventing.DTO.Endpoints.xm
|

Infoworld.W SEventing.DTO.FilterDialects.
xml

Infow orld.W SEventing.DTO.Message.xml

Infow orld.W SEventing.DTO.MessageGet.
xml

Infow orld.W SEventing.DTO.MessageGet
DeliveryTo.xml

Infow orld.W SEventing.DTO.Subscriptions
xml

XamlDataContracts.DSXamlIReverse.xml

XamlDataContracts.RootXaml.xml

XamlDataContracts. XAMLFiltr.xml

Services\PAP

ActionManager.dll

AuthorizationProxy.dll

Configuration.dll

connectionConfiguration.config

Binaries of PAP service.
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Relative Path

File

Description

Connections.Common.dll

Microsoft. ApplicationBlocks.Data.dll

Microsoft.ApplicationBlocks.ExceptionMan
agement.dll

Microsoft.ApplicationBlocks.ExceptionMan
agement.Interfaces.dll

Microsoft.Practices.EnterpriseLibrary.Com
mon.dll

Microsoft.Practices.EnterpriseLibrary.Exce
ptionHandling.dll

Microsoft.Practices.EnterpriseLibrary.Exce
ptionHandling.Logging.dll

Microsoft.Practices.EnterpriseLibrary.Logg
ing.dll

Microsoft.Practices.ObjectBuilder.dll

MS.Caching.dll

ObjectPickerHelper2.dll

PAPProxy.dll

PDPServiceAuthorizationManager.dll

PolicyAdministrationPoint.dll

PolicyAdministrationPoint.dll.config

SecureChannel.dll

Security.Null.dll

Services\PAP\DBRepository

Connections.xml

InfoWorld.DE.DataAccess.LabSet.xml

Infoworld.DE.DataAccess.LabSetld.xml

Infow orld.DE.DataAccess.SentStatus.xml

Infow orld.W SEventing.DTO.CustomSubs
criptions.xml

Infow orld.W SEventing.DTO.Endpoints.xm
|

Infow orld.W SEventing.DTO.FilterDialects.
xml

Infow orld.W SEventing.DTO.Message.xml

Infow orld.W SEventing.DTO.MessageGet.
xml

Infow orld.W SEventing.DTO.MessageGet
DeliveryTo.xml

Infow orld.W SEventing.DTO.Subscriptions
xml

XML mapping files which contains mapping
definitions between ePractice datasets and
SQL tables. The dataset is specified by
setting the <MyDataSetInfo> tag. The table
to interact with — specified through the
<MyDataTable> tag — is defined by four
commands — usually stored procedures —
which represent the CRUD operations which
can be performed on the table: select
(Read), insert (Create), update (Update) and
delete (Delete). Stored procedure
parameters are passed from these datasets
and mapped in the same XML file.
Connections.xml file is used to set the
connection string to BMS_AURHZ database.
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Relative Path

File

Description

Services\PDP

PolicyDecisionPoint.dll

PolicyDecisionPoint.dll.config

Binaries of PDP service.

Services\RS

AuthorizationProxy.dll

RS.Contracts.dll

RS.Proxy.dll

RS.Servicelmplementation.dll

RS.Servicelmplementation.dll.config

Binaries of RS service.

Services\Shared

7zip.dil

AdapterRepository.dll

AuditTrailSender.dll

AuthorizationSubscriber.dll

BindingExtensions.dll

Common.dll

CommonResources.dll

Connections.SingleDatabase.dll

ContextWriter.dll

Datautil.dll

General.MT.dll

HL7CDA.dIl

HL7CMET.dlI

HL7DataTypes.dll

ICSharpCode.SharpZipLib.dll

Infoworld.Configuration.dll

log4net.dll

MiddleTier.dll

MS.Common.dll

MS.Configuration.dll

MS.Connections.dll

MS.Security.dll

Saml20.dll

SecurityTokenCache.dll

Shared binaries by BMS Service and Win

Service.
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Relative Path File Description

Tracing.dll

WSEventing.dll

W SEventing.DataAccess.dll

WSEventing.DTO.dII

Xacml2.dll

XacmlCore.dll

SecureTokenService.dll
Services\STS Binaries of STS service.
SecureTokenService.dll.config

WinServiceHost.exe

Services WinServiceHost.exe.config WinServiceHost files.

BMS-Services.log

Table 25 - BMS Web Site Files

Relative Path File Description
Global.asax
WebSite packages.confia The binaries of the BMS Web Site, web site
o ) configuration file.
Web.config
AuthenticationProxy.dll

BMS.Contracts.dll
BMS.Contracts.pdb

BMS.Facade.Contracts.dll

WebSite\bin Web site’s binaries.
BMS.Facade.Contracts.pdb

BMS.Facade.dll
BMS.Facade.pdb
BMS.Security.dll
BMS.Security.pdb
BMS.ServicesWrapper.dll

BMS.ServicesWrapper.pdb
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Relative Path

File

Description

BMS.Web.pdb

ElSContracts.dll

HL7DataTypes.dll

IContracts.dll

ICTSEdit.dll

log4net.dll

Microsoft. Web.Mvc.dll

PAPProxy.dll

RS.Contracts.dll

Saml20.dll

SecurityTokenCache.dll

Tracing.dll

Xacml2.dll

XacmlCore.dll

WebSite\bin\LocalReportWhite
board

WardW hitebord.rdlc

Ward W hiteboard report file.

WebSite\bin\Scripts

Conditional-validation.js

File used by the site for conditional

validation.

WebSite\Content

Controls.css

Site.css

Images, themes and styles.

WebSite\Content\images

add_tab_24.jpg

arrow_down.jpg

arrow_up.jpg

BMSLogoV6.jpg

check_inv.jpg

edit_staff_cancel.jpg

edit_staff_save.jpg

Info.jpg

Ladybug.jpg

login_logo.jpg

order_down.jpg

order_up.jpg

sort_down.jpg

Images used by site.
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Relative Path

File

Description

sort_up.jpg

WebSite\Content\themes\base

jquery.ui.accordion.css

jquery.ui.all.css

jquery.ui.autocomplete.css

jquery.ui.base.css

jquery.ui.button.css

jguery.ui.core.css

jquery.ui.datepicker.css

jquery.ui.dialog.css

jquery.ui.progressbar.css

jquery.ui.resizable.css

jquery.ui.selectable.css

jquery.ui.slider.css

jquery.ui.tabs.css

jquery.ui.theme.css

jQuery controls style-sheets files.

WebSite\Content\themes\base
\images

ui-bg_flat_0_aaaaaa_40x100.png

ui-bg_flat_75_ffffff_40x100.png

ui-bg_glass_55_fbf9ee_1x400.png

ui-bg_glass_65_ffffff_1x400.png

ui-bg_glass_75_dadada_1x400.png

ui-bg_glass_75_e6e6e6_1x400.png

ui-bg_glass_95_feflec_1x400.png

ui-bg_highlight-
soft_75_ccccec_1x100.png

ui-icons_222222 256x240.png

ui-icons_2e83ff_256x240.png

ui-icons_454545 256x240.png

ui-icons_888888_256x240.png

ui-icons_cdOa0la_256x240.png

Images.

WebSite\Reporting

EvacuationPatientReportViewer.aspx

LocalReportViewer.aspx

ReportError.aspx

Report Viewer pages.
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Relative Path

File

Description

ReportViewer.aspx

WebSite\ ReportsLocal

BedStatusReport.rdic

Bed Status Report file.

WebSite\Scripts

conditional-validation.js

element-change.js

hoverintent.js

jquery.autosize.js

jquery.jscrollpane.min.js

jquery.maskedinput-1.3.min.js

jquery.mousewheel.js

jquery.tablescroll.js

jquery.tablesorter.js

jquery.ui.autocomplete.js

jquery.ui.core.js

jquery.ui.position.js

jquery.ui.progressbar.js

jquery.ui.widget.js

jquery.unobtrusive-ajax.js

jquery.unobtrusive-ajax.min.js

jquery.validate.js

jquery.validate.min.js

jquery.validate.unobtrusive.js

jquery.validate.unobtrusive.min.js

jquery.validate-vsdoc.js

jquery-1.5.1.js

jquery-1.5.1.min.js

jquery-1.5.1-vsdoc.js

jquery-1.7.1.js

jquery-1.7.1.min.js

jquery-ui-1.8.11.js

jquery-ui-1.8.11.min.js

jquery-ui-1.8.18.custom.js

JavaScript files.
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Relative Path File Description

json2.js

MicrosoftAjax.js
MicrosoftAjax.debug.js
MicrosoftMvcAjax.js
MicrosoftMvcAjax.debug.js
MicrosoftMvcValidation.js
MicrosoftMvcValidation.debug.js
modernizr-1.7.js
modernizr-1.7.min.js
superfish.js

supersubs.js

whiteboard-script.js

_ViewStart.cshtml
WebSite\Views User Interface views.
Web.config

LogOff.cshtml
WebSite\Views\Account Login/Logout user interface views.
LogOn.cshtml

AddEditUser.cshtml

AddUserOperations.cshtml

CheckltemView.cshtml

FacilityEdit.cshtml

WebSite\Views\Admin Admin section user interface views.
FacilityEditSaved.cshtml
Index.cshtml
RemoveUserOperations.cshtml
SelectUser.cshtml
SisterSiteAddEdit.cshtml
SisterSiteEditSaved.cshtml
—YserEditHasSaveeseshtmt——————

UserOperationsView.cshtml

G R | Index.cshtml - e e =
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Relative Path

File

Description

DeleteConfirmation.cshtml
Edit.cshtml

Index.cshtml
SaveConfirmation.cshtml
Search.cshtml

SearchResult.cshtml

WebSite\Views\AdminSpecialt

vAssnciatinn

Delete.cshtml

Index.cshtmi

Admin specialty association user interface
views

WebSite\Views\AdminUnavaila

hlaPaacnn

AddConfirmation.cshtml

Delete.cshtml

DeleteConfirmation.cshtml

Edit.cshtml

EditConfirmation.cshtml
Index.cshtml

MissingUnavailableReasonText.cshtml

UnavailableReasonAlreadyExists.cshtml

UnavailableReasonList.cshtml

Admin unavailable reason user interface

\viawie

WebSite\Views\AdminW aiting
Area

AddAction.cshtml

Delete.cshtml

DeleteAction.cshtml

Edit.cshtml

EditAction.cshtml

Index.cshtml

Admin waitina area user interface views.

WebSite\Views\AdminW hitebo
ardReport

Delete.cshtml

Edit.cshtml

Index.cshtml

Admin whiteboard report user interface
views.

WebSite\Views\AdtOrderablelt
ems

Confirmation.cshtml

Index.cshtml

OrderableltemsList.cshtml

ADT Orderable Items user interface views.
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WebSite\Views\BackgroundPr AddEditConfirmation.cshtml Background Processors user interface

nrecenre views
DeleteConfirmation.cshtml
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Relative Path File Description
Index.cshtml
Filter.cshtml
WebSite\Views\BedBoard VISN user interface views.
Index.cshtml
WebSite\Views\BedBoardMod Index.cshtml Bed Board Module user interface view.

ule

WebSite\Views\BedInformatio
n

ClearAll.cshtml

Index.cshtml

NotifyChange.cshtmi

Bed Information user interface views.

WebSite\Views\BedStatusRep
ort

Index.cshtml

Patients Pending Placement Status report
user interface view.

WebSite\Views\ContingencyS

attinne

Confirmation.cshtml

Index.cshtml

Contingency settings user interface views.

WebSite\Views\DischargeClini

(o

Index.cshtml

MessageContirmation.cshtmi

Discharge clinic user interface views.

WebSite\Views\EmsBedStatus
Admin

Edit.cshtml

EMSBatchAssign.cshtml
Index.cshtml

SaveConfirmation.cshtml

EMS bed status user interface views.

WebSite\Views\EMSMobile

EMSList.cshtml

Users.cshtml

EMS Mobile user interface views.

WebSite\Views\EMSMobileLo
gon

Index.cshtml

EMS Mobile Logon user interface view.

WebSite\Views\EmsNotificatio

n

AddEdit.cshtml

AddEditAction.cshtml

Delete.cshtml

DeleteAction.cshtml

Index.cshtml

EMS Notification user interface views.

WebSite\Views\EmsStaff

Peletespghiml

Index.cshtml

EMS Staff user interface views.

WebSite\Views\EventNotificati
on

AddConfirmation.cshtml

AddEdit.cshtml

Delete.cshtml

Bed Management Solution (BMS)

Technical Manual

99

Event Notification user interface views.

October 2013
Version 1.3




Relative Path File Description

EditConfirmation.cshtml

Index.cshtml

Index.cshtml
WebSite\Views\Exception Exception user interface views.
WFException.cshtml

Add.cshtml

AddConfirmation.cshtml

AllDiversions.cshtml

CurrentDiversions.cshtml
WebSite\Views\FacilityDiversio
Diversions.cshtml Facility Diversion user interface views.

Edit.cshtml

n

EditConfirmation.cshtml

EditDuplicate.cshtml

Index.cshtml

Index.cshtml
WebsSite\Views\FacilitySettings Facility Settings user interface views.
SaveConfirmation.cshtml

AdmissionList.cshtml
AdmissionSuccessRemove.cshtml
AdmissionSuccessUndoRemove.cshtml

ChangelntegratedSiteError.cshtml

Edit.cshtml
FeeUtilizationAdmissionList.cshtml
WebSite\Views\Home Index.cshtml Home user interface views.
PatientFlowAdmissionList.cshtml
PatientinHouseAdmissionList.cshtml
Patientinquiry.cshtml
Re' iUVEAd T 'SS'IU T.CSITM

StandardAdmissionList.cshtml
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UndoRemoveAdmission.cshtml

WebSite\Views\ilconLegend Index.cshtml Icon Legend user interface view.
Edit.cshtml

WebsSite\Views\IconLibrary Icon Library user interface views.
Index.cshtml
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Relative Path

File

Description

ResetConfirmation.cshtml

SaveConfirmation.cshtml

WebSite\Views\Information Index.cshtml Information user interface view.
WebSite\Views\LogOff Index.cshtml LogOff user interface view.
Index.cshtml

WebSite\Views\MaintainMarqu
ee

Saved.cshtml

Maintain Marquee user interface view.

WebSite\Views\NationalAndRe
gional

DateAuditView.cshtml

Index.cshtml

PatientWaitingList.cshtml

StandardView.cshtml

National user interface views.

WebSite\Views\NewEvents

Index.cshtml

New events user interface view.

WebSite\Views\Numi

Delete.cshtml

Edit.cshtml

Index.cshtml

NUMI user interface views.

WebSite\Views\Patient

Admission.cshtml

Confirmation.cshtml

EvacuationData.cshtml

GenericWfFault.cshtml

PatientWaitingAdd.cshtml

PatientW aitingEdit.cshtml

Select.cshtml

Patient user interface views.

WebSite\Views\Reports

Index.cshtml

Reports user interface view section of home
page.

WebSite\Views\Shared

_Layout.cshtml

_LayoutAdminPages.cshtmi

_VistalntegrationLayout.cshtml

Error.cshtml

Header.cshtml

Shared user interface views.

WebSite\Views\SiteList

Index.cshtml

Site list user interface view.

WebSite\Views\SiteOptions

CacheConfirmation.cshtml

EvacuationConfirmation.cshtml

Index.cshtml

Site options user interface views.
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Relative Path

File

Description

WebSite\Views\Transfer

AddEditResult.cshtml

AddTranfer.cshtml

EditTransfer.cshtml
FinalizeResult.cshtml
FinalizeTransfer.cshtml

Index.cshtml

WebSite\Views\Unauthorized

PermissionAuth.cshtml

Unauthorized user interface view.

WebSite\Views\UnavailableRe

acnn

AddConfirmation.cshtml
Delete.cshtml

DeleteConfirmation.cshtml

Edit.cshtml

EditConfirmation.cshtml
Index.cshtml

MissingUnavailableReasonText.cshtml

UnavailableReasonAlreadyExists.cshtml

UnavailableReasonList.cshtml

Unavailable reason user interface views.

WebSite\Views\UserConfigurat
ion

Index.cshtml

SelectUser.cshtml

UserEditHasSaved.cshtml

User configuration views.

WebSite\Views\Vistalntegratio
n

Audit.cshtml
AuditLogEntries.cshtml

Categories.cshtml

DeleteScheduler.cshtml

EditScheduler.cshtml

EditVistASite.cshtml

ErrorDetail.cshtml
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Relative Path

File

Description

DeleteAction.cshtml
Edit.cshtml
EditAction.cshtml

Index.cshtml

WebSite\Views\W ardConfigura

tion

Delete.cshtml

Index.cshtmi

Ward configuration user interface views.

WebSite\Views\WardOccupan
cy

Index.cshtml

Ward occupancy user interface view.

WebSite\Views\W ardW hiteboa
rel

ClearAll.cshtml

Edit.cshtml

Index.cshtml

NotifyChange.cshtml
WardW hiteBoard.cshtml

WhiteboardDataOne.cshtml

WhiteboardDataTwo.cshtml

Ward whiteboard user interface views.

WebSite\Views\W ardW hiteboa
rdUrl

Index.cshtml

Ward whiteboard url user interface view.

WebSite\Views\W hiteboardSta
ff

Index.cshtml

Whiteboard staff user interface view.

Table 26 - PolicyManager Files

Relative Path

File

Description

Consoles\PolicyManager

7zip.dll

AdapterRepository.dll
AuditTrailSender.dll

Infoworld.Configuration.dll

MS.Common.dll
MS.Configuration.dll
MS.Connections.dll
PAPProxy.dll
PolicyEditor.dll

PolicvEditor.dll.confia
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Relative Path

File

Description

ResourceSecurityProperties.dll

SecurityTokenCache.dll

W SEventing.dll

WSEventing.DataAccess.dll

W SEventing.DTO.dII

Consoles\PolicyManager\ ro

PolicyEditor.resources.dll

ResourceSecurityProperties.resources.dll

Binaries used by Policy Manager.

Consoles\PolicyManager\ ro-

RO

PolicyEditor.resources.dll

ResourceSecurityProperties.resources.dll

Binaries used by Policy Manager.
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4 Archiving

All the sensitive data in the BMS solution is persisted in a collection of SQL Server Databases. Therefore
the archiving process is implying the definition of maintenance plans that will regularly make backups of
these databases, backups that can be restored if needed.

The maintenance plan can be defined as detailed in the following pictures:

BackupBMSDatabases [Design]* - X
{4 Add Subplan [ 8 58 | " Manage Connections ... ~ [{] Servers ...
Name BackupBMSDatabases
Description
e — Desciption Schedule
Subplan_1 Subplan_1 QOceurs every day at 2:00:00 AM. Schedule will be used starting on 7/20/2012. [ﬂ t&
Back Up Databases
Shrink databases Backup Database on Local server co...
., Shrink Database on Local server co... ) Databases: All user databases
L) Databases: Alluser databases » “"I ] Type: Ful
Limit: 50 MB Append existing
Free space: 10 % Destination: Disk
v Backup Compression (Default)
- b
h 4 ¥
k. 4
Notify failure )
& Notify Operator on [ MNotify Success .,
Operator: Notify Operator on <.
: Operator:

Figure 60 - Backup Maintenance Plan

5 External Relationships

External relationships can be referenced from External Interfaces in the next section.

6 External Interfaces

VistA and NUMI are the external interfaces that are connected with the BMS system (see screenshot
below):
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MU Database

http:d mdwsserver: 1 7000/ ridws2 f0uwe rySve_asms

w (=17

M5 MDWS Server

Visth 4

Wisth 5

Figure 61 - BMS External Interfaces

All the VISTA deployments will be connected through a Healthcare Integration Engine (MDWS version
2) to the BMS. MDWS v.2 is a suite of Service Oriented Architecture (SOA) middle-tier web services
that exposes medical domain functionality, Medical Domain Objects (MDO).

In order to connect to MDWS v.2, BMS service configuration file (BMS.ServiceHost.exe.config) should
be changed as follows, see Table 4 - BMS ServiceHost Configuration Parameters section:

A MDWS client service endpoint should be set: http://mdwsserver:17000/mdws2/QuerySvc.asmx
» Vistalntegration.Enabled should be set to true: Vistalntegration.Enabled=true

The following configurations should be set in MDWS to be able to connect to VistA deployments:
= Application protocol: http://192.168.100.156:9200

= VistA DataSource connection string: <DataSource modality="HIS" protocol="VISTA"
source="192.168.100.156" status="active" port="9200"/>

These configurations should be done for each VistA deployment.

A connection string to NUMI database needs to be set in service configuration file
(BMS.ServiceHost.exe.config), see Table 4 - BMS ServiceHost Configuration Parameters section:
<ConnectionString>Data Source=numiserver;Initial Catalog=NUMI;Integrated
Security=True;</ConnectionString>.
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NOTE: All the configurations described above are using dummy servers and ports. Real deployment
should use appropriate server, port and database connection strings.

7 Software Security

BMS Security is implemented at two levels:

= The first level of security consists in deciding which users have access to what pages
(National/Regional, VISN, facility, EMS page).

= The second level of security refers to the read/write permissions (which are the pages a user can
edit/update).

Both levels of security are implemented by means of the Policy Manager application described in the next
section.

An additional level of security is provided by the domain restrictions: users can access only the BMS
pages within the domain where they have been granted access rights.

7.1 Policy Manager

From the Console folder of your BMS solution, select Policy Manager and then double-click the
PolicyManager.exe file to display the following dialog window:

—
4 Policy Manager =)

File Action

Add Role Add Task Add Operation Manage subscribers

=T} Policy Manager Name Type Description

---{_J Definitions T e
{23 Role Defintions _:H/-\dmnstrators Role Deﬁnxtfon
{3 Task Definttions —%I AuditLogUsers Role Definition
{5 Operation Definttions 22| EmsStaff Role Definttion
=-{_ Role Assignments 22| EMSSupervisorUsers Role Definttion
T Administrators 22| Guests Role Definition
T AudtlogUsers 22| NationalUsers Role Definttion
T EmsStaff 22| RegionalUsers Role Defintion
R Guests 22| SteUsers Role Definition
G NationalUsers 22| SupportUsers Role Definition
F RegionalUsers 22| VisnUsers Role Definition
7. SteUsers
T4 SupportUsers
T VisnUsers
T EMSSupervisorUsers
< ] )
Figure 62 - Policy Manager Main Window
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The Definitions folder in the left hand panel contains the definitions of the roles, tasks and operations
valid within the BMS application.

The Role Definitions folder contains the list of user roles defined within BMS.

The Task Definitions folder contains the list of tasks that can be performed within BMS and their
corresponding definitions. A task usually requires the completion of several operations.

The Operation Definitions folder contains the list of operations that can be performed within BMS and
their corresponding definitions.

7.2 Operation Definitions

To view the definition of an operation select Operation definitions from the left-hand panel of the main
Policy Manager window and double-click the operation to display the following dialog window:

r ™
Operation Definition Properties XS

| | General

?.,) Name:
.47  Admin, FaciityEdit Update

Description:
AdminController, FaciltyEdit (POST)

Applies to the resource types:

HL7-RIM-V3-DOMAIN
v| HL7-RIM-V3-Person
HL7-RIM-V3-Place
L7-RIM-V3-Organization

£ i »

OK Cancel Apply

Figure 63 - Operation Definition
A list with all the operations of BMS application is presented below:
Table 27 - BMS Operations

Operation Name Operation Description

'‘Add/Edit BMS User" hyperlink from the Administration

Admin, AddEditUser Read .
section's menu.

'Edit BMS Site' hyperlink from the Administration

Admin, FacilityEdit Read section's menu.

'‘BMS Admin' hyperlink from the National And Regional

Admin, Index Read
Page.

Bed Management Solution (BMS) October 2013
Technical Manual 107 Version 1.3



Operation Name

Operation Description

Admin, SelectUser Read

'Select Existing NT User Name' button from the
ADMINISTRATION SECTION - USERADD/EDIT page.

Admin, SisterSiteAddEdit Read

'Edit Sister Sites' hyperlink from the Administration
section's menu.

Admin, AddUserOperations Read

'‘Add User' button from the ADMINISTRATION SECTION
- FACILITY EDIT page (Edit BMS Site submenu).

Admin, RemoveUsers Read

'Remove Selected' button from the ADMINISTRATION
SECTION - FACILITY EDIT page (Edit BMS Site
submenu).

Admin, SearchUser Read

'Find' button from the 'Select user' page (‘Select Existing
NT User Name' button from the Administration Section
menu, 'Add/Edit BMS User' submenu).

Admin, SearchUsers Read

'Find’ button from the ADMINISTRATION SECTION -
FACILITY EDIT page (Edit BMS Site submenu).

Admin, ClearCache Read

'‘Clear Cache' link from the Administration section's
menu.

Admin, AddEditUser Update

'Submit' button from the ADMINISTRATION SECTION -
USERADD/EDIT page.

Admin, FacilityEdit Update

'Submit' button from Administration section's menu 'Edit
BMS Site' hyperlink (page ADMINISTRATION SECTION
- FACILITY EDIT).

Admin, SisterSiteAddEdit Update

'Edit Sister Sites' hyperlink from the Administration
section's menu, 'Submit' button.

Admin, AddUserOperations Update

'‘Add' button from Add users page (Add User button from
the Facility page).

Admin, RemoveUserOperations Update

'Remove Selected' button from the ADMINISTRATION
SECTION - FACILITY EDIT page (Edit BMS Site
submenu).

AdminComments, Delete Read

'‘Delete’ hyperlink from the Common Medical Terms
page.

AdminComments, Edit Read

'Edit' hyperlink from the Common Medical Terms page.

AdminComments, Index Read

‘Common Medical Terms' hyperlink from the
Administration section's menu.

AdminComments, Index Update

‘Save' button from the Common Medical Terms page.

Adminlcon, Delete Read

'‘Delete Icon' button on ADMINISTRATION SECTION -
EDIT ICON page (Add/Edit Icon Submenu)

Adminlcon, Edit Read

'Edit' Link on ADMINISTRATION SECTION - ICON
ADD/EDIT page (Add/Edit Icon Submenu)

Adminlcon, Index Read

‘Add/Edit Icon' link on ADMINISTRATION SECTION

Adminlcon, Search Read

‘Search' Link on ADMINISTRATION SECTION - ICON
ADD/EDIT page (Add/Edit Icon Submenu)

Adminlcon, ViewlconReport Read

"Report' Link on ADMINISTRATION SECTION - ICON
ADD/EDIT page (Add/Edit Icon Submenu)

Adminicon, Delete Update

‘Remove' button on ADMINISTRATION SECTION -
DELETE ICON page (Add/Edit Icon Submenu)

Adminlcon, Edit Update

‘Save' button on ADMINISTRATION SECTION - EDIT
ICON page (Add/Edit Icon Submenu)

Adminlcon, Index Update

'‘Up/Down arrow' buttons on ADMINISTRATION
SECTION - ICON ADD/EDIT page (Add/Edit Icon
Submenu)

AdminSpecialtyAssociation, Delete Read

'‘Delete’ Link on ADMINISTRATION SECTION - Treating
Specialty/NUMA/HAVBED Edit page (Treating
Specialty/NUMA/HAVBED Submenu)

AdminSpecialtyAssociation, Index Read

"Treating Specialty/NUMA/HAVBED' Link on
ADMINISTRATION SECTION
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Operation Name

Operation Description

AdminSpecialtyAssociation, Delete Update

'‘Delete’ Button on ADMINISTRATION SECTION -
Treating Specialty/NUMA/HAVBED Delete page
(Treating Specialty/NUMA/HAVBED Submenu)

AdminSpecialtyAssociation, Index Update

‘Save' Button on ADMINISTRATION SECTION - Treating
Specialty/NUMA/HAVBED Edit page (Treating
Specialty/NUMA/HAVBED Submenu)

AdminUnavailableReason, Delete Read

'‘Delete’ link on ADMINISTRATION SECTION - National
Unavailable Reason page (National Unavailable Reason
Submenu)

AdminUnavailableReason, Edit Read

‘Edit’ link on ADMINISTRATION SECTION - National
Unavailable Reason page (National Unavailable Reason
Submenu)

AdminUnavailableReason, Index Read

‘National Unavailable Reason' Link on
ADMINISTRATION SECTION

AdminUnavailableReason, Delete Update

'Delete Record' button on ADMINISTRATION SECTION
- National Unavailable Reason Delete page (National
Unavailable Reason Submenu)

AdminUnavailableReason, Edit Update

‘Submit' button on ADMINISTRATION SECTION -
National Unavailable Reason Edit page (National
Unavailable Reason Submenu)

AdminUnavailableReason, Index Update

'‘Add' button on ADMINISTRATION SECTION - National
Unavailable Reason page (National Unavailable Reason
Submenu)

AdminWaitingArea, Delete Read

'‘Delete’ link on ADMINISTRATION SECTION - National
Waiting Areas Parameter page (National Waiting Area
Submenu)

AdminWaitingArea, Edit Read

'Edit' link on ADMINISTRATION SECTION - National
Waiting Areas Parameter page (National Waiting Area
Submenu)

AdminWaitingArea, Index Read

‘National Waiting Area' Link on ADMINISTRATION
SECTION

AdminWaitingArea, DeleteAction Update

'‘Delete Record' button on ADMINISTRATION SECTION
- National Waiting Area Parameter Delete page (National
Waiting Area Submenu)

AdminWaitingArea, Edit Update

'Submit' button on ADMINISTRATION SECTION -
National Waiting Area Parameter Edit page (National
Waiting Area Submenu)

AdminWaitingArea, Index Update

‘Add' button on ADMINISTRATION SECTION - National
Waiting Area Parameter page (National Waiting Area
Submenu)

AdminW hiteboardReport, Delete Read

'‘Delete’ link on ADMINISTRATION SECTION -
Whiteboard Report page (Background Processor
Submenu)

AdminW hiteboardReport, Edit Read

‘Edit' link on ADMINISTRATION SECTION - Whiteboard
Report page (Background Processor Submenu)

AdminW hiteboardReport, Index Read

‘Whiteboard Report' tab on ADMINISTRATION
SECTION - Background Processor page

AdminW hiteboardReport, Delete Update

‘Delete Record' button on ADMINISTRATION SECTION
- Whiteboard Report Delete page (Background
Processor Submenu)

AdminW hiteboardReport, Edit Update

'‘Save' button on ADMINISTRATION SECTION -
Whiteboard Report Edit page (Background Processor
Submenu)

AdtOrderableltems, Index Read

Site Options, ADT Orderable Items Add/Delete hyperlink

AdtOrderableltems, Delete Update

'Delete’ hyperlink from the list of orderable items.

AdtOrderableltems, Index Update

'Add' button from the Bed Board ADT Orderable ltems
Configuration.
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Operation Name Operation Description

'‘Backgroung Processors' hyperlink from Site Options

BackgroundProcessors, Index Read
page.

'Save Scheduler' button from Background Processors

BackgroundProcessors, Index Update page within Site Options.

AuditLogReport, Index Read 'View audit log' link on ADMINISTRATION SECTION
rep, Audit Log Report Access the Audit Log Report.

BedBoard, ChangeFacility Read I(EsI![Ck on a facility link from the VISN Network Bed Boards
BedBoard, Index Read '‘Return to VISN Network' hyperlink from the home page.

Click on a Facility Summary Report on VISN Network

BedBoard, ShowFacilityBedSummaryReport Read Bed Boards list

Click on a VISN Summary Report on VISN Network Bed

BedBoard, ShowVISNBedSummaryReport Read Boards list

BedBoardModule, Index Read Site Options, Bed Board Module Enable/Disable link.

'Submit' button from the Bed Board Module Activation

BedBoardModule, Index Update and Configuration page.

Ward Occupancy, click on a hyperlink from the BED

BedInformation, Index Read column.

Click on button 'Clear ALL Comments For ALL Wards

BedInformation, ClearAll Read Associate To This Bed. "

'Submit' button from the Add/Edit Bed Unavailable

BedInformation, NotifyChange Read Reason page.

Click on buttons 'Submit' and/or 'Update Reason and

BedInformation, Index Update Comments..

ContingencySettings, Index Read ‘Contingency Settings" link on Site Settings pages.

'Save' button on Contingency Settings page on Site

ContingencySettings, Index Update Settings pages.

Site Options, 'Discharge Appt Clinics Add/Delete’

DischargeClinic, Index Read hyperlink.

Site Options, 'Discharge Appt Clinics Add/Delete’

DischargeClinic, Delete Update hyperlink, 'Delete’ button.

Site Options, 'Discharge Appt Clinics Add/Delete’

DischargeClinic, Index Update hyperlink, "Add’ button.

EmsBedStatusAdmin, EMS Supervisor Read/Update '‘Assigned To' drop down on EMS Bed Edit page

EmsBedStatusAdmin, EMSBatchAssign Read '‘Batch Assign' button on Ems Bed Status Admin page

‘Submit' button on EMS Bed Edit page on EMS Bed

EmsBedStatusAdmin, EMSBatchAssign Update Status Admin page

EmsBedStatusAdmin, Edit Read RoomBed column link click.

'‘Return to VISN Network' link from the home page,
EmsBedStatusAdmin, Index Read '‘Return to Regional Page' link, 'Go To Facility Bed
Cleaning Page (EMS Staff Only) button.

'‘Submit' button click in the Environmental Management

EmsBedStatusAdmin, SaveConfirmation Read .
Service Bed Status page.

'Submit' button click in the Environmental Management

EmsBedStatusAdmin, Edit Update Service Bed Status page.

EMSMobile, EMSList Read Load Bed Clean Requests on EMS Mobile Pages
EMSMobile, Users Read Click on a User button on EMS Mobile Pages
EMSMobile, EMSList Update gg;l;:n a Bed Clean Request button on EMS Mobile

. Click on Submit button after entering a PIN on EMS
EMSMobile, Users Update Mobile Pages
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Operation Name

Operation Description

EmsNotification, AddEdit Read

'Edit' link from the Current Locations table (EMS Bed
Notification).

EmsNotification, AddEditAction Read

‘Submit' button from the EMS Bed Notification Edit page.

EmsNotification, Delete Read

‘Delete’ link from the Current Locations table (EMS Bed
Notification).

EmsNotification, Index Read

Site Options, 'EMS Notification Add/Edit' link

EmsNotification, DeleteAction Update

'‘Delete Record' button from the EMS Bed Status
Notification Delete page.

EmsNatification, Index Update

'Submit' button from the EMS Bed Notification Edit page
or Notifications Add page.

EmsStaff, Delete Read

'Delete’ link on EMS Staff page on Site Options pages

EmsStaff, Edit Read

‘Edit' link on EMS Staff page on Site Options pages

EmsStaff, Index Read

EMS Staff link on Site Options page

EmsStaff, Delete Update

'Delete Record' button on Ems Staff Delete page on Site
Options pages

EmssStaff, Edit Update

'Submit' button on Ems Staff Edit page on Site Options
pages

EventNotification, AddConfirmation Read

‘Submit' button from the Event Notification Add page.

EventNotification, AddEdit Read

'‘Add' button or 'Edit' link from the Event Notifications
page.

EventNotification, EditConfirmation Read

‘Submit' button from the Event Notifications Edit page.

EventNotification, Index Read

Site Options, 'Event Notification Add/Edit" hyperlink.

EventNotification, Index Update

'Submit' button from the Event Notification Add page.

Exception, Index Read

Appears when an exception occurs.

FacilityDiversion, Add Read

'‘Add' button from the Facility Diversion page.

FacilityDiversion, AddConfirmation Read

‘Add' button from the Add New Diversion Status page.

FacilityDiversion, Edit Read

‘Edit' link from the Facility Diversion page.

FacilityDiversion, EditConfirmation Read

‘Save' button from the Diversion Status edit page.

FacilityDiversion, FilterDiversions Read

'‘Current Diversions' or 'All Diversions' button from the
main Facility Diversions page.

FacilityDiversion, Index Read

'Facility Diversion' hyperlink from the home page.

FacilityDiversion, Index Update

'‘Add' button or 'Edit' link from the Facility Diversion page.

FacilitySettings, Index Read

Site Options, Facility Settings link

FacilitySettings, Index Update

Site Options, Facility Settings link, Submit button

Home, Index Read

Home page.

Home, Index2 Read

Current, Past 30-Days, Past 60-Days, Past 90-Days
home page's buttons.

Home, Patientinquiry Read

Click on the patient link from the Patients Pending
Placement list (Home page).

Home, RemoveAdmission Read

Remove link from the Patients Pending Placement list
(Home page).

Home, UndoRemoveAdmission Read

Undo link from the Patients Pending Placement list
(Home page).
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Operation Name

Operation Description

Home, RemoveAdmissionPost Update

Remove link from the Patients Pending Placement list
(Home page), Remove button from the confirmation

page.

Home, UndoRemoveAdmissionPost Update

‘Undo' button on Undo Remove Admission Page on
Facility HomePage

IconLegend, Index Read

‘Icon Legend' link from the bottom of the Home page or
Site Options, BMS Icon Legend link.

IconLibrary, Edit Read

‘Edit' Link on Site Options - Site Configurable Icons page.

IconLibrary, Index Read

Site Options, Site Configurable Icons link.

IconLibrary, ResetConfirmation Read

'Reset' button on Edit Site Configurable Icon page.

IconLibrary, Edit Update

‘Save' button on Site Options - Site Configurable Icons
page.

IconLibrary, Index Update

‘Up/Down arrow' buttons on Site Options - Site
Configurable Icons page.

IconLibrary, ResetConfirmation Update

'‘Reset' button on Reset Site Configurable Icon page.

Information, Index Read

'Information’ link from the bottom of the Home page.

MaintainMarquee, Index Read

'Maintain Marquee Text' link from the Administration
Section's menu.

MaintainMarquee, ChangeMarquee Update

‘Submit' button from the ADMINISTRATION SECTION -
MAINTAIN MARQUEE TEXT page.

NationalAndRegional, Index Read

Home page, Return to VISN Network link, Return to
Regional Page link.

NewEvents, Index Read

Home page, New Events link.

Numi, Add Read

'‘Add' button on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Numi, Delete Read

‘Delete’ Link on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Numi, Edit Read

'Edit' Link on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Numi, Index Read

‘Numi' tab on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Numi, Delete Update

'‘Delete Record' button on ADMINISTRATION SECTION
- Background Processors Delete page (Background
Processors Submenu).

Numi, Edit Update

'‘Save' button on ADMINISTRATION SECTION -
Background Processors Add/Edit page (Background
Processors Submenu).

http://tempuri.org/IAdministrativeFunctions/GetDomain
S

http://tempuri.org/IAdministrative Functions/GetCurrent
Domain

http://tempuri.org/IAdministrativeFunctions/GetRoles

http://tempuri.org/IAdministrativeFunctions/GetBulkPoli
cies

http://tempuri.org/IAdministrativeFunctions/GrantPermi
ssion

http://tempuri.org/IAdministrativeFunctions/RevokePer
mission

Functions used in the Administration Section, Add/Edit
BMS User and Edit BMS Site submenus.
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http://tempuri.org/IAdministrativeFunctions/GetDomain
http://tempuri.org/IAdministrativeFunctions/GetCurrent
http://tempuri.org/IAdministrativeFunctions/GetRoles
http://tempuri.org/IAdministrativeFunctions/GetBulkPoli
http://tempuri.org/IAdministrativeFunctions/GrantPermi
http://tempuri.org/IAdministrativeFunctions/RevokePer

Operation Name

Operation Description

http://tempuri.org/IAdministrativeFunctions/GetRoleBy
Name

http://tempuri.org/IAdministrativeFunctions/GetPermiss
ionsByResourceType

http://tempuri.org/IAdministrativeFunctions/GetAllUser
sAndDomain

http://tempuri.org/IAdministrativeFunctions/GetAllUser
Roles

http://tempuri.org/IAdministrativeFunctions/AssignUser

http://tempuri.org/IAdministrativeFunctions/DeassignU
ser

http://tempuri.org/IAdministrativeFunctions/GetPolicy

http://tempuri.org/IAdministrativeFunctions/ClearPermi
ssionsForResource

http://tempuri.org/IAdministrativeFunctions/AddActionE
ntityType

http://tempuri.org/IAdministrative Functions/AddOperati
on

http://tempuri.org/IAdministrativeFunctions/AddRole

http://tempuri.org/IAdministrativeFunctions/AddTask

http://tempuri.org/IAdministrative Functions/AssignOper
ations

http://tempuri.org/IAdministrative Functions/AssignRole

http://tempuri.org/IAdministrativeFunctions/ChangeUse
rPassword

http://tempuri.org/IAdministrativeFunctions/DeassignO
perations

http://tempuri.org/IAdministrativeFunctions/DeassignR
ole

http://tempuri.org/IAdministrative Functions/DeleteActio
nEntityType

http://tempuri.org/IAdministrativeFunctions/DeleteOper
ation

http://tempuri.org/IAdministrativeFunctions/DeletePerm
issionForResourceAndOperation

http://tempuri.org/IAdministrativeFunctions/DeletePerm
issionsForResourcesAndOperations

http://tempuri.org/IAdministrativeFunctions/DeleteRole

http://tempuri.org/IAdministrativeFunctions/DeleteTask

http://tempuri.org/IAdministrativeFunctions/GetActionE
ntityTypes

http://tempuri.org/IAdministrativeFunctions/GetAvailabl
eDomains

http://tempuri.org/IAdministrativeFunctions/GetCallerls
SuperUser

http://tempuri.org/IAdministrativeFunctions/GetConnec
tedRolesAndOperations

http://tempuri.org/IAdministrativeFunctions/GetEntity Ty
pes

http://tempuri.org/IAdministrativeFunctions/GetOperati
onByName

http://tempuri.org/IAdministrativeFunctions/GetOperati
onByNameExcludingld
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http://tempuri.org/IAdministrativeFunctions/GetRoleBy
http://tempuri.org/IAdministrativeFunctions/GetPermiss
http://tempuri.org/IAdministrativeFunctions/GetAllUser
http://tempuri.org/IAdministrativeFunctions/GetAllUser
http://tempuri.org/IAdministrativeFunctions/AssignUser
http://tempuri.org/IAdministrativeFunctions/DeassignU
http://tempuri.org/IAdministrativeFunctions/GetPolicy
http://tempuri.org/IAdministrativeFunctions/ClearPermi
http://tempuri.org/IAdministrativeFunctions/AddActionE
http://tempuri.org/IAdministrativeFunctions/AddOperati
http://tempuri.org/IAdministrativeFunctions/AddRole
http://tempuri.org/IAdministrativeFunctions/AddTask
http://tempuri.org/IAdministrativeFunctions/AssignOper
http://tempuri.org/IAdministrativeFunctions/AssignRole
http://tempuri.org/IAdministrativeFunctions/ChangeUse
http://tempuri.org/IAdministrativeFunctions/DeassignO
http://tempuri.org/IAdministrativeFunctions/DeassignR
http://tempuri.org/IAdministrativeFunctions/DeleteActio
http://tempuri.org/IAdministrativeFunctions/DeleteOper
http://tempuri.org/IAdministrativeFunctions/DeletePerm
http://tempuri.org/IAdministrativeFunctions/DeletePerm
http://tempuri.org/IAdministrativeFunctions/DeleteRole
http://tempuri.org/IAdministrativeFunctions/DeleteTask
http://tempuri.org/IAdministrativeFunctions/GetActionE
http://tempuri.org/IAdministrativeFunctions/GetAvailabl
http://tempuri.org/IAdministrativeFunctions/GetCallerIs
http://tempuri.org/IAdministrativeFunctions/GetConnec
http://tempuri.org/IAdministrativeFunctions/GetEntityTy
http://tempuri.org/IAdministrativeFunctions/GetOperati
http://tempuri.org/IAdministrativeFunctions/GetOperati

Operation Name

Operation Description

http://tempuri.org/IAdministrativeFunctions/GetOperati
ons

http://tempuri.org/IAdministrativeFunctions/GetRoleBy
NameExcludingld

http://tempuri.org/IAdministrativeFunctions/GetRoleDef
inition

http://tempuri.org/IAdministrativeFunctions/GetRolesD
efinitionintersect

http://tempuri.org/IAdministrativeFunctions/GetRoleUs
ers

http://tempuri.org/IAdministrative Functions/GetSubscri
ptions

http://tempuri.org/IAdministrativeFunctions/GetTaskBy
Name

http://tempuri.org/IAdministrativeFunctions/GetTaskBy
NameExcludingld

http://tempuri.org/IAdministrativeFunctions/GetTaskDe
finition

http://tempuri.org/IAdministrativeFunctions/GetTasks

http://tempuri.org/IAdministrativeFunctions/GetUserBy
Sid

http://tempuri.org/IAdministrativeFunctions/GetUserBy
UserName

http://tempuri.org/IAdministrativeFunctions/GetUserDef
inedRoles

http://tempuri.org/IAdministrativeFunctions/GetUserGr
oupld

http://tempuri.org/IAdministrativeFunctions/GetUserRol
es

http://tempuri.org/IAdministrativeFunctions/InsertPermi
ssionForResourceAndOperation

http://tempuri.org/IAdministrativeFunctions/InsertPermi
ssionsForResourcesAndOperations

http://tempuri.org/IAdministrativeFunctions/InsertReso
urce

http://tempuri.org/IAdministrativeFunctions/IsChild

http://tempuri.org/IAdministrativeFunctions/RefreshCac
he

http://tempuri.org/IAdministrativeFunctions/SearchUser
S

http://tempuri.org/IAdministrativeFunctions/SetCurrent
Domain

http://tempuri.org/IAdministrativeFunctions/Syncronize
AllSubscribers

http://tempuri.org/IAdministrativeFunctions/UpdateOpe
ration

http://tempuri.org/IAdministrativeFunctions/UpdateRole

http://tempuri.org/IAdministrativeFunctions/UpdateTas
k

Patient, Admission Read

Placement list.

‘Edit' link from the Home page, Patients Pending

Patient, Select Read

'‘Add New Patient' link from the Home page, Patients
Pending Placement section.

Patient, Admission Update

Placement page.

‘Submit' button from ADD/EDIT Patients Pending
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http://tempuri.org/IAdministrativeFunctions/GetOperati
http://tempuri.org/IAdministrativeFunctions/GetRoleBy
http://tempuri.org/IAdministrativeFunctions/GetRoleDef
http://tempuri.org/IAdministrativeFunctions/GetRolesD
http://tempuri.org/IAdministrativeFunctions/GetRoleUs
http://tempuri.org/IAdministrativeFunctions/GetSubscri
http://tempuri.org/IAdministrativeFunctions/GetTaskBy
http://tempuri.org/IAdministrativeFunctions/GetTaskBy
http://tempuri.org/IAdministrativeFunctions/GetTaskDe
http://tempuri.org/IAdministrativeFunctions/GetTasks
http://tempuri.org/IAdministrativeFunctions/GetUserBy
http://tempuri.org/IAdministrativeFunctions/GetUserBy
http://tempuri.org/IAdministrativeFunctions/GetUserDef
http://tempuri.org/IAdministrativeFunctions/GetUserGr
http://tempuri.org/IAdministrativeFunctions/GetUserRol
http://tempuri.org/IAdministrativeFunctions/InsertPermi
http://tempuri.org/IAdministrativeFunctions/InsertPermi
http://tempuri.org/IAdministrativeFunctions/InsertReso
http://tempuri.org/IAdministrativeFunctions/IsChild
http://tempuri.org/IAdministrativeFunctions/RefreshCac
http://tempuri.org/IAdministrativeFunctions/SearchUser
http://tempuri.org/IAdministrativeFunctions/SetCurrent
http://tempuri.org/IAdministrativeFunctions/Syncronize
http://tempuri.org/IAdministrativeFunctions/UpdateOpe
http://tempuri.org/IAdministrativeFunctions/UpdateRole
http://tempuri.org/IAdministrativeFunctions/UpdateTas

Operation Name

Operation Description

rep, Active Admission Orders Report

Access the Active Admission Orders Report.

rep, Active Discharge Orders Report

Access the Active Discharge Orders Report.

rep, Active Transfer Orders Report

Access the Active Transfer Orders Report.

rep, Antic Discharge Orders Report

Access the Antic Discharge Orders Report.

rep, BED AVAILABILITY STATUS REPORT

Access the BED AVAILABILITY STATUS REPORT.

rep, Bed Specialty Report

Access the Bed Specialty Report.

rep, Bed Specialty Roster

Access the Bed Specialty Roster.

rep, Bed Summary Report

Access the Bed Summary Report.

rep, Bed Turnaround Time Report

Access the Bed Turnaround Time Report.

rep, Beds Out of Service Report (All)

Access the Beds Out of Service Report (All).

rep, Beds Out of Service Report (By Date)

Access the Beds Out of Service Report (By Date).

rep, Discharges In Progress

Access the Discharges In Progress.

rep, Emergency Management Evacuation Report

Access Emergency Management Evacuation Report

rep, Ilcon Usage Report

Access the Icon Usage Report

rep, Patient Inquiry

Access the Patient Inquiry report.

rep, Patient Movement Report

Access the Patient Movement Report.

rep, Patient Movements by Date

Access the Patient Movements by Date.

rep, Patients w Discharge Appointments

Access the Patients w Discharge Appointments.

rep, Scheduled Admissions by Date

Access the Scheduled Admissions by Date.

rep, Scheduled Admissions Report

Access the Scheduled Admissions Report.

rep, VISN Bed Summary Report

Access VISN Bed Summary Report

rep, VISN Network Active Report

Access the VISN Network Active Report.

rep, VISN Network Audit Report

Access the VISN Network Audit Report.

rep, VISN Network Contract Report

Access the VISN Network Contract Report.

rep, VISN Network Disposition Report

Access the VISN Network Disposition Report.

rep, Wait List Status Report

Access the Patients Pending Placement Status Report.

Reports, Index Read

'Submit' buttons from the Home page corresponding to
the reports.

SiteOptions, Index Read

Home page, Site Options link.

SiteOptions, EvacuationConfirmation Read

Access to Evacuation Confirmation page.

SiteOptions, Index Update

‘Submit' button from Site Options page.

SiteOptions, EvacuationConfirmation Update

‘Save' button from Evacuation Confirmation page.

Transfer, AddTransfer Read

VISN page, Add New Patient button, Submit button from
the Select Patient page.

Transfer, EditTransfer Read

‘Edit' link from the VISN page, Patients in Community
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Operation Name

Operation Description

Hospitals list.

Transfer, FinalizeTransfer Read

'Finalize' link from the VISN page, Patients in Community
Hospitals list.

Transfer, Index Read

VISN page, Add New Patient button.

Transfer, AddTransfer Update

VISN page, Add New Patient button, Submit button from
the Select Patient page, and Submit button from the
Enter Patient Data page.

Transfer, EditTransfer Update

‘Edit' link from the VISN page's Patients in Community
Hospitals list and then Submit button.

Transfer, FinalizeTransfer Update

'Finalize' link from the VISN page's Patients in
Community Hospitals list and then Submit button from
the Finalize Patient Data page.

UnavailableReason, Delete Read

'‘Delete’ link from the Bed Board Site Unavailable Reason
page's list.

UnavailableReason, Edit Read

'Edit' link from the Bed Board Site Unavailable Reason
page's list.

UnavailableReason, Index Read

Site Options, Unavailable Reason Add/Edit link.

UnavailableReason, Delete Update

'Delete’ link from the Bed Board Site Unavailable Reason
page's list and then 'Delete Record' button.

UnavailableReason, Edit Update

'Edit' link from the Bed Board Site Unavailable Reason
page's list and then Submit button.

UnavailableReason, Index Update

'‘Add' button from the Bed Board Site Unavailable
Reason page.

UserConfiguration, Index Read

Site Options, Add/Edit BMS User link.

UserConfiguration, SearchUser Read

'Find and Save' buttons from the 'Select user' page
(‘Select Existing NT User Name' button from the Site
Options, 'Add/Edit BMS User' link ).

UserConfiguration, SelectUser Read

'Select Existing NT User Name' button from the Site
Options - Add/Edit BMS User page.

UserConfiguration, Index Update

‘Submit’ button from the Site Options - Add/Edit BMS
User page.

Vistalntegration, Audit Read

‘Audit' tab on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu) and 'Filter By' button from the 'Audit' tab.

Vistalntegration, Categories Read

‘VistA Integration' tab on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Vistalntegration, DeleteScheduler Read

'Add new scheduler' link and select a scheduled name
from the 'Scheduled' tab.

Vistalntegration, Index Read

‘Background Processors' link on ADMINISTRATION
SECTION.

Vistalntegration, Schedulers Read

'Schedulers' tab on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Vistalntegration, TestMDW SConnection Read

"TestMDW SConnection' button from the 'VistA Sites' tab.

Vistalntegration, TestODBCConnection Read

"TestODBCConnection' button from the 'VistA Sites' tab.

Vistalntegration, VistASites Read

'VistA Sites' tab on ADMINISTRATION SECTION -
Background Processors page (Background Processors
Submenu).

Vistalntegration, Categories Update

‘Save and Run' buttons from the 'VistA Integration' tab.

Vistalntegration, DeleteScheduler Update

'‘Delete’ link from the 'Scheduled' tab and then 'Delete
Record' button.
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Operation Name

Operation Description

Vistalntegration, Schedulers Update

'Save' button from the 'Scheduled' tab.

Vistalntegration, VistASites Update

'Save' button from the 'VistA Sites' tab.

WaitingArea, Delete Read

‘Delete’ link from the Patient Waiting Areas page's list of
Current Waiting Areas.

WaitingArea, Edit Read

‘Edit' link from the Patient W aiting Areas page's list of
Current Waiting Areas.

WaitingArea, Index Read

Site Options, Waiting Area Add/Delete link.

WaitingArea, DeleteAction Update

'Delete’ link from the Patient Waiting Areas page's list of
Current Waiting Areas and then 'Delete Record button.

WaitingArea, Edit Update

'Edit' link from the Patient Waiting Areas page's list of
Current Waiting Areas and then Submit button.

WaitingArea, Index Update

'‘Add' button from the Patient Waiting Areas page.

WardConfiguration, Delete Read

'‘Delete’ link from the Bed Board Ward Configuration,
Current Vista Wards list.

WardConfiguration, Index Read

Site Options, Vista Ward Add/Edit link.

WardConfiguration, Index Update

Site Options, Vista Ward Add/Edit link, Save button.

WardConfiguration, DeleteWard Update

Site Options, Vista Ward Add/Edit link, Delete operation.

WardOccupancy, Index Read

‘Submit' button from the Home page corresponding to the
Ward Occupancy.

WardW hiteboard, Edit Read

Click on a link from the BED column from WARD
Whiteboard Report.

WardW hiteboard, EditPT Read

Click on a link from the PT column from the WARD
Whiteboard Report.

WardW hiteboard, Index Read

Home page, 'Ward Whiteboard' link.

WardW hiteboard, NotifyChange Read

Click on a link from the BED column from WARD
Whiteboard Report and then on the Submit button.

WhiteboardStaff, Index Read

Click on the checkbox from the STAFF column from the
WARD Whiteboard Home.

WardW hiteboard, ShowReport Read

'‘Export Report' link from the right of the WARD
Whiteboard Home page or WARD W hiteboard Report
page, Export Report.

WardW hiteboard, Submit Read

‘Submit' button from the WARD W hiteboard Home page.

WardW hiteBoard, WardW hiteBoard Read

Home page, 'Ward Whiteboard' link, Submit button from
the WARD W hiteboard Home.

WardW hiteboard, ClearAll Read

Click on a link from the BED column from WARD
Whiteboard Report and then click on the button 'Clear
ALL Comments For ALL Wards Associate To This
Bed...".

WardW hiteBoard, WardW hiteBoard Update

Click on a staff name from the STAFF column from the
WARD WhiteBoard Report and then click on the image
'Save Staff'.

WhiteboardStaff, Index Update

Click on the checkbox from the STAFF column from
WARD Whiteboard Report and then on the 'Save' button.

WardW hiteboard, Edit Update

Click on a link from the BED column from WARD

Whiteboard Report and then on the Submit button.
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7.3 Task Definitions

To view the definition of a task, select Task definitions from the left-hand panel of the main Policy
Manager window and in the list in the right-hand area, double-click the task to display the following

dialog window.

-
Task Definition Properties

X

| General | Definition |

=P Name:
v I Account, Read

Description:

Applies to the resource types:

\

\
[¥] HL7-RIM-V3-DOMAIN
[¥] HL7-RIM-V3-Person
[ [igle%RIM-V}PIace

[ MHL7-RIM-V3-Organization

‘ < 1
L

| ok || Ccancel

Apply

~

Figure 64 - Task Definition

To determine what resource type the task refers to, select one or more of the elements in the “Applies to

resource types ” area.

To view the operations that need to be performed in order to complete the task, select the Definition tab to

display it as in the following image:
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,~ N 3 [ zg |\
Task Definition Properties D )
Defintion
The operations that define this task:

Name Type Description

) BedBoard, ChangeFaciity Read  Operation BedBoardCc

{{} BedBoard. Index Read Operation BedBoardCc

_4_|[ I _)J
Add... Remove
OK Cancel Apply

" V'

Figure 65 - Operations Defining a Task

Use the Add and Remove buttons to add or remove operations from the list.
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A list with all the tasks, along with corresponding operations of the BMS application, is presented below:

Table 28 - BMS Tasks

Task Name

Task Description

Operation Name

Admin, Read

Admin Read permission, user has the right only to view
data.

Admin, AddEditUser Read

Admin, FacilityEdit Read

Admin, Index Read

Admin, SelectUser Read

Admin, SisterSiteAddEdit Read

Admin, AddUserOperations Read

Admin, RemoveUsers Read

Admin, SearchUser Read

Admin, SearchUsers Read

Admin, ClearCache Read

Admin, Update

Admin Update permission, user has the right to modify
data.

Admin, AddEditUser Update

Admin, FacilityEdit Update

Admin, SisterSiteAddEdit Update

Admin, AddUserOperations Update

Admin, RemoveUserOperations Update

AdminComments, Read

AdminComments Read Read permission, user has the
right only to view data.

AdminComments, Delete Read

AdminComments, Edit Read

AdminComments, Index Read

AdminComments, Update

AdminComments Update permission, user has the right
to modify data.

AdminComments, Index Update

Adminlcon, Read

Adminlcon Read permission, user has the right only to
view data.

Adminlcon, Delete Read

Adminlcon, Edit Read

Adminlcon, Index Read

Adminlcon, Search Read

Adminlcon, ViewlconReport Read

Adminlcon, Update

Adminlcon Update permission, user has the right to
modify data.

Adminlcon, Delete Update

Adminlcon, Edit Update
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Task Name

Task Description

Operation Name

Adminlcon, Index Update

AdminSpecialtyAssociation, Read

AdminSpecialtyAssociation Read permission, user has
the right only to view data.

AdminSpecialtyAssociation, Delete Read

AdminSpecialtyAssociation, Index Read

AdminSpecialtyAssociation, Update

AdminSpecialtyAssociation Update permission, user
has the right to modify data.

AdminSpecialtyAssociation, Delete Update

AdminSpecialtyAssociation, Index Update

AdminUnavailableReason, Read

AdminUnavailableReason Read permission, user has
the right only to view data.

AdminUnavailableReason, Delete Read

AdminUnavailableReason, Edit Read

AdminUnavailableReason, Index Read

AdminUnavailableReason, Update

AdminUnavailableReason Update permission, user has
the right to modify data.

AdminUnavailableReason, Delete Update

AdminUnavailableReason, Edit Update

AdminUnavailableReason, Index Update

AdminWaitingArea, Read

AdminWaitingArea Read permission, user has the right
only to view data.

AdminWaitingArea, Delete Read

AdminWaitingArea, Edit Read

AdminWaitingArea, Index Read

AdminWaitingArea, Update

AdminWaitingArea Update permission, user has the
right to modify data.

AdminWaitingArea, DeleteAction Update

AdminWaitingArea, Edit Update

AdminWaitingArea, Index Update

AdminW hiteboardReport, Read

AdminW hiteboardReport Read permission, user has the
right only to view data.

AdminW hiteboardReport, Delete Read

AdminW hiteboardReport, Edit Read

AdminW hiteboardReport, Index Read

AdminW hiteboardReport, Update

AdminW hiteboardReport Update permission, user has
the right to modify data.

AdminW hiteboardReport, Delete Update

AdminW hiteboardReport, Edit Update

AdtOrderableltems, Read

AdtOrderableltems Read permission, user has the right
only to view data.

AdtOrderableltems, Index Read

AdtOrderableltems, Update

AdtOrderableltems Update permission, user has the
right to modify data.

AdtOrderableltems, Delete Update

AdtOrderableltems, Index Update

BackgroundProcessors, Read

BackgroundProcessors Read permission, user has the
right only to view data.

BackgroundProcessors, Index Read

BackgroundProcessors, Update

BackgroundProcessors Update permission, user has
the right to modify data.

BackgroundProcessors, Index Update

AuditLogReport, Read

AuditLogReport Read permission, user has the right

AuditLogReport, Index Read
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Task Name

Task Description

Operation Name

only to view data.

rep, Audit Log Report

BedBoard, Read

BedBoard Read permission, user has the right only to
view data.

BedBoard, ChangeFacility Read

BedBoard, Index Read

BedBoard, ShowFacilityBedSummaryReport Read

BedBoard, ShowVISNBedSummaryReport Read

BedBoardModule, Read

BedBoardModule Read permission, user has the right
only to view data.

BedBoardModule, Index Read

BedBoardModule, Update

BedBoardModule Update permission, user has the right
to modify data.

BedBoardModule, Index Update

BedInformation, Read

BedInformation Read permission, user has the right
only to view data.

BedInformation, Index Read

BedInformation, ClearAll Read

BedInformation, NotifyChange Read

BedInformation, Update

BedInformation Update permission, user has the right to
modify data.

BedInformation, Index Update

ContingencySettings, Read

ContingencySettings Read permission, user has the
right only to view data.

ContingencySettings, Index Read

ContingencySettings, Update

ContingencySettings Update permission, user has the
right to modify data.

ContingencySettings, Index Update

DischargeClinic, Read

DischargeClinic Read permission, user has the right
only to view data.

DischargeClinic, Index Read

DischargeClinic, Update

DischargeClinic Update permission, user has the right
to modify data.

DischargeClinic, Delete Update

DischargeClinic, Index Update

EmsBedStatusAdmin, EMS Supervisor

EmsBedStatusAdmin EMS Supervisor permission, user
has the right to re-assign the bed cleaning to another
person and to batch assign the cleaning to a person.

EmsBedStatusAdmin, EMS Supervisor Read/Update

EmsBedStatusAdmin, EMSBatchAssign Read

EmsBedStatusAdmin, EMSBatchAssign Update

EmsBedStatusAdmin, Read

EmsBedStatusAdmin Read permission, user has the
right only to view data.

EmsBedStatusAdmin, Edit Read

EmsBedStatusAdmin, Index Read

EmsBedStatusAdmin, SaveConfirmation Read

EmsBedStatusAdmin, Update

EmsBedStatusAdmin Update permission, user has the
right to modify data.

EmsBedStatusAdmin, Edit Update

EMSMobile, Read

EMSMobile Read permission, user has the right only to

EMSMobile, EMSList Read
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Task Name

Task Description

Operation Name

view data.

EMSMobile, Users Read

EMSMobile, Update

EMSMobile Update permission, user has the right to
modify data.

EMSMobile, EMSList Update

EMSMobile, Users Update

EmsNotification, Read

EmsNoatification Read permission, user has the right
only to view data.

EmsNotification, AddEdit Read

EmsNotification, AddEditAction Read

EmsNotification, Delete Read

EmsNotification, Index Read

EmsNotification, Update

EmsNotification Update permission, user has the right
to modify data.

EmsNotification, DeleteAction Update

EmsNotification, Index Update

EmsStaff, Read

EmsStaff Read permission, user has the right only to
view data.

EmsStaff, Delete Read

EmsStaff, Edit Read

EmsStaff, Index Read

EmssStaff, Update

EmsStaff Update permission, user has the right to
modify data.

EmsStaff, Delete Update

EmsStaff, Edit Update

EventNotification, Read

EventNotification Read permission, user has the right
only to view data.

EventNotification, AddConfirmation Read

EventNotification, AddEdit Read

EventNotification, EditConfirmation Read

EventNotification, Index Read

EventNotification, Update

EventNotification Update permission, user has the right
to modify data.

EventNotification, Index Update

Exception, Read

Exception Read permission, user has the right only to
view data.

Exception, Index Read

FacilityDiversion, Read

FacilityDiversion Read permission, user has the right
only to view data.

FacilityDiversion, Add Read

FacilityDiversion, AddConfirmation Read

FacilityDiversion, Edit Read

FacilityDiversion, EditConfirmation Read

FacilityDiversion, FilterDiversions Read

FacilityDiversion, Index Read

FacilityDiversion, Update

FacilityDiversion Update permission, user has the right
to modify data.

FacilityDiversion, Index Update
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Task Name

Task Description

Operation Name

FacilitySettings, Read

FacilitySettings Read permission, user has the right
only to view data.

FacilitySettings, Index Read

FacilitySettings, Update

FacilitySettings Update permission, user has the right to
modify data.

FacilitySettings, Index Update

Home, Read

Home Read permission, user has the right only to view
data.

Home, Index Read

Home, Index2 Read

Home, Patientinquiry Read

Home, RemoveAdmission Read

Home, UndoRemoveAdmission Read

Home, Update

Home Update permission, user has the right to modify
data.

Home, RemoveAdmissionPost Update

Home, UndoRemoveAdmissionPost Update

IconLegend, Read

IconLegend Read permission, user has the right only to
view data.

IconLegend, Index Read

IconLibrary, Read

IconLibrary Read permission, user has the right only to
view data.

IconLibrary, Edit Read

IconLibrary, Index Read

IconLibrary, ResetConfirmation Read

IconLibrary, Update

IconLibrary Update permission, user has the right to
modify data.

IconLibrary, Edit Update

IconLibrary, Index Update

IconLibrary, ResetConfirmation Update

Information, Read

Information Read permission, user has the right only to
view data.

Information, Index Read

MaintainMarquee, Read

MaintainMarquee Read permission, user has the right
only to view data.

MaintainMarquee, Index Read

MaintainMarquee, Update

MaintainMarquee Update permission, user has the right
to modify data.

MaintainMarquee, ChangeMarquee Update

NationalAndRegional, Read

NationalAndRegional Read permission, user has the
right only to view data.

NationalAndRegional, Index Read

NewEvents, Read

NewEvents Read permission, user has the right only to
view data.

NewEvents, Index Read

Numi, Read

NUMI Read permission, user has the right only to view
data.

Numi, Add Read

Numi, Delete Read
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Task Name

Task Description

Operation Name

Numi, Edit Read

Numi, Index Read

Numi, Update

NUMI Update permission, user has the right to modify
data.

Numi, Delete Update

Numi, Edit Update

PAP, User

PAP permission, the right to access methods exposed
by PAP service.

http://tempuri.org/IAdministrativeFunctions/GetDomains

http://tempuri.org/IAdministrativeFunctions/GetCurrentD
omain

http://tempuri.org/IAdministrativeFunctions/GetRoles

http://tempuri.org/IAdministrativeFunctions/GetBulkPolic
ies

http://tempuri.org/IAdministrativeFunctions/GrantPermis
sion

http://tempuri.org/IAdministrativeFunctions/RevokePerm
ission

http://tempuri.org/IAdministrativeFunctions/GetRoleByN
ame

http://tempuri.org/IAdministrativeFunctions/GetPermissi
onsByResourceType

http://tempuri.org/IAdministrativeFunctions/GetAllUsers
AndDomain

http://tempuri.org/IAdministrativeFunctions/GetAllUserR
oles

http://tempuri.org/IAdministrativeFunctions/AssignUser

http:/tempuri.org/IAdministrativeFunctions/DeassignUs
er

http://tempuri.org/IAdministrativeFunctions/GetPolicy

http://tempuri.org/IAdministrativeFunctions/ClearPermis
sionsForResource

http://tempuri.org/IAdministrativeFunctions/AddActionEn
tityType

http:/tempuri.org/IAdministrativeFunctions/AddOperatio
n

http://tempuri.org/IAdministrativeFunctions/AddRole

http://tempuri.org/IAdministrativeFunctions/AddTask

http://tempuri.org/IAdministrativeFunctions/AssignOpera
tions

http://tempuri.org/IAdministrativeFunctions/AssignRole

http://tempuri.org/IAdministrativeFunctions/ChangeUser
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http://tempuri.org/IAdministrativeFunctions/GetDomains
http://tempuri.org/IAdministrativeFunctions/GetCurrentD
http://tempuri.org/IAdministrativeFunctions/GetRoles
http://tempuri.org/IAdministrativeFunctions/GetBulkPolic
http://tempuri.org/IAdministrativeFunctions/GrantPermis
http://tempuri.org/IAdministrativeFunctions/RevokePerm
http://tempuri.org/IAdministrativeFunctions/GetRoleByN
http://tempuri.org/IAdministrativeFunctions/GetPermissi
http://tempuri.org/IAdministrativeFunctions/GetAllUsers
http://tempuri.org/IAdministrativeFunctions/GetAllUserR
http://tempuri.org/IAdministrativeFunctions/AssignUser
http://tempuri.org/IAdministrativeFunctions/DeassignUs
http://tempuri.org/IAdministrativeFunctions/GetPolicy
http://tempuri.org/IAdministrativeFunctions/ClearPermis
http://tempuri.org/IAdministrativeFunctions/AddActionEn
http://tempuri.org/IAdministrativeFunctions/AddOperatio
http://tempuri.org/IAdministrativeFunctions/AddRole
http://tempuri.org/IAdministrativeFunctions/AddTask
http://tempuri.org/IAdministrativeFunctions/AssignOpera
http://tempuri.org/IAdministrativeFunctions/AssignRole
http://tempuri.org/IAdministrativeFunctions/ChangeUser

Task Name

Task Description

Operation Name

Password

http:/ftempuri.org/IAdministrativeFunctions/DeassignOp
erations

http://tempuri.org/IAdministrativeFunctions/DeassignRol
e

http://tempuri.org/IAdministrativeFunctions/DeleteAction
EntityType

http://tempuri.org/IAdministrativeFunctions/DeleteOpera
tion

http://tempuri.org/IAdministrativeFunctions/DeletePermi
ssionForResourceAndOperation

http://tempuri.org/IAdministrativeFunctions/DeletePermi
ssionsForResourcesAndOperations

http://tempuri.org/IAdministrativeFunctions/DeleteRole

http://tempuri.org/IAdministrativeFunctions/DeleteTask

http://tempuri.org/IAdministrativeFunctions/GetActionEn
tityTypes

http://tempuri.org/IAdministrativeFunctions/GetAvailable
Domains

http://tempuri.org/IAdministrativeFunctions/GetCallerlsS
uperUser

http://tempuri.org/IAdministrativeFunctions/GetConnect
edRolesAndOperations

http:/tempuri.org/IAdministrativeFunctions/GetEntity Typ
es

http://tempuri.org/IAdministrativeFunctions/GetOperatio
nByName

http://tempuri.org/IAdministrativeFunctions/GetOperatio
nByNameExcludingld

http://tempuri.org/IAdministrativeFunctions/GetOperatio
ns

http://tempuri.org/IAdministrativeFunctions/GetRoleByN
ameExcludingld

http://tempuri.org/IAdministrativeFunctions/GetRoleDefi
nition

http://tempuri.org/IAdministrativeFunctions/GetRolesDef
initionintersect

http:/tempuri.org/IAdministrativeFunctions/GetRoleUser
s

http://tempuri.org/IAdministrativeFunctions/GetSubscript
ions
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http://tempuri.org/IAdministrativeFunctions/DeassignOp
http://tempuri.org/IAdministrativeFunctions/DeassignRol
http://tempuri.org/IAdministrativeFunctions/DeleteAction
http://tempuri.org/IAdministrativeFunctions/DeleteOpera
http://tempuri.org/IAdministrativeFunctions/DeletePermi
http://tempuri.org/IAdministrativeFunctions/DeletePermi
http://tempuri.org/IAdministrativeFunctions/DeleteRole
http://tempuri.org/IAdministrativeFunctions/DeleteTask
http://tempuri.org/IAdministrativeFunctions/GetActionEn
http://tempuri.org/IAdministrativeFunctions/GetAvailable
http://tempuri.org/IAdministrativeFunctions/GetCallerIsS
http://tempuri.org/IAdministrativeFunctions/GetConnect
http://tempuri.org/IAdministrativeFunctions/GetEntityTyp
http://tempuri.org/IAdministrativeFunctions/GetOperatio
http://tempuri.org/IAdministrativeFunctions/GetOperatio
http://tempuri.org/IAdministrativeFunctions/GetOperatio
http://tempuri.org/IAdministrativeFunctions/GetRoleByN
http://tempuri.org/IAdministrativeFunctions/GetRoleDefi
http://tempuri.org/IAdministrativeFunctions/GetRolesDef
http://tempuri.org/IAdministrativeFunctions/GetRoleUser
http://tempuri.org/IAdministrativeFunctions/GetSubscript

Task Name

Task Description

Operation Name

http:/tempuri.org/IAdministrativeFunctions/GetTaskByN
ame

http://tempuri.org/IAdministrativeFunctions/GetTaskByN
ameExcludingld

http://tempuri.org/IAdministrativeFunctions/GetTaskDefi
nition

http://tempuri.org/|IAdministrativeFunctions/GetTasks

http://tempuri.org/IAdministrativeFunctions/GetUserBySi
d

http:/ftempuri.org/IAdministrativeFunctions/GetUserByU
serName

http://tempuri.org/IAdministrativeFunctions/GetUserDefi
nedRoles

http:/tempuri.org/IAdministrativeFunctions/GetUserGro
upld

http://tempuri.org/IAdministrativeFunctions/GetUserRole
S

http://tempuri.org/IAdministrativeFunctions/InsertPermis
sionForResourceAndOperation

http://tempuri.org/IAdministrativeFunctions/InsertPermis
sionsForResourcesAndOperations

http://tempuri.org/IAdministrativeFunctions/InsertResour
ce

http://tempuri.org/IAdministrative Functions/IsChild

http:/tempuri.org/IAdministrativeFunctions/RefreshCac
he

http://tempuri.org/IAdministrativeFunctions/SearchUsers

http://tempuri.org/IAdministrativeFunctions/SetCurrentD
omain

http://tempuri.org/IAdministrativeFunctions/SyncronizeA
lISubscribers

http:/tempuri.org/IAdministrativeFunctions/UpdateOper
ation

http://tempuri.org/IAdministrativeFunctions/UpdateRole

http://tempuri.org/IAdministrativeFunctions/UpdateTask

Patient, Read

Patient Read permission, user has the right only to view
data.

Patient, Admission Read

Patient, Select Read

Patient, Update

Patient Update permission, user has the right to modify
data.

Patient, Admission Update

Reporting Services, Fetch

Reporting Services Fetch permission, the right to bring

rep, Active Admission Orders Report
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http://tempuri.org/IAdministrativeFunctions/GetTaskByN
http://tempuri.org/IAdministrativeFunctions/GetTaskByN
http://tempuri.org/IAdministrativeFunctions/GetTaskDefi
http://tempuri.org/IAdministrativeFunctions/GetTasks
http://tempuri.org/IAdministrativeFunctions/GetUserBySi
http://tempuri.org/IAdministrativeFunctions/GetUserByU
http://tempuri.org/IAdministrativeFunctions/GetUserDefi
http://tempuri.org/IAdministrativeFunctions/GetUserGro
http://tempuri.org/IAdministrativeFunctions/GetUserRole
http://tempuri.org/IAdministrativeFunctions/InsertPermis
http://tempuri.org/IAdministrativeFunctions/InsertPermis
http://tempuri.org/IAdministrativeFunctions/InsertResour
http://tempuri.org/IAdministrativeFunctions/IsChild
http://tempuri.org/IAdministrativeFunctions/RefreshCac
http://tempuri.org/IAdministrativeFunctions/SearchUsers
http://tempuri.org/IAdministrativeFunctions/SetCurrentD
http://tempuri.org/IAdministrativeFunctions/SyncronizeA
http://tempuri.org/IAdministrativeFunctions/UpdateOper
http://tempuri.org/IAdministrativeFunctions/UpdateRole
http://tempuri.org/IAdministrativeFunctions/UpdateTask

Task Name Task Description Operation Name

the list of reports from Reporting Services. rep, Active Discharge Orders Report

rep, Active Transfer Orders Report

rep, Antic Discharge Orders Report

rep, BED AVAILABILITY STATUS REPORT

rep, Bed Specialty Report

rep, Bed Specialty Roster

rep, Bed Summary Report

rep, Bed Turnaround Time Report

rep, Beds Out of Service Report (All)

rep, Beds Out of Service Report (By Date)

rep, Discharges In Progress

rep, Emergency Management Evacuation Report

rep, lcon Usage Report

rep, Patient Inquiry

rep, Patient Movement Report

rep, Patient Movements by Date

rep, Patients w Discharge Appointments

rep, Scheduled Admissions by Date

rep, Scheduled Admissions Report

rep, VISN Bed Summary Report

rep, VISN Network Active Report

rep, VISN Network Audit Report

rep, VISN Network Contract Report

rep, VISN Network Disposition Report

rep, Wait List Status Report

Reports permission, user has the right only to view

Reports, Read data

Reports, Index Read

SiteOptions permission, user has the right only to view | SiteOptions, Index Read

SiteOptions, Read data. SiteOptions, EvacuationConfirmation Read

SiteOptions, Update SiteOptions Update permission, user has the right to SiteOptions, Index Update
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Task Name

Task Description

Operation Name

modify data.

SiteOptions, EvacuationConfirmation Update

Transfer, Read

Transfer permission, user has the right only to view
data.

Transfer, AddTransfer Read

Transfer, EditTransfer Read

Transfer, FinalizeTransfer Read

Transfer, Index Read

Transfer, Update

Transfer Update permission, user has the right to
modify data.

Transfer, AddTransfer Update

Transfer, EditTransfer Update

Transfer, FinalizeTransfer Update

UnavailableReason, Read

UnavailableReason Read permission, user has the right
only to view data.

UnavailableReason, Delete Read

UnavailableReason, Edit Read

UnavailableReason, Index Read

UnavailableReason, Update

UnavailableReason Update permission, user has the
right to modify data.

UnavailableReason, Delete Update

UnavailableReason, Edit Update

UnavailableReason, Index Update

UserConfiguration, Read

UserConfiguration permission, user has the right only to
view data.

UserConfiguration, Index Read

UserConfiguration, SearchUser Read

UserConfiguration, SelectUser Read

UserConfiguration, Update

UserConfiguration Update permission, user has the
right to modify data.

UserConfiguration, Index Update

Vistalntegration, Read

Vistalntegration permission, user has the right only to
view data.

Vistalntegration, Audit Read

Vistalntegration, Categories Read

Vistalntegration, DeleteScheduler Read

Vistalntegration, Index Read

Vistalntegration, Schedulers Read

Vistalntegration, TestMDW SConnection Read

Vistalntegration, TestODBCConnection Read

Vistalntegration, VistASites Read

Vistalntegration, Update

Vistalntegration Update permission, user has the right
to modify data.

Vistalntegration, Categories Update

Vistalntegration, DeleteScheduler Update

Vistalntegration, Schedulers Update
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Task Name

Task Description

Operation Name

Vistalntegration, VistASites Update

WaitingArea, Read

WaitingArea permission, user has the right only to view
data.

WaitingArea, Delete Read

WaitingArea, Edit Read

WaitingArea, Index Read

WaitingArea, Update

WaitingArea Update permission, user has the right to
modify data.

WaitingArea, DeleteAction Update

WaitingArea, Edit Update

WaitingArea, Index Update

WardConfiguration, Read

WardConfiguration permission, user has the right only
to view data.

WardConfiguration, Delete Read

WardConfiguration, Index Read

WardConfiguration, Update

WardConfiguration Update permission, user has the
right to modify data.

WardConfiguration, Index Update

WardConfiguration, DeleteWard Update

WardOccupancy, Read

WardOccupancy permission, user has the right only to
view data.

WardOccupancy, Index Read

WardW hiteboard, Read

WardW hiteboard permission, user has the right only to
view data.

WardW hiteboard, Edit Read

WardW hiteboard, EditPT Read

WardW hiteboard, Index Read

WardW hiteboard, NotifyChange Read

WhiteboardStaff, Index Read

WardW hiteboard, ShowReport Read

WardW hiteboard, Submit Read

WardW hiteBoard, WardW hiteBoard Read

WardW hiteboard, ClearAll Read

WardW hiteboard, Update

WardW hiteboard Update permission, user has the right
to modify data.

WardW hiteBoard, WardW hiteBoard Update

WhiteboardStaff, Index Update

WardW hiteboard, Edit Update
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7.4 Role Definitions

To view the actual definition of a BMS user role, from the Definitions folder select Role Definitions and
double click the role name in the main panel of Policy Manager: in the Role Definition Properties dialog
window, select the Definition tab to display it as in the following image:

~

- ‘
Role Definition Properties _
General Definition
The tasks and operations that define this role:

Name Type Description “
_\2 Account, Read Task | = l
<} Acount, Update Task L|
21 Admin, Read Task

<) Admin, Update Task

&) AdtOrderabletems, Read Task

< AdtOrderableltems, Update Task

] BedBoard, Read Task

) BedBoard, Update Task

) BedBoardModule, Read Task

] BedBoardModule, Update Task

<) Bedinformation, Read Task

<} Bedinformation, Update Task

M Ninahoemallinia_ Dand Taals 24

< |, n | »

Add... Remove
OK ‘ Cancel
L A

Figure 66 - Role Definition

7.5 Assigning a Role to a User
To assign one of the roles defined for BMS to a user follow the steps below.

From the main page of Policy Manager, from Role assignments folder select a role then right-click and
select “Assign Windows Users and Groups ”: the following dialog is displayed.
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.
Add Roles &

[softirfo vJ Fitter: Clear

Name Full Name o

(7] [38] softinfo\@IQPACS L3
[ [38] softinfo\_C_CoordSuport
] @ softinfo\_C_Dezvoltare
] @ softinfo\_C_Economic

] @ softinfo\_C_EconomicAlte
] @ softinfo\_C_EconomicBuc
] @ softinfo\_C_EconomicClyj
()] @ softinfo\_C_Economiclasi
(7] [ softinfo\_C_Medical

[7] (3] softinfo\_C_MedicalAtte
[ (8] softinfo\_C_MedicalBuc
] (3] softinfo\_C_MedicalCluj

7] (@] softinfo',_C_Medicallasi ) 5
<l m | »
Select Al Select None Refresh [ ok ]| Cancel |
. A

Figure 67 - Assigning Roles to Users

A list of users and user groups existing in the current domain are displayed. Use the arrow button of the
field in the upper left corner of the dialog to select the domain and the Filter field if necessary, and then
click each applicable check box to select the user or group of users for which you want to assign the
selected BMS role. Click OK to finalize the operation.

7.6 Adding a New Role

To add a new role, click the Add Role button from the main Policy Manager window or right-click Role
Definitions folder and select New Role Definition...: the following dialog window is displayed:
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- ‘
New Role Definition ‘i'

Description:

Cmviewpag&eoftheassigdeac&;

The tasks and operations that define this role:
N e Descriot

] BedBoard, Read Task
<] BedBoardModule, Read Task
7] Bedinformation, Read  Task
& DischargeClinic, Read  Task

) Home, Read Task
&} IconLegend, Read Task
& Information, Read Task
Z] NewEvents, Read Task
[ Add. || Remove |
| OK || Cancel
\ A

Figure 68 - New Role Definition

Enter the name of the new role and a short description.
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To add the tasks and operations that can be performed for this role click the Add button to display the

following dialog window:

™

-
Add Definitions

pXS

| Tasks (1) | Operations

Select the task definitions to add:

Name

("] &) Account, Read

("] |Z] Acount, Update

(7] |2 Admin, Read

("] &} Admin, Update

("] | &) AdtOrderableltems, Read
("] | AdtOrderableltems, Update
V] | & BedBoard, Update

("] |} BedBoardModule, Update

R

%21 BedInformation, Update
<

Description

UL

>

[.m

OK

Cancel

Figure 69 - Adding Tasks and Operations to a Role

Tasks and operations that can be performed within the BMS system are available in separate tabs. Select
the ones to be included in the definition of the current role (the number of selected tasks/operations will
be displayed in the corresponding tab title) then press OK: The selected tasks and operations will be
displayed in the New Role Definition dialog box. Press OK to add the role to the list of roles defined for
BMS: The Roles Definitions list will be updated to contain the new role.
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To add the new role to the Role Assignment folder, select the folder, right-click and select Assign Roles
to display the following dialog window:

o "\
Add Definitions X4
Roles (1)
Select the role definttions to add:
Name Description
E&@ SteGuest Can view pages of the assig...
oK || cancel

L v,

Figure 70 - Add Role to Role Assignments List

Select the role then press OK: The newly added role will be displayed in the Role Assignments list and
you will be able to assign the new role to BMS users.
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7.7 Adding a New Task

To add a new task, click the Add Task button from the main Policy Manager window or right-click Task
Definitions folder and select New Task Definition: The following dialog window is displayed:

K- A

New Task Definition &

Name:

NewEvents, Read
Dascikotion:
The operations that define this task:

Name Type Description

{3 NewEvents, Index Read Operation NewEventsController...

Add... || Remove
| Cance

Figure 71 - New Task Definition
Enter the name of the new task followed by read/write option and a short description.

Bed Management Solution (BMS) October 2013
Technical Manual 136 Version 1.3



To add the operations that define the Task, click the Add button to display the following dialog window:

Add Definitions L= |
Operations (1)
Select the operation definitions to add:
Name Description o
0 OMp:/Aempm.om/IMnhistrativeFmdi...
O Ohttp :/Aempuri.org/|Administrative Functi...
(71 €} IconLegend. Index Read IconLegendController, Index.
(7] €} Information, Index Read infomnationCortroler, Index (—
W o MaintainMarquee, ChangeMarquee Up... MaintainMarqueeController, .
(7] €} MaintainMarquee, Index Read MaintainMarqueeController, .
[”] & NationalAndRegional, Index Read NationalAndRegionalControl.
) NewEvents, Index Read NewEventsController, Index
FlaL} Patient, Admission Read PatientController, Admission . +
< | m »
OK Cancel

Figure 72 - Adding Operations to a Task

Select the operations that define the selected task then click OK to return to the New Task Definition
dialog box. Click OK to add the new task to the Task Definitions list.
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7.8 Adding a New Operation

To add a new operation, click the Add Operation button from the main Policy Manager window or right-
click Operation Definitions folder and select New Operation Definition: The following dialog window is

displayed.

e

New Operation Definition

P

\

Name:

Description:

NewEvents, Index Read

NewEventsController, Index (GET)

OK

Cancel

Enter the name of the new operation followed by read/write option and a short description.

Figure 73 - New Operation Definition

Click OK to add the new operation to the Operation Definitions list.
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7.9 BMS Roles

BMS users fall under the following categories:

Administrators: This type of user will customize the BMS settings according to the needs of a facility.
They will have access to the Site Options pages. This role refers to a group of users whose members are
the person(s) responsible for setting up BMS options for the current facility.

AuditLogUsers: This type of user will have access to Audit Log Report. This role cannot be used alone,
only together with another role.

EmsStaff: The EMS group of users will be allowed to edit and update the bed cleaning process but not
the other parts of the bed board. Any member of your EMS staff that will be interacting with BMS must
be in this group.

EMSSupervisorUsers: The EMS supervisor group of users will be allowed to view the requests for bed
clean operations, to filter existing requests by different criteria and to select requests in order to assign
them to EMS staff. This role cannot be used alone, only together with EmsStaff role.

Guests: The guest user will be allowed to generate the National Bed Availability report from
National/Regional page.

National Users/Regional Users: This type of user will have access to the National/Regional page only.
Site Users: This type of user only has access to the BMS facility page.

Support Users: This type of user will have access to the Administrative page of the BMS solution. They
configure the sites for the BMS facilities and grant access and read/write rights to the users.

VISN Users: This type of user will have access to the pages of different facilities within the VISN where
they have been granted access.
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8 Troubleshooting

This section contains information on common issues with using BMS solution and how those may be resolved.

Symptom 1
When you try to load the BMS application, one of the following error messages appear:

Server Error

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

Figure 74 - 500 Internal Server Error

Diagnoses and Solutions
Start the 11S Manager and check if the Application Pool Identity is set to the correct identity (bmsuser).

Symptom 2
When trying to load the BMS application, one of the following error messages appears:

- — — —
— —
—
-

e — s . -
Bed-Management-Solution
Y o
Login was unsuccessful. Please correct the errors and try again.

« Can't get the facilities: There was no endpoint listening at http://testaresoft2:17050/5TS/Windows that could accept the message. This is often caused by an incorrect address or SOAP action. See InnerException, if present, for more details.

Login

User name: | bmsuser

Password: eesssessssee
Faclity There are no facilities

(Required)
[Comea ]

(Go To Facity Bed Cleaning Page ([EMS Stafi Oy |

Figure 75 - There are no Facilities
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Diagnoses and Solutions
Go to the services’ machine and check if the BMS.ServiceHost service is stopped. Start the services.msc console and start the service.

Symptom 3
When trying to load the BMS application, one of the following error messages appears:

Unhandled Exception

An unhandled exception occurred. Please contact your system administrator with the below details.

Message:

There was no endpoint listening at hitp: /7 testaresoft2:17050/BMSConfigurationOperations that could accept the message. This is often caused by an incorrect address or SOAP action. See InnerException, if present, for more details,

Details:
The remote server returned an error: (404) Mot Found.

Figure 76 - Unhandled Exception

Diagnoses and Solutions
« Check if BMS.BMService service is stopped or SQL Server might also have stopped.
« (o to the SQL Server machine and start the SQL Server from the SQL Server Configuration Manager. Verify if the connection string to
the database server is set properly.
= Then go to the services’ machine, start the services.msc console and start the BMS.BMService service.
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Symptom 4
When trying to log-in to the BMS application, the following error is displayed:

Login was unsuccessful. Please correct the errors and try again.
* There was an error when trying to login: There was no endpoint listening at http://testaresoft2: 17050/BMSConfigurationOperations that could accept the message. This is often caused by an incorrect address or SOAP action. See InnerException, if present, for more details.

Login
User name: | bmsuser
Password: sessssssssse

ALBANY (528A8. ALN) -
ALBUQUERQUE (501, ABQ)
ALTOONA (503, ALT)
AMARILLO (504, AMA)
ANCHORAGE (463, ANC)
ANN ARBOR (506, AMM)
ASHEVILLE (637, ASH)
AUGUSTA (509, AUG)
BALTIMORE (512, BAL)
Facility |BATH (52846, BAN)

(Required) |BATTLE CREEK {515, BAC)

BAY PINES (516. BAY)

BECKLEY (517. BEC)

BEDFORD (518. BED)

BIG SPRING (519, BIG)

BILOXI (520, BIL)

BIRMINGHAM (521, BIR)

BOISE (531. 8O

BROCI (523A5, Bl

BRONX (526. BRX) -]

Connect

[ Go To Facity Bed Cleaning Pags (EMS Staff Crly).

Figure 77 - Login Unsuccessful
Diagnoses and Solutions
Check if BMS.BMService service is stopped. Go to the services’ machine, start the services.msc console and start the service.
Symptom 5
Data does not appear in the reports. Data does not get refreshed in the reports.
Diagnoses and Solutions

In SQL Configuration Manager, check if the SQL Server Agent is started, and if it isn’t start it; then, in the SQL Server Management Studio, check
if the BMS - Reports Full and BMS - Reports Incremental are deployed and run without errors. If the jobs are not deployed, install them.

Symptom 6
A report is missing from Other Reports section on the Facility Home Page (e.g. EMS Bed Status Report (Admin)).
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Select Report: Bed Summary Report El

Bed Summary Report
Bed Turnaround Time Report

mBeds Out of Service Report (By Date)
[ Beds Out of Service Report (All)
Past woaysScheduled Admissions by Date
Active Admission Orders Report
Patient Movements by Date
"Patients w/ Discharge Appointments
Antic Discharge Orders Report
o /\ctive Discharge Orders Report
e Discharges In Progress
aEm— Emergency Management Report

Pending Bed Placement Report
Active Transfer Orders Report

Figure 78 - EMS Bed Status Report is Missing
Diagnoses and Solutions
Check if the report is missing from the SQL Server Reporting Services. Go to the management web page and add the missing report (Upload File).
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Symptom 7

When trying to view one of the reports (other than the Other Reports) the following error appears:

Return to Previous Page

rsitemNotFound The item '/BMS/Others/Bed Specialty Report’ cannot be found. (rsitemNotFound)

Figure 79 - Report Cannot be Found
Diagnoses and Solutions

Check if the mentioned report is missing from the Reporting Services. Go to the management web page and add the specified report.
BMS Log Files

There are five log files available to anyone supporting the BMS system, the WinServiceHost, the SecurityHost, the BMS.ServiceHost, the
BMS.VI.ServiceHost and the WebTrace log.
« The WinServiceHost log file is named BMS-Services.log and its location is on the application server (vaausbmsmul25) D:\BMS\Bin.
« The SecurityHost log file is named BMS-Security.log and its location is on the application server (vaausbmsmul25) D:\BMS\Bin.
= The BMS.ServiceHost logfile is named BMS.trace.log and its location is on the application server (vaausbmsmul25) at
D:\BMS\Bin\BMS.

= The BMS.VI.ServiceHost logfile is named BMS.VI.trace.log and its location is on the application server (vaausbmsmul25) at
D:\BMS\Bin\BMS.

* The Web trace log is named WebTrace.log and its location is on the web server (vaausbmsweb25) at D:\BMS\BMS.Web.

These logs contain various types of information (informational, warnings, and errors) with the exception of the web trace log, which only contains
error messages.

There is no log file for MDWS, those errors are captured through our integration calls and posted in the BMS.ServiceHost log file (Trace.log).
These are bit more tricky to debug as in any attempt requires the exact parameters to be passed to MDWS.
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9 Appendix A-BMS Diagrams

9.1 Business Process Diagrams

Bed Managemeant Solution - Admit Patiznt to Pending Placemeant List

BMS Usar I N
Remowve
Admisslon
e —
Selert
er‘;"'ﬂ‘ Lag into Opticn Entersshior| | E""rr;d Submit
o BME e Add Last Masne Fequ Admbssion
of Bequest Patient Foeld=
[Arquiad Felde ans
[ 3 Fraasviing Probism,
§ T ol Bl Wi,
Waitng Area
Ly eal| rvme B pusduad
System
Recene [ .
Raguest for Mtify e Display BMS, Dixpler Display
Admigilan “"““’L::_’t“' Homa Page :m“;‘ I P’“":th
fram Wissh oo Cmatian

Figure 80 - Admit Patient to Pending Placement Business Process

VHA

BMS User

From VA Facility or
Community Hospital

Name, DOB, SSN, Admission Date, diagnosis, Bed

Requirement, Status, Disposition, Date Of Transfer
Request, Reason for Transfer, Originating Facility,

Sortable by: Orginating
Faciity, Requested Faciity,
Bed Type Needed,
Admission, Date of Transfer

Date of
Access)

Manage by Facility, VISN,
Regional, National
(Dependent on User Level of

Diagnosis
eceive :
: Select Option .
Notice of S Enter Patient
intontts. 1] Log into BMS — to Tfansfer Data
Patient In
Transfer In
System
Display
PresentBMS | | Patient || | Save Patient Forwardto |
Home Screen Information Information Admissions
Screen

Figure 81 - Transfer Patient Pending Placement Business Process
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Bad Manag Sabution - Display

Panding Placamant List

VHA

Urda
dptian

Figure 82 - Display and Update Pending Placement Business Process

Bed Management Sokution -
Display and Update Bed Status
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Figure 83 - Display and Update Bed Status Business Process
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Bed Management Solution -
Manage Bed Cleaning
BMS User
Update Bed
f 2 Pasient
pruemmmy e Sas
“ \ Manualy . Update Status .
= ReviewBed | | AcceptBed | f perombed | 1% e e Review
' F:Ieaningust [ for Cleaning [ Cleaning Shan [ Notfication
< |
g ‘
S"c.;'.?nf,? Information K} |Save Updated Save Clean Send
Notticaton | | B6910Be | | Bed Status Bed Status [ Notficaton
[r—
Figure 84 - Manage Bed Cleaning Business Process
Bed Management Solution
- Create Notifications
BMS User
Select Site Select EMS Create
O—. LogintoBMS | 1 " ion i Notfication
Select Event
Notification
g
3
System
Display Save
mpsms || | Notifications O o) Notification |—
e Screen Display Event Information
Notification | O
Page
*
Display EMS
Notification
Page

Figure 85 - Create Notification Business Process
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Bed Management Solution -

Create Patient Diversion
BMS User
Review Select *Add
i Select —  Curent vesl  Location | —— Edit Diversion [+ Select Add
O_' LogmoBIS | 1 piversion Diversion ' Names’
<
T
>
System
. Dis Display Edit
Display BMS | | Cur?:aan}; | Diversion |- gdd New ||
Home Page Dherson Streen Herson
Figure 86 - Create Facility Diversion Business Process
BMS User
Click
[Canbe skped sy Hyperink to
= w
/
/
Update
Select Ward Select Ward Review White
O——- LogintoBMS | — whiteBoard | 1 whiteBoard | ™1 Board Patient
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Bed Management Solution -
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9.2 Activity Diagram
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Figure 89 - BMS Overview Activity Diagram
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9.3 Functional Flow Diagram
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Figure 90 - BMS Overview Functional Flow Diagram
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9.4 Data Flow Diagram
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Figure 91 - BMS Overview Data Flow Diagram

9.5 Dallas NTX Local Policy Example
Below is an example of the BMS Whiteboard Kiosk mode setup by North Texas VAMC (NTX).

1. Create a VA Domain User Name and Password

Image a PC with the “One Off” VA Gold Image

Pull Network cable once image is completed

Log in as Administrator

Create a local user account on PC that matches the created VA Domain Account
Make local user Administrator (Temporary)

Log into PC as Local User

Take computer off of the domain and place into a work group

Delete The computer in Active Directory

10 Change Screen Saver to None

11. Change Power Options to Never Turn off the display and Never Put the computer to sleep

© o N gk wD
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12. Pull up the Run window (Windows button + R) and type in control userpasswords2
13. Uncheck the box next to Users must enter a user name and password to use this computer while

local user is highlighted
a. Inwindows 7 this check box is only available if the computer is not on a Domain.
14. Export “VA Internal Root” certificate from a computer on the Domain to a flash drive or other
media
15. Import the “VA Internal Root” Certificate to Trusted Root Certificate Authorities folder on the
BMS PC
16. Set Up a scheduled task to run at login to have the computer automatically go to the website
17. Completed registry edits in both 32 bit and 64 bit locations
18. Gpedit.msc
19. Take away admin rights
20. Reboot PC

Local Group Policy Changes:
User Configuration\Administrative Templates\System\Ctrl+Alt+Del Options

Remove TaskManager Enable
Remove Lock Computer Enable
Remove Change Password Enable
Remove Logoff Enable
User Configuration\Administrative Templates\Control Panel\Personalization
Enable Screen Saver Disabled

Registry Edits:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

DefaultDomainName REG_SZ (local computer name)
DefaultUserName REG_SZ (Local Username i.e. kioskuser)
DefaultPassword REG_SZ (Local user account's password)
AutoAdminLogon REG_SzZ 1

HKEY_LOCAL_ MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows
NT\CurrentVersion\Winlogon

DefaultDomainName REG_SZ (local computer name)
DefaultUserName REG_SZ (Local Username i.e. kioskuser)
DefaultPassword REG_SZ (Local user account's password)
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Internet Explorer\Restrictions
NoBrowserContextMenu REG_DWORD 1
NoFileOpen REG DWORD 1
NoOpenIinNewWnd REG DWORD 1
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10 Appendix B - Terms, Acronyms, and Abbreviations

Table 29 - Terms, Acronyms, and Abbreviations

Terms, Acronyms,
Abbreviations

Definitions

ASP Active Server Pages

BMS Bed Management Solution

CRUD Create, Read, Update, Delete

EIS Entity Identification Service

EMS Environmental Management Service
ETL Extract Transform Load

EVS Enterprise Vocabulary Service

IE Internet Explorer

s Internet Information Services

IRM Information Resources Management
MDO Medical Domain Objects

MDW S Medical Domain Web Services

MVC Model-View-Controller

NUMI National Utilization Management Integration
ODBC Open Database Connectivity

PAP Policy Administration Point

Patients Pending A queue of patients in need of beds at VA facilities
Placement

PDP Policy Decision Point

RS Reporting Services

SOA Service Oriented Architecture

SQL Structured Query Language

STS Secure Token Service

URI Uniform Resource Identifier

URL Uniform Resource Locator

VA Department of Veterans Affairs

VAMC VA Medical Center

VISN Veterans Integrated Service Network
VistA Veterans Health Information Systems and Technology Architecture
WCF Windows Communication Foundation
XAML Extensible Application Markup Language
XML eXtensible Markup Language

WMI Windows Management Instrumentation
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