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Artifact Rationale

This document describes the Deployment, Installation, Back-out, and Rollback Plan for new
products going into the VA Enterprise. The plan includes information about system support,
issue tracking, escalation processes, and roles and responsibilities involved in all those activities.
Its purpose is to provide clients, stakeholders, and support personnel with a smooth transition to
the new product or software, and should be structured appropriately, to reflect particulars of
these procedures at a single or at multiple locations.

Per the Veteran-focused Integrated Process (VIP) Guide, the Deployment, Installation, Back-out,
and Rollback Plan is required to be completed prior to Critical Decision Point #2 (CD #2), with
the expectation that it will be updated throughout the lifecycle of the project for each build, as
needed.

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide iii May 2019



Table of Contents

il PUI P OIS e 1
1.2 DEPENUENCIES ..coiiiiiiiiiiiieeeeee ettt 1
I T 0 0 Ko A = 11 1 £ TSR 2
2. Roles and RespoNnSIbIlItIeS......coiviiiiiiiiiiieicii e 3
3. DEPIOYMENT ..o 4
K T T T 4= 1 1= SR 4
3.2 Site ReadineSs ASSESSMENT ....cciiiiiiiiiiie e 4
3.2.2 Deployment Topology (Targeted ArchiteCture)........cccccevvvvviiiieneereennnns 7
3.2.3 Site Information (Locations, Deployment Recipients)............cccccuvuennee 7
K Y L (I e (=T o= L= £ [0 o TR 7
R S T 0 11 1 o = P 7
3.3. 1  FACHItY SPECITICS .uuuuuiiiiiiiiiiiiiiiiiiiiiiie e 7
R T o - 0 1= L SRR 8
R T T Yo 1411V = = SRR 8
3.3.4 COMMUNICALIONS ...cutiiiiieeeite et e e e e e e e e e e e e eae e e eaa e eeaaans 8
3.3.4.1  Deployment/Installation/Back-Out CheckKIist.............cccccvvvviiiiiiiiiiiiiiiiiiiiiiiie, 9

A, INSTAllAtioN ..o 9
4.1 Pre-installation and System RequirementsS...........cccccevvvviviiiiiie e eeeeeein, 9
O R o = =T LU ] 1 (SRS 9
4.1.2 Environment Configurations .........cccooeeieiiiiiiiiiiiii e 11
4.2 Platform Installation and Preparation............ccccooiiiieiiiiiiiiiiie e, 18
4.2.1  Modify /etC/NOSES ENIIY ... 18
v YV T o [0 11V N 18
4.2.3 Setup Administration ACCOUNTS .....cccoeieeiiiiiiiiiiiii e e e e e e eeeanns 18
N 1 115 = 11 BN - 7 RN 20
4.2.5 Apache Installation on VM1 and VM2............cccceeiiiiiiiiiiiiiiiiiee e, 20
4.2.6 Apache Configuration on VM1 and VM2..........ccccoeeeviiiiiiiiiiiiiiee e, 21
4.2.7 Certificate Configuration..............iiiiiiiie i 23
4.2.8 Create NSS certificate database on VML .........ccccocvvmiviiiiiiininiiinininnnnns 28
4.2.9 Create NSS certificate database on VM2 .........ccooooiiiiiiiiiiiiiiiiiieeeeeeeeees 29
4.2.10 NSS Configuration 0N VML ......cooouiiiiiiiiiie e 30
4.2.11 NSS Configuration 0N VM2 ......coouuiiiiiiii e 31
4.2.12 Configure Apache Plug-in for WebLogicon VM1 .............ccoiiiiiennnnn. 33
4.2.13 Configure Apache Plug-in for WebLogic on VM2 .............ccovviiiieennnnn. 34
4.2.14 Create IEP CPanel on VM1 and VM2 ... 34
4.2.15 Install Apache SSOi Web Agent on VM1..........ccooviiiiiiiiiiiiccciiic e, 35
4.2.16 Configure Apache SSOi Web Agenton VM1 ...........oooovviiiiiiiiiiinceeennnn, 36

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide iv May 2019



4.2.17 Post Configure Edits for Apache SSOi Web Agenton VM1............... 39

4.3 Download and EXtract FIl@S ... 41
4.4 Database Creation ...ttt e e e e e 41
4.5 INStallation SCIIPLS oo 41
4.6 CrON SCIIPES oo 41
4.7 Access Requirements and Skills Needed for the Installation................... 42
4.8 INStallation ProCeUUIE ......coi i 42
4.8.1 WebLogiC INStallation ...........uuuiiiiiiiiiiiiiiiiiii e 42
0 T O R 1 0 11 = 1| YAV =Y o] I o | oSS 42
4.8.1.2  Set Temporary Environment 0N VML ... 62
4.8.1.3 Create a Domain Boot Identity File on VML .............ouiiiiiiiiiimiiiiiiiiiiiiiiiiiiiinnns 62
4.8.1.4 Copy ldentity/Trust Store Files on VML.........ccoiiiiiiiiiiiiicie e 62
4.8.1.5 Configure nodemanager Identity/Trust Store on VML ......ccccooeeeiiiiiiiiiiinnnenn.. 62
4.8.1.6  Configure TLS ON VML ....ooiiiiiiiiiiiiiiiiiiiiiiiiieiieeieieeeeeeeeeeeseeeesnseseseneeneeeeneennenne 62
4.8.1.7 Copy ldentity/Trust Store Files 0N VM2..........coiiiiiiiiiiiiicie e 62
4.8.1.8 Configure nodemanager Identity/Trust Store oN VM2 .......ccceoeeeviiiiiiiiiinneeenns. 63
4.8.1.9 Disable basic authentiCation ...........cccooeeiiiiiiiiiiiii e 63
4.8.1.10 Configure JPA for Domain 0N VML ..........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiieineinennnneennennenn. 63
4.8.1.11 Create INbouNd ERX DAtASOUICE.........uuuuururrrrrrinnriernrnenernnennnnereennrnennrnerrene. 64
4.8.1.12 Configure ldentity/Trust Store File on Managed Servers.........cccccvvvvvenneeennn. 72
4.8.1.13 Pack DOmMain ON VML .....coiiiiiiiiiicie et e e e et e e 79
4.8.1.14 Unpack Domain 0N VM2 ... 79
4.8.1.15 Copy ldentity/Trust Store Files ON VM2..........coiiiiiiiiiiiiicin e 79
0 I G T ] (0 Y 1 PR 79
4.8.1.17 Check Node Manager on Each WebLogic Machine...............ccccciiieenn, 80
4.8.1.18 Create a Boot Identity File for Managed Servers..........cccooeeevieeeiiiviiiiiieeeeeennn, 80
4.8.1.19 Deploy TeSt APPIICALION ......uuieiiiiiiriiiiiiiiiieiiiieitieieeeeeeeebeeeeeseeseeeeeeeeeneeeeeeeeeenne 80
4.8.1.20 Configure JPA for DOmain 0N VM2 ..........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieneeeninnnennnnennn. 89
4.8.1.21 Install VIStALINK ON VIML ......ouuiiiiiiiiiiiiiiinieieeennennennennenesensnensnnnennsnnnennnnnnnnnnnnne 89
4.8.1.22 Configure VIiStALINK ON VML ......ouiiiiiiiiiiiiiiiiiiiiiiiiieiiiisieeeiesesneeeeennennnnnneneneenne 90
4.8.1.23 Install VIStALINK ON VM2 ... oo 90
4.8.1.24 Configure VIStALINK 0N VM2 ... 91
4.8.1.25 Stop and start Node Manager and Domain on VM1, VM2...........cccccceeeeeee. 91
4.8.1.26 Deploy VIStALINK LIDFArES .........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieiirneenenseennennennnneeenennenne 92
4.8.1.27 Deploy VIStALINK ACQAPLEIS. ... ..uueiiiiiiiiiiiiiiiiiiiiiieiiiiieeeseeneennessnneenneeneeneeeeenane 117
4.8.2 Inbound eRx Application Installation.............cccccuuiiiiiiiiiiiiiiiiiiees 123
4.8.2.1 Install Inbound eRX APPlICAtION .......cccoeeiiiiiiicce e 123
4.8.2.2  Create Startup/ShUtdOWN SCIPLS ......uuuuururiiiiiiiieiiiiiiiiiieiieaeeeeineeeeeeeeeaeenees 138
4.8.2.3  Shut DOWN DOMAIN ....uuiiiiiiieeieeeiiieee et e et e e e e e e e aana e e eaees 139
4.8.2.4  Shut DOWN NOGEMANAGEIS......cuuuiieieeiieeeeeiie e e e etis e et e e e e e e eae e e eaea s 139
4.8.3 Pentaho InStallation .........coooeiiiiiiiiiiii e e 140
4.8.3.1 Pentaho Software Installation ..o 140
4.8.3.2 Pentaho Repository Definition IMPOrt...............evuevueeiiiiiiiiiiiiiiiiiiieiiiee. 142
4.8.4 Nexus Repository Installation (DEV2 VM1 ONly) .......cccvvvvviiviiinnnnnns 143
4841 SonaType Nexus Software Installation ... 143
4.8.5 VistA Patch Installation .........cooeeuiiiiiiiic e 144
4.9 Installation Verification ProCeAUIe .......ccovvviviiiiiiiiee e 144

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide % May 2019



4.10 System COoNfiQUIAtION .....cooiiiiiiiiiie e 144

4,11 Database TUNING ....cooe oo 144
5. Back-Out ProCedure ......cociiiiiiii e 144
T B = - Tod L O LU S 4 = L= 144
5.2 Back-Out CONSIAEIatiONS ......uuiiiiieeiiiiieiiiiei e e e e e e e 144
S0 R o ¥ o R 1= 41 o 145
5.2.2 User Acceptance TeStING ..ccoccceeiiiiiiiiiiii e 145
L I = ¥ Tod (@ 10 ) O ) (=] o - 145
5.4 BaCK-OUL RISKS ...uuuiiiiii i e 145
5.5 Authority for BaCK-OUL..........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeenneees 145
5.6 BaCK-OUt PrOoCEAUIE.....ccoiieiiiecii e 145
5.6.1 Back-Out of VIStA PatCh.........ccooiiiiiiiic e 145
5.6.2 Back-Out of Inbound eRx Application Installation............................ 146
5.6.3 Back-Out of WebLogic Installation............cccoovvviiiiiiiiiciiieeecee e, 146
5.6.4 Back-out of Pentaho Installation ................ Error! Bookmark not defined.
5.6.5 Back-out Database..............cccceevvvviiiiienenenn. Error! Bookmark not defined.
5.7 Back-out Verification Procedure.........ccccceeeiiiieiiiiieicice e 149
5.7.1  Verify VistA Patch Back-Out....................... Error! Bookmark not defined.
5.7.2  Verify VistA Link Back-Out ............cccceeee. Error! Bookmark not defined.
5.7.3 Verify WebLogic Back-Out.............cccceenne.. Error! Bookmark not defined.
5.7.4  Verify Pentaho Back-Out............cccccceeeene. Error! Bookmark not defined.
6. ROIIDACK ProCEAUIE .. 149
6.1 ROIIback CoNSIAEratioNS ......oveniiiiieeee e e e eas 149
B {0 ] | o F=Tod QO 1 (=] o - 149
6.3  ROIIDACK RISKS ..o e 149
6.4 Authority for ROIDACK ..........uuiiiiiiiiiiii 149
6.5 ROIIDACK ProCEAUIE ... 150
6.5.1 ROIIback WeBLOGIC ........uuuiiiiiiiiiiiiiiiiiiiiiii 150
6.5.1.1 Remove Old RelEASE........cccoviiiiiiiiiiiieeee e 150
6.5.1.2  Deploy Rolled-Back Release ...........cccccoouviiiiiiiiiiiiiiiiiiii 151
6.5.2 RoOIIback ViStA PatCh ........uiiiiiiiiicc e 153
6.5.2.1  Validation of RoIl Back ProCedure............cccovvuuiiiiiiie e 153
6.6 Rollback Verification ProCedure ...........ciiiiiiiiiiiiieiei e 153
7. Operational ProCeAUIES ........uuiiiiiiiiiiiiii e 153
7.1 Startup ProCEUUIES ....ui et e e e e e e 153
7.1.1 Start Weblogic Node Managers and Admin Console..............cc.u...... 153
7.1.2  MaANAQEU SEIVEIS ..ot e s 154
7.1.3 Pentaho Services Startup .....ccoooeviiiiiiiiiiiec e 154
7.2  Shut DOWN ProCEUUIES ...ccvviiiiiiiie et e e e e eens 155

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide Vi May 2019



7.2.1 Pentaho Services SNUtdOWN .........oouuuiiiiiiiiii e 155
7.2.2 WebLogic Application Server Shutdown ...........cccceovviiiiiiiiiiiiiciineeeee, 155
8. APPENUICES ..ouiiiiiii e 156
8.1  CertifiCate CONTENTS .....uuuiiiiiiiiiiiiiiiiiiiiibiibb bbb anaaae 156
< 700 I RV W o Yo ) i o= W of <1 A L ST PPRRP 156
8.1.2 va_internal_subordinate_ca cert.tXt.........ccccoriiiiiiiiieeeiieeiicce e 157
8.1.3 VA _r0o0t_CaA_S2 CEIT.PEIM ciiuiiiiiii it eane e 157
8.1.4 va_internal_cal S2 Cert.PpemM .....cccuuiiiiiiii e 158
8.1.5 va_internal _Ca2 S2 Cert.PpemM ......cccuiiiiiiie e 158
8.1.6 betrusted_production_ssp _ca_al cert.tXt.......cccceevviiiiiiiiiriiiiinneeennn. 159
8.1.7 federal_common_policy _ca _cert.tXt.......cccoommiiiiiiiiiieiiiieeiccee e, 159
8.1.8 veterans_affairs_device _ca b2 cert.txt......ccccoooeiiiiiiiiiiiiiiiiiiienee, 160
8.1.9 vaww.esrdev.aac.va.goVv_Cert.tXl .....cccooviiiiiiiiiiiiiiiiiee e 161
8.1.10 vaww.esrstagela.aac.vVa.gOV.PEeIM ....cciiiiuuieiiiieeiieeerineeeiineeesnneeesnnaees 162
8.1.11 vaww.esrstagelb.aac.va.goVvV.pem . ....cccoooeiiiiiiiiiiiiiiiie e 162
8.1.12 vaww.esrpre-prod.aac.va.goV.PEM ....cccceeeeriiiiiiiiiiieee e e e e eeeerriae e 163
8.1.13 das-teSt.Va.gOV.PEM ..ooeiiiiiii e e e e e 164
8.1.14 dasS-SOA.VA.QOV.PEIM . .cciiiiiiieieeeeeeeeeeitee e e e e e e e e e e e e e e e e e e eaeees 165
S0 T o F= LS IRVZ= Wo Fo LY o 1= o 166

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide vii May 2019



Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:

Table of Figures

Inbound eRx Application CONEXE DIAGIAM .........ciiiiuriiieiiiiiee ittt e e et e et eesseeeeeessnbreeessnneeeas 1
High-Level ERX AIChIECIUIE ......cco i 6
Install WebLogic — Oracle Fusion Middleware Installation Inventory Setup...........ccoceevivieeennnnn 43
Install WebLogic — Oracle Universal Installer Dialog BOX..........cuvveeiiiiiiiiireeeeeiiriiieieee e e 43

Install WebLogic — Oracle Fusion Middleware WebLogic Server and Coherence Installer Screen

.................................................................................................................................................................... 44
Figure 6: Install WebLogic — INStallation LOCALION ............eieiiiiiieiiiiee it 45
Figure 7: Install WebLogiC — INSTAllAtION TYPE ...ooiiiiiieiiiiiie ittt 46
Figure 8: Install WebLogic — Prerequisite ChECKS .......iciiiiiiiiiiiiii e a7
Figure 9: Install WebLogic — Security Updates SCrEEN ..........cuuiiieiiiiiiiiiiiiece e e e e e a7
Figure 10: Install WebLogic — My Oracle Support Username/Email Address Not Specified Dialog Box ...48
Figure 11: Install WebLogic — Installation SUMMAry SCrEEN .........cueiiiiiiiieiiiiiie et 48
Figure 12: Install WebLogic — Installation ProgreSSs SCIEEN ...........uuuuuruiuiiiiiuiiiiinininieinieiernrnrnrnrnnn.. 49
Figure 13: Install WebLogic — Installation COMPIEE............uuuuuuiuiiiiiiiiiiiiiiiiieieieieieieierererere ... 49
Figure 14: Install WebLogic — Oracle Configuration Wizard Splash SCreen ..........cccccvvieiniie e, 50
Figure 15: Install WebLogic — Create NeW DOM@IN .........uiiiiiiiieiiiiiie ittt 50
Figure 16: Install WebLogiC — TEMPIAES SCIEEN ........uuuuruieiiiiiiiuiiiiieieieinierrrnrnrarrrnrnrererrrera————————————. 51
Figure 17: Install WebLogic — Administrator ACCOUNE SCIEEN..........uuuururuiuriiirniuinininiernrninrnrnrnrnrernrn.. 52
Figure 18: Install WebLogic - Domain Mode and JDK ..........cc.uiiiiiiiieiiiiee e 52
Figure 19: Install WebLogic— Advanced CONfigUration .............coouiuiiioiiiiie e 53
Figure 20: Install WebLogic — AdMINistration SErver SCrEEM ............uuuuruuurrrurmrmrmininininrninrnrnrnrnrnn... 54
Figure 21: Install WebLogiC — NOUE MaNAQET.........uuuuuuuruieiuiiieieiuieininrerernrnrnrnrerernnrne————————————————. 55
Figure 22: Install WebL0ogIC — MANAGEU SEIVEIS ......cociiiiiieiiiiiie ittt e 56
Figure 23: INStall WeEDLOGIC — CIUSTEIS .....oiiiiiiiieiiii ettt e s e e 57
Figure 24: Install WebLogic — ASSIgN SErvers t0 CIUSIEIS.......uuuuuuiuiiiiiiiiiiiiiiieiuieininieieieierernrnrernreer—.. 58
Figure 25: Install WebLOGIC — MaACHINES .......uuuiiiiiiiiiiiiiiiiiiiiiiiiiaieiie e eeereeeraesrarersreesesesrsrernrnrnnes 58
Figure 26: Install WebLogic — Assign Servers to0 Machings. ..o 59
Figure 27: Install WebLogic — Configuration SUMMArY SCrEENMN .........ccoiiiiiiiiiiiie ittt 60
Figure 28: Install WebLogic - CoNfiguration SUCCESS ........uuuuuuiuiuiiiiieieiiieieiiieininieininreinrnierne——————. 61
Figure 29: Create Inbound eRx Datasource — DataSOUICES........uuuuuuuururuiuiiiernininininrernrnrernrnrnrnrnrnn——.. 64
Figure 30: Create Inbound eRx Datasource — Datasource Properties ..........ccoccevrieeeiiieeeenniiee e 65
Figure 31: Create Inbound eRx Datasource — Database DIVET ..........occceiiiiiiiieiiiiie e 65
Figure 32: Create Inbound eRx Datasource — Transaction Properti€S.............uuuuurerermrmrmrmimimrninnninnninnninnnn. 66
Figure 33: Create Inbound eRx Datasource — Connection Properties ............ccuuvverermrminrminimimnnininininininn. 67
Figure 34: Create Inbound eRx Datasource — Test CONNECHON.........cooiuiiiiiiiiieiiiiee e 68
Figure 35: Create Inbound eRx Datasource — Select Targets/Finish ... 69
Figure 36: Create Inbound eRx Datasource — Modify NeW DataSOUrCe.............uuuuuurrermiermiminrnrninininnnrninnnnn. 69
Figure 37: Inbound eRx Datasource —Connection POOI Properties ..........cccccoiiiiiiiiieieieiiiiiieeeeee e 70
Figure 38: Inbound eRx Datasource —Connection Pool Advanced PropertieS.........ccccocveveiniieeeeiniieeenne 70
Figure 39: Inbound eRx Datasource — Wrap Data TYPe PrOPerty .......occcveiiieeeiiiiiee i 71
Figure 40: Inbound eRx Datasource — SAve PrOPErtiesS ........cuuieiiiiiieiiiiiee et 71
Figure 41: Configure Identity/Trust Store File — Access Server Configuration Page...........ccccccceeeeivniennnee. 72
Figure 42: Configure Identity/Trust Store File — Change KeyStOres ... 73
Figure 43: Configure Identity/Trust Store File — Keystores — Select Custom Identify and Custom Trust... 73
Figure 44: Configure Identity/Trust Store File — Modify Keystore Settings........cccoccvceiiiiieiniiee e 74
Figure 45: Configure Identity/Trust Store File — Modify SSL Settings ......cccoeeiiiiiiiiiiiiiiiiieeeeee e 75
PRE Inbound eRx

Deployment, Installation, Back-Out & Roll Back Guide i May 2019



Figure 46:
Figure 47:
Figure 48:
Figure 49:;
Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61:
Figure 62:
Figure 63:
Figure 64:
Figure 65:
Figure 66:
Figure 67:
Figure 68:
Figure 69:
Figure 70:
Figure 71:
Figure 72:
Figure 73:
Figure 74:
Figure 75:
Figure 76:
Figure 77:
Figure 78:
Figure 79:
Figure 80:
Figure 81:
Figure 82:
Figure 83:
Figure 84:
Figure 85:
Figure 86:
Figure 87:
Figure 88:
Figure 89:
Figure 90:
Figure 91:
Figure 92:
Figure 93:

Configure ldentity/Trust Store File — Managed Server 2 Configuration.............cccocccuieeeiiiinnnnn. 76
Configure Identity/Trust Store File — Admin Server Configuration ...........c.ccccocveeiiiiieeeinineeens 76
Configure ldentity/Trust Store File — Admin Server Configuration ..........ccccccceeeeiiiiiiiieenee e 77
Configure ldentity/Trust Store File — Admin Server Configuration ...........cccccceeeiiiiiiiiieeneeeeeennns 78
Deploy Test Application: Deployments PaOE ........c.ceeeiiiiiiiiiiiiee et 81
Deploy Test Application — INSTAUL.........coouiiiiiiiie e 81
Deploy Test Application — WAR FilE.......uuuiiiie ettt sree e e e e 82
Deploy Test Application — Accept Default Application Deployment ..........cccccoovcivieeeee e, 82
Deploy Test Application — Select Deployment Target ..........ccovveviiiieeiiiieee e 83
Deploy Test Application — Verify Deployment SEttiNgs .........ccceeviiiieiiiiiieeeeeeee e 84
Deploy Test Application — Verify Deployment Settings (Finish) .........cccccccveeeiiiiiienee e, 85
Deploy Test Application — Verify “benefits” Settings..........cccovevee i, 86
Deploy Test Application — Summary of Servers Table ... 87
Deploy Test Application — Servers RUNNING .......coouiiiiiiiieeiie e 87
Deploy Test Application — Open Dizzyworld Benefits Application.............cccceeeeeieieiiiie e, 88
Deploy Test Application — SNULAOWN SEIVEIS .....ccocoii i 88
Deploy VistA Link ConNector — DEPIOYMENTS .......cuviiiiiiiieeeiie ettt 92
Deploy VistA Link Connector — Select log4j Library to deploy .........ccovivieiiiiiiiiiieeieeee 93
Deploy VistA Link Connector — Select Deployment Targets .......cccooeveeieieie e, 94
Deploy VistA Link Connector — Summary of Deployments Verification 1 ...............ooeeeeeeeieenn, 95
Deploy VistA Link Connector — Summary of Deployments Verification 2 ..........c.ccccceeviieeennen 96
Deploy VistA Link Connector — Deployment Configuration SCreen..........cccoccvveeiviieeeiiiieeeeee, 97
Deploy VistA Link Connector — DePIOYMENES......cccoce i 98
Deploy VistA Link Connector — Select vljConnector-1.6.0.028.jar Library to deploy ................ 99
Deploy VistA Link Connector — Select Deployment Targets ......ccoooeeeeeee e 100
Deploy VistA Link Connector — Summary of Deployments Verification 1 ............ccccceeiiieeene 101
Deploy VistA Link Connector — Summary of Deployments Verification 2 .............ccccceeviieeene 102
Deploy VistA Link Connector — Deployment Configuration SCreen...........coovveeeiiiieeeeiiieeeens 103
Deploy VistA Link Connector — DePIOYMENES ... ..cccociie it 104
Deploy VistA Link Connector — Select log4j Library to deploy .......coooeeeeieiiiiieiee, 105
Deploy VistA Link Connector — Select Deployment Targets ........occeeviieeiiiiiiee i 106
Deploy VistA Link Connector — Summary of Deployments Verification 1 ............cccccevviieeene 107
Deploy VistA Link Connector — Summary of Deployments Verification 2 ................oecoeeeeenn. 108
Deploy VistA Link Connector — Deployment Configuration Screen............ccccoeeeeeveeeie e, 109
Deploy VistA Link ConNector — DEPIOYMENTS .......cuuiiiiiiiiieiiiiiie ettt 110
Deploy VistA Link Connector — Select log4j Library to deploy ..o 111
Deploy VistA Link Connector — Select Deployment Targets ........ccooeeveeeieieie e 112
Deploy VistA Link Connector — Select Deployment Targets ........ccooeeeeeeieie e, 113
Deploy VistA Link Connector — Summary of Deployments Verification 1 .............cccceevieeene 114
Deploy VistA Link Connector — Summary of Deployments Verification 2 ............ccccceevieeene 115
Deploy VistA Link Connector — Deployment Configuration Screen..........ccccccoovviiiieeeneeennnne 116
Deploy VistA Link Connector — DeployMENTS............eeiiiiiiiiiiiiiiiiee et 117
Deploy VistA Link Connector — Select log4j Library to deploy ........ccccoviveeiiiiiieiiiiiieiciieeeee 118
Deploy VistA Link Connector — Select Deployment Targets ........ococveviiieeeiiiiieee e 119
Deploy VistA Link Connector — Summary of Deployments Verification 1 ............cccccceeeeinnnie 120
Deploy VistA Link Connector — Summary of Deployments Verification 2 ............ccccccceeeeinne 121
Deploy VistA Link Connector — Deployment Configuration SCreen..........coovvvveeiiiiieeeiiiieeeens 122
Install Inbound eRx Application — CONfIQUIe SEIVEIS .......coociiie i 123

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide i May 2019



Figure 94:
Figure 95:
Figure 96:
Figure 97:
Figure 98:
Figure 99:

Figure 100:
Figure 101:
Figure 102:
Figure 103:
Figure 104:
Figure 105:
Figure 106:
Figure 107:
Figure 108:
Figure 109:

Install Inbound eRx Application — Verify Server Settings ... 124
Install Inbound eRx Application — Verify General & Keystore Settings ..........cccovcvveeiiieeennn 125
Install Inbound eRx Application — Verify SSL Settings ........uuvvvveeiiiiiiiiireee e 126
Install Inbound eRx Application — Summary of Deployments..........ccccveeeeeeiiiciieeeeee e 127
Install Inbound eRx Application — Install New Deployment of INB_ERX..........ccccoceiiiiieeennn 127
Install Inbound eRx Application — Select INB_ERX Deployment Targets ...........cccceevvvveeennnnn 128
Install Inbound eRx Application — Verify INB_ERX Deployment Settings ........cccccceeeeveivnnee. 129
Install Inbound eRx Application — Verify INB_ERX Deployment Settings (Finish) ................ 130
Install Inbound eRx Application — Verify INB_ERX Deployment Configuration Settings....... 131
Install Inbound eRx Application — Install New Deployment of INB_ERX_Ul ..........ccccooveeenne 132
Install Inbound eRx Application — Select INB_ERX_UI Deployment Targets .............ccuue.e. 133
Install Inbound eRx Application — Verify INB_ERX_UI Deployment Settings .............cccuue.e. 134
Install Inbound eRx Application — Verify INB_ERX_UI Deployment Settings (Finish) .......... 135
Install Inbound eRx Application — Verify INB_ERX_UI Deployment Configuration Settings. 136
Install Inbound eRx Application — Start €rX SEIVEIS ..........uuuuruiuimiminiririnirieierririenn... 137
Install Inbound eRx Application — erx Servers RUNNING ...........ouueiiieiiieiiieiei. 138

List of Tables

Table 1: Deployment, Installation, Back-out, and Rollback Roles and Responsibilities 3
Table 2: Deployment Timeline 4
Table 3: Site Preparation 7
Table 4: Software Specifications 8
Table 5: Deployment/Installation/Back-Out Checklist 9
Table 6: Development/SQA Detailed VM Requirements 9
Table 7: Staging Detailed VM Requirements 10
Table 8: Pre-Production Detailed VM Requirements 10
Table 9: Production Detailed VM Requirements 10
Table 10: Environment Variables 11
Table 11: Symbolic Names by Environment 12
Table 12: Symbolic Names by Environment (cont) 12
Table 13: Symbolic Names by Environment (cont) 13
Table 14: Symbolic Names by Environment (cont) 14
Table 15: Symbolic Names by Environment (cont) 15
Table 16: Symbolic Names by Environment (cont) 16
Table 17: Symbolic Names for sensitive items 17

PRE Inbound eRx
Deployment, Installation, Back-Out & Roll Back Guide iii May 2019



1. Introduction

This document describes how to deploy and install the various components of the software for the
Pharmacy Reengineering (PRE) Inbound ePrescribing (eRx) project, as well as how to back-out the
product and rollback to a previous version or data set. This document is a companion to the project
charter and management plan for this effort. In cases where a non-developed Commercial Off-the-Shelf
(COTS) product is being installed, the vendor provided User and Installation Guide may be used, but the
Back-Out Recovery strategy still needs to be included in this document.

Veterans Health Administration (VHA), Patient Care Services (PCS) and Pharmacy Benefits
Management (PBM) has requested a new capability as part of the PRE program to receive
inbound electronic prescriptions (e-prescriptions or eRxs) from an external provider (e.g., a
doctor not associated with the Department of Veterans Affairs [VA], medical staff at a
Department of Defense [DoD] military treatment facility, etc.). They also seek to have the ability
to transfer prescriptions electronically between pharmacies, both VA to VA, as well as VA to
non-VA (ideally). Once received, these prescriptions will then be fed into the existing Veterans
Health Information Systems and Technology Architecture (VistA) Outpatient Pharmacy (OP) for
processing and dispensing.

1.1  Purpose

The purpose of this plan is to provide a single, common document that describes how, when,
where, and to whom the PRE Inbound eRx application will be deployed and installed, as well as
how it is to be backed out and rolled back, if necessary. The plan also identifies resources,
communications plan, and rollout schedule. Specific instructions for installation, back-out, and
rollback are included in this document.

1.2 Dependencies

Figure 2 depicts the Inbound eRx application and the external systems that it interacts with,
including the following: Change Healthcare, Master Veteran Index (MV1), Eligibility &
Enrollment (E&E), Health Data Repository (HDR), and VistA OP.

Figure 1: Inbound eRy Application Context Diagram

Change Healthcare
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1.3

Constraints

Design constraints that pertain to the PRE Inbound eRx implementation include the following:

Existing interfaces will be implemented with the least possible change in order to support
existing client system implementations. However, it is recognized that in some
circumstances, a change to the interface may be necessary in order to support PRE
Inbound eRx requirements or to accommodate technology or frameworks used for PRE
Inbound eRx development. One key change is the need for service consumers to maintain
the session state and provide this to PRE Inbound eRx on each call. This change is
necessary to provide stateless services, as required by the VA Service-Oriented
Architecture (SOA).

The Java language and Java Enterprise Edition (JEE) platform will be used to develop the
PRE Inbound eRXx.

Security policies and mechanisms for SOA middleware are currently being developed
and updated. The timeframes for the production ready versions may not coincide with the
PRE Inbound eRx effort. This includes solutions to the VistA anonymous login and
authorization/authentication for the middleware running on non-VistA platforms as part
of the enterprise SOA architecture.

The application user interfaces (Ul) must follow enterprise common Ul templates and
style guidelines.

Application user interfaces must comply with Section 508.

The application must comply with VA Enterprise Architecture published data standards
(HL7, National Council for Prescription Drug Programs [NCPDP]).

Inbound eRx must identify and leverage authoritative information sources for data
retrieval and manipulation.

The application must operate optimally using information from the authoritative source
or receive permission for caching data locally.

The team must configure system/and server platforms used by the application using
standard system images published in the current VA Release Architecture.

The team must publish relational and object oriented databases utilized by the solution in
the current VA Release Architecture.

The team must base application production capacity requirements on workload analysis,
simulated workload benchmark tests, or application performance models.

The team must base application storage capacity requirements on detailed capacity
analysis and/or models.

The team must design the solution to operate within the current VA Local Area Network
(LAN) and Wide Area Network (WAN) network configurations.

The deployment environment must meet the performance and downtime monitoring
requirements of the solution.

The team and data center must develop and provision a disaster recovery plan.

All critical infrastructure components (including data) must be located at multiple
physical locations.
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e The application backup and restore solution must meet data recovery requirements

[Recovery Point Objectives (RPO) and Recovery Time Objectives (RTO)].

e The application Uls must exist as browser based Uls and roll and scroll in VistA.
e The application must establish secure access paths for accessing the application and

application data.

e The solution must document specific reasons for all limited, external access to data,
including the need to know along with security, privacy and other legal restrictions.

e The solution must implement appropriate controls that prevent unwarranted disclosure of
sensitive, Personally Identifiable Information (PII), or Protected Health Information

(PHI).

e The team must base all system interfaces (both external and internal) implemented by the
solution on open standards such as SOAP, REST, JMS, MQ, HTTPS and standard
message formats such as HL7and NCPDP.

e The solution must access available enterprise information through services.

e The VA TRM must identify all products and standards used by this solution as

permissible for usage.

2. Roles and Responsibilities

This section outlines the roles and responsibilities for managing the deployment of the PRE

Inbound eRx system.

Table 1: Deployment, Installation, Back-out, and Rollback Roles and Responsibilities

Phase / Project
ID | Team Role Tasks Phase (See
Schedule)
FO, EO, NDCP or Plan and schedule deployment
Product Development . . . ,
1 . . Deployment | (including orchestration with Deployment
(depending upon project
. vendors).
ownership)
FO, EO, NDCP or Determine and document the
Product Development roles and responsibilities of . ,
2 (depending upon project Deployment those involved in the Design/Build
ownership) deployment.
FO, EO, or NDCP Deployment | Test for operational readiness. | Design/Build
FO, EO, or NDCP Deployment | Execute deployment. Design/Build
FO, EO, or NDCP Installation | Plan and schedule installation. | Deployment
Regional PM/ Field : Ensure authority to operate and
Implementation Services . - ) . . .
6 . . Installation | that certificate authority security | Design/Build
(FIS)/ Office of Policy documentation is in place
and Planning (OPP) PM P '
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Phase / Project
ID | Team Role Tasks Phase (See
Schedule)

Regional PM/FIS/OPP

7 | PM/ Nat'l Education & Installations | Coordinate training. Deployment
Training
FO, EO, NDCP or Confirm availability of back-out

8 Product Development Back-out instructions and back-out Deployment
(depending upon project strategy (what are the criteria
ownership) that trigger a back-out).
FO, EO, NDCP or
Product Development Post Hardware, Software and .

9 . . Maintenance
(depending upon project | Deployment | System Support.
ownership)

3. Deployment

The deployment is planned as a phased rollout. This type of rollout is best suited for the rapid
turnaround time and repeat nature of the installations required for this project.

3.1 Timeline

The deployment and installation is scheduled to run for 18 months as depicted in the master
deployment schedule. The timelines are depicted in the Deployment Timeline table below.

Table 2: Deployment Timeline

VIP Build Delivery Dates

VIP Build 1 Transaction Hub Version 1.0 Foundation 07/28/2016-10/31/2016
VIP Build 2 Transaction Hub Version 1.0 Complete eRx Transaction Hub 10/31/2016-01/27/2017
VIP Builds 3 & 4 Inbound Electronic Prescriptions Version 2.0 Complete 01/28/2017-07/27/2017

Inbound eRx Transaction Processing, UAT, IOC, CD-2

VIP Build 5 National Deployment Version 2.0 (includes 1.0 and 2.0) 07/28/2017-11/27/2017

VIP Build 1 & 2 (New CD1) Transfer to/from VA Pharmacy Development 07/28/2017-01/27/2018
Increment for Version 3

eRx Transfers plus other features development, UAT, I0C, CD-2

VIP Build 3 National Deployment Version 3 03/04/2018-06/01/2018
National Deployment of Version 3.0 (4 months total)

3.2 Site Readiness Assessment

This section discusses the locations that will receive the PRE Inbound eRx application
deployment. Topology determinations are made by Enterprise Systems Engineering (ESE) and
vetted by Field Operations (FO), National Data Center Program (NDCP), and AITC during the

PRE Inbound eRx
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design phase as appropriate. Field site coordination is done by FO unless otherwise stipulated by
FO.

The product will be released by the PRE Inbound eRx Configuration Manager to the AITC Build
Manager via a Change Order. The AITC Build Manager will follow the installation steps in
Section 4 to complete the product’s activation at AITC and for the Disaster Recovery server. The
Implementation Manager has assured site readiness by assessing the readiness of the receiving
site to deploy the product. AITC, under contract, will provide the product dependencies, power,
equipment, space, manpower, etc., to ensure the successful activation of this product.

3.2.1 Application Architecture

The following diagram represents the high-level architecture for the eRx application.

PRE Inbound eRx
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Admin Desktop

Figure 2: High-Level eRx Architecture
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3.2.2 Deployment Topology (Targeted Architecture)

This product will be released to AITC. The AITC, under contract, will house and secure this
product on its Pre-Production and then Production servers. A few field located super users will
be given access upon National Release. The PRE Inbound eRx system will be available to VA
users on a continuous basis (excluding scheduled maintenance activities). Clustering at the
application and web services servers will provide high availability and failover capabilities at the
application tier and presentation tier. The servers will be load-balanced to distribute uniform
processing across all servers.

Additionally, a VistA patch will be released to all VistA sites.

3.2.3 Site Information (Locations, Deployment Recipients)
AITC will host the web and application servers for the PRE Inbound eRx system.
Initial Operating Capability (IOC) will occur in September of 2018. 10C sites are:

e Brooklyn, NY VA Medical Center (VAMC)

e Fayetteville VAMC Veterans Health Care System of the Ozarks

e Health Administration Center (Meds by Mail)

e Indianapolis, IN VA Medical Center

3.2.4 Site Preparation

No preparation is required for the individual VistA sites installing the VistA patch or using the
Inbound eRx application.

The following table describes preparation required by AITC prior to deployment.

Table 3: Site Preparation

Site/Other Problem/Change | Features to Actions/Steps Owner
Needed Adapt/Modify to
New Product
AITC Creation of VMs for | N/A e Software ESE
application hosting Installation
e Network
configuration

3.3 Resources

This section describes the hardware, software, and communications for the deployment of
Inbound eRx, where applicable.

3.3.1 Facility Specifics

No facility-specific features are required for this deployment.

PRE Inbound eRx
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3.3.2 Hardware

As middleware, PRE Inbound eRx requires no hardware to install.

3.3.3 Software

The following table describes the software specifications required prior to deployment.

Table 4: Software Specifications

Required Make Version Configuration | Manufacturer | Other
Software
WebLogic Application 12.1.3c Clustered Oracle
Application Server
Server
Oracle Database 11.2.0g Standalone (not | Oracle
Database synchronized

across data

centers)
Pentaho Data | Data 6.1 Standalone Pentaho (a
Integration Integration Hitachi Group

Tool Company)

Please see the Roles and Responsibilities table in Section 2 above for details about who is
responsible for preparing the site to meet these software specifications.

The software components will be staged at the following location:
\\vaauspecdbs801.aac.dva.va.gov\AITC\IEP-eRx\downloads

Application deployment packages will be staged at the following location:
\\vaauspecdbs801.aac.dva.va.gov\AITC\IEP-eRx\v.30\deployments

3.3.4 Communications
This section outlines the communications to be distributed to the business user community:

e Communication between the development team and AITC will occur via email and
conference calls scheduled through Microsoft Lync.

e Notification of scheduled maintenance periods that require the service to be offline or
that may degrade system performance will be disseminated to the business user
community a minimum of 48 hours prior to the scheduled event.

e Notification to VA users for unscheduled system outages or other events that impact the
response time will be distributed within 30 minutes of the occurrence.

¢ Notification will be distributed to VA users regarding technical help desk support for
obtaining assistance with receiving and processing inbound eRxs, and sending and
receiving eRx transfers.
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3.34.1

Deployment/installation/Back-Out Checklist

The table below outlines the coordination effort and documents the day/time/individual when

each activity (deploy, install, back-out) is completed for Inbound eRx.

Table 5: Deployment/Installation/Back-Out Checklist

Activity Day Time Individual who
completed task

Deploy TBD

Install TBD

Back-Out TBD

4. Installation

This section outlines the installation steps for the various Inbound eRx components.

NOTE: The highlighted sections throughout this document indicate that that the text will be
modified in future versions of this document.

4.1

Pre-installation and System Requirements

This section outlines the minimum requirements for the product to be installed, as well as the
recommended hardware and software system requirements.

4.1.1 Pre-requisites
The following table outlines the specifications for VM.

Table 6: Development/SQA Detailed VM Requirements

VM RAM | Space | CPUs | OS VM Description/Use/DNS Required
(GB) | (GB)

1 16 300 4 RHEL 6 DEV 1 DB Server running Oracle

2 16 300 4 RHEL 6 DEV 2 DB Server running Oracle

3 16 300 4 RHEL 6 SQA 1 DB Server running Oracle

4 16 300 4 RHEL 6 SQA 2 DB Server running Oracle

5 16 300 4 RHEL 6 DEV1 AP Server running Apache/WebLogic

6 16 300 4 RHEL 6 DEV 2 AP Server running Apache/WebLogic

7 16 300 4 RHEL 6 SQA 1 AP Server running Apache/WebLogic

8 16 300 4 RHEL 6 SQA 2 AP Server running Apache/WebLogic

Total 128 2400 32 8
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Table 7: Staging Detailed VM Requirements

VM RAM | Space | CPUs | OS VM Description/Use/DNS Required
(GB) | (GB)
1 16 800 RHEL 7 STAGING DB Server running Oracle
2 16 300 RHEL 7 STAGING Application Server running
Apache/WebLogic
3 16 300 4 RHEL 7 STAGING Application Server running
Apache/WebLogic
Total 48 1400 16 3
Table 8: Pre-Production Detailed VM Requirements
VM RAM | Space | CPUs | OS VM Description/Use/DNS Required
(GB) | (GB)
1 16 1300 RHEL 6 PRE-PRODUCTION DB Server running Oracle
2 16 300 RHEL 6 PRE-PRODUCTION Application Server running
Apache/WebLogic
3 16 300 4 RHEL 6 PRE-PRODUCTION Application Server running
Apache/WebLogic
Total 48 1900 12 3
Table 9: Production Detailed VM Requirements
VM RAM | Space | CPUs | OS VM Description/Use/DNS Required
(GB) | (GB)
1 16 1300 4 RHEL 6 PRODUCTION DB Server running Oracle
2 16 300 4 RHEL 6 PRODUCTION Application Server running
Apache/WebLogic
3 16 300 4 RHEL 6 PRODUCTION Application Server running
Apache/WebLogic
Total 48 1900 12 3
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4.1.2 Environment Configurations

Table 10 lists Environment Variables values that should be substituted throughout this document as system administrators are
completing the installation steps.

Table 10: Environment Variables

ENV ORACLE_BASE WLS_HOME DOMAIN_HOME

DEV1 /u01/app/Oracle_Home | $ORACLE_BASE/wliserver | $ORACLE_BASE/user_projects/domains/erxdomainil

DEV2 /u0l/app/Oracle_Home | $ORACLE_BASE/wliserver | $ORACLE_BASE/user_projects/domains/erxdomain2

SQAl /u0l/app/Oracle_Home | $ORACLE_BASE/wliserver | $ORACLE_BASE/user_projects/domains/erxdomainl

STAG /uOl/oracle $ORACLE_BASE/wlserver | $SORACLE_BASE/user_projects/domains/iep-stage
STAG2 | /uOl/oracle $ORACLE_BASE/wlserver | $SORACLE_BASE/user_projects/domains/iep-stage2
PREP /uOl/oracle $ORACLE_BASE/wlserver | $SORACLE_BASE/user_projects/domains/iep-preprod
PREP2 | /uO1/oracle $ORACLE_BASE/wlserver | $SORACLE_BASE/user_projects/domains/ iep-preprod2
PROD /uOl/oracle $ORACLE_BASE/wlserver | $ORACLE_BASE/user_projects/domains/iep-prod
PROD2 | /uO1/oracle $ORACLE_BASE/wlserver | SORACLE_BASE/user_projects/domains/iep-prod2

PRE Inbound eRx
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Table 11 lists the symbolic names that should be substituted throughout this document as system administrators are completing the
installation steps.

Table 11: Symbolic Names by Environment

ENV vm1l_fgdn vml _name vm2_fqdn vm2_name domain
DEV1 vaauserxappdevl.aac.va.gov | vaauserxappdevl | vaauserxappdev2.aac.va.gov | vaauserxappdev2 | erxdomainl
DEV2 vaauserxappdev2.aac.va.gov | vaauserxappdev? | vaauserxappdevl.aac.va.gov | vaauserxappdevl | erxdomain2
SQAl vaauserxappsqal.aac.va.gov | vaauserxappdevl | vaauserxappdev2.aac.va.gov | vaauserxappdev2 | erxdomainl
STAG vaausappiep402.aac.va.gov vaausappiep402 vaausappiep403.aac.va.gov vaausappiep403 iep-stage
STAG2 | vaausappiep621.aac.va.gov vaausappiep621 vaausappiep622.aac.va.gov Vaausappiep622 iep-stage2
PREP | vaausappiep404.aac.va.gov vaausappiep404 vaausappiep405.aac.va.gov vaausappiep405 iep-preprod
PREP2 | vaausappiep42l.aac.va.gov vaausappiep421 vaausappiep422.aac.va.gov vaausappiep422 iep-preprod2
PROD | vaausappiep20l.aac.va.gov vaausappiep201 vaausappiep202.aac.va.gov vaausappiep202 iep-prod
PROD2 | vaausappiep22l.aac.va.gov vaausappiep221 vaausappiep222.aac.va.gov vaausappiep222 iep-prod2

Table 12: Symbolic Names by Environment (cont)
ENV env | Env | erx_port | proxy_fgdn proxy_name db_fqdn db_name | db_port
DEV1 devl | Devl | 8001 vaauserxappdevl.aac.va.gov | vaauserxappdevl | vaauserxdbsdevl.aac.va.gov | ERXD1 1549
DEV2 dev2 | Dev2 | 8003 vaauserxappdev2.aac.va.gov | vaauserxappdev2 | vaauserxdbsdev2.aac.va.gov | ERXD2 1550
SQAl sqgal | Sgal | 8001 Vaauserxappsga2.aac.va.gov | vaauserxappsga?2 | vaauserxdbssgal.aac.va.gov | ERXS1 1549
STAG stag | Stag | 8001 vaausappiep402.aac.va.gov | vaausappiep403 | vaausdbsiep400.aac.va.gov | IEPQA 1647
STAG2 | stag2 | Stag2 | 8001 vaausappiep622.aac.va.gov | vaausappiep622 | vaausdbsiep400.aac.va.gov | IEPQA2 1648
PREP prep | Prep | 8001 vaausappiep404.aac.va.gov | vaausappiep404 | vaausdbsiep40l.aac.va.gov | IEPY 1647
PREP2 | prep2 | Prep2 | 8001 vaausappiep422.aac.va.gov | vaausappiep422 | vaausdbsiep420.aac.va.gov | IEPY2 1647
PROD | prod | Prod2 | 8001 vaausappiep20l.aac.va.gov | vaausappiep201 | vaausdbsiep200.aac.va.gov | IEPP 1647
PROD2 | prod2 | Prod2 | 8001 vaausappiep22l.aac.va.gov | vaausappiep221 | vaausdbsiep220.aac.va.gov | IEPP2 1647
PRE Inbound eRx
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Table 13: Symbolic Names by Environment (cont)

ENV mserverl mserver2 cluster
DEV1 erxl erx2 devl
DEV2 erxl erx2 devl
SQAl erxl erx2 devl
STAG2 | ManagedServer001 ManagedServer002 Cluster001
STAG ManagedServer001 ManagedServer002 Cluster001
PREP2 | ManagedServer001 ManagedServer002 Cluster001
PREP ManagedServer001 ManagedServer002 Cluster001
PROD2 | ManagedServer001 ManagedServer002 Cluster001
PROD | ManagedServer001 ManagedServer002 Cluster001
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Table 14: Symbolic Names by Environment (cont)

ENV

iam_hco

iam_policy_entries

DEV1

INTHCO

policyserver="smpl.int.iam.va.gov,44441,44442 44443"
policyserver="smp2.int.iam.va.gov,44441,44442 44443"
policyserver="smp3.int.iam.va.gov,44441,44442 44443"
policyserver="smp4.int.iam.va.gov,44441,44442 44443"

DEV2

INTHCO

policyserver="smpl.int.iam.va.gov,44441,44442 44443"
policyserver="smp2.int.iam.va.gov,44441,44442 ,44443"
policyserver="smpg3.int.iam.va.gov,44441,44442 44443"
policyserver="smp4.int.iam.va.gov,44441,44442 ,44443"

SQA1

SQAHCO

policyserver="smpl.sga.iam.va.gov,44441,44442,44443"
policyserver="smp2.sga.iam.va.gov,44441,44442 ,44443"
policyserver="smp3.sqa.iam.va.gov,44441,44442 A4443"
policyserver="smp4.sga.iam.va.gov,44441,44442 ,44443"

STAG

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp3.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp5.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp6.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442,44443"

STAG2

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp3.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp5.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp6.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442 44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442,44443"
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Table 15: Symbolic Names by Environment (cont)

ENV

iam_hco

iam_policy_entries

PREP

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441 44442 44443"
policyserver="smp2.preprod.iam.va.qgov,44441 44442 44443"
policyserver="smp3.preprod.iam.va.qgov,44441,44442 44443"
policyserver="smp4.preprod.iam.va.qgov,44441 44442 44443"
policyserver="smp5.preprod.iam.va.qgov,44441,44442 44443"
policyserver="smp6.preprod.iam.va.qgov,44441 44442 44443"
policyserver="smp7.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442,44443"

PREP2

PREPRODHCO

policyserver="smpl.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp2.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp3.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp4.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp5.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp6.preprod.iam.va.gov,44441,44442,44443"
policyserver="smp7.preprod.iam.va.qgov,44441 44442 44443"
policyserver="smp8.preprod.iam.va.gov,44441,44442,44443"
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Table 16: Symbolic Names by Environment (cont)

ENV

iam_hco

iam_policy_entries

PROD

PRODHCO

policyserver="smpl.prod.iam.va.gov,44441,44442 44443"
policyserver="smp2.prod.iam.va.gov,44441,44442 44443"
policyserver="smp3.prod.iam.va.gov,44441,44442,44443"
policyserver="smp4.prod.iam.va.gov,44441,44442 44443"
policyserver="smp5.prod.iam.va.gov,44441,44442,44443"
policyserver="smp6.prod.iam.va.gov,44441,44442 44443"
policyserver="smp7.prod.iam.va.gov,44441,44442,44443"
policyserver="smp8.prod.iam.va.gov,44441,44442,44443"

PROD2

PRODHCO

policyserver="smpl.prod.iam.va.gov,44441,44442,44443"
policyserver="smp2.prod.iam.va.gov,44441,44442 44443"
policyserver="smp3.prod.iam.va.gov,44441,44442,44443"
policyserver="smp4.prod.iam.va.gov,44441,44442 44443"
policyserver="smp5.prod.iam.va.gov,44441,44442,44443"
policyserver="smp6.prod.iam.va.gov,44441,44442,44443"
policyserver="smp7.prod.iam.va.gov,44441,44442 44443"
policyserver="smp8.prod.iam.va.gov,44441,44442,44443"
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In addition to the above Environment Variables and Symbolic Names, there are several passwords or secret phrases which are required
throughout the installation. The table below identifies Symbolic Names that will be used in this document, and provide a brief
description of each. The values of these sensitive items will be will be defined by the appropriate administrator during the installation
process, and should be properly recorded and shared with others on a need to know basis.

Table 17: Symbolic Names for sensitive items

Symbolic Name

keystore passphrase

privatekey passphrase

weblogic_password

KeyStores=CustomIdentityAndCustomTrust
CustomIdentityAlias=[proxy fqdn]
CustomIdentityKeyStoreFileName=[DOMAIN HOME]/security/ [proxy fqgdn]
CustomIdentityKeyStorePassPhrase=[keystore passphrase]
CustomIdentityKeyStoreType=JKS
CustomIdentityPrivateKeyPassPhrase=[privatekey passphrase]

Need to think about setting up environment scripts for the following:

$ export ORACLE BASE=/u0l/app/Oracle Home
$ export WLS HOME=SORACLE BASE/wlserver
$ export DOMAIN HOME=$SORACLE BASE/user projects/domains/erxdomainl
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4.2 Platform Installation and Preparation

The following sections describe the steps to prepare the operating system for the installation of
the application. Most activities are to be performed by the RHEL System Administrator.

4.2.1 Modify /etc/hosts entry

1. Modify /etc/hosts to add fully qualified domain name for the local server (the following
must be performed by a system administrator):

$ sudo vi /etc/hosts

2. Add entries similar to the following:

?22.222.2272.2°2° [vml_fgdn] [vml name].domain.local [vml_name]
?22.222.222.2°2° [vm2_fgdn] [vm2_name].domain.local [vm2 name]
?22.222.222.2°2° [db_fgdn] [db name].domain.local [db name]

3. Save the file and exit. Note the following explanations of the hosts entry fields:

??2.222.222.2°2° <- IP address of the server

4.2.2 X Windows

1. Install the Linux X Window libraries (the following must be performed by a system
administrator):
$ sudo yum install xorg-xll-xauth.x86 64
2. Start Attachmate Reflection X (Click Start > All Programs > Attachmate Reflection >
Reflection X).

3. Modify the SSH session:
a. Connection > SSH > X11 > Enable X11 forwarding
b. Connection > SSH > X11 > X display location > :0.0

4. Connect to the Linux server with the new SSH session settings. The DISPLAY
environment variable should be automatically set.

5. Inorder to run X applications after doing a sudo su to another account, first modify the
Xauthority file

6. As your normal Linux login account:
$ cp ~/.Xauthority /tmp

7. After you sudo su to another user, copy the .Xauthority file:
$ cp /tmp/.Xauthority ~

4.2.3 Setup Administration Accounts

1. Create the Linux weblogic user and group (the following must be performed by a system

administrator):
$ sudo groupadd -g 7400 weblogic (this group already exists in LDAP)
$ sudo useradd -g weblogic weblogic

2. Create the Linux weblogic sudoer file (the following must be performed by a system
administrator):

$ cat > /etc/sudoers.d/weblogic

weblogic ALL=NOPASSWD:/sbin/service wls start,/sbin/service wls stop,/sbin/service wls
stop all,/sbin/service wls status,/sbin/service wlnm start,/sbin/service wlnm

stop, /sbin/service wlnm status
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Cmnd Alias WLS SU=/bin/su - weblogic, /bin/su - weblogic2, /bin/su - weblogic3, /bin/su -
aacesrpprod, /bin/su - aacxpologger, /bin/su - introsvr

Cmnd Alias WLS_CMD=/bin/ls, /bin/du, /bin/grep, /bin/cat, /sbin/chkconfig --list,
/sbin/service wls stop, /sbin/service wls start

Cmnd Alias LSOF CMD=/usr/sbin/lsof

WLS ALL=(ALL) WLS_CMD

WLS ALL=(ALL) WLS_SU

WLS ALL=(ALL) LSOF CMD

Sweblogic ALL= (ALL) WLS CMD
Sweblogic ALL=(ALL) WLS_SU
Sweblogic ALL=(ALL) LSOF_CMD
<ctrl>d

3. Modify the Linux weblogic account to add umask command near the beginning of the file

~weblogic/.bash_profile:
umask 0022

4. Create the app software directory if it doesn’t exist (the following must be performed by a

system administrator):

$ sudo chmod 777 /u0l

$ sudo mkdir -p /u0l/app

$ sudo chown weblogic:weblogic /u0l/app
$ sudo chmod 777 /u0l/app

5. Create the Linux kettle user and group (the following must be performed by a system

administrator):

$ sudo groupadd -g 7600 kettle
$ sudo useradd -g kettle kettle
$ sudo usermod -a -G weblogic kettle (weblogic group already exists in LDAP)

6. Create the Linux kettle sudoer file (the following must be performed by a system

administrator):

$ sudo cat > /etc/sudoers.d/kettle

kettle ALL=NOPASSWD:/sbin/service kettle start,/sbin/service kettle stop,/sbin/service
kettle stop all,/sbin/service kettle status

Cmnd Alias KETTLE SU=/bin/su - kettle

Cmnd Alias KETTLE CMD=/bin/ls, /bin/du, /bin/grep, /bin/cat, /sbin/chkconfig --list,

/usr/sbin/lsof

Skettle ALL=(ALL) KETTLE CMD
Skettle ALL=(ALL) KETTLE SU
<ctrl>d

7. Create the pentaho software directory if it doesn’t exist (the following must be performed

by a system administrator):

$ sudo mkdir -p /u0l/app/pentaho
$ sudo chown kettle:kettle /ull/app/pentaho
$ sudo chmod 755 /u0l/app/pentaho

8. Modify the Linux kettle account to add umask command near the beginning of the file
~kettle/.bash_profile:
umask 0022
9. Modify the Linux kettle account to replace the PATH= and export PATH near the end of
the file ~kettle/.bash_profile:

export JAVA HOME=/u0l/app/java/latest/bin/java
export PATH=${JAVAiHOME}/bin:${PATH}:${HOME}/bin

10. Create the Linux apache sudoer file (the following must be performed by a system
administrator):

$ sudo vi /etc/sudoers.d/apache
apache ALL=(kettle:kettle) NOPASSWD:/u0l/app/cpanel/bin/carte slave util.sh
<ctrl>d
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4.2.4 Install Java

1. As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

3. Download Oracle JDK 1.8 for Linux x86-64 to the downloads directory:
Download from ATIC IEP eRx Downloads directory

4. Create Java directory if it doesn’t exist:
$ mkdir -p /ul0l/app/java

5. Unpack the Oracle JDK 1.8 archive to in the downloads directory:

$ cd /ull/app/java
$ gzip -cd < /u0l/downloads/jdk-8uxxx-linux-x64.tar.gz | tar xvf -

6. Create symbolic link for latest Java installation:
$ 1In -s cd /ull/app/java/jdkl.8.0 xxx /u0l/app/java/latest
7. Add instructions to open permissions to permit access to all users, and to create link for
/uO1/app/java if located in a different location.

$ exit

8. Return back in your normal Linux login account.

S exit

4.2.5 Apache Installation on VM1 and VM2

Perform the following steps on VM1 and VM2:

1. EO SA installs standard Apache 2.2 RHEL6 RPM, as your normal Linux login account

verify as follows:

$ sudo rpm -g -a | grep httpd
httpd-2.2.15-39.e16.x86 64
httpd-tools-2.2.15-39.e16.x86_ 64

2. Install the Linux NSS package (the following must be performed by a system
administrator):
$ sudo yum install mod nss.x86 64
3. Modify the httpd startup configuration (the following must be performed by a system

administrator):

$ sudo chkconfig --level 2345 httpd on
$ sudo systemctl enable httpd # for RHEL 7 systems
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4.2.6 Apache Configuration on VM1 and VM2

servers are RHEL 7 and they have Apache version 2.4, Want to confirm if these instructions are for Apache 2.2 or 2.4?
Here are the differences between document and Apache conf file on server.

6. No <IfModule prefork.c>

9. No <Directory “/var/www/icons”> section

Instead <Directory “/var/www/html”> section exist and it has the Option parameter

Options Indexes FollowSymLinks

The following step need to be performed on VM1 and VMZ2:
1. Modify HTTPD configuration:

2.

3.

9.

$ sudo vi /etc/httpd/conf/httpd.conf
Modify Timeout parameter:

Timeout 120

Modify <IfModule prefork.c>parameters:

StartServers 8
ServerLimit 300
MaxClients 300
Modify Listen parameter:
Listen 80

Modify <Directory /> section:

<Directory />
Options FollowSymLinks
AllowOverride None
<Limit PUT>
Order deny,allow
Deny from all
</Limit>
</Directory>

Modify <Directory "/var/www/icons"> Options parameter:

#0ptions Indexes MultiViews FollowSymLinks
Options Indexes

Modify <Directory "/var/www/html"> section:

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

</Directory>

Add <Directory "/var/www/html/cpanel”> section:

<Directory "/var/www/html">
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

</Directory>

Enable ScriptAlias:

ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"

10. Modify <Directory "/var/www/cgi-bin"> section:

<Directory "/var/www/cgi-bin">
AllowOverride None
Options None
Order allow,deny
Allow from all
</Directory>
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11. Modify HTTPD configuration:

$ sudo vi /etc/httpd/conf/httpd.conf

12. Add Header Edit entries to bottom of /etc/http/conf/httpd.conf

Header edit Set-Cookie " (?1)"((?:(2!;\s?HttpOnly).)+)S$" "$1; HttpOnly"
Header edit Set-Cookie " (2i)"((?:(?!;\s?secure).)+)$" "$1; Secure"
Header always append X-Frame-Options DENY

13. Reverse Proxy to Pentaho Slaves in /etc/httpd/conf.d/pentaho.conf:

$ sudo vi /etc/httpd/conf.d/pentaho.conf

#

# Reverse proxy to Pentaho slaves

#

<Location /masterl/>
ProxyPass http://[vml fqdn]:8080/
ProxyPassReverse http://[vml fqdn]:8080/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/masterl/kettle/|1i"

</Location>

<Location /slavel/>
ProxyPass http://[vml fqdn]:8081/
ProxyPassReverse http://[vml fqdn]:8081/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slavel/kettle/|1i"

</Location>

<Location /slave2/>
ProxyPass http://[vml fqdn]:8082/
ProxyPassReverse http://[vml fqdn]:8082/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slave2/kettle/|1i"

</Location>

<Location /slave3/>
ProxyPass http://[vm2_ fqdn]:8083/
ProxyPassReverse http://[vm2_ fqgdn]:8083/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slave3/kettle/|1i"

</Location>

<Location /slaved/>
ProxyPass http://[vm2_ fqdn]:8084/
ProxyPassReverse http://[vm2 fqgdn]:8084/
AddOutputFilterByType SUBSTITUTE text/html
Substitute "s|/kettle/|/slaved/kettle/ 1"

</Location>

14. Restart Apache:

$ sudo service httpd stop
$ sudo service httpd start
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4.2.7 Certificate Configuration

3 thru 14. saving these certificates with .pem file extension instead of .txt, this does not make any difference in functionality, it’s

9.

10. Paste the va_ intermediate_cal s2_cert.pem content from Appendix 8.1.4.

only a better representation of the file format, since they are actually PEM format.

15, 16. Replacing these steps with the AITC standards that we follow to generate and request certificates. Steps are as follows:

1) Create a configuration file with name: [proxy_fqgdn].cnf, content:
distinguished_name = req_distinguished_name

[req]

reg_extensions = v3_req

prompt = no

[v3_req]

# Extensions to add to a certificate request

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
# Some CAs do not yet support subjectAltName in CSRs.

# Instead the additional names are form entries on web

# pages where one requests the certificate...

subjectAltName = @alt_names

[alt_names]

DNS.1 = [proxy_fqdn1]

DNS.2 = [proxy_fqdn2]

[ req_distinguished_name ]

C =UsS

ST =Texas

L = Austin

0 = US Department of Veterans Affairs

ou =AITC

CN = [proxy_fqdn]

emailAddress = cdcoweblogicadministrators@va.gov
[ req_attributes ]

challengePassword = XXXXXXXXXXX

Command to generate csr and private key:
openssl req -new -newkey rsa:2048 -keyout [proxy_fqgdn].key -out [proxy_fqdn].csr -config [proxy_fqdn].cnf

As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

Create a “certificates” directory to store all certificate artifacts:

$ mkdir /ulOl/certificates
$ cd /uOl/certificates

Create the va_root_ca_cert.pem certificate in the “certificates” directory:

$ cat > va root ca cert.pem

Paste the va_root_ca_cert.pem content from Appendix 8.1.1.

<ctrl>d

Create the va_internal_subordinate_ca_cert.pem content in the “certificates” directory:

$ cat > va_internal subordinate ca cert.pem

Paste the va_internal_subordinate_ca_cert.pem content from Appendix 8.1.2.

<ctrl>d

Create the va_root _ca_s2 cert.pem certificate in the “certificates” directory:

$ cat > va root ca s2 cert.pem

Paste the va_root_ca_s2_cert.pem content from Appendix 8.1.3.
<ctrl>d

Create the va_intermediate cal s2 cert.pem certificate in the “certificates” directory:

$ cat > va_intermediate cal s2 cert.pem

<ctrl>d

11. Create the va_intermediate ca2 s2 cert.pem certificate in the “certificates” directory:
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$ cat > va intermediate ca2 s2 cert.pem

12. Paste the va_ intermediate_ca2_s2_cert.pem content from Appendix 8.1.5.
<ctrl>d
13. Create the betrusted_production_ssp_ca_al_cert.pem certificate in the “certificates”
directory:

$ cat > betrusted production ssp ca al cert.pem

14. Paste the betrusted_production_ssp_ca_al_cert.pem content from Appendix 8.1.6.
<ctrl>d

15. Create the federal_common_policy_ca_cert.pem certificate in the “certificates” directory:

$ cat > federal common policy ca cert.pem

16. Paste federal_common_policy _ca_cert.txt content from Appendix 8.1.7.
<ctrl>d
17. Create the veterans_affairs_device_ca b2 cert.pem certificate in the “certificates”
directory:

$ cat > veterans_affairs device ca b2 cert.pem

18. Paste the veterans_affairs_device ca_b2_cert.pem content from Appendix 8.1.8.

<ctrl>d

19. Create the vaww.ersdev.aac.va.gov_cert.pem certificate in the “certificates” directory:

$ cat > vaww.ersdev.aac.va.gov_cert.pem

20. Paste the vaww.ersdev.aac.va.gov_cert.pem content from Appendix 8.1.9.

<ctrl>d

21. Create the vaww.esrstagela.aac.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrstagela.aac.va.gov.pem

22. Paste the vaww.esrstagela.aac.va.gov.pem content from Appendix 8.1.10.

<ctrl>d

23. Create the vaww.esrstagelb.aac.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrstagelb.aac.va.gov.pem

24. Paste the vaww.esrstagelb.aac.va.gov.pem content from Appendix 8.1.11.

<ctrl>d

25. Create the vaww.esrpre-prod.aac.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrpre-prod.aac.va.gov.pem

26. Paste the vaww.esrpre-prod.aac.va.gov.pem content from Appendix 8.1.12

<ctrl>d

27. Create the das-test.va.gov.pem certificate in the “certificates” directory:

$ cat > vaww.esrstagela.aac.va.gov.pem

28. Paste the das-test.va.gov.pem content from Appendix 0.
<ctrl>d

29. Create the das-sqa.va.gov.pem certificate in the “certificates” directory:

$ cat > das-sga.va.gov.pem

30. Paste the das-sga.va.gov.pem content from Appendix 8.1.14.

<ctrl>d

31. Create the das.va.gov.pem certificate in the “certificates” directory:

$ cat > das.va.gov.pem

32. Paste the das.va.gov.pem content from Appendix 8.1.15.

<ctrl>d
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33. Create a certificate request configuration file:

$ cat > [proxy fqdn] csr cfg.txt
[reql

default bits=2048

prompt=no

default md=sha256
req_extensions=req ext
distinguished name=dn

[ dn ]

C=US

ST=Texas

L=Austin

0=US Department of Veterans Affairs
OU=AITC

CN=[proxy fqdn]
emailAddress=admin@va.gov

[ reqg ext ]
subjectAltName=@alt names

[ alt names ]
DNS.1l=[proxy fqdn]
DNS.2=[vm2 fqdn]
<ctrl>d

34. Generate a permanent certificate signing request:

$ openssl req -out [proxy fqgdn] csr_[yyyymmdd].txt -newkey rsa:2048 -keyout
[proxy fgdn] key.txt -new -sha256 -nodes -config [proxy fgdn] csr cfg.txt
Generating a 2048 bit RSA private key

35. Submit the certificate signing request to VA PKI to obtain a permanent certificate.

36. Save the permanent certificate in the “certificates” directory:
$ cat > /uOl/certificates/[proxy fqdn] cert.pem

37. Paste permanent certificate content.

<ctrl>d

38. Generate a [proxy_fqdn] pkecs12 certificate store:

$ openssl pkcsl2 -export -name [proxy fgdn] -in [proxy fgdn] cert.pem -inkey
[proxy fqdn]_ key.txt -out [proxy fqdn].pl2

Enter Export Password: ####

Verifying - Enter Export Password: ####

39. Generate [proxy_fqgdn] java keystore:

$ keytool -importkeystore -deststorepass ######## -destkeypass ######## -destkeystore
[proxy fgdn].jks -srckeystore [proxy fgdn].pl2 -srcstoretype PKCS12 -srcstorepass #### -
alias [proxy fqdn]

40. Import va_root_ca_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias va_root_ca -file va_root_ca cert.pem -keystore [proxy fqgdn].jks
Enter keystore password: ########
Trust this certificate? [no]: vyes
Certificate was added to keystore

41. Import va_internal_subordinate_ca_cert.pem Certificate into [proxy_fqdn]java keystore:

$ keytool -import -alias va_internal subordinate ca -file
va_internal subordinate ca cert.pem -keystore [proxy fqgdn].jks
Enter keystore password: ########

Trust this certificate? [no]l: vyes

Certificate was added to keystore

42. Import va_root_ca_s2_cert.pem Certificate into [proxy_fqdn] java keystore:
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$ keytool -import -alias va root ca s2 -file va root ca s2 cert.pem -keystore
[proxy fgdn].jks

Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

43. Import va_intermediate_cal_s2_cert.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias va_intermediate cal s2 -file va intermediate cal s2 cert.pem -
keystore [proxy fgdn].jks

Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

44, Import va_intermediate_ca2_s2_cert.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias va_ intermediate ca2 s2 -file va intermediate ca2 s2 cert.pem -
keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

45. Import veterans_affairs_device_ca_b2_cert.pem Certificate into [proxy_fqdn] java
keystore:

$ keytool -import -alias veterans affairs device ca b2 -file
veterans affairs device ca b2 cert.pem -keystore [proxy fgdn].jks
Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

46. Import betrusted_production_ssp_ca_al_crt.pem Certificate into [proxy_fqdn] java
keystore:

$ keytool -import -alias betrusted production ssp ca -file
betrusted _production_ssp_ca_al_cert.pem -keystore [proxy fgdn].jks
Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

47. Import federal_common_policy _ca_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias federal common policy ca -file federal common policy ca cert.pem
-keystore [proxy fqgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

48. Import sqa.services.eauth.va.gov_cert.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias sga.services.eauth.va.gov -file
sga.services.eauth.va.gov_cert.pem -keystore [proxy fqdn].jks
Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

49. Import vaww.esrdev.aac.va.gov_cert.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias vaww.esrdev.aac.va.gov -file vaww.esrdev.aac.va.gov_cert.pem -
keystore [proxy fgdn].jks

Enter keystore password: #######4

Trust this certificate? [no]l: vyes

Certificate was added to keystore

50. Import vaww.esrstagela.aac.va.gov.pem Certificate into [proxy_fqgdn] java keystore:

$ keytool -import -alias vaww.esrstagela.aac.va.gov -file vaww.esrstagela.aac.va.gov.pem
-keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

51. Import vaww.esrstagelb.aac.va.gov.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias vaww.esrstagelb.aac.va.gov -file vaww.esrstagelb.aac.va.gov.pem
-keystore [proxy fgdn].jks
Enter keystore password: #######4#
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Trust this certificate? [no]: vyes
Certificate was added to keystore

52. Import vaww.esrspre-prod.aac.va.gov.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias vaww.esrpre-prod.aac.va.gov -file vaww.esrpre-
prod.aac.va.gov.pem -keystore [proxy fqdn].jks

Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

53. Import das-test.va.gov.pem Certificate into [proxy_fqdn] java keystore:

$ keytool -import -alias das-test.va.gov -file das-test.va.gov.pem -keystore
[proxy fqdn].jks

Enter keystore password: #######4#

Trust this certificate? [no]: vyes

Certificate was added to keystore

54. Import das-sga.va.gov.pem Certificate into [proxy_fqdn] java keystore:

S keytool -import -alias das-sga.va.gov -file das-sga.va.gov.pem -keystore
[proxy fqdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes

Certificate was added to keystore

55. Import das.va.gov.pem Certificate into [proxy_fgdn] java keystore:

$ keytool -import -alias das.va.gov -file das
.va.gov.pem -keystore [proxy fgdn].jks

Enter keystore password: ########

Trust this certificate? [no]: vyes
Certificate was added to keystore

56. Copy certificate artifacts to VM2:

$ scp [proxy fgdn].jks [vm2_fgdn]:/u0l/certificates
$ scp [vm2_fqdn].pl2 [vm2_fqdn]:/u0l/certificates
$ scp cacerts [vm2 fqdn]:/u0l/certificates
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4.2.8 Create NSS certificate database on VM1

1. Create a new NSS certificate database:

$ sudo mv /etc/httpd/alias /etc/httpd/alias orig
$ sudo mkdir /etc/httpd/alias
$ sudo certutil -N -d /etc/httpd/alias
Enter new password: ####
Re-enter password: ####
2. Add server permanent certificate:

$ sudo pkl2util -i [proxy fqdn].pl2 -d /etc/httpd/alias -n [proxy fqdn]
Enter Password or Pin for "NSS Certificate DB": ####

Enter password for PKCS12 file: ####

pkl2util: PKCS12 IMPORT SUCCESSFUL

3. Add certificate chain:

$ sudo certutil -A -d /etc/httpd/alias -i va root ca s2 cert.pem -t CT,, -n va root ca s2
$ sudo certutil -A -d /etc/httpd/alias -i va_ intermediate cal s2 cert.pem -t CT,, -n
va_intermediate cal_s2

$ sudo certutil -A -d /etc/httpd/alias -i va_intermediate ca2 s2 cert.pem -t CT,, -n
va_intermediate ca2 s2

4. Modify certificate database permissions:

$ sudo chmod g+rx,o+rx /etc/httpd/alias
$ sudo chmod -R g+r,o+r /etc/httpd/alias/*

5. Verify installed certificates:
$ certutil -L -d /etc/httpd/alias

6. Create certificate database password file:

$ cat > /etc/httpd/conf/password.conf
internal: ##4##

NSS FIPS 140-2 Certificate DB:####
<ctrl>d

7. Modify certificate database password file permissions:

$ sudo chmod g+r,o+r /etc/httpd/conf/password.conf

8. Start HTTPD server

$ sudo service httpd start

9. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.
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4.2.9 Create NSS certificate database on VM2

1. Create a new NSS certificate database:

$ sudo mv /etc/httpd/alias /etc/httpd/alias orig
$ sudo mkdir /etc/httpd/alias
$ sudo certutil -N -d /etc/httpd/alias
Enter new password: ####
Re-enter password: ####
2. Add server permanent certificate:

$ sudo pkl2util -i [vm2 fgdn].pl2 -d /etc/httpd/alias -n [vm2 fqgdn]
Enter Password or Pin for "NSS Certificate DB": ####

Enter password for PKCS12 file: ####

pkl2util: PKCS12 IMPORT SUCCESSFUL

3. Add certificate chain:

$ sudo certutil -A -d /etc/httpd/alias -i va root ca s2 cert.pem -t CT,, -n va root ca s2
$ sudo certutil -A -d /etc/httpd/alias -i va_ intermediate cal s2 cert.pem -t CT,, -n
va_intermediate cal_s2

$ sudo certutil -A -d /etc/httpd/alias -i va_intermediate ca2 s2 cert.pem -t CT,, -n
va_intermediate ca2 s2

4. Modify certificate database permissions:

$ sudo chmod g+rx,o+rx /etc/httpd/alias
$ sudo chmod -R g+r,o+r /etc/httpd/alias/*

5. Verify installed certificates:
$ certutil -L -d /etc/httpd/alias

6. Create certificate database password file:

$ cat > /etc/httpd/conf/password.conf
internal: ##4##

NSS FIPS 140-2 Certificate DB:####
<ctrl>d

7. Modify certificate database password file permissions:

$ sudo chmod g+r,o+r /etc/httpd/conf/password.conf

8. Start HTTPD server

$ sudo service httpd start

9. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.
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4.2.10 NSS Configuration on VM1

6. cp /tmp/INB_ERX1.0/downloads/WLSPlugin12.1.3-Apache2.2-Apache2.4-Linux_x86_64/lib/mod_wl_24.so /etc/httpd/modules/ -
Need Linux SA assistance.
Note: we are using mod_wlI_24.so instead of mod_wl.so since Apache on this server is Apache v2.4

7.

- Changed From LoadModule weblogic_module modules/mod_wl.so To LoadModule weblogic_module modules/mod_wl_24.so
- remove “Hexit”

8. Remove this step as we will run Apache commands as WebLogic.

9. Replace with

- sudo systemctl status httpd.service

- sudo systemctl stop httpd.service

- sudo systemctl start httpd.service

The following steps need to be performed on VM1 and VMZ2:

1. Rename the RPM default ssl.conf file to ssl.conf_orig to prevent Apache from loading
during startup.

$ sudo mv ssl.conf ssl.conf orig

2. Modify NSS configuration:

$ sudo vi /etc/httpd/conf.d/nss.conf

a.

Modify Listen parameter:

#Listen 8443

Listen 443

Modify NSSPassPhraseDialog parameter:

#NSSPassPhraseDialog builtin
NSSPassPhraseDialog file:/etc/httpd/conf/password.conf
NSSFIPS on

Modify VirtualHost tag:

#<VirtualHost default :8443>
<VirtualHost _default :443>

Modify ServerName parameter:

#ServerName www.example.com:8443
ServerName [proxy fqdn]:443

Modify NSS logging parameters:

#ErrorLog /etc/httpd/logs/error log
#TransferLog /etc/httpd/logs/access log
ErrorLog /etc/httpd/logs/nss_error log
TransferLog /etc/httpd/logs/nss_access log

Modify NSSCipherSuite parameters:

#NSSCipherSuite

taes_ 128 sha 256,+aes 256 sha 256,+ecdhe ecdsa aes 128 gcm sha 256, +ecdhe ecdsa ae
s 128 sha,+ecdhe ecdsa aes 256 sha,tecdhe rsa aes 128 gcm sha 256,+ecdhe rsa aes 1
28 sha, +tecdhe rsa_aes_ 256 sha,+rsa aes 128 gcm sha 256,+rsa aes_ 128 sha,+rsa_aes 2
56_sha

NSSCipherSuite +rsa aes 128 sha,+rsa aes 256 sha

Modify NSSProtocol parameters:

#NSSProtocol SSLv3,TLSv1.0,TLSv1l.1
NSSProtocol TLSv1.1l,TLSvl1.2

Modify NSSNickname parameter:

#NSSNickname Server-Cert
NSSNickname [proxy fgdn]
NSSEnforcevValidCerts off

Save the nss.conf file.

3. Start HTTPD server

$ sudo service httpd start
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4. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is

functioning correctly.

4.2.11 NSS Configuration on VM2

6. cp /tmp/INB_ERX1.0/downloads/WLSPlugin12.1.3-Apache2.2-Apache2.4-Linux_x86_64/lib/mod_wl_24.so /etc/httpd/modules/ -
Need Linux SA assistance.

Note: we are using mod_wl_24.so instead of mod_wl.so since Apache on this server is Apache v2.4

7.

- Changed From LoadModule weblogic_module modules/mod_wl.so To LoadModule weblogic_module modules/mod_wl_24.so
- remove “Hexit”

8. Remove this step as we will run Apache commands as WeblLogic.
9. Replace with

- sudo systemctl status httpd.service

- sudo systemctl stop httpd.service

- sudo systemctl start httpd.service

The following steps need to be performed on VM1 and VMZ2:

1. Rename the RPM default ssl.conf file to ssl.conf_orig to prevent Apache from loading
during startup.

$ sudo mv ssl.conf ssl.conf orig

2. Modify NSS configuration:

$ sudo vi /etc/httpd/conf.d/nss.conf

a.

h

Modify Listen parameter:

#Listen 8443
Listen 443

Modify NSSPassPhraseDialog parameter:

#NSSPassPhraseDialog builtin

NSSPassPhraseDialog file:/etc/httpd/conf/password.conf

NSSFIPS on

Modify VirtualHost tag:
#<VirtualHost default :8443>
<VirtualHost _default :443>
Modify ServerName parameter:
#ServerName www.example.com:8443
ServerName [vm2_fqgdn]:443
Modify NSS logging parameters:

#ErrorLog /etc/httpd/logs/error log
#TransferLog /etc/httpd/logs/access log
ErrorLog /etc/httpd/logs/nss_error log
TransferLog /etc/httpd/logs/nss_access log

Modify NSSProtocol parameters:

#NSSProtocol SSLv3,TLSv1.0,TLSvl.1
NSSProtocol TLSv1.1l,TLSvl1.2

Modify NSSNickname parameter:

#NSSNickname Server-Cert
NSSNickname [proxy fgdn]
NSSEnforceValidCerts off

Save the nss.conf file.

3. Start HTTPD server

$ sudo service httpd start
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4. Review access_log, error_log, nss_access_log and nss_error_log to ensure TLS is
functioning correctly.
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Install Apache Plug-in for WebLogic on VM1 and VM2
The following steps need to be performed on VM1 and VMZ2:

1.

2.

3.

As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

Download Oracle WLS Plugin 12.1.3 archive (v44415-01) to the downloads directory:
Download from AITC IEP eRx Downloads directory
Unzip the Oracle WLS Plugin 12.1.3 archive to in the downloads directory:

unzip fmw 12 1 3 0 wls plugin v44415-01.zip
unzip WLSPluginsl2c-12.1.3.zip WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64.zip
mkdir WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64
unzip WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64.zip \

-d WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64
chmod -R o+rx WLSPluginl2.l.3-Apache2.2-Apache2.4-Linux x86 64
exit

You should be back in your normal Linux login account.

Copy the Apache Plug-in for WebLogic libraries to the Linux system library directory (the
following must be performed by a system administrator):

$ sudo cp /ul0l/downloads/WLSPluginl2.1l.3-Apache2.2-Apache2.4-Linux x86 64/lib/mod * \
/usr/lib64/httpd/modules

Uy »r »r

O

4.2.12 Configure Apache Plug-in for WeblLogic on VM1
The following steps need to be performed on VM1 and VMZ2:

1.

As your normal Linux login account, sudo su to the root account:

$ sudo su -
# cat > /etc/httpd/conf.d/weblogic.conf
LoadModule weblogic module modules/mod wl.so

<IfModule weblogic module>
WebLogicCluster [vml fqdn]:8001, [vm2 fqdn]:8001
MatchExpression /*
WLExcludePathOrMimeType /cpanel/*
WLIOTimeoutSecs 300
WLProxySSL OFF
WebLogicSSLVersion TLSvl 1 TLSvl 2
WLSocketTimeoutSecs 2
DebugConfigInfo ON

</IfModule>

<CTRL><d>

# exit

You should be back in your normal Linux login account.
Restart Apache

$ sudo service httpd stop
$ sudo service httpd start

Review access_log, error_log, nss_access_log and nss_error_log to ensure Apache is
functioning correctly.
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4.2.13 Configure Apache Plug-in for WebLogic on VM2

The following steps need to be performed on VM1 and VMZ2:
1. As your normal Linux login account, sudo su to the root account:

$ sudo su -

# cat > /etc/httpd/conf.d/weblogic.conf
LoadModule weblogic module modules/mod wl.so
LoadModule weblogic module modules/mod wl 24.so

<IfModule weblogic_module>
WebLogicCluster [vml fgdn]:8001, [vm2 fqgdn]:8001
MatchExpression /*
WLExcludePathOrMimeType /cpanel/*
WLExcludePathOrMimeType /inbound/*
WLIOTimeoutSecs 300
WLProxySSL OFF
WebLogicSSLVersion TLSvl 1 TLSvl 2
WLSocketTimeoutSecs 2
DebugConfigInfo ON

</IfModule>

<CTRL><d>

# exit

2. You should be back in your normal Linux login account.
3. Restart Apache

$ sudo service httpd stop
$ sudo service httpd start

4. Review access_log, error_log, nss_access_log and nss_error_log to ensure Apache is
functioning correctly.

4.2.14 Create IEP CPanel on VM1 and VM2

1. As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/deployments

3. Download the CPanel Archive (cpanel_yyyymmdd.tgz) to the deployments directory:
Download from AITC IEP eRx Deploymentss directory

S exit
4. You should be back in your normal Linux login account.
5. Unpack the CPanel Archive from the root (/) directory:

$ cd /
$ sudo tar xvf /ul0l/deployments/cpanel yyyymmdd.tgz
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4.2.15 Install Apache SSOi Web Agent on VM1

1. Start Xming or other X Server on your Windows Desktop/Laptop. Connect to the server

10.

11.

12.

13.

14.

using Putty. The DISPLAY environment variable should be set.
As your normal Linux login account, sudo su to the weblogic account:

$

sudo su - weblogic

Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

Download CA SiteMinder Apache Web Agent (smwa-12.51-cr07-linux-x86-64.zip) to the
downloads directory:

Download from AITC IEP eRx Downloads directory
Unzip the CA SiteMinder Apache Web Agent archive to in the downloads directory:

Uy A A 0y 0y Uy

cd /ul0l/downloads

unzip smwa-12.51-cr07-1inux-x86-64.zip —-d smwa-12.51-cr07-1inux-x86-64
chmod o+rx smwa-12.51-cr07-linux-x86-64

chmod o+r smwa-12.51-cr07-1linux-x86-64/layout.properties

chmod ugo+rx smwa-12.51-cr07-1linux-x86-64/ca-wa-12.51-cr07-1inux-x86-64.bin
exit

You should be back in your normal Linux login account.

Execute the CA SiteMinder Apache Web Agent installer (the following must be

performed by a system administrator):

$ sudo /u0l/downloads/smwa-12.51-cr07-1inux-x86-64/ca-wa-12.51-cr07-1linux-x86-64.bin -i
console

Press <Enter> to continue installing in Console mode:
PRESS <ENTER> TO CONTINUE: <ENTER>

Press <Enter> many times to scroll through license agreement:

PRESS <ENTER> TO CONTINUE: <ENTER>

Enter “Y” to accept license agreement:
DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N):

Enter installation path:

ENTER AN ABSOLUTE PATH, OR PRESS <ENTER> TO ACCEPT THE DEFAULT

: /ull/app/CA/webagent

Confirm installation path:
INSTALL FOLDER IS: /u0l/app/webagent

IS THIS CORRECT? (Y/N): Y

Confirm installation details:

Please Review the Following Before Continuing:
Product Name:

CA SiteMinder Web Agent

Install Folder:

/u0l/app/webagent

Disk Space Information (for Installation Target):

Required: 300,510,677 Bytes
Available: 60,435,013,632 Bytes

PRESS <ENTER> TO CONTINUE: <ENTER>

Confirm exit from installer:
PRESS <ENTER> TO EXIT THE INSTALLER: <ENTER>
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4.2.16 Configure Apache SSOi Web Agent on VM1

1. As your normal Linux login account, sudo su to the root account (the following must be
performed by a system administrator):

$ sudo su -

2. Change directory to the agent home and "source" the Siteminder environment:

# cd /u0l/app/CA/webagent
# . ./ca wa env.sh

3. Change to install config info directory and launch the configuration wizard:

# cd install config info
# ./ca-wa-config.sh -i console

4. Type 1 to register the trusted host, then Press Enter

->1- Yes, I would like to do Host Registration now.
2- No, I would like to do Host Registration later.

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR
PRESS <ENTER> TO ACCEPT THE DEFAULT: 1

5. Inthe Admin User Name prompt, type threg then press Enter

Enter the name of an administrator who has the right to register trusted hosts
with the Policy Server.

This entry must match the name of an administrator defined in the Policy
Server.

Admin User Name (Default: ): threg

6. For Shared Secret Rollover, type n then press Enter

Enable Shared Secret Rollover (y/n) (Default: n): n

7. Type the threg password then press Enter

Enter the password of an administrator who has the right to register trusted
hosts with the Policy Server. This entry must match the name of an
administrator defined in the Policy Server.:

Confirm Admin Password: <- val234!

8. Type the Trusted Host Name then press Enter

Specify the name of the host you want to register with the Policy Server.

Enter the name of the host configuration object. The name must match a host
configuration object name already defined on the Policy Server.

Trusted Host Name (Default: ): [proxy fqdn]

9. Type the Host Configuration Object then press Enter

Host Configuration Object (Default: ): [iam hco]

10. Type the Policy Server IP Address then press Enter

Policy Server IP Address

Enter the IP Address of the Policy Server where you are registering this host.

Policy Server IP Address (Default: ): [iam policy]

11. In the FIPS Mode Settings, select 3 then press Enter

FIPS Mode Setting
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->1- FIPS Compatibility Mode
2- FIPS Migration Mode
3- FIPS Only Mode

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 3

12. Press Enter twice to accept the default file name and location of Host configuration

Host Configuration file location

Enter file name (Default: SmHost.conf):

Enter location (Default: /u0l/app/CA/webagent/config) :

13. Select 1 for Apache Web Server, then press Enter

Select Web Server(s)

1- Apache Web Server
2- Domino Web Server
->3- iPlanet or Sun ONE Web Server

ENTER A COMMA-SEPARATED LIST OF NUMBERS REPRESENTING THE DESIRED CHOICES, OR
PRESS <ENTER> TO ACCEPT THE DEFAULT: 1

14. Specify the path to apache instance /home/apache/httpd

Apache Web Server path

Enter the root path of where Apache Web server installed.

Please enter path (Default: ): /etc/httpd

15. Select the Apache version, type 3 then press Enter

Apache Version

Please select a choice for the Apache version.

1- Apache version 1l.x
2- Apache version 2.x
3- Apache version 2.2.x
4- Apache version 2.4.x

ENTER THE NUMBER OF THE DESIRED CHOICE: 4

16. Select the Apache Type, type 6 then press Enter

Apache Server Type

Please select one of the following appropriately match your previous selection

1- Oracle HTTP Server

2- IBM HTTP Server

3- HP Apache

4- ASF/RedHat Apache

5- RedHat JWS HTTP Server

ENTER THE NUMBER OF THE DESIRED CHOICE: 4

17. Type 1 to confirm the Apache version

Select Web Server(s)
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1- [] Apache 2.2.15

Select the web server(s) you wish to preserve or configure/reconfigure as
Web Agent (s). Enter a comma-separated list of numbers representing the
desired choices. Already configured web servers are marked as [x] in the
above list, you can un-configure or skip these web servers in next steps by
not listing them in comma-separated list here.: 1

18. Type the Agent Configuration Object, then press Enter

Agent Configuration Object

Enter the name of an Agent Configuration Object that defines the configuration
parameters which the Web Agent will use for Apache 2.2.15.

Agent Configuration Object (Default: AgentObj): PREAgentConfig

19. To select Basic over SSL Authentication, Type 1 then press Enter

SSL Authentication

The following SSL configurations are available for this web server. If the
Web Agent will be providing advanced authentication, select which
configuration it will use to configure Apache 2.2.15.

->1- HTTP Basic over SSL
2- X509 Client Certificate
3- X509 Client Certificate and HTTP Basic
4- X509 Client Certificate or HTTP Basic
5- X509 Client Certificate or Form
6- X509 Client Certificate and Form
7- No advanced authentication

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 1

20. Type 1 on the Webagent Enable prompt then press Enter

Webagent Enable option

Please select Yes to Enable the WebAgent

1- Yes
->2- No

ENTER THE NUMBER FOR YOUR CHOICE, OR PRESS <ENTER> TO ACCEPT THE DEFAULT:: 1

21. On the Summary Screen, Type 1 then press Enter

Web Server Configuration Summary

Please confirm the configuration selection. Accept the configuration and
press 'Enter' to continue. To change one or more settings, select 'Previous'.
Select 'Cancel' will exit the configuration.

Configure the following webserver(s):

Apache Server:

Apache 2.2.15

Agent Configuration Object: PREAgentConfig
SSL Authentication type: HTTP Basic over SSL

IS WebAgent Enabled: YES

Please enter a choice.
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->1- Continue
2- Previous
3- Cancel

ENTER THE NUMBER OF THE DESIRED CHOICE, OR PRESS <ENTER> TO ACCEPT THE
DEFAULT: 1

22. Continue installation if ssl.conf file doesn’t exist:

1- Continue
2- Exit

Unable to process configuration. File /etc/httpd/conf.d/ssl.conf doesnt
exist. Please make sure the configuration path is valid.

Please select a choice.: 1

23. Confirm exit from installer:
PRESS <ENTER> TO EXIT THE INSTALLER: <ENTER>

24. Enter “exit” to log out of root account:

# exit

25. You should be back in your normal Linux login account.

4.2.17 Post Configure Edits for Apache SSOi Web Agent on
VM1

1. Asyour normal Linux login account, sudo su to the root account:

$ sudo su -

2. Edit /Ju01/app/CA/webagent/config/SmHost.conf:

vi /u0l/app/CA/webagent/config/SmHost.conf
3. Verify policyserver entries:

# Add additional bootstrap policy servers here for fault tolerance.
[iam _policy servers]

4. Edit /etc/httpd/conf/WebAgent.conf:

vi /etc/httpd/conf/WebAgent.conf

5. Enable the agent:
EnableWebAgent="YES"”
6. For an embedded Apache web server (included by default) on a RedHat Linux system,

modify certain configuration files to accommodate the product first. Follow these steps:.

cp /etc/sysconfig/httpd /etc/sysconfig/httpd.orig
vi /etc/sysconfig/httpd

Add the following line to the end of the file:

PATH=$PATH:web agent home/bin
Save the changes and close the text editor.

7. Source ca_wa_env.sh script in the following file (instead of starting it manually each
time):
cp /etc/init.d/httpd /etc/init.d/httpd.orig
vi /etc/init.d/httpd
Add the following code snippet after the similar snippet for /etc/sysconfig/httpd

# Source CA Webagent environment

if [ -f /u0l/app/CA/webagent/ca wa env.sh ]; then
. /u0l/app/CA/webagent/ca wa_ env.sh

fi
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8. Modify the apachectl script to set the webagent environment variables:

cp /usr/sbin/apachectl /usr/sbin/apachectl.orig
vi /usr/sbin/apachectl

Locate a line resembling the following example:
# Source /etc/sysconfig/httpd for SHTTPD setting, etc

Add the following code snippet after the similar snippet for /etc/sysconfig/httpd/:

# Source CA Webagent environment

if [

-r /u0l/app/CA/webagent/ca wa env.sh ]; then

. /u0l/app/CA/webagent/ca wa_env.sh

fi

9. Modify permission of CA SmHost.conf file

# chmod 666 /u0l/app/CA/webagent/config/SmConf.conf

10. Create /opt/ca/webagent symbolic link

# mkdir /opt/ca
# chmod 755 /opt/ca

# 1n

-s /ul0l/app/CA/webagent/ /opt/ca/webagent

11. Modify ownership and permission of CA Webagent log files

# chown apache:apache /u0l/app/CA/webagent/log
# chmod 777 /u0l/app/CA/webagent/log

12. Modify trace file verbocity

Mod
# cd
# vi

Mod

nete.
nete
nete.

nete.
nete.
nete.

nete

Mod

# vi

Mod

ify SSOi WebAgent trace.conf file:

/opt/ca/webagent/config
trace.conf

ify lines near the bottom per the following:

enableConsoleLog=0

.enableFileLog=0

logFile=0

conapi.logLevel=0
conapi.ipc.logLevel=0
conapi.tcpip.logLevel=0

.mon.monitoringApiLogLevel=0

ify SSOi WebAgent WebAgentTrace.conf file:

WebAgentTrace.conf

ify lines neer the bottom to be:

components: WebAgent

data:

Date, Time, Pid, Function, TransactionID, User, Message

13. Modify sysctl for Apache on RHEL 7.
From: Ratcliff, Mark E. (SMS)

Sent:
To: Coombs, Marvin; OIT ITOPS SO 10 EIS LT6 Linux Sys Admins

Wednesday, May 16, 2018 7:45 PM

Cc: Bratcher, Jay L. (SMS)
Subject: RE: siteminder busted

Hi,

This is one fix for this (with some help from google). To keep apache updates from breaking this

in the future, an override file needs to be created with a systemd command:

dzdo

systemctl edit httpd.service

This will open a text file to edit. Drop in the following:
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[Service]
ExecStart=
ExecReload=

ExecStart=/bin/bash -a -c 'source /u01/CA/webagent/ca_wa_env.sh && exec /usr/shin/httpd

$OPTIONS -DFOREGROUND!

ExecReload=/bin/bash -a -c 'source /u01/CA/webagent/ca_wa_env.sh && exec /usr/sbin/httpd

$OPTIONS -k graceful'

Close and save. This will create /etc/systemd/system/httpd.service.d/override.conf.

Do a reload:
dzdo systemctl daemon-reload

httpd should come up with a normal start command. If there is a “file not found” error then
“ca_wa_env.sh” may be in a different spot. These files seem to get installed in different spots
across different systems. You can just run a find command to look for it, “dzdo find / -name
‘ca_wa_env.sh’”. If that one is not found it may also be named “set-apache-env.sh”. Update
override.conf with the correct path then do another daemon-reload. Should be working after that.
I believe some projects used this exact approach to fix their apache installs but | was not able to

recall what servers were fixed doing it this way.
Cheers!
Mark Ratcliff (Contractor)

Linux Systems Administrator — KGS
Service Operations - Infrastructure Operations

Office of Information and Technology, IT Operations and Services

Office: 512-326-6674
GFE Mobile: 512-820-7125

14. Restart Apache and check the logs for connection or errors.

# exit
$ sudo service httpd stop
$ sudo service httpd start

4.3 Download and Extract Files
This section is not applicable to this guide.

4.4 Database Creation
This section is not applicable to this guide.

4.5 Installation Scripts
This section is not applicable to this guide.

4.6 Cron Scripts

This section is not applicable to this guide.
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4.7 Access Requirements and Skills Needed for the
Installation

This section is not applicable to this guide.

4.8 Installation Procedure

This section provides step-by-step instructions for installing all components of the Inbound eRx
software on all platforms.

4.8.1 WebLogic Installation

The following subsections describe the steps to install the WebLogic application server. Most
activities are to be performed by the WebLogic Administrator.

4.8.1.1 Install WebLogic
1. Asyour normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic
2. Modify the weblogic Linux account .bash_profile, replace the PATH= and export PATH

with the following near the end of the file:

export JAVA HOME=/u0l/app/java/latest
export PATH=${JAVA HOME}/bin:${PATH}:${HOME} /bin

3. Exit weblogic account:

$ exit
4. Start Xming or other X Server on your Windows Desktop/Laptop. Connect to the server
using Putty. The DISPLAY environment variable should be set.

5. As your normal Linux login account, modify your .Xauthority permissions:

$ chmod 755 ~
$ chmod 644 ~/.Xauthority

6. As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

7. Copy the .Xauthority file from your normal Linux account to the current account:

$ cp ~yourusername/.Xauthority .

8. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

9. Download Oracle WLS 12.1.3 installer (v44413-01) to the downloads directory:
Download from AITC IEP eRx Downloads directory
10. Unzip the Oracle WLS 12.1.3 installer to the downloads directory:

$ unzip fmw 12.1.3.0.0 wls v44413-01.zip

11. Run the Oracle WLS 12.1.3 installer:

$ java -jar fmw 12.1.3.0.0 wls.jar
12. Enter “y” to accept prerequisite checks.

13. Enter “/u01/app/oralnventory”.
14. Click OK.
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Figure 3: Install WebLogic — Oracle Fusion Middleware Installation Inventory Setup

© Oracle Fusson Middleware 12¢ Installation Inventory Setup - = ‘lﬂlﬁ

Installation Inventory Setup _ORACLE ' )‘
FUSION MIDDLEWARE

Central Inventory Directory

Enter the Central Inventory directory Tor all your oracie Instaliations The instafler will create a new
central inventory directory if it does not exist

Inventory Qirectory I Y ] t /uOl/app/omluventmv] Browse
= 4 = QIFECTOry.

Operating Svstem Croup - aeblogic

-

Specify a group with write permission 1o the inventory
directory

Central Inventory Pointer File

Click OK 1o creme a script (createCentralinventory sh) in the inventory directory. Run this script 1o
Create a pointer file, which is used 10 gentity the location of the central inventory Tor future
Instaliations and administrative operations, such as patching and upgrade

Help QK Cancel

15. The Oracle Universal Installer will appear for a few moments.
Figure 4: Install WebLogic — Oracle Universal Installer Dialog Box

Oracle Fusion Middleware 12¢c WebLogic
Installer

Staring Wizard Frame Generation

Copyright ® 1996, 2014, Oracle and/or its affiliates. All rights reserved.
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16. Once the installer is complete, click Next.
Figure 5: Install WebLogic — Oracle Fusion Middleware WebLogic Server and Coherence Installer

Screen

© Oracle Fusion Middleware 12¢c WebLogic Server and Coherence Installation - Step 1 of 7

Welcome

@ Welcome
T

Installation Location

Installation Type

Installation Summary

|
!
!
T Prerequisite Checks
T
T Installation Progress
I

Installation Complete

ORACLE
FUSION MIDDLEWARE

‘Welcome to the Oracle Fusion Middleware 12c (12.1.3.0.0) WebLogic Server and Coherence Installer.

Use this installer to create a new Oracle home that contains the

Coherence software. You can use this software to configure a WebLogic Server domain for the

deployment of |ava applications.

For more information, see Install, Patch, and Upgrade in the Oracle Fusion Middleware

documentation library.

Context-sensitive online help is available from the Help button.

Copyright ® 1995, 2014, Qracle and/or its affiliates. All rights reserved.

- =l3lx|

Oracle WebLogic Server and Oracle

Help Next > Cancel
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17. Enter Oracle Home: “[ORACLE_BASE]".

18. Click Next.
Figure 6: Install WebLogic — Installation Location

O Orache Fuskm Mddicwore 12¢ Weblogee Server ond Coheroace Installation - Step 20l 7

Installation Location _ORACLE
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nEMianon Complete

-

-
| The Orath Hnnu[ MWI«H Wil B used for Ml Orache Featurs Sets i this imstalislion

THS DAge 0Nl SNOWS Feature Seis mSTUNG 3 The Seelted Oracie Home
£ J0es nat show Feature Sets matalied anymhere eise

Help < Jack Nt > Cancel |
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19. For Installation Type, select the WebLogic Server radio button.

20. Click Next.

© Oracle Fusion Middleware 12c WebLogic Server and Coherence Installation - Step 3 of 8

ORACLE
FUSION MIDDLEWARE

Installation Type

¥ Welcome

| ; ;
¥ Installation Location

Installation Type
Prereqguisite Checks
Security Updates
Installation Summary

Installation Progress

€——€——€—€—€—EH

Installation Complete

Help

Figure 7: Install WebLogic — Installation Type
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= Core Server
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Coherence Product Files 12.1.3.0.0
Web 2.0 HTTP Pub-Sub Server 12.1.3.0.0
Weblogic SCA 12.1.3.0.0
Weblogic Client Jars 12.1.3.0.0

= Administrative Tools

Administration Console Additional Language Help Files 12.1.2.0.0

CIEWLS Config 12.1.3.0.0
[=] Database Support

Thirdparty |JDEC Drivers 12.1.3.0.0
[z Open Source Components

Third Party Jackson 12.1.3.0.0

Third Party Jersey 1.18.0.0.0

Third Party Maven Apache 3.0.5.0.0
= Oracle Installation Infrastructure

| »

G

« S

= Back Mext = |

Cancel
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21. Click Next again on the Prerequisite Checks screen.
Figure 8: Install WebLogic — Prerequisite Checks

O Oracle Fusion Middleware 12c Weblogic Server and Coherence Installation - Step 4 of 8 =10 _I
Prerequisite Checks OR‘ CLE
FUSION MIDDLEWARE
© Welcome |
¢ Instaliztion Location 100%

|
¥ Installation Type
1 Checking operating system certification
@ Prerequisite Checks
I
< Security Updates
|
¢ nstallation Summary
l

L YR Y

Checking Java version used to launch the installer

Installation Progress

Installation Complete

v| View Successful Tasks View Log

4« Checking operating system certification

hecking Java version used to launch the installer

Help < Back Mext > Cancel

22. On the Security Updates screen, leave the Email field blank.
23. Uncheck “I wish to receive security updates via My Oracle Support”.
24. Click Next.

Figure 9: Install WebLogic — Security Updates Screen

© Oracle Fusion Middleware 12¢ WebLogic Server and Coherence Installation - Step 5 of 8 - E||_|

Security Updates _ORACLE O‘
FUSION MIDDLEWARE

Welcome

Installation Location
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Prerequisite Checks Provide your email address to be informed of security issues, install the product
and initiate configuration manager. ¥iew detajls

| Security Updates
Email

nstallation Summary
Easier for you if you use your My Oracle Support email

Instzllation Progress address/username

(€ @€ €€+«

Installation Complete . . B .
| wish to receive security updates via My Oracle Support.

Help < Back Next > Cancel
—_
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25. Click Yes to acknowledge not receiving critical security issues notifications.
Figure 10: Install WebLogic — My Oracle Support Username/Email Address Not Specified Dialog

Box

O My Oracle Support Username/Email Address Not Specifi

Q

You have not provided an email address.

Do you wish to remain uninformed of critical security
issues inyour configuration?

x|

26. On the Installation Summary screen, click Install.
Figure 11: Install WebLogic — Installation Summary
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27. Wait while the installation progresses.
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28. Once the installation is complete, the following screen will display.
29. Click Next.

Figure 12: Install WebLogic — Installation Progress Screen

© Oracle Fusion Middleware 12c WeblLogic Server and Coherence Installation - Step 7 of 8 Il -0l x|
- ORACLE
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u Hardware and Software
ﬁ E d to Work Togeth
Help Next > Finish

30. On the Installation Complete screen, leave Automatically Launch the Configuration
Wizard checked.

31. Click Finish.

Figure 13: Install WebLogic — Installation Complete
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32. The Oracle Configuration Wizard splash screen will appear for a few moments.
Figure 14: Install WebLogic — Oracle Configuration Wizard Splash Screen

Configuration Wizard

Copyright € 1996, 2014, Oracle and/for its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/for its
affiliates. Other names may be trademark of their respective owners.

33. On the Configuration Type screen, select Create a new domain.

34. Enter the following in the Domain Location:
[ORACLE BASE] /user_projects/domains/ [domain]

35. Click Next.

Figure 15: Install WebLogic — Create New Domain

B Fuscn Mddoman: Corfiguration sized  Page 10l'S

e 5
Configuration Type ORACLE i j‘
TUSION MIGDLDWARL
Creale D
Tem pies
B siraler A craun

Larrsin Wnds snd DK

Eosanced CI:II'IHQJ"]“I?II'I

5
Egnigurstion jup nar; Vi A Vi CRE L dai

— i ————

Canfiguraan Progress

o Cemmne a axedan an
nid rhgursbor

Uzdale an ex wling dom an

Qoran Locatior: | fulléaggs dracle bomef aser_ aeciectsdosaks e remaind Eraase

S
CrEphe § nimacdnm ein

H=lp Hext = Cancel

PRE Inbound eRx
Deployment, Installation, Roll Back & Back-Out Guide 50

May 2019



36. On the Templates screen, select the Create Domain using Product Templates radio

button.

37. Under Available Templates, select “Basic WebLogic Server Domain”.

38. Click Next.

Figure 16: Install WebLogic — Templates Screen
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39. On the Administrator Account screen, enter Name: “weblogic”
40. Enter Password: “#####H##H”

41. Enter Confirm Password: “##H##HHHHH

42. Click Next.

Figure 17: Install WebLogic — Administrator Account Screen
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43. On the Domain Mode and JDK screen, select the Development radio button for the

Domain Mode.

44. For JDK, select the Oracle HotSpot 1.8.0_xxx radio button.

45. Click Next.

Figure 18: Install WebLogic - Domain Mode and JDK
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46. On the Advanced Configuration screen, check Administration Server, Node Manager,
and Managed Servers, Clusters and Coherence.

47. Click Next.
Figure 19: Install WebLogic— Advanced Configuration
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48. On the Administration Server screen, enter Server Name: “AdminServer”
49. Enter Listen Address: “All Local Addresses”

50. Enter Listen Port: “7001”

51. Uncheck the check box for Enable SSL.

52. Leave the SSL Listen Port field blank.

53. Click Next.

Figure 20: Install WebLogic — Administration Server Screen
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54. On the Node Manager screen, select the Per Domain Default Location radio button.

55. Enter Username: “weblogic”

56. Enter Password: “####HtHH’

57. Enter Confirm Password: “####HH#HH”
58. Click Next.

Figure 21: Install WebLogic — Node Manager
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59. On the Managed Servers screen, click Add.
60. Enter the Server Name: “erx1”

61. Enter the Listen Address: [vm1_fqdn]
62. Enter Listen Port: “8001”

63. Leave Enable SSL unchecked.

64. Leave SSL Listen Port empty (Disabled).
65. Click Add.

66. Enter Server Name: “erx2”

67. Enter Listen Address: [vm2_fqdn]

68. Enter Listen Port: “8001”

69. Leave Enable SSL unchecked.

70. Leave SSL Listen Port empty (Disabled).
71. Click Next.

Figure 22: Install WebLogic — Managed Servers
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72. On the Clusters screen, click Add.

73. Enter Cluster Name: “erx”

74. Enter Cluster Address: “[vm1_fqdn]:[erx_port], [vm2_fqdn]:[erx_port]”
75. Enter Frontend Host: “[proxy_fqdn]”

76. Enter Frontend HTTP Port: “80”

77. Enter Frontend HTTPS: “443”

78. Click Next.

Figure 23: Install WebLogic — Clusters
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79. Assign “erx1” and “erx2” servers to the “erx” cluster.

80. Click Next.

Figure 24: Install WebLogic — Assign Servers to Clusters
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Enter Name: “machinel”

Enter Node Manager Listen Address: “[vm1_fqdn]”
Enter Node Manager Listen Port: “5556”

Enter Name: “machine2”

Enter Node Manager Listen Address: “[vm1_fqdn]”
Enter Node Manager Listen Port: “5556”

88. Click Next.
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89. On the Assign Servers to Machines screen, add “AdminServer” on Servers panel to
“machinel” on Machines panel.

90. Add “erx1” on Servers panel to “machinel” on Machines panel.
91. Add “erx2” on Servers panel to “machine2” on Machines panel.

92. Click Next.

Figure 26: Install WebLogic — Assign Servers to Machines
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93. On the Configuration Summary screen, click Create to accept the options and start
creating and configuring the new domain.

Figure 27: Install WebLogic — Configuration Summary Screen

E Fusion Middleware Configuration Wizard - Page 14 of 16 _l- _ID _I
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the left pane, or by using the Back buttan.
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94. Once the configuration is complete, click Next.
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95. If the configuration is successful, the Configuration Success screen will display as
illustrated in the figure below.

96. Click Finish.
Figure 28: Install WebLogic - Configuration Success
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97. The Oracle WebLogic Server 12.1.3 installation and configuration should be complete at
this time. To modify the configuration, re-run the configuration wizard:

$ cd [ORACLE BASE]/oracle common/common/bin
$ ./config.sh

98. Modify the configuration as needed.
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48.1.2 Set Temporary Environment on VM1

On VM1, set temporary environment. Remember to amend the DOMAIN_HOME environment
variable to match your domain:

$ export ORACLE BASE=[ORACLE BASE]
$ export WLS HOME=SORACLE BASE/wlserver
$ export DOMAIN HOME=$ORACLE BASE/user projects/domains/[domain]

4.8.1.3 Create a Domain Boot Identity File on VM1
On VM1, create a boot identity file for the domain if it doesn’t exist:

$ mkdir -p $DOMAIN HOME/servers/AdminServer/security

$ cat > $SDOMAIN HOME/servers/AdminServer/security/boot.properties
username=weblogic

password=#######H##

<ctrl>d

4.8.1.4 Copy ldentity/Trust Store Files on VM1
Copy the server identity key store to the WebLogic domain “security” directory on VM1:

$ cp /ul0l/certificates/[proxy fqdn].jks S$DOMAIN HOME/security/[proxy fqdn].jks

4.8.1.5 Configure nodemanager Identity/Trust Store on VM1
On VM1, edit nodemanager.properties to add identity/trust store configuration:

$ cd $DOMAIN HOME/nodemanager
$ cp nodemanager.properties nodemanager orig.properties
$ vi nodemanager.properties

Add the following lines at the end of the file:

KeyStores=CustomIdentityAndCustomTrust
CustomIdentityAlias=[proxy fqgdn]
CustomIdentityKeyStoreFileName=[DOMAIN HOME]/security/[proxy fqdn].jks
CustomIdentityKeyStorePassPhrase=[keystore passphrase]
CustomIdentityKeyStoreType=JKS
CustomIdentityPrivateKeyPassPhrase=[privatekey passphrase]

Enter :wq to save the file and exit vi.

4.8.1.6 Configure TLS on VM1
On VM1, edit startManagedWeblogic.sh to modify TLS configuration:

$ cd $DOMAIN_HOME/bin
$ cp startWeblogic.sh startWeblogic orig.sh
$ vi startWeblogic.sh

Modify the the JAVA_OPTIONS as follows:

JAVA OPTIONS="S${SAVE JAVA OPTIONS} -Dweblogic.security.SSL.minimumProtocolVersion=TLSv1.1”

Enter :wq to save the file and exit vi.

4.8.1.7 Copy ldentity/Trust Store Files on VM2
Copy the server identity key store to the WebLogic domain “security” directory on VM1:

$ cp /ul0l/certificates/ [proxy fqgdn].jks SDOMAIN HOME/security/[proxy fgdn].jks
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4.8.1.8 Configure nodemanager Identity/Trust Store on VM2
On VM1, edit nodemanager.properties to add identity/trust store configuration:

$ cd $DOMAIN HOME/nodemanager
$ cp nodemanager.properties nodemanager orig.properties
$ vi nodemanager.properties

Add the following lines at the end of the file:

KeyStores=CustomIdentityAndCustomTrust
CustomIdentityAlias=[proxy fqdn]
CustomIdentityKeyStoreFileName=[DOMAIN HOME]/security/ [proxy fgdn].jks
CustomIdentityKeyStorePassPhrase=[keystore passphrase]
CustomIdentityKeyStoreType=JKS
CustomIdentityPrivateKeyPassPhrase=[privatekey passphrase]

Enter :wq to save the file and exit vi.

4.8.1.9 Disable basic authentication
On VM1, edit config.xml to disable basic authentication:

$ cd $DOMAIN HOME/config.xml
$ cp config.xml config orig.xml
$ vi config.xml

Add the following line before the end tag </security-configuration>:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>

Enter :wq to save the file and exit vi.

4.8.1.10 Configure JPA for Domain on VM1
On VM1, edit setDomainEnv.sh script to add JPA modules via PRE_CLASSPATH:

$ cd $DOMAIN7HOME/bin
$ cp setDomainEnv.sh setDomainEnv orig.sh
$ vi setDomainEnv.sh

Add the following two lines after the first line in the script:

PRE_CLASSPATH=[ORACLE BASE]/oracle common/modules/javax.persistence 2.1.jar: [WLS_HOME]/module
s/com.oracle.weblogic.jpa2lsupport 1.0.0.0 2-1.jar
export PRE CLASSPATH

Enter :wq to save the file and exit vi.

PRE Inbound eRx
Deployment, Installation, Roll Back & Back-Out Guide 63 May 2019



4.8.1.11 Create Inbound eRx Datasource
This section provides step-by-step instructions for deploying VistA Link Connector.

1. Navigate to Services > Data Sources.

2. From the Data Sources page, click New.
Figure 29: Create Inbound eRx Datasource — Datasources

ORACLE webLogic Server Administration Console 12c —

Change Center {8 Home Log Out Preferences Record Help | Q Welcome, wehlogic| Connected to: ercdomainl

el el e e Home =Summary of Servers =Summary of JDBC Data Sources >Summary of Servers >Summary of JDBC Data Sources

Configuration editing is enabled. Future Summary of JDBC Data Sources
changes will automatically be activated as you
modify, add or delets items in this domain. Configuration | Monitoring

Domain Structure

d in1 A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections.

‘H( Eom.aln : Applications can look up a data source on the JNDI tree and then borrow a database connection from a data source.
~Environmen

This page summarizes the JDBC data source objects that have been created in this domain.

E'}'Services
2 e
[ Customize this table
-~Persistent Stores . i
--Foreign INDI Providers Data Sources (Filtered - More Columns Exist)
--Work Contexts
MNew Delete i i
XML Registries i Showing 0 to 0of 0 Previous | Next
::?&;Entlty Caches [ | Name s Type INDI Name Targets
“Mail Sessions e There are no items to display
~Fil= T3
Showing 0 to 0of 0 Previous | Next
How do I... |
Generic Data Source
System Status | " GridLink Data Source
Multi Data Source
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3. Enter Name: “InboundErxDataSource”

4. Enter INDI Name: “jdbc/InboundErxDataSource”
5. Select Database Type: “Oracle”

6. Click Next.

Figure 30: Create Inbound eRx Datasource

ORACLE WebLogic Server Administration Console 12¢

— Datasource Properties

Change Center & Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomainl
View changes and restarts Home =Summary of JDBC Data Sources
Configuration editing is enabled. Future Create a New JDBC Data Source
changes will automatically be activated as you
modify, add or delete items in this domain. Back| | Next | T | Cancel
Domain Structure IDBC Data Source Properties
domainl
T:;'g::riarlonnment s The following properties will be used to identify your new JDBC data source.
--Deployments * Indicates required fields
EF-Services
E-Messaging ‘What would you like to name your new JDBC data source?
—-Data Sources
-~ Persistent Stores -
~Foreign INDI Providers &H * Name: [ InboundErxDataSource ]
~~Work Contexts
--XML Registries ‘What INDI name would you like to assign to your new IDBC Data Source?
--¥ML Entity Caches
—500M /5 INDI Name:
--Mail Sessions g [ jdbec/InboundErxDataSource ]
—Fil= T3 ~
How do I...
v
System Status |

‘What database type would you like to sslect?

Database Type: [ Oracle

™)

Back | Finish | Cancel

7. Select Database Driver: “Oracle’s Driver (Thin XA) for Instance connections; Versions:

9

Any
8. Click Next.

Figure 31: Create Inbound eRx Datasource — Database Driver

ORACLE WebLogic Server Administration Consale 12¢
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9. Click Next.

Figure 32: Create Inbound eRx Datasource — Transaction Properties

ORACLE wWebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomainl
view changes and restarts Home =Summary of JDBC Data Sources
Configuration editing is enabled. Future Create a New JDBC Data Source

changes will automatically be activated as you
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Domain Structure Transaction Options
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10. Enter Database Name: “[DB_NAME]”

11. Enter Host Name: “[DB_FQDN]”

12. Enter INDI Name: “jdbc/InboundErxDataSource”
13. Enter Port: “[DB_PORT]”

14. Enter Password: “[DB_PASSWORD]”

15. Enter Confirm Password: “[DB_PASSWORD]”

Figure 33: Create Inbound eRx Datasource — Connection Properties

ORACLE WebLogic Server Administration Console 12c

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: encdomainl
e s el Cerei e Home =Summary of JDBC Data Sources
Configuration editing is enabled. Future Create a New JDBC Data Source
changes will automatically be activated as you
modify, add or delete items in this domain. Back | | Mext | Finish | Cancel
Domain Structure Connection Properties
erxdomainl y ) .
B Environment A Define Connection Properties.
~Deployments What is the name of the database you would like to connect to?
EF-Services
E-Messaging Database Name: [ ERXD1 ]
--Data Sources
-~Persistent Stores
~Foraign JNDI Providers What is the name or IP addrass of the database server?
~~Work Contexts
--XML Registries Host Name: [ vaauserxdbsdevl.aac.va ]
--X¥ML Entity Caches
—COoM ‘What is the port on the database server used to connect to the database?
-~ Mail Sessions v
—-Fil= T3 -
= Port: [ 1549 ]
How do I...
‘What database account user name do you want to use to create database connections?
System Status |
Database User Name: [ |ERx_uPDATE UsER ]
‘What is the database account password to use to create database connections?
Password: [ sessessssesnsene ]
Confirm Password: [ sessessssesnsene ]
Additional Connection Properties:
oracle.jdbc.DRCPConnectionClass:
Back | Finish | Cancel
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16. Click the “Test Configuration” button

17. If test is not successful, Click “Back’ button and correct settings, otherwise click “Next”
Figure 34: Create Inbound eRx Datasource — Test Connection

ORACLE webLogic Server Administration Console 12c

Change Center @ Home Log Out Preferences Record Help | Q, Welcome, weblogic | Connected to: ercdomainl
e e tarts Home =Summary of JDBC Data Sources
Configuration editing is enabled. Future Create a New JDBC Data Source
changes will automatically be activated as you
modify, add or delete itams in this domain. [ Test Configuration ]| Back [ Next ] Finish | Cancel
Domain Structure Test Database Connection
domain1
T:;';::rlarlonnment A Test the database availability and the connection properties you provided.
~Deployments What is the full package name of JDBC driver class used to create database connactions in the connection poal?
[=h-Services
[-Messaging 5 drive to s deployed
--Data Sources
-~Persistent Stores )
--Fareign INDI Providers Driver Class Name: oracle jdbc xa.client Orac
--Work Contexts
~"XML Registries What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
-=XML Entity Caches
--§COM URL: dbe. e
: c:oracle:thin:@vaause
~-Mail Sessions v ! @
—Fle T3
‘What database account user name do you want to use to create database connections?
How do I... |
Database User Name: ERX UPDATE USER
System Status |
‘What is the database account password to use to create database connections?
Password: sesssseRsRRIRIRNI
Confirm Password: sesssseRsRRIRIRNI
‘What are the properties to pass to the JDBC driver when creating database connections?
Properties:
user=ZRX UFDATE USER
~
v
The set of driver properties whose values ars derived at runtime from the named system property.
System Properties:
”~
v
‘What table name or SQL statement would you like to use to test database connections?
Test Table Name:
5QL ISVARLID
~
v
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18. Select “All servers in the cluster”
19. Click “Finish” button.
Figure 35: Create Inbound eRx Datasource — Select Targets/Finish

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | i Welcome, weblogic | Connected to: erxdomainl
e cnin e il carea e Home =Summary of JDBC Data Sources
Configuration editing is enabled. Future Create a New JDBC Data Source
changes will automatically be activated as you
modify, add or delete items in this domain. Back| [Nexd | Finish | Cancel
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20. Select “InboundErxDataSource” hyperlink
Figure 36: Create Inbound eRx Datasource — Modify New Datasource

ORACLE wWebLogic Server Administration Console 12¢ —

Change Center & Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomainl
View changes and restarts Home =Summary of JDBC Data Sources >InboundErxDataSource >Summary of JDBC Data Sources

Configuration editing is enabled. Future Summary of JDBC Data Sources

changes will automatically be activated as you

modify, add or delete items in this domain. Configuration | Monitoring

Domain Structure
erxdomaini A IDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections.

- A Applications can look up a data source on the INDI tree and then borrow a database connection from a data source.
BH-Environment

--Deployments This page summarizes the JDBC data source chjects that have been created in this domain.
EF-Services

[#-Messaging
[ Customize this table
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--Foreign INDI Providers Data Sources (Filtered - More Columns Exist)
~~Work Contexts
MNew Delete i i
~XML Registries L= Showing 1 to 1of 1 Previous | Next
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Mlall Sessions [} tnboundErxDatasource ] Generic jdbec/InboundErxDataSource devi
—HlaT3
New ~ | |Delete Showing 1 to 1 of 1 Previous | Mext
How do I... E—
System Status
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21. Select “Connection Pool” tab
Figure 37: Inbound eRx Datasource —Connection Pool Properties

ORACLE webLogic Server Administration Console 12¢ —

Change Center & Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomainl
View changes and restarts Home >Summary of JDBC Data Sources = Ink | = y of JDBC Data Sources =InboundErxDataSource
Configuration editing is enabled. Futurs Settings for InboundErxDataSource
changes will automatically be activated as you
modify, add or delets items in this domain. Configuration | Targets | Monitoring | Control | Security | Motes
Domain Structure General Oracle | ONS | Transaction | Diagnostics | Identity Options
endomainl T
B-Enwironment ~ —_
--Deployments
Er-Services The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return
[#-Messaging to the pool. The connection pool and the connections within it are created when the connection pool is registered, usually when
--Data Sources starting up WebLogic Server or when deploying the data source to a new target.

~~Persistent Stores

Use this page to define the configuration for this data source's connaction l.
--Foreign JNDI Providers pag d poo

-~Work Contexts
XML Registries &) URL: jdbe:oracle:thin: @vaauserxdbsdevl.aac.va.gov:1549:E| The URL of the database to connect to. The
--XML Entity Caches format of the URL varies by JDEC
--§COM driver. More Info...
--Mail Sessions v
~-Fil= T3 &) Driver oracle jdbe xa.client. OracleXADataSource The full package name of JDBC driver dass
Class Name: used to create the physical database
How do I... | connections in the connection pool. (Note that

this driver class must be in the dasspath of any

System Status | server to which it is deployed.) More Info...

22. Scroll to the bottom of the “Connection Pool” page

23. Select “Advanced” hyperlink to expand the advanced properties
Figure 38: Inbound eRx Datasource —Connection Pool Advanced Properties

Initial 1 The number of physical connections to create

Capacity: when creating the connection pool in the data
source. If unable to create this number of
connections, creation of the data source will

fail. More Info...
Maximum 15 The maximum number of physical connections
Capacity: that this connection pool can contain.  More
Info...
Minimum 1 The minimum number of physical connections
Capacity: that this connection pool can contain after it is

initialized. More Info...

@ Statement | Ry The algorithm used for maintaining the
Cache Type: prepared statements stored in the statement
cache. More Info...

Statement 10 The number of prepared and callable
Cache Size: statements stored in the cache. (This may
increase server performance.)  More Info...
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24. Scroll down and unckeck the “Wrap Data Types” property
Figure 39: Inbound eRx Datasource — Wrap Data Type Property

O @ Pinned-To-Thread Enables an option to improve performance by er
executs threads to kesp a pooled database conn
even after the application doses the logical
connection.  More Info...

& Infected C ions Enabled Specifies whether a connection will be removed 1
connection pool after the application uses the ur
vendor connection object.  More Info...

Wrap Data Types By default, data type objects for Array, Elab, Clo

MNClob, Ref, SQLXML, and Struct, plus
ParameterMetaData and ResultSetMetaData obje
wrapped with a WeblLogic wrapper. This allows f
features like debugging and connection usage to
done by the server.  More Info...

Fatal Error Codes: Specifies a comma-separated list of emor codes |
treated as fatal errors. These errors include depl
~ errors that cause a server to fail to boot and con
errors that prevent a connection from being put
the connection pool. More Info...

25. Scroll to the bottom of the of the “Advanced Connection Pool” page

26. Click the “Save” button
Figure 40: Inbound eRx Datasource — Save Properties

Connection 1 The maximum number of connections that may |

Harvest Max harvested when the connection harvesting occur

Count: range of valid values is 1 to MaxCapadty. More

Connection ] Specifies the number of available connections (i

Harvest value) used to determine when connection harve

Trigger occurs.  More Info...

Count:

Connection 2 Specifies the number of reconnect failures allowe

Count of before WeblLogic Server disables a connection po

Refresh minimize the delay in handling the connection re

Failures Till caused by a database failure. Zero means it is

Disable: disabled. Mare Info...

Countof Test 5 Specifies the number of test failures allowed befi

Failures Till WebLogic Server closas all unused connections it

Flush: connection pool to minimize the delay caused by
database testing. Zero means it is disabled. Mo
Info...

< >
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4.8.1.12 Configure Identity/Trust Store File on Managed Servers
This section provides step-by-step instructions for configuring the identify/trust store file on the

managed SErvers.

1. Under Domain Structure, navigate to Servers.
2. Click on the “erx1” link to access the server configuration page in the Administration

Console.

Figure 41: Configure Identity/Trust Store File — Access Server Configuration Page
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3. Under Configuration > Keystores, click Change.
Figure 42: Configure Identity/Trust Store File — Change Keystores
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4. For Keystores, select “Custom Identity and Custom Trust”.

5. Click Save.
Figure 43: Configure Identity/Trust Store File — Keystores — Select Custom Identify and Custom
Trust
ORACLE  WebiLogic Server Adrinsiason Comson 2
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6. Modify the setting under the Keystores tab as illustrated in the figure below. The Custom
Identity Keystore and Custom Trust Keystore use the same file path to the keystore file
copied to the Domain “security” directory:
(IDOMAIN_HOME]/security/[proxy_fqdn].jks).

Figure 44: Configure Identity/Trust Store File — Modify Keystore Settings
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7. Modify the setting under the SSL tab as illustrated in the figure below. For the Private
Key Alias, enter “[proxy_fqdn]”.

8. Enter and confirm the Private Key Passphrase.
9. Click Save.
Figure 45: Configure Identity/Trust Store File — Modify SSL Settings
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10. Navigate to Servers, and then click on the “erx2” link to access the server configuration
page in the Administration Console.
11. Repeat the Keystore configuration steps for “erx2” as described earlier in this section for
“erx1”.
Figure 46: Configure Identity/Trust Store File — Managed Server 2 Configuration
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12. Navigate to Servers, and then click on the “AdminServer(admin)” hyperlink to access the
server configuration page.
13. Repeat the Keystore configuration steps for “AdminServer(admin)” as described earlier in
this section for “erx1”.
Figure 47: Configure Identity/Trust Store File — Admin Server Configuration
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14. Navigate to Servers, and then click on the “AdminServer(admin)” hyperlink to access the
server configuration page.
Figure 48: Configure Identity/Trust Store File — Admin Server Configuration
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15. Under “Configuration” > “general” tabs:
Check “Listen Port Enabled”
Enter “Listen Port”: 7001
Check “SSL Port Enabled”
Enter “SSL Listen Port™: 7002
Click “Save” button.

Figure 49: Configure Identity/Trust Store File — Admin Server Configuration
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4.8.1.13 Pack Domain on VM1
This section provides step-by-step instructions for packing the domain on VM1.:

1. On VM1, stop the newly created domain.
2. Inthe session that is currently running “startWebLogic.sh”, enter <CTRL> C.
3. The log messages should indicate that the Admin Server “was shut down”.

NOTE: It may seem odd that we are immediately stopping the new domain, but some of the
configuration is not written to the file system until the AdminServer is started for the
first time.

4. We will transfer the relevant configuration using the pack and unpack utilities.

5. On VM1, pack the domain configuration using the following commands. Remember to
amend the DOMAIN_HOME environment variable and the -template_name parameter to
match your domain.

$ mkdir /u0l/templates

$ chmod 777 /ul0l/templates

$ SWLS HOME/common/bin/pack.sh -managed=true -domain=$DOMAIN HOME -
template=/ull/templates/erxdomainl template.jar -template name=[domain] -
log=/ull/templates/[domain] template pack.log

6. Copy the resulting jar file to VM2 under:

/u0l/templates

4.8.1.14 Unpack Domain on VM2

On VM2, set temporary environment. Remember to amend the DOMAIN_HOME environment
variable to match your domain:

$ export ORACLE BASE=[ORACLE BASE]
$ export WLS HOME=SORACLE BASE/wlserver
$ export DOMAIN HOME=SORACLE BASE/user projects/domains/[domain]

Unpack the configuration on VM2. Remember to amend the DOMAIN_HOME environment
variable to match your domain.

$ SWLS_HOME/common/bin/unpack.sh -domain=$DOMAIN HOME -
template=/ull/templates/[domain] template.jar -
log=/ull/templates/[domain] template unpack.log

4.8.1.15 Copy ldentity/Trust Store Files on VM2
Copy the server identity key store to the WebLogic domain “security” directory on VM2:

$ cp /ull/certificates/[proxy fqdn].jks $DOMAIN HOME/security/[proxy fqdn].jks

4.8.1.16 Enroll VM2
1. On VML, restart the domain. Wait until it is fully started before continuing.

$ nohup $DOMAIN HOME/bin/startWebLogic.sh 2>&1>
$DOMAIN HOME/servers/AdminServer/logs/AdminServer.out &

2. On VM2, start WLST.

$ SWLS HOME/common/bin/wlst.sh

3. Connect to the administration server on VM1, enroll VM2, disconnect and exit WLST.
Remember to amend the DOMAIN_HOME environment variable to match your domain.
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connect ('weblogic', '########', 't3s://[vml_£fqgdn]:7002")
nmEnroll (' [DOMAIN HOME]', ' [DOMAIN HOME]/nodemanager')
disconnect ()

exit ()

vV V V VvV

4. Check the “SORACLE_BASE/domain-registry.xml” file contains an entry like the

following. If it doesn't, add it manually.
<domain location="[DOMAIN HOME]"/>

5. Check the “$DOMAIN_HOME/nodemanager/nodemanager.domains” file contains an

entry like the following. If it doesn't, add it manually.
erxdomainl=[DOMAIN HOME]

6. If the node manager is not already started on this server, start it now.
$ nohup $DOMAIN HOME/bin/startNodeManager.sh &

4.8.1.17 Check Node Manager on Each WebLogic Machine

This section outlines the steps for checking that the node manager is reachable on each

WebLogic machine.
1. Log in to the administration server (http://[vm1_fqdn]:7001/console).

2. In the Domain Structure tree, expand the Environment node and then click on the

Machines node.
In the right-hand pane, click on the first WebLogic machine (machinel).

If the status is “Reachable”, everything is fine.
Repeat for the second WebLogic machine (machine2).

o s~ w

4.8.1.18 Create a Boot Identity File for Managed Servers

Select the Monitoring tab. Be patient. This may take some time the first time you do it.

NOTE: This is a placeholder step that may be eliminated if the boot identity file is
automatically copied over during the domain clone process.

On VM2, create a boot identity file for the domain if it doesn’t exist:

$ mkdir -p $DOMAIN HOME/servers/AdminServer/security

$ cat > $DOMAIN HOME/servers/AdminServer/security/boot.properties
username=weblogic

password=#########

<ctrl>d

NOTE: The above username and password will be encoded/encrypted after the first
shutdown/startup cycle.

4.8.1.19 Deploy Test Application
This section outlines the steps for deploying the test application.

1. Start the node manager on all servers.

2. Create the deployments directory if it doesn’t exist:
$ mkdir -p /u0l/deployments

3. Copy test application to the deployments directory:

$ cp /ul0l/downloads/benefits.war /ull/deployments
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4. Navigate to the Deployments page.
Figure 50: Deploy Test Application: Deployments Page
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5. From the Deployments page, click Install.
Figure 51: Deploy Test Application — Install
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6.
figure below.

7. Click Next.

ORACLE weblogic Server Asmestraton Consols 12¢

Install a new deployment of the test application using the WAR file as indicated in the

Figure 52: Deploy Test Application — WAR File
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8. Accept the defaults for an application deployment. (The Install this deployment as an
application radio button is marked.)

9. Click Next.

Figure 53: Deploy Test Application — Accept Default Application Deployment
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10. Select the All servers in the cluster option under the “erx” cluster as the target for the

deployment.
11. Click Next.
Figure 54: Deploy Test Application — Select Deployment Target
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12. All of the values should appear as illustrated in the figure below.

13. Click Next.

Figure 55: Deploy Test Application — Verify Deployment Settings
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Welcome, weblogic | Connected to: erxdomainl

May 2019



14. Verify that all of the values appear as illustrated in the figure below.

15. Click Finish.

Figure 56: Deploy Test Application — Verify Deployment Settings (Finish)
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16. The Overview tab should appear as illustrated in the figure below.
Figure 57: Deploy Test Application — Verify “benefits” Settings
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17. Navigate to the Servers page in the WebLogic console.
18. Select the Control tab.
19. Select “erx1” and “erx2” servers.

20. Click Start.

Figure 58: Deploy Test Application — Summary of Servers Table
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21. After a couple minutes, the state on the servers will change to “RUNNING”.
Figure 59: Deploy Test Application — Servers Running
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22. Open a web browser to http://[vm1_fqdn]/benefits/.
23. The Dizzyworld Benefits application will display.
Figure 60: Deploy Test Application — Open Dizzyworld Benefits Application
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24. Repeat Steps 22 and 23 with a Web browser pointed to http://[vm2_fqdn]/benefits/.
25. Repeat Steps 22 and 23 with a Web browser pointed to https://[proxy_fqdn]/benefits/.
26. Navigate to the Servers page in the WebLogic console.
27. Select the Control tab.
28. Select “erx1” and “erx2” servers.
29. Click Shutdown.

Figure 61: Deploy Test Application — Shutdown Servers
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4.8.1.20 Configure JPA for Domain on VM2
On VM2, edit setDomainEnv.sh script to add JPA modules via PRE_CLASSPATH:

$ cd $DOMAIN HOME/bin
$ cp setDomainEnv.sh setDomainEnv_orig.sh
$ vi setDomainEnv.sh

Add the following two lines after the first line in the script:

PRE_CLASSPATH=[ORACLE BASE]/oracle_ common/modules/javax.persistence 2.1.jar: [WLS_HOME]/module
s/com.oracle.weblogic.jpa2lsupport 1.0.0.0 2-1.jar
export PRE CLASSPATH

Enter :wq to save the file and exit vi.

4.8.1.21 Install VistALink on VM1
This section outlines the steps for installing VistALink on VML1:

1. Asyour normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download vljConnector-1.5.0.028.jar, vljFoundationsLib-1.6.0.28.jar, log4j-1.2.17.jar and
COMMON_vistalink_config_YYYYMMDD.zip to the downloads directory:

Download from AITC IEP eRx Downloads directory

4. Create Deployments/VistaLink directory if it doesn’t exist:
$ mkdir -p /u0l/downloads/vistalink
5. Download COMMON vistalink_config_YYYYMMDD.zip to the
Deployments/VistaLink directory:

Download from AITC IEP eRx Deployments/VistaLink directory
6. Unpack COMMON vistalink_config_YYYYMMDD.zip file into DOMAIN_HOME:

$ cd $DOMAIN_HOME
$ unzip /ul0l/deployments/vistalink/COMMON vistalink config YYYYMMDD.zip

7. Modify configureVistaLink.sh (Production environment only):
$ vi $DOMAIN HOME/bin/startWeblogic.sh

Add the following line to the bottom of the file:

export JAVA OPTIONS="${JAVA OPTIONS} -Dgov.va.med.environment.production=true”

8. Modify the Domain Startup script (startWebLogic.sh):

$ vi $DOMAIN HOME/bin/startWeblogic.sh

9. Add call to configureVistalink.sh after the setDomainEnv.sh call as shown:

. ${DOMAIN HOME}/bin/setDomainEnv.sh $*
. ${DOMAIN HOME}/bin/configureVistaLink.sh $*

10. Modify the nodemanager.properties file:

$ vi $DOMAIN HOME/nodemanager/nodemanager.properties

11. Ensure StartScriptEnabled=true:

StartScriptEnabled=true
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4.8.1.22 Configure VistALink on VM1

1. Create Deployments/VistaLink directory if it doesn’t exist:
$ mkdir -p /u0l/downloads/vistalink

2. Download VistALink configuration zip file for the environment:
Download from AITC IEP eRx Deployments/VistaLink directory

3. Unzip VistALink configuration files for the environment:

$ cd $DOMAIN HOME
$ unzip /ul0l/deployments/vistalink/[ENV] vistalink config YYYYMMDD.zip

4.8.1.23 Install VistALink on VM2
This section outlines the steps for installing VistALink on VM2:
1. Asyour normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download vljConnector-1.5.0.028.jar, vljFoundationsLib-1.6.0.28.jar, log4j-1.2.17.jar and
COMMON_vistalink_config_YYYYMMDD.zip to the downloads directory:

Download from AITC IEP eRx Downloads directory
4. Create Deployments/VistaLink directory if it doesn’t exist:

$ mkdir -p /u0l/downloads/vistalink
5. Download COMMON _vistalink_config_YYYYMMDD.zip to the
Deployments/VistaLink directory:

Download from AITC IEP eRx Deployments/VistaLink directory
6. Unpack COMMON vistalink_config_ YYYYMMDD.zip file into DOMAIN_HOME:

$ cd $DOMAIN7HOME
$ unzip /u0l/deployments/vistalink/COMMON vistalink config YYYYMMDD.zip

7. Modify configureVistaLink.sh (Production environment only):
$ vi $DOMAIN HOME/bin/startWeblogic.sh

Add the following line to the bottom of the file:

export JAVA OPTIONS="${JAVA OPTIONS} -Dgov.va.med.environment.production=true”

8. Modify the Domain Startup script (startWebLogic.sh):

$ vi $DOMAIN HOME/bin/startWeblogic.sh

9. Add call to configureVistalink.sh after the setDomainEnv.sh call as shown:

. ${DOMAIN HOME}/bin/setDomainEnv.sh $*
. ${DOMAIN HOME}/bin/configureVistaLink.sh $*

10. Modify the nodemanager.properties file:

$ vi $DOMAIN HOME/nodemanager/nodemanager.properties

11. Ensure StartScriptEnabled=true:

StartScriptEnabled=true
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4.8.1.24 Configure VistALink on VM2

1. Create Deployments/VistaLink directory if it doesn’t exist:

2. Download VistALink configuration zip file for the environment:
Download from AITC IEP eRx Deployments/VistaLink directory
3. Unzip VistALink configuration files for the environment:

4.8.1.25 Stop and start Node Manager and Domain on VM1, VM2

$ mkdir -p /u0l/downloads/vistalink

$ cd $DOMAIN HOME

$ unzip /u0l/deployments/vistalink/[ENV] vistalink config YYYYMMDD.zip

This section outlines the steps for starting the node manager on the first WebLogic machine:
1. Stop the new domain on the VM1.

2.

3.

$ $DOMAIN HOME/bin/stopWebLogic.sh

On VM1 stop the node manager.

$ SDOMAIN HOME/bin/stopNodeManager.sh

On VM1, start the node manager.

$ DOMAIN HOME/bin/stopNodeManager.sh

On VM2 stop the node manager.

$ SDOMAIN HOME/bin/stopNodeManager.sh
On VM2, start the node manager.

$ DOMAIN HOME/bin/stopNodeManager.sh

Start the domain on VML1.

$ SDOMAIN HOME/bin/startWebLogic.sh

Wait for the “RUNNING” state before proceeding.
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4.8.1.26 Deploy VistALink Libraries
This section provides step-by-step instructions for deploying VistA Link Connector:

1. Navigate to the Deployments page.
2. From the Deployments screen, click Install.

Figure 62: Deploy VistA Link Connector — Deployments
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3. Enter Path: “/u01/downloads”
4. Install a new deployment of “log4j-1.2.17.jar” by selecting the jar file as indicated, and

then click Next.

Figure 63: Deploy VistA Link Connector — Select log4j Library to deploy
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5. Select All servers in the cluster as the target for the deployment, and then click Next.

Figure 64: Deploy VistA Link Connector — Select Deployment Targets
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6. All of the values should appear as illustrated in the figure below.
7. Click Next.

Figure 65: Deploy VistA Link Connector — Summary of Deployments Verification 1
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8. Verify that all of the values appear as illustrated in the figure below.
9. Click Finish.

Figure 66: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE webLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlogic|Cunneched to: erxdomain2
View changes and restarts Home =Summary of Servers >Summary of Deployments

Configuration editing is enabled. Futurs Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. Back| [Next Cancel

Domain Structure Review your choices and click Finish

domain2
efdomain e Click Finish to complete the deployment. This may take a few moments to complete.

Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application’s configuration
after completing this assistant?

| (®) Yes, take me to the deployment’s configuration screen.
~~Work Managers

~-Start d Shutd cl
Hp an Heewn Lasses () No, T will review the configuration later.

--Deployments
-Services Summary
-~Security Realms
B Interoperability LV Deployment: [fu01/downloads/log4j-1.2.17 jar
- Diannastics
Name: log4j-1
How do I... |
Staging Mode: Use the defaults defined by the chosen targets
System Status |
Security Model: DOOnky: Use only roles and policies that are defined in the deployment descriptors.
Target Summary
Components &% Targets
log4j-1 devl

Back | | Mext |Finish |Cam:e|
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10. The Deployment Configuration screen should appear as illustrated in the below figure.
11. Enter Deployment Order: “1”.

12. Click Save.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restaris

Configuration editing is enabled. Future

changes will automatically be activated as vou

modify, add or delete items in this domain.

Domain Structure

endomain2

E}'Environment

;““Servers

~Clusters

~Coherance Clusters

~Machines

~Virtual Hosts

i-~Work Managers
'““Startup and Shutdown Classss

--Deployments

Bh-Services

--Security Realms

- Interoperability

[ Diaanastics

How do I...

|

System Status

]

@ Home Log Out Preferences Record Help

ole pjl&l +3 @ Settings for log4j-1 - erxdom... * | | )LT'U\ A TF

Home =Summary of Servers >Summary of Deployments =log4j-1

Settings for log4j-1

Overview | Targets | Notes

Save

Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to
the source of the application, and staging mode. Use the Deployment Order ficld to change the order that the library is deployed at

server startup, relative to other deployments.,

Name:

Path:

Staging Mode:

#F Deployment Order:

gg Deployment Principal Name:

Save

log4i-1

[ u01/ downloads( log4-1. 2. 17. jar

(not specified)

Applications that reference this Library

Y

Figure 67: Deploy VistA Link Connector — Deployment Configuration Screen

- Internet Explorer

Welcome, weblogic | Connected to: erxdomain2

The name of this Java EE library. More Info...

The path to the source of the deployable unit on the
Administration Server. More Info...

The mode that specifies whether an application's files
are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

An integer value that indicates when this unit is
deployed, relative to other deployable units on a
server, during startup.  More Info...

A string value that indicates the principal that should
be used when deploying the file or archive during
startup and shutdown. This principal will be used to
set the current subject when calling out into
application code for interfaces such as
ApplicationLifecydeListener. If no prindpal name is
specified, then the anonymous principal will be
used. More Info...

Name &%

Type

There are no items to display
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13. Navigate to the Deployments page.
14. From the Deployments screen, click Install.

Figure 68: Deploy VistA Link Connector — Deployments

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

erxdomain2

--Work Managers
hutdown Classes

--Security Realms
- Interoperability hd
- Diannostics

How do I...

System Status

PRE Inbound eRx

@ Home Log Qut Preferences Record Help |

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
name and using the controls on this page.

Y

Home =Summary of Servers =Summary of Deployments =logdj-1 =Summary of Deployments

Welcome, weblogic | Connected to: erxdomain2

To install 2 new application or module for deployment to targets in this domain, dick the Install button,

[ Customize this table

Deployments
Install | |Update | | Delete Startv | | Stop « Showing 1to2 of 2 Previous | Mext
[ | Name &% State | Health | Type Targets | Deployment Order
— Web
O | & (g benefits New anplication | 88V 100
[ | Wflog4i-1 New Library devl 1
Update | | Delete Start~ | | Stop v Showing 1to2 of 2 Previous | Mext
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15. Enter Path: “/u01/downloads”

16. Install a new deployment of “vijConnector-1.6.0.028.jar” by selecting the jar file as indicated,

and then click Next.

Figure 69: Deploy VistA Link Connector — Select vljConnector-1.6.0.028.jar Library to deploy

ORACLE" WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

erxdomain2
EH-Environment

'““Startup and Shutdown Classes
--Deployments
B-Services
--Security Realms

[#-Niaonastics

- Interoperability hd

How do I...

System Status

PRE Inbound eRx

Deployment, Installation, Roll Back & Back-Out Guide 99 May 2019

@ Home Log Out Preferences Record Help

Home =Summary of Servers =Summary of Deployments =logdj-1 >Summary of Deployments

Install Application Assistant
Back | | Mext | Finish | Cancel
Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
descriptor that you want to install. You can also enter the path of the application directory or file in the Path fild.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your
application contains the required deployment descriptors,

Q Welcome, weblogic | Connected to: erxdomain2

Path: /ul1/downloads/vjConnector-1.6.0.028 jar
Recently Used Paths|_/,01/douriozss

JfuD1/deployments/2.0.4.053
ful1/deployments/2.0.4.052
JfuD1/deployments/2.0.4.051

ti vaausenappdev2.aac.va.gov [ wll [ downloads

Current Ls
O WLSPluginl2.1.3-Apache2. 2-Apache 4-Linux_x586_64
O 'j fmw_12.1.3.0.0_wils.jar
O O logsj-1.2.17 jar
O 'j ojdbc6.jar
O [ oidbes_a.iar
|© 'j vljConnector-1.6.0.028.jar I

SN E] vljFoundationsLib-1.6.0.028.jar

Back

| Finish | Cancel




17. Select All servers in the cluster as the target for the deployment, and then click Next.

Figure 70: Deploy VistA Link Connector — Select Deployment Targets

ORACLE wWebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

erdomain2

EF-Environment -
;“"Servers

'dustars

t--Coherence Clusters

--Work Managers

--Startup and Shutdown Classes
--Deployments

B-Services

--Security Realms

- Interoperability hd

- Niannastics

How do I... |

System Status |
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Home =Summary of Servers =Summary of Deployments =logdj-1 >Summary of Deployments
Messages

) Issues were encountered while parsing this deployment to determine module type. Assuming this is a library deployment.
Install Application Assistant
| Back | | Mext | | Finish | Cancel
Select deployment targets

Select the servers and{or clusters to which you want to deploy this application. (You can reconfigure deployment targets later).

ilabl: for vijC. ct

Servers

] adminserver

Clusters

Aewi

|© All servers in the dluster I

[ena

erxl

Back | Finish | Gancel
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18. All of the values should appear as illustrated in the figure below.
19. Click Next.

Figure 71: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACLE webLogic Server Administration Console 12c —

Change Center & Home Log Qut Preferences Record Help | Q Welcome, wehlogic|cunneched to: erxdomain2
View changes and restarts Home =Summary of Servers =Summary of Deployments >log4j-1 =Summary of Deployments

Configuration editing is enabled. Futurs Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this demain. Back E| E==r | Cancel

Domain Structure Optional Settings

domain2
E('Q;:riarlonnment s You can modify these settings or accept the defaults
L--Gervers * Indicates required fizlds

Coherence Clusters General

i Z)
Virtual Hosts ‘What do you want to name this deployment?

Vork Managers

i *N. : \
“--Startup and Shutdown Classas ame vljConnector
--Deployments }
[-Services Security
“~Security Realms What security model do you want to use with this application?
[B-Interoperability hd
[H-Diannostics . Lici defined i P d
(® DD Only: Use only roles and p that are in the deploy p
How do I... |
(_) Custom Roles: Use roles that are defined in the Administration C le; use policies that are
System Status defined in the deployment descriptor.
() Custom Roles and Policies: Use only roles and policies that are defined in the Ad
Console.

(O Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(® Use the defaults defined by the deploy 's

Recommended selection,

(O Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.
(O 1 will make the deployment accessible from the following location

Location:

Jul1/downloadsivljConnector-1.6.0.028 jar

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the
application files exist in this location and that each target can reach the location.

Back | | Mext | Finish |Canuel
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20. Verify that all of the values appear as illustrated in the figure below.

21. Click Finish.

Figure 72: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE webLogic Server Administration Console 12c —

Change Center
View changes and restaris
Configuration editing is enabled. Future

changes will automatically be activated as you

modify, add or delete items in this domain.

Domain Structure

endomain2
E}'Environment
t-Servers

Clusters

Coherence Clusters

t--Startup and Shutdown Classes
--Deployments
BF-Services
-~Security Realms
[B-Interoperability
- Diannastics

How do I...

System Status
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@ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomain2

Home =Summary of Servers =Summary of Deployments =logdj-1 >Summary of Deployments

Install Application Assistant

Back | | Next Cancel

Review your choices and click Finish

Click Finish to complete the deployment. This may take a few moments to complete,
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration
after completing this assistant?

(® Yes, take me to the deployment’s configuration screen.

() No, T will review the configuration later.

Summary
Deployment: Jul1/downloads/vljConnector-1.6.0.028.jar
Name: vljConnector
Staging Mode: Use the defaults defined by the chosen targsts

Security Model: DDOnly: Uss only roles and policies that are defined in the deployment descriptors,

Target Summary

Components & Targets

vijConnector-1 devl

Back | | Mext | Finish |Can|:e|
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22. The Deployment Configuration screen should appear as illustrated in the below figure.
23. Enter Deployment Order: “1”.
24. Click Save.

Figure 73: Deploy VistA Link Connector — Deployment Configuration Screen

ORACLE webLogic Server Administration Console 12c —

Change Center @i Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomain2
View changes and restarts Home >Summary of Servers =Summary of Deployments =log4j-1 =Summary of Deployments >vljConnector({1.6,1.6)

Configuration editing is enabled, Futurs Settings for vljConnector(1.6,1.6)

changes will automatically be activated as you

modify, add or delete items in this domain. Overview | Targets | Motes

— (=)

endomain2

E}'E!wironment Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to

rServers the source of the application, and staging mode. Use the Deployment Order field to change the order that the library is deployed at
sarver startup, relative to other deployments,

~Machines . ) )
~Virtual Hosts Name: wljConnector The name of this Java EE library. More Info...

t--Work Managers

--Startup and Shutdown Classas Specification Version: 1.6 The spedification version, from the manifest or
overridden during deployment.  More Info...

--Deployments
BF-Services

- Security Realms Implementation Version: 1.6 The implementation version, from the manifest or
B Interoperability V) overridden during deployment.  More Info...
- Diannastics

Path: [ uD1/ downloads/ vijConnector-1. 6. 0. 028.  The path to the source of the deployable unit on the

How do I... jar Administration Server. More Info...
System Status Staging Mode: (not specified) The mode that specifies whether an application's files

are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

gg Deployment Order: 1| ® An integer value that indicates when this unit is
deployed, relative to other deployable units on a
server, during startup. More Info...

@g Deployment Principal A string value that indicates the principal that should

Name: be used when deploying the file or archive during
startup and shutdown. This principal will be used to
set the current subject when calling out into
application code for interfaces such as
ApplicationLifecycleListener. If no prindpal name is
spedified, then the anonymous principal will be
used. More Info...

Save

Applications that reference this Library

Name &% Type

There are no items to display
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25. Navigate to the Deployments page.
26. From the Deployments screen, click Install.

Figure 74: Deploy VistA Link Connector — Deployments

ORACLE wWebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

endomain2
E}'Environment

--Coherence Clusters
~~Machines

~-Virtual Hosts

--Work Managers

hutdown Classes

--Security Realms
- Interoperability hd
- Niaanastics

How do L. |

System Status

PRE Inbound eRx

@ Home Log Out Preferences Record Help |

Summary of Deployments

Control

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
name and using the controls on this page.

Menitoring

4

Home >Summary of Servers >Summary of Deployments >log4j-1 >Summary of Deplayments >viiConnector(1.6,1.6) >Summary of Deployments

Toinstall & new application or module for deployment to targets in this domain, dick the Install button,

[ Customize this table

Welcome, weblogic | Connected to: erxdomain2

Deployments
Install Update | | Delete Start~ | | Stop Showing 1to 3of 3 Previous | Next
]| Name &% State | Health | Type Targets | Deployment Order
— Web
O @) benefits Hew Application devi 100
[ | iflog4-1 New Library devi 1
[ | ifviiConnector(1.6,1.6) New Library devi 1
Update | | Delete Start~ | | Stop v Showing 1to 3of 3 Previous | Mext
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27. Enter Path: “/u01/downloads”

28. Install a new deployment of “log4j-1.2.17.jar” by selecting the jar file as indicated, and
then click Next.

Figure 75: Deploy VistA Link Connector — Select log4j Library to deploy

: sole - Internet Explorer _ 10| x|
e a

oe 0 x| 5| +2| & mnstall Application Assistant -... x| I~ oo g5

ORACLE webLogic Server Administration Console 12c _

Change Center {2 Homa Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: encdomain2

el el e e Home =Summary of Servers =Summary of Deployments >log4j-1 =Summary of Deployments =wjConnector{1.6,1.6) >Summary of Deployments

Configuration editing is enabled, Futurs Install Application Assistant
changes will automatically be activated as you
modify, add or delete items in this domain. Back| |Next | Einish | Cancel
Domain Structure Locate deployment to install and prepare for deployment
domain2
%g(';::riarlonnment s Select the file path that represents the application roct directory, archive file, exploded archive directory, or application module

descriptor that you want to install. You can also enter the path of the application directory or file in the Path field.

~Clusters Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your
-Coherence Clusters application contzins the reguired deployment descriptors,

-Virtual Hosts Path: ||qu1J'downloadsf}jFoundationsLib—1.B.O.O28.jar

L:‘;::tk Manzg;:s d a Recently Used Paths: /ud1/downloads
Hp an Hionn assss Jfu1/deployments/2.0.4.053
--Deployments
- Services Ju01/deployments/2.0.4.052
--Security Realms JfuD1/deployments/2.0.4.051
- Interoperability v Current Locati vaausenxappdevZ.aac.va.gov [ vl [ downloads

[ -Diannastics

(] WL5Pluginl2.1.3-Apache2. 2-Apache2 4-Linux_x86_54

| o

How do I o0 fmw_12.1.3.0.0_wls.jar
O I=I j- j

System Status - logdi1.2.17 jar
@] | ojdbc6.jar

=
@] || ojdbc6_g.jar
O|=|uh'r ctor-1.6.0.028 jar
—
[© |_| vljFoundationsLib-1.6.0.028.jar ]

Back -| Finish | Cancel
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29. Select All servers in the cluster as the target for the deployment, and then click Next.

Figure 76: Deploy VistA Link Connector — Select Deployment Targets

- WL5 Console - Internet Explorer

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

C.va.gov:

Domain Structure

endomain2

=5 Environment
;““Servers
B-Clusters
-Coherence Clusters

~~Work Managers
'““Startup and Shutdown Classss
--Deployments
Bh-Services
--Security Realms
[H-Interoperability hd

[H - Diannnstics

How do I...

System Status |

e pj@] 3| 2@ tnstall Application Assistant -... % |

@ Home Log Out Preferences Record Help

Q Welcome, weblogic | Connected to: erxdomain2

Home =Summary of Servers =Summary of Deployments =log4j-1 >Summary of Deployments >vljConnector(1.5,1.6) =Summary of Deployments
Messages

) Issues were encountered while parsing this deployment to determine module type. Assuming this is a library deployment.
Install Application Assistant
Back | | Mext | Finish | Cancel

Select deployment targets

Select the servers and/or clusters to which you want to deploy this application. (You can reconfigure deployment targets later).

ilabl gets for vijF {ati ib :

Servers

[ adminServer

Clusters
Jr—
(® All servers in the cluster
a € duster
erxa
e

| Finish | Cancel
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30. All of the values should appear as illustrated in the figure below.
31. Click Next.

Figure 77: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACLE webLogic Server Administration Console 12c —

Change Center & Home Log Out Preferences Record Help | Q Welcome, wehlogic|cunneched to: erxdomain2
View changes and restarts Home =Summary of Servers =Summary of Deployments >log4j-1 =Summary of Deployments =vijConnector(1.6,1.6) =Summary of Deployments
Configuration editing is enabled. Futurs Install Application Assistant

changes will automatically be activated as you
modify, add or delete items in this domain.

Back | | Mext | Finish | Cancel
Domain Structure Optional Settings

domain2
E‘I;;:riarlonnment s You can modify these settings or accept the defaults

* Indicates required fields

General

‘What do you want to name this deployment?

--Work Managers * Name: . . .
“--Startup and Shutdown Classas : vl[FoundationsLib
--Deployments }
[3-Services Security
“~Security Realms What security model do you want to use with this application?
[-Interoperability hd
- Diannastics . lici definad i P 4
(® DD Only: Use only roles and p that are in the deploy p
How do I... |
(C) Custom Roles: Use roles that are defined in the inistration C le; use policies that are
System Status defined in the deployment descriptor.
(O) Custom Roles and Policies: Use only roles and policies that are defined in the Ad
Console.

(O Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(® Use the defaults defined by the deploy 's
Recommended selection.

(O Copy this application onto every target for me
During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.
(O 1 will make the deployment accessible from the following location

Location:

Jul1/downloadsivljFoundationsLib-1.6.0.028 jar

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the
application files exist in this location and that each target can reach the location.

Back | | Mext | Finish |Canuel
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32. Verify that all of the values appear as illustrated in the figure below.

33. Click Finish.

Figure 78: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

endomain2
E}'Envimnment
t-Servers

~Work Managers
t--Startup and Shutdown Classes
--Deployments
[H-Services
--Security Realms
- Interoperability M

- D

How do I... & |

System Status &
]
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@ Home Log Out Preferences Record Help | Q, Welcome, wehlogic|€m1neched to: erxdomain2

Home =Summary of Servers >Summary of Deployments >logdj-1 =Summary of Deployments =vijiConnedor(1.6,1.5) y of Depl t:

Install Application Assistant

Back | | Next -| Cancel

Review your choices and click Finish

Click Finish to complete the deployment. This may take a few moments to complete.
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration
after completing this assistant?

(®) Yes, take me to the deployment’s configuration screen.

() No, I will review the configuration later.

Summary
Deployment: fub1l/downloads/vjFoundationsLib-1.6.0.028 jar
Name: vljFoundationsLib

Staging Mode: Use the defaults defined by the chosen targets

Security Model: DDOnky: Use only roles and policies that are defined in the deployment descriptors,

Target Summary

Components & Targets

viiFoundationsLib-1 devl

Back| | Next |Finish |Canbel
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34. The Deployment Configuration screen should appear as illustrated in the below figure.
35. Enter Deployment Order: “1”.

36. Click Save.

Figure 79: Deploy VistA Link Connector — Deployment Configuration Screen

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

endomain2
E}-Environment
t-Servers

Clusters

Coherence Clusters
Machines

~Virtual Hosts

t--Work Managers

“--Startup and Shutdown Classes
--Deployments
- Services

-~Security Realms
- Interoparability b
- Diannastics

How do I...

System Status

PRE Inbound eRx

Deployment, Installation, Roll Back & Back-Out Guide

@ Home Log Out Preferences Record Help | Q, Welcome, weblogic | Connected to: erxdomain2
Home =Summary of Servers =Summary of Deployments =log4j-1 =Summary of Deployments >wijConnector(1.6,1.5) =Summary of
Deplay »>vljFoundationsLib(1.6,1.6)

Settings for vljFoundationsLib(1.6,1.6)

Overview = Targets

Save

Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to
the source of the application, and staging mode. Use the Deployment Order ficld to change the order that the library is deployed at

Motes

sarver startup, relative to other deployments,

Name:

Specification Version:

Implementation Version:

Path:

Staging Mode:

#E] Deployment Order:

(5] Deployment Principal

Name:

Save

vljFoundationsLib

16

16

[ u01} downloads/ vljFoundationsLib-1. &. 0.

028. jar

(not spedified)

Applications that reference this Library

The name of this Java EE library. More Info...

The spedification version, from the manifest or
overridden during deployment.  More Info...

The implementation version, from the manifest or
overridden during deployment. More Info...

The path to the source of the deployable unit on the
Administration Server. More Info...

The mode that specifies whether an application's files
are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

An integer value that indicates when this unit is
deployed, relative to other deployable units on a
server, during startup. More Info...

A string value that indicates the principal that should
be used when deploying the file or archive during
startup and shutdown. This principal will be used to
set the current subject when calling out into
application code for interfaces such as
ApplicationLifecycleListener. If no prindpal name is
specified, then the anonymous principal will be

used. More Info...

Name &%

Type

There are no items to display
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37. Navigate to the Deployments page.
38. From the Deployments screen, click Install.

Figure 80: Deploy VistA Link Connector — Deployments
=10l

nsole - Internet Explorer

sole ,Oj % +4 @ Summary of Deployments -e... * | A 1t
ORACLE webLogic Server Administration Console 12c —
Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: encdomain2

ummary of Deployments log4j-1 »Summary of Deployments =vijConnector{1.6,1.6) =Summary of
b(1.5,1.5) =Summary of Deployments

Home >Summary of Serve

View changes and restaris Deployments »vijFoundatio

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Summary of Deployments

Control | Monitoring

Domain Structure

erxdom.ainz A This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
E}'E!ﬂwronment applications and medules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
i-Servers name and using the controls on this page.

~Clusters
-Coherence Clusters

hutdown Classes

To install a new application or module for deployment to targets in this domain, dick the Install button.

[ Customize this table

Deployments
Install | | Update | | Delete Startv | | Stop « Showing 1to 4 of 4 Previous | Mext
--Security Realms
B~ Inty bili ~
[}_ni;r:f:hle ity 1| Name & State | Health | Type Targets | Deployment Order
= Web
How do I 0| = @ benefits New anplication | 98V 100
System Status [ | i5legsi-1 New Library devi 1
[ | ifviiConnector(1.6,1.6) New Library devi 1
[ | ifvijFoundationsLib(1.6,1.6) New Library devi il
Update | | Delete Start~ | | Stop Showing 1 to 4 of 4 Previous | Mext
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39. Enter Path: “/u01/downloads”

40. Install a new deployment of “VistaLinkConsole-1.6.0.0.28.ear” by selecting the jar file as
indicated, and then click Next.

Figure 81: Deploy VistA Link Connector — Select log4j Library to deploy

ORACLE" WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlogic|Conneched to: erxdomainl

View changes and restarts Home >Summary of Deployments

Messages
Configuration editing is enabled. Future
changes will automatically be activated as you & You must select an application before continuing.
modify, add or delete items in this domain.

Install Application Assistant
Domain Structure
Back | | Mext | Finish |Can|:e|

emndomainl
Ervironment
Deployments Locate deployment to install and prepare for deployment
Ser\ric.es Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
Security Realms descriptor that you want to install. You can also enter the path of the application directory or file in the Path field.
Interoperability
-Diagnostics Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) andfor confirm that your
application contzins the reguired deployment descriptors,
Path: | IJ'UEHJ'downloadsij|staLinkConsole—1 6.0.028.ear
Recently Used Paths: [u01/app/Cracle_Home/user_projects/domains/emdomain] fvistalink/resource_adapters
Jfu01/deployments/2.0.4.057.1
Jfu01/deployments/2.0.4.057
JfuD1/deployments/2.0.4.056
How do L.. Current Location: vaausenappdevl.aac.va.gov [ u0l { downloads
System Status [ httpd-2.4.10

]
|© Ffl VistaLinkConsole-1.6.0.028.ear I

' 18] benefits.war

O 'f' fmw_12.1.3.0.0_wls.jar

O O log4j-1.2.17 jar

O 'f' ojdbcé.jar

O 'f' ojdbc6_g.jar

O 'f' vljConnector-1.6.0.028.jar

O 'f' vljFoundationsLib-1.6.0.028.jar

s ()

| Finish | Cancel
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41. Select All servers in the cluster as the target for the deployment, and then click Next.

Figure 82: Deploy VistA Link Connector — Select Deployment Targets

ORACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
emndomainl
'Enuironment
--Deployments

B Diagnostics

How do I... |

@ Home Log OQut Preferences Record Help | Q Welcome, weblogic | Connected to: erxdomainl

Home =Summary of Deployments
Install Application Assistant

Back | | Mext | Finish | Cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this deployment will run. There are ssveral ways you can target an
application.

[ (@) Install this deployment as an application ]

The application and its components will be targeted to the same locations. This is the most common usage.

() Install this deployment as a library

Application libraries are deployments that are available for other deployments to share, Libraries should be available on all of the targets
running their referencing applications.

s ()

| Finish | Cancel

System Status |
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42. Select All servers in the cluster as the target for the deployment, and then click Next.

Figure 83: Deploy VistA Link Connector — Select Deployment Targets

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

emxdomainl
'Environmant
;““ Deployments
'Services
;““Security Realms
'Intemperability
'Diag nostics

How do I... |

System Status |
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@ Home Log Out Preferences Record Help |

Home =Summary of Deployments

Install Application Assistant
Back | | Next | Finish |Canue|

Select deployment targets

Select the servers and/or clusters to which you want to deploy this application. (You can reconfigure deployment targets later).

Available targets for VistalLinkConsole-1.6.0.028 :

Servers

[ Adminserver

Clusters

] dana
@) all servers in the cluster
a e cluster

[ erxa
Hema

Back | Finish | Cancel

Welcome, weblogic | Connected to: erxdomainl
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43. All of the values should appear as illustrated in the figure below.
44, Click Next.

Figure 84: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACLE webLogic Server Administration Console 12c —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlogic|Conneched to: erxdomainil

e r e Home =Summary of Deployments

Configuration editing is enabled, Futurs Install Application Assistant
changes will automatically be activated as you

modify, add or delete items in this domain. Back| | Next | Finish | Cancel
Domain Structure Optional Settings

erdomainl

You can modify these settings or accept the defaults
* Indicates required fields

General

What do you want to name this deployment?

- Diagnostics

* Name: VistaLinkConsocle-1.6.0.028

Security

‘What security model do you want to use with this application?

(@) DD Only: Use only roles and policies that are defined in the deploy d p
How do I...

(_) Custom Roles: Use roles that are defined in the Administration C le; use policies that
System Status are defined in the deployment descriptor.

(O) Custom Roles and Policies: Use only roles and policies that are defined in the
Administration Console.

(O Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(® Use the defaults defined by the deploy 's

Recommended selection.
(O Copy this application onto every target for me
During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

(7 1 will make the deployment accessible from the following location
Location: juD1/downloads/VistaLinkConsole-1.6.0.028.ear

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the
application files exist in this location and that each target can reach the location.

Plan Source Accessibility

How should the plan source files be made accessible?

(®) Use the same accessibility as the application

Recommended selection.

(_) Copy this plan onto every target for me

During deployment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.
(O Do not copy this plan to targets

You must ensure the plan files exist in the shared location and that each target can reach the location.

Back| | Mext | Finish |Canuel
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45. Verify that all of the values appear as illustrated in the figure below.

46. Click Finish.

Figure 85: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restaris

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

endomainl
'Environment
;““Deplcyments
'Services

- Security Realms

'Intemperability
- Diagnostics

How do I... |

System Status |
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@) Home Log Out Preferences Record Help | Q

Home >Summary of Deployments

Install Application Assistant

Back | | Mext

Cancel

Review your choices and dick Finish

Click Finish to complete the deployment. This may take a few moments to complete.

Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration

after completing this assistant?

(®) Yes, take me to the deployment's configuration screen.

() No, I will review the configuration later.

Summary

Deployment:
Name:

Staging Mode:
Plan Staging Mode:

Security Model:

Target Summary

fu1/downloads/\istaLinkConsole-1.6.0.028.ear
VistalinkConsole-1.6.0.028
Use the defaults defined by the chosen targets

Use the same accessibilty as the application

DDOnly: Use only roles and policies that are defined in the deployment descriptors,

Welcome, weblogic | Connected to: encdomainl

Components &%

Targets

VistalinkConsole-1.6.0.028.2ar

devl

Back | | Mext | Finish |Canue|
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47. The Deployment Configuration screen should appear as illustrated in the below figure.
48. Enter Deployment Order: “1”.
49. Click Save.

Figure 86: Deploy VistA Link Connector — Deployment Configuration Screen

ORACLE webLogic Server Administration Console 12c —

Change Center & Home Log Out Preferences Record Help | Q Welcome, weblogic|Conneched to: emcdomainl

el e el tarts Home =Summary of Deployments =VistalinkConsole-1.6.0.028 =Summary of Deployments »vljFoundationsLib{1.6,1.6)

Configuration editing is enabled, Futurs Settings for vijFoundationsLib(1.6,1.6)
changes will automatically be activated as you
modify, add or delets items in this domain. Overview | Targets = Notes

Domain Structure

endomainl

Environment Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to
Deployments the source of the application, and staging mode. Use the Deployment Order ficld to change the order that the library is deployed at
Services sarver startup, relative to other deployments.

Security Realms

Interoperability
Name: vijFoundationsLib The name of this Java EE library. More Info...

Specification Version: 1.6 The spedification version, from the manifest or
overridden during deployment.  More Info...

Implementation Version: 1.6 The implementation version, from the manifest or
overridden during deployment. More Info...

Path: { ud1/ deployments/ vljFoundationsLib-1. 6. 0.  The path to the source of the deployable unit on the
How do I... | 028. jar Administration Server.  More Info...
System Status | Staging Mode: {not specified) The mode that specifies whether an application's files

are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

gg Deployment Order: [ 1 ] An integer value that indicates when this unit is
deployed, relative to other deployable units ona
server, during startup.  More Info...

gg Deployment Principal A string value that indicates the principal that should

Name: be used when deploying the file or archive during
startup and shutdown. This principal will be used to
set the current subject when calling out into
application code for interfaces such as
ApplicationLifecycleListener. If no prindpal name is
spedfied, then the anonymous principal will be
used. More Info...

Save

Applications that reference this Library

Name % Type
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4.8.1.27 Deploy VistALink Adapters
This section provides step-by-step instructions for deploying VistA Link Connector.

50. Navigate to the Deployments page.
51. From the Deployments screen, click Install.

Figure 87: Deploy VistA Link Connector — Deployments

ORACLE webLogic Server Administration Console 12c

Change Center

View changes and restarts

Configuration editing is enabled. Future

changes will automatically be activated as you

modify, add or delete items in this domain.

Domain Structure

erdomain2
E}'Environment
;“"Ser\rers
B-Clusters
t--Coherence Clusters
t--Machines
t-Virtual Hosts
--Work Managers

--Security Realms
- Interoperability
- Niannaostics

How do I...

d

@ Home Log Out Preferences Record Help |

Home =Summary of Servers =Summary of Deployments

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application medules that have been installed to this domain. Installed
applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application
name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, dick the Install button,

[ Customize this table

&

Welcome, weblogic | Connected to: erxdomain2

System Status
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Deployments
Install | | Update | | Delete Start+ | | Stop v showing 1to 1 of 1 Previous | Next
1| Name & State | Health | Type Targets | Deployment Order
= Web
0| @ (@) benefits New aplication | 98V 100
l Install I Update | | Delete Start~ | | Stop v Showing 1to 1 of 1 Previous | MNext
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52. Enter Path: “/u01/downloads”
53. Install a new deployment of “log4j-1.2.17.jar” by selecting the jar file as indicated, and

then click Next.

Figure 88: Deploy VistA Link Connector — Select log4j Library to deploy

ORACLE" WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

erxdomain2
E}'Enwronment

~Work Managers

-~Startup and Shutdown Classes
--Deployments

E-Services

--Security Realms

- Interoperability hd
- Niaanastics

How do I...

System Status |
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@ Home Log Out Preferences Record Help | Q, Welcome, wehlogic|Conneched to: erxdomain2

Home =Summary of Servers >Summary of Deployments
Messages

) You must select an application before continuing.

Install Application Assistant
Back | | Mext |Finish |Cam:e|

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
descriptor that you want to install. You can also enter the path of the application directory or file in the Path fisld.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your
application contains the reguired deployment descriptors.

Path: |qu1s'downIoadst g4j-1.2.17 jar

Recently Used Paths: [u01/deployments/2.0.4.053
JuD1/deployments/2.0.4.052
JuD1/deployments/2.0.4.051
Ju1/deployments

ti vaausenappdev2.aac.va.gov | wll [ downloads

Current Ls

o WLSPlugin12.1.3-Apache2.2-Apache2 . 4-Linux_x86_64
=
O || fmw_12.1.3.0.0_wls.jar

_! ojdbch.jar
O 'j ojdbc6_g.jar
O 'j vljConnector-1.6.0.028.jar
O 'j vljFoundationsLib-1.6.0.028.jar

Back | Finish | Cancel
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54. Select All servers in the cluster as the target for the deployment, and then click Next.

Figure 89: Deploy VistA Link Connector — Select Deployment Targets
ORACLE webLogic Server Administration Console 12c

Change Center & Home Log Out Preferences Record Help | Q, Welcome, weblogic | Connected to: encdomain2
View changes and restarts Home =Summary of Servers =Summary of Deployments
Messages

Configuration editing is enabled. Future
changes will automatically be activated as you ) Issues were encounterad while parsing this deployment to determine module type. Assuming this is 2 library deployment.
modify, add or delete items in this domain.

Install Application Assistant
Domain Structure
endomain2 | Back | | Mext | Finish | Cancel
EH-Environment ~
b-Seryers Select deployment targets
'dusters Select the servers and/or clusters to which you want to deploy this application. (You can reconfigure deployment targets later).
i-~Coherence Clusters
t--Machines ; o
;““\u'irtual Hosts Available targets for log4j-1:
;““Wcrk Managers
t--Startup and Shutdown Classes s £
--Deployments
- Services [ AdminServer
--Security Realms
[H-Interoperability b
[H- i i Clusters
How do I... 2] i ] dest
" (® All servers in the cluster
System Status 2] : rp =TI
erxa
D erxl
Back | Fifish | Gancel
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55. All of the values should appear as illustrated in the figure below.
56. Click Next.

Figure 90: Deploy VistA Link Connector — Summary of Deployments Verification 1

ORACLE webLogic Server Administration Console 12¢ —

Change Center {2 Home Log Out Preferences Record Help | Q Welcome, weblogic|Conneched to: erxdomain2
view changes and restarts Home =Summary of Servers >Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant

changes will automatically be activated as you
modify, add or delete items in this domain.

Back

| Finish | Cancel

Domain Structure Optional Settings

d in2
E‘gﬂzlgnment A You can modify thess settings or accept the defaulis
L--Garvers * Indicates required fields
General
Virtual Hosts ‘What do you want to name this deployment?
t-Work Managers * Name: -
‘--Startup and Shutdown Classes : logdj-1
--Deployments }
[-Services Security
[;SEC“”W Realms " What sacurity model do you want to use with this application?
~Interoperability
- Diannastics . lici defined i d -
d P ploy p
B (@) DD Only: Use only roles and that are in the
How do I... |
(C) Custom Roles: Use roles that are defined in the inistration C le; use policies that are
System Status | defined in the deployment descriptor.
(O Custom Roles and Policies: Use only roles and policies that are defined in the Ad
Console.

(7) Advanced: Use a custom model that you have configured on the realm's configuration page.
Source Accessibility

How should the source files be made accessible?

(®) Use the defaults defined by the deploy 's

Recommended selection.

(_) Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.
(7 1 will make the deployment accessible from the following location

Location: /ub1/downloads/log4j-1.2.17 jar

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the
application files exist in this location and that each target can reach the location.

Back | | Mext | Finish |Canuel
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57. Verify that all of the values appear as illustrated in the figure below.
58. Click Finish.

Figure 91: Deploy VistA Link Connector — Summary of Deployments Verification 2

ORACLE webLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q Welcome, wehlogic|Cunneched to: erxdomain2
View changes and restarts Home =Summary of Servers >Summary of Deployments

Configuration editing is enabled. Futurs Install Application Assistant

changes will automatically be activated as you

modify, add or delete items in this domain. Back| [Next Cancel

Domain Structure Review your choices and click Finish

domain2
efdomain e Click Finish to complete the deployment. This may take a few moments to complete.

Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application’s configuration
after completing this assistant?

| (®) Yes, take me to the deployment’s configuration screen.
~~Work Managers

~-Start d Shutd cl
Hp an Heewn Lasses () No, T will review the configuration later.

--Deployments
-Services Summary
-~Security Realms
B Interoperability LV Deployment: [fu01/downloads/log4j-1.2.17 jar
- Diannastics
Name: log4j-1
How do I... |
Staging Mode: Use the defaults defined by the chosen targets
System Status |
Security Model: DOOnky: Use only roles and policies that are defined in the deployment descriptors.
Target Summary
Components &% Targets
log4j-1 devl

Back | | Mext |Finish |Cam:e|
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59. The Deployment Configuration screen should appear as illustrated in the below figure.
60. Enter Deployment Order: “1”.

61. Click Save.

G [Erws

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restaris

Configuration editing is enabled. Future

changes will automatically be activated as vou

modify, add or delete items in this domain.

Domain Structure

endomain2

E}'Environment

;““Servers

~Clusters

~Coherance Clusters

~Machines

~Virtual Hosts

i-~Work Managers
'““Startup and Shutdown Classss

--Deployments

Bh-Services

--Security Realms

- Interoperability

[ Diaanastics

How do I...

|

System Status

]

@ Home Log Out Preferences Record Help

ole pjl&l +3 @ Settings for log4j-1 - erxdom... * | | )LT'U\ A TF

Home =Summary of Servers >Summary of Deployments =log4j-1

Settings for log4j-1

Overview | Targets | Notes

Save

Use this page to view, and sometimes change, general configuration information about the Java EE library, such as its name, path to
the source of the application, and staging mode. Use the Deployment Order ficld to change the order that the library is deployed at

server startup, relative to other deployments.,

Name:

Path:

Staging Mode:

#F Deployment Order:

gg Deployment Principal Name:

Save

log4i-1

[ u01/ downloads( log4-1. 2. 17. jar

(not specified)

Applications that reference this Library

Y

Figure 92: Deploy VistA Link Connector — Deployment Configuration Screen

- Internet Explorer

Welcome, weblogic | Connected to: erxdomain2

The name of this Java EE library. More Info...

The path to the source of the deployable unit on the
Administration Server. More Info...

The mode that specifies whether an application's files
are copied from a source on the Administration Server
to the Managed Server's staging area during
application preparation. More Info...

An integer value that indicates when this unit is
deployed, relative to other deployable units on a
server, during startup.  More Info...

A string value that indicates the principal that should
be used when deploying the file or archive during
startup and shutdown. This principal will be used to
set the current subject when calling out into
application code for interfaces such as
ApplicationLifecydeListener. If no prindpal name is
specified, then the anonymous principal will be
used. More Info...

Name &%

Type

There are no items to display
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4.8.2 Inbound eRx Application Installation

The following sections describe the steps to install and configure the Inbound eRx application.
Most activities are to be performed by the WebLogic Administrator.

4.8.2.1 Install Inbound eRx Application
1. Shut down WebLogic (refer to Sections 4.8.2.3 and 4.8.2.4).
2. As your normal Linux login account, sudo su to the weblogic account:
$ sudo su - weblogic
3. Create the downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
4. Download Inbound eRx application to the downloads directory.
Download from AITC IEP eRx Downloads directory
5. Create the deployments directory if it doesn’t exist:
$ mkdir -p /u0l/deployments
6. Copy the application EAR to the deployments directory:
Download from AITC IEP eRx Downloads directory
7. Access the WebLogic Admin Console by directing a browser to:
https://[vm1_fqdn]:7002/console/ and log in with the “weblogic” account.
8. Navigate to the Servers page.
9. From the Administration Console > Servers page, click the “erx1” link to configure the
server.
Figure 93: Install Inbound eRx Application — Configure Servers
ORACLE wWebLogic Server Asmnstraton Console 12¢

Change Center B rore | g Ot Prefererces 24 Racord ek -3 Welcome, weblogic  Connected 10 ersdosman §

Wiew changes and restarts

Cortgaraoe edteg & enabled. Future Saumsmary of Servers

charges

Oy, a

will atomatically De schvated 83 you
d o debete Rerms v thes domaw, Corfguraen  Control

Domain Structere

p Use the page to change the state of the servers i ths Weblogx Server domann, Cortrol operations on Maraged Servers recure
eruSomar | Sartng the Node Manager. Starting Maraged Servers i Standby mode reguires the doman-wide admnstrabon port.
Ervwnrmere
l ey
. >
hererce O ater
> ¥ Customize thes table
“ Maragers Servers (Fdtered - More Columns £xist)
L ¢ o )
2 Showeg 103 0f 3 Previous | Next
o Server <« Machine State Status of Last Action
v AATrSorver| s o hrel RUNNING Nore
—
How do |
P, macherel SHUTDOWN Nore
ot server
Showrg 1 ! o | Ne
>
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10. The server configuration screen should appear as shown in the figure below.

11. Inspect the settings under the General tab. The Listen Address should be [vm1_fqdn]. The
non-secure listening port (Listen Port Enabled) should be enabled and set to port “8001”
(Listen Port). The secure listening port should be disabled (SSL Listen Port Enabled).
These ports need to be consistent with the Apache Load Balancer/Proxy and local firewall
settings.

Figure 94: Install Inbound eRx Application — Verify Server Settings

ORACLE Weablogic Server administaton Consois 120 —

Change Center 1l Homa Log Oub Prefarences [4e] Rerord Halp | 3, Welcome, mungl.r-l Connectad ta: erndomaini
clungﬂ. and restarts Izmra = Samemary of Sanwry = Gammany oF Depleymasie @ umamony of e prel
Corfiguration aditing is enabled. Fubure Settings bor erad
cranges will akomaticaly ke activabed as yois
Py, sdd o delebe items 0 ths domer, Comfiguration | Protoccls | Logging | Debug | MonRoring | Control | Deplowments | Sersices | Seourty | Mobes
Damain Stracture General  Cluster | Sereices | Kevstorss | 55U Federedion Servic=s | Deployment | Migeton | Tuning | Owerlosd
arudnmaind Heakh Monkoring | Soreer Start | Wieh Serdices | Cohoferce
B Srwroraren| g
Servers Save
- Chumbers —
F=—oberence Custers
- mshines Lze this page bo corfigure gereral festures of Bz sereer such a5 defauk neteork communicstions,
F=irtual Hosts . = &
vk Managers Whirar INDT Tres
Srartup and Shutdown Oasses
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» Configura hashors :
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12. Review the setting under the Keystores tab as illustrated in the figure below. Verify the
Keystores option is set to “Custom Identity and Custom Trust”, and that the fields under
the Identity and Trust sections are filled with the same corresponding values.

Figure 95: Install Inbound eRx Application — Verify General & Keystore Settings
ORACLE WebLogic Server Administration Console 12c —

Change Center @ Home LogOut Preferences [24] Record Help | q Welcome, weblogic|Cunnected to: Chapter33IDP

- Home =Summary of Servers >CpenAMServer >Summary of Servers >4
View changes and restarts Servers =0penAMSarver >Summary of Servers ~OpenAMSarver

AMServer =Summary of Servers >OpenAMServer >Summary of

Configuration editing is enabled. Future -
changes will automatically be activated as you Settings for OpenAMServer
medify, add or delete items in this domain.

Confi jon || Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes
Domain Structure

Chapter331DP -
E}'E_n‘.'ircnn'.ent Server Start | Web Services || Coherence
t-Servers
Clusters Save
Coherence Clusters
Machines

e Keystores ensure the sacure storage and management of private keys and trusted certificate autherities (CAs). This page lets you view and define various

rtual Hosts ) . - s o

L Work Ma keystore configurations, These settings help you to manage the security of message transmissions.
i="Work Managers

t--Startup and Shutdown Classes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Owverload | Health Monitoring

~-Deployments Keystores: Custom Identity and Custom Trust Which configuration rules should be used for finding the
F-services Change server's identity and trust keystores? More Info...
~-Security Realms
B-Interoperability — Identity
Bl -Diaagnastics - ~
Custom Identity Keystore: Jul1/weblogic/oracle_home/u The source of the identity keystore. For a JKS keystore, the
How.do L = = spurce is the path and file name. For an Oracle Key Store
Senvice (KSS) keystore, the source is the KS5 URL.  More
Info...
+ Configure identity and trust e
= Configure keystorss Custom Identity Keystore Type: JKS The type of the keystore. Generally, this is JKS. If using the
+ Setup SSL Oracle Key Store Service, this would bekss  More Info...
Custom Identity Key ph The encrypted custom identity keystore's passphrase. If
System Status Cl empty or null, then the keystore will be opened without a
e (D3 T T S e passphrase. More Info...
| Failed (0) Confirm Custom Identity Key
[ ciitical (0) Passphrase:

Overloaded (0) Trust
I Warning {0}
I ) Custom Trust Keystore: Jub1/weblogic/oracle_home/u The source of the custom trust keystore. For a JKS keystore,

the source is the path and file name. For an Oracle Key Store
Service (KSS) keystore, the source is the KSS URL.  More

Info...
Custom Trust Keystore Type: JKS The type of the keystore. Generally, this is JKS. If using the
Oracle Key Store Senvice, this would bekSs  More Info...
Custom Trust Key h The custom trust keystore's passphrase. If empty or null, then
the keystore will be opened without a passphrase. More

Info...

Confirm Custom Trust Keystore
Passphrase:

Save
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13. Verify the settings under the SSL tab. The Private Key Alias should be the Fully Qualified
Domain Name of the server, and the Passphrase is ######t#.

Figure 96: Install Inbound eRx Application — Verify SSL Settings

ORACLE WebLogic Server Administration Console 12¢

Change Center
view changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
medify, add or delete items in this domain.

Q Home Log Out Preferences Record Help | (=} Weleome,wehlogic|€annected to: Chapter33IDP

Home =Summary of Servers =OpenAMServer =Summary of Servers =OpenAMServer >Summary of Servers =OpenAMSarver >Summary of
Servers =OpenAMServer =Summary of Servers =OpenAMServer

Domain Structure

Chapter33IDP -

=F-Environment

Work Managers
“--Startup and Shutdown Classes
- Deployments
S
~-Security Realms

_Diagnostics

B Interoperability o

How do L... =

Configure identity and trust
Setup S5L

Verify host name verification is enabled

Configure a custom host name verifier

Configure two-way 55L

System Status =

Health of Running Servers

I Failed(0)
| critical (0)
I )
[ waming(0)
I Ok (2)

Settings for OpenAMServer

Config ion | Protocols | Logging | Debug | Menitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Owerload | Health Menitoring
Server Start | Web Senvices || Coherence

| save

This page lets you view and define various Secure Sockets Layer (S5L) settings for this server instance. These settings help you to manage the security of
message transmissions.

(jﬁ Identity and Trust Locations: Indicates where SSL should find the server's identity
(certificate and private key) as well as the server's trust

(trusted CAs). More Info...

Keystores| Change

Identity

Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the private

key file. More Info...

Private Key Alias: The keystore attribute that defines the string alias used to

vacule 33idpB3.dev_chapter33
P P store and retrieve the server's private key.  More Info...

@9 Private Key Passphrase: The keystore attribute that defines the passphrase used to

retrieve the server's private key. More Info...

(5] Confirm Private Key h

Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted

certificate.  More Info...

Trust

Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the

certificate authorities. More Info...
B Advanced

Save

14. Repeat the previous three steps for the “erx2” managed server to verify the General
Configuration, Keystores, and SSL settings.
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15. Navigate to the Deployments page.
16. From the Deployments page, click Install.

Figure 97: Install Inbound eRx Application — Summary of Deployments

ORACLE weblogic Server Asminstration Console 12¢

Change Center @ rove Log Ot eimences B Recod e | Q. web dogw - g
I " and tart o w Smesteary ol Deepleyeient s
Coréfguration edtng & erabled. Futue Summary of Deployments
changes wil sutomatcally be actvated 81 you
modfy, add or delete tems in thes doman. Control  Monkoneg
Domam Structuse
1 This page deplays 2 ket of Jawa £ appications and stand-alone apphcation modules that hawe Deen ingtalied to this domann. inctaled
;d"‘ A wpications and modules can be started, wopped, updated (redepioyed), or deleted from the doman by fest selecting e appiication
Ervrorment name and using the cartrols on s page.
Servers
-~ Chstert To mesll & rew sppication or module for deployment 15 trgets in ths doman, cick the [nstall button,
Coherence Ousters
— Macheres
Virtual Mosts ¥ Customuze this table
SR8 04 hAS0wn Cosses Ocployments
__:m. natnd | Updats  Defete St o~ Sonng 1o lof 1 Previous | Nedt
Securty Rasims I | I [
B Drtercperabiity v [ Mame Health  Type ]"'""!"""""“"
: ‘ Wed
& o berefes Atve (VO |} devi 100 ‘
Mow do I G G ' Zpphcanon
o Inetal an arterprioe aophcaton @ eS| [Dente] |\t g Somng 1o 1of1 Prevecs | Next
o Configure an erterprse spoication
o Udate (redegioy) a0 erderprse appacaton

17. Install a new deployment of INB_ ERX-3.1.0.004.ear using the WAR file as indicated in

the figure below.
18. Click Next.

Figure 98: Install Inbound eRx Application — Install New Deployment of INB_ERX

ORACLE wWeblLogic Server Asmnstaton Console 12¢

Change Center ‘mmmmﬂwm[ Q Wek eblogic 0: eredoman i
" ond Ve memenary o Deghoyments
Carfiguration estrg & enabled. Future Install Application Avsistant
charges will sutomatcally be actvated 83 you
moddy, 882 or delete o I the doman. Back e ["-" || Cancet
Domain Structure Locate deployment to mstall and peepare for deployment
o8 . ~ Select the fle path that regreserts the application roct deectony, archive file, exgloded archwve drectony, or modue
T mummn-ﬂvwwhwmmdhm&nmamnh'mw
Servens
& Ousters Note: Ordy vabd file paths are daplayed below, If you Cannct find your deployment fles, upload your file(s) andjor conflern that your
Coberonce Custers pohcaton contaes the regured depiyment deacrotons.
Machanes
Vetoal vcets Path: Jul1idepioymentsINB_ERX-1 0.0 DEV ear
"'°'"‘::°‘“ Recently Used Paths: /01 Seghoyments
Degloyrmeres Current L VAN LA [ W01 | Geployments
":::" (7% ins_rrx-1.00.06v.00r |
- Irtercperabity v @ benefits.war
s
Back ! Fond | Cancel
Mow do 1. = '
a Ehas sl stous Aash At mctmsriaa
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19. Accept the defaults for an application deployment.
20. Click Next.

21. Select the cluster and “All servers in the cluster” as the target for the deployment.
22. Click Next.

Figure 99: Install Inbound eRx Application — Select INB_ERX Deployment Targets

ORACLE WebLogic Server Asmnstration Console 12¢

Change Center @ rome Loy Out Prefwences (B Record Help | QA el eblogic | C to eredomainl
’ and e emenery ol Deploymeenty
Configuration e3trg s erabied, Future Imtall Apphcation Assrstant

modfy, 8¢ or delete ems in the doman, Back Nec | Fewh | Cancel
U | o

Domain Structure Select deployment targets
:_ (’ﬂ_;m“ A Select the servers andior chusters 10 which you wint £ deploy the appiicasion. (You can recorfigure deployment targets later ).
% WOK ! Available targets for INB_ERX-1.0.0.0EV :
Cobarerce Ousters
Machnes
Virtual Moses
Work Maragers
Rrp a0 Shtdown Classes
Degicymerts
& -Servces
T Secunty Reslrs
£ Interoperabity Y,
& Dasoncetecs

Mow do L. =
o Suwt and stop @ deployed enterpeise Uera
sppbcaton
o Corfigure an erterprios applcation
: P |
o Croats » deployment plan
o Target an enterprie apphcation to a server h’
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23. All of the values should appear as illustrated in the figure below.
24. Click Next.

Figure 100: Install Inbound eRx Application — Verify INB_ERX Deployment Settings

[ E IILI_I'dLH,aI H,“"U‘]h HlEEL, muLae ARIULI B WP TTLAR AT P LAY AT
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Jow div L., =]
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v Start and stop a deploved erterorice are defined in the deployment desoriptor.
application
v Corfigure an erberprise application D'I:I.dnfl Ruoles and Policies: Use only roles and policies that are defined in the
Admansstration Console,
v Create @ deploymant plan
+ Targst an enterprise application ba 8 server (7 Advanced: Use & custom model that you have configured on the reslm's configurstion page.
v Test the modules e Catan
madules in an erberprise appl Source

Sypstem Status g How should the sounce files be made acoessible?
Headth of Running Senwers (®) Use the defaults defined by the deployment’s Largets

Fail=d [0} —

Critical (0]

Overiaaded (0] (") Copy this application onto every target for me

Warning (0]
I ) During deplcymant, t= flas will be copisd sutcrmsticaly b the Managed Sarvers t which te sppbcation is bargetac.

(1 1 will make the deployment accessible from the followang location
Location: ul1ideployments/INE_ERX-1.0.0.DEV sar

Proide the location from where dl targets will scoess this applicstion’s files. This is often & shered dirsctory. You must ensure the
Plam Source Accessibility

Him phouk the plan surca Tilss ba mada aocassila?
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) Copy thes plan onto swery target for me
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25. All of the values should appear as illustrated in the figure below.
26. Click Finish.

Figure 101: Install Inbound eRx Application — Verify INB_ERX Deployment Settings (Finish)

ORACLE wWeblLogic Server Adminisirafion Console 12¢

Change Conter ﬁmmgm Preferences [#4] Reoord Help | & Weloome, weblogic | Connected to: emcdomaml
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» Create a deployment plan Security Model: DDOrhy: Use onky roles and pelides that are defined in the deployment desoriptors.
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Hack Meod Frish Cancel
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Critical {0
[ Fledlcdor
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27. The Overview tab should appear as illustrated in the figure below.

Figure 102: Install Inbound eRx Application — Verify INB_ERX Deployment Configuration Settings
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28.
29.
30.
31.

Navigate to the Deployments page.
From the Deployments page, click Install.

Install a new deployment of INB_ERX_UI-3.1.0.004.ear, select the appropriate EAR file.
Click Next.

Figure 103: Install Inbound eRx Application — Install New Deployment of INB_ERX_UI

1ain 1 - WLS Console - Internet Explorer

va.gov

| 2 ~||+#| 2 mstall Application Assistant ... xl |

ORACLE webLogic Server Administration Console 12c

Change Center @ Home Log Out Preferences Record Help Q, Welcome, weblogic | Connected to: erxdomainl
it GeE ;::Ewri{enn;m of JDBC Data Sources =Summary of Servers >Summary of Deployments =INE_ERX-1.0.2.015_2016121% >Summary of
Configuration editing is enabled. Future o )
changes will automatically be activated as you Install Application Assistant
modify, add or delete items in this domain.
Back| | Mext | Finish | Cancel
Domain Structure
erxdomaind Locate deployment to install and prepare for deployment
=] - ~
- Enwironment Select the file path that represents the application root directory, archive file, exploded archive directory, or application module
“-Servers descriptor that you want to install. You can also enter the path of the application directory or file in the Path field.
EF-Clusters
--Coherence Clusters Note: Only valid file paths are displaysd below. If you cannct find your deployment files, upload your file(s) and/er confirm that your
- i application contains the reguired deployment descriptors.
Machines
--Virtual Hosts
—Work Managers Path: |fu01fdeploymentsIINE_ERX_U\—1.0.2.015_20161219.ear
~-Startup and Shutdown Classes Recently Used Paths: uDi/deployments
[;Deplcyments Juni/appfOracle_Homefuser_projects/domains/endomaini/user_staged_config/Distributions/vistal
—r-Services
B Massaging Current Location: vaausernappdevl.aac.va.gov [ ull [ deployments
--Data Sources v 3 archive
-~ Perzistent Stores =
How do L... | @3 INB_ERX_UI-1.0.2.015_20161219.ear
J (@) penefits.war
System Status |
Back Finish | Cancel
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32. Accept the defaults for an application deployment.

33. Click Next.

34. Select the cluster and “All servers in the cluster” as the target for the deployment.

35. Click Next.

Figure 104: Install Inbound eRx Application — Select INB_ERX_ Ul Deployment Targets
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36. All of the values should appear as illustrated in the figure below.
37. Click Next.

Figure 105: Install Inbound eRx Application — Verify INB_ERX_UI Deployment Settings

ORACLE webLogic Server Administration Console 12c —
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38. All of the values should appear as illustrated in the figure below.

39. Click Finish.

Figure 106: Install Inbound eRx Application — Verify INB_ERX_UIl Deployment Settings (Finish)
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40. The Overview tab should appear as illustrated in the figure below.

Figure 107: Install Inbound eRx Application — Verify INB_ERX_UI Deployment Configuration
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41. Navigate to the Servers page in the WebLogic console.
42. Select the Control tab.
43. Select “erx1” and “erx2”, and then click Start.

F' Summary of Servers - erxdomain1 - W
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Administration Console
« Start Managed Servers in Admin mode
+ Start Managed Servers in a duster
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Figure 109: Install Inbound eRx Application — erx Servers Running

sers - erxdomain 1 - WLS Console - Internet Explorer
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4.8.2.2 Create Startup/Shutdown Scripts
This section outlines the steps for creating startup/shutdown scripts:
1. As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Create startup scripts with the following commands:

$ cat > startNodemanager [domain].sh

tmp_domain_home=" [DOMAIN HOME]"

cp ${tmp domain home}/nodemanager/nodemanager.log

${tmp_domain home}/nodemanager/nodemanager old.log

cat /dev/null > ${tmp domain home}/nodemanager/nodemanager.log
nohup ${tmp domain home}/bin/startNodeManager.sh 2>&1>
${tmp_domain home}/nodemanager/nm.out &

<ctrl>d

$ cat > startWebLogic [domain].sh

tmp_domain_home=" [DOMAIN HOME]"

cp ${tmp domain home}/servers/AdminServer/logs/AdminServer.log

${tmp_domain home}/servers/AdminServer/logs/AdminServer old.log

cat /dev/null > ${tmp domain home}/servers/AdminServer/logs/AdminServer.log
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nohup ${tmp domain home}/bin/startWebLogic.sh 2>&1>
${tmp_domain home}/servers/AdminServer/logs/AdminServer.out &
<ctrl>d

$ cat > stopNodemanager [domain].sh
tmp_domain_home=" [DOMAIN HOME]"
${tmp_domain home}/bin/stopNodeManager.sh
<ctrl>d

$ cat > stopWebLogic [domain].sh
tmp_domain_home=" [DOMAIN HOME]"

${tmp_domain_home}/bin/stopWebLogic.sh
<ctrl>d

4.8.2.3 Shut Down Domain
The section provides the steps for shutting down the domain:

1. On VML, as your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Shut down the Administration Console with the following command:
$ ./stopWebLogic [domain].sh

4.8.2.4 Shut Down Nodemanagers
This sections outlines the steps for shutting down the nodemanagers:

1. On VML, as your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Shut down Nodemanager with the following command:

$ ./stopNodemanager [domain].sh

3. On VM2, as your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

4. Shut down Nodemanager with the following command:

$ ./stopNodemanager [domain].sh
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4.8.3 Pentaho Installation

The following sections describe the steps to install the WebLogic application server. Most
activities are to be performed by the WebLogic Administrator.

4.8.3.1 Pentaho Software Installation
The section provides step-by-step guidance on the installing the Pentaho software:
1. As your normal Linux login account, sudo su to the kettle account:
$ sudo su - kettle

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

3. Download Pentaho Data Integration Community Edition 6.1 archive (pdi-ce-6.1.0.1-
196.zip) to the downloads directory.

Download from AITC IEP eRx Downloads directory
4. Download INB_ERX Pentaho configuration zip archive for [ENV].

Download pdi-[env]_cfg_[yyyymmdd].zip from AITC IEP eRx Deployments directory

5. Create a pentaho directory if it doesn’t exist:
$ mkdir -p /u0l/app/pentaho

6. On VML, unzip the Pentaho Data Integration Community Edition 6.1 archive to the
pentaho masterl installation directory:

$ cd /ull/app/pentaho
$ unzip /u0l/downloads/pdi-ce-6.1.0.1-196.zip
$ mv data-integration pdi-[env]masterl

7. On VML, unzip the Pentaho Data Integration Community Edition 6.1 archive to the
pentaho slavel installation directory:

$ cd /u0l/app/pentaho
$ unzip /u0l/downloads/pdi-ce-6.1.0.1-196.zip
$ mv data-integration pdi-[env]slavel

8. On VML, unzip the Pentaho Data Integration Community Edition 6.1 archive to the

pentaho slave?2 installation directory:

$ cd /u0l/app/pentaho
$ unzip /u0l/downloads/pdi-ce-6.1.0.1-196.zip
$ mv data-integration pdi-[env]slave?2

9. On VM2, unzip the Pentaho Data Integration Community Edition 6.1 archive to the
pentaho slave3 installation directory:

$ cd /ull/app/pentaho
$ unzip /u0l/downloads/pdi-ce-6.1.0.1-196.zip
$ mv data-integration pdi-[env]slave3

10. On VM2, unzip the Pentaho Data Integration Community Edition 6.1 archive to the
pentaho slave4 installation directory:

$ cd /ull/app/pentaho
$ unzip /u0l/downloads/pdi-ce-6.1.0.1-196.zip
$ mv data-integration pdi-[env]slave4

11. On VM1, unzip the environment specific configuration archive to the pentaho masterl
installation directory:

$ cd /u0l/app/pentaho/pdi-[env]masterl
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip
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12. On VM1, unzip the environment specific configuration archive to the pentaho slavel

installation directory:

$ cd /u0l/app/pentaho/pdi-[env]slavel
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

13. On VM1, unzip the environment specific configuration archive to the pentaho slave2
installation directory:

$ cd /ul0l/app/pentaho/pdi-[env]slave?2
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

14. On VM2, unzip the environment specific configuration archive to the pentaho slave3

installation directory:

$ cd /ull/app/pentaho/pdi-[env]slave3
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

15. On VM2, unzip the environment specific configuration archive to the pentaho slave4
installation directory:

$ cd /ull/app/pentaho/pdi-[env]slaved
$ unzip /u0l/downloads/pdi-[env] cfg [yyyymmdd].zip

16. On the Master VM, create masterl, slavel and slave2 startup scripts in the ~kettle

directory:

S cd ~

$ cat > ~/startCarte[Env]Masterl.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]masterl

datestamp="date +%Y%m%d_ %HIMS$S®

export PENTAHO DI JAVA OPTIONS="-Xms1024m -Xmx2048m -XX:MaxPermSize=256m"
S{KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]master1-8080.xml >
S{KETTLE HOME}/logs/ [env]master1-8080 ${datestamp}.out 2>&l &

<ctlr>d

$ chmod 755 ~/startCarte[Env]Masterl.sh

S cat > ~/startCarte[Env]Slavel.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slavel

datestamp="date +%Y%m%d_%H¥MS%S"

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx3072m -XX:MaxPermSize=256m"
S${KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/[env]slavel-8081.xml >
S{KETTLE_HOME}/logs/[env]slavel-8081 ${datestamp}.out 2>&l &

<ctlr>d

S chmod 755 ~/startCarte[Env]Slavel.sh

S cat > ~/startCarte[Env]Slave2.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slavel

datestamp="date +%Y%m%d_ %H%MS$S®

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx3072m -XX:MaxPermSize=256m"
S{KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slave2-8082.xml >
S{KETTLE_HOME}/logs/[env]slavel-8082 ${datestamp}.out 2>&l &

<ctlr>d

$ chmod 755 ~/startCarte[Env]Slave2.sh

17. On the Master VM, create slave3 and slave4 startup script in the ~kettle directory:

$ cd ~

$ cat > ~/startCarte[Env]Slave3.sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slave3

datestamp="date +%Y%m%d_%H%M%S"

export PENTAHO DI JAVA OPTIONS="-Xms1024m -Xmx3072m -XX:MaxPermSize=256m"
S{KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slavefx3-8083.xml >
S{KETTLE HOME}/logs/[env]slave3-8083 ${datestamp}.out 2>&l &

<ctlr>d

$ chmod 755 ~/startCarte [Env]Slave3.sh

$ cat > ~/startCarte[Env]Slave4.sh
unset DISPLAY
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export KETTLE HOME=/u0l/app/pentaho/pdi-[env]slave4

datestamp="date +%Y%m%d_%HIMS%S®

export PENTAHO DI JAVA OPTIONS="-Xmsl1024m -Xmx3072m -XX:MaxPermSize=256m"
${KETTLE HOME}/carte.sh ${KETTLE HOME}/pwd/ [env]slave4-8084.xml >
${KETTLE HOME}/logs/ [env]slave4-8084 ${datestamp}.out 2>&l &

<ctlr>d

$ chmod 755 ~/startCarte[Env]Slaved.sh

18. On the Master VM, create repository update script in the ~kettle directory:

S cd ~

$ cat > ~/updateRepo [Env].sh

unset DISPLAY

export KETTLE HOME=/u0l/app/pentaho/pdi-[env]masterl
datestamp="date +%Y%m%d_%HIMS%S®

${KETTLE HOME}/import.sh -rep="[ENV] Repo" -user=admin -pass=admin -dir=/ -replace=Y -
norules=Y -file=${KETTLE HOME}/erx repo/inbound main.xml | tee
S{KETTLE _HOME}/logs/updateRepoDevl ${datestamp}.out 2>&l

S{KETTLE HOME}/import.sh -rep="[ENV] Repo" -user=admin -pass=admin -dir=/ -replace=Y -
norules=Y -file=${KETTLE HOME}/erx repo/inbound vista delivery.xml | tee -a
S{KETTLE HOME}/logs/updateRepoDevl ${datestamp}.out 2>&l

S{KETTLE HOME}/import.sh -rep="[ENV] Repo" -user=admin -pass=admin -dir=/ -replace=Y -
norules=Y -file=${KETTLE HOME}/erx repo/outbound main.xml | tee -a

S{KETTLE HOME}/logs/updateRepoDevl ${datestamp}.out 2>&l

<ctlr>d

$ chmod 755 ~/updateRepo [Env].sh

4.8.3.2 Pentaho Repository Definition Import
The section provides step-by-step guidance to import the Pentaho repository:

1. Asyour normal Linux login account, sudo su to the kettle account:
$ sudo su - kettle

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads

3. Download INB_ERX Pentaho Repository Definition zip archive for [ENV].

Download PS_INB_ERX Pentaho_[n.n.n.nnn].zip from AITC IEP eRx Deployments
directory

4. Unpack repository definition in Masterl instance:

$ cd /ull/app/pentaho/pdi-[env]masterl
$ unzip /ul0l/app/downloads/PS_INB ERX Pentaho [n.n.n.nnn].zip erx repo/*

5. Update Pentaho repository:

$ cd ~
$ ~/updateRepo [Env].sh
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4.8.4 Nexus Repository Installation (DEV2 VM1 Only)

The following sections describe the steps to install the SonaType Nexus OSS repository server.
All activities are to be performed by a Systems Administrator.

4.8.4.1 SonaType Nexus Software Installation

The section provides step-by-step guidance on the installing the SonaType Nexus repository
software:

1. As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

2. Create downloads directory if it doesn’t exist:
$ mkdir -p /u0l/downloads
3. Download SonaType Nexus OSS repository software archive (nexus-3.5.2-01-unix.tar.gz)
to the downloads directory.

Download from AITC IEP eRx Downloads directory
4. Return back in your normal Linux login account.

S exit

5. Create the nexus software directory if it doesn’t exist:

$ sudo mkdir -p /u0l/app/nexus
$ sudo chown nexusloc:weblogic /u0l/app/nexus
$ sudo chmod 755 /ul0l/app/nexus

6. Unpack Nexus repository software:

$ cd /ull/app/nexus
$ sudo -u nexusloc tar xvzf /u0l/downloads/nexus-3.5.2-0l-unix.tar.gz
$ sudo 1n -s nexus-3.5.2-01 latest

7. Modify /u01/app/nexus/latest/bin/nexus.rc:

S$sudo vi /u0l/app/nexus/latest/bin/nexus.rc

8. Modify service user account:

run_as_user="nexusloc"

9. Modify /u01/app/nexus/sonatype-work/nexus3/etc/nexus.properties:

$sudo vi /u0l/app/nexus/sonatype-work/nexus3/etc/nexus.properties

10. Modify as follows:

application-port=8061
application-host=vaauserxappdev2.aac.va.gov
nexus-context-path=/nexus/

11. Modify ~nexusol/.bashrc:

$ sudo vi ~nexusloc/.bashrc

12. Add NEXUS_HOME near the end of the file:

export NEXUS HOME=/u0l/app/nexus/latest

13. Modify /u01/app/nexus/latest/bin/nexus

$sudo vi /u0l/app/nexus/latest/bin/nexus

14. Enable the INSTALL4_JAVA_HOME_OVERRIDE variable:

INSTALL4J JAVA HOME OVERRIDE=/u0l/app/java/latest

15. Modify HTTPD configuration:

$ sudo vi /etc/httpd/conf/httpd.conf

16. Add the following for Nexus reverse proxy:
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#

# Reverse proxy to Nexus

#

ProxyPass /nexus/ http://vaauserxappdev?2.aac.va.gov:8061/nexus/
ProxyPassReverse /nexus/ http://vaauserxappdev2.aac.va.gov:8061/nexus/

17. Create symbolic link for /etc/init.d/nexus:

$ sudo 1n -s /u0l/app/nexus/latest/bin/nexus /etc/init.d/nexus

18. Enable the Nexus OSS repository service:

$ cd /etc/init.d
$ sudo chkconfig —-add nexus
$ sudo chkconfig -levels 345 nexus on

4.8.5 VistA Patch Installation

Steps for installing the VistA patch for Inbound eRx reference PSO*7.0*551 Patch Description
(PD) in Forum and pso_7 0 _p551 ig detailing Deployment, Installation, Back-Out, and
Rollback for PD PSO*7.0*551.

4.9 Installation Verification Procedure

Please refer to the installation steps in the previous sections, which outline the installation
verification procedures within each step.

4.10 System Configuration

This section is not applicable to the Inbound eRx project.

4.11 Database Tuning

This section will be added in future versions of this document.

5. Back-Out Procedure

This section describes the back-out procedure for Inbound eRx. Back-out pertains to a return to
the last know, good operational state of the software and appropriate platform settings.

The Inbound eRx system will provide data protection measures, such as back-up intervals and
redundancy that is consistent with systems categorized as mission critical (12 hour restoration, 2
hour recover point objective). This section outlines the backout strategy, considerations, testing,
criteria for backout, risks, authority to approve and the procedures to perform a backout for
Inbound eRx.

5.1 Back-Out Strategy

The back-out strategy will follow VA guidelines and best practices as referenced in the
Enterprise Operations (EO) National Data Center Hosting Services document.

5.2 Back-Out Considerations

Back-out considerations will follow VA guidelines and best practices as referenced in the EO
National Data Center Hosting Services document.
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5.2.1 Load Testing

This section is not applicable to the Inbound eRx project.

5.2.2 User Acceptance Testing

The results of User Acceptance Testing (UAT) will be added to this document in a future
version, following the completion of UAT.

5.3 Back-Out Criteria

Back-out criteria will follow VA guidelines and best practices as referenced in the EO National
Data Center Hosting Services document.

5.4 Back-Out Risks

There are no known risks related to a back-out.

5.5 Authority for Back-Out

The POCs with the authority to order the back-out is the Inbound eRx IPT, the VA PM, and
other relevant stakeholders, where applicable.

5.6 Back-Out Procedure

This section outlines the backout procedure for the following:
e VistA Patch PSO*7.0*551
e WebLogic

5.6.1 Back-Out of VistA Patch

Prior to installing a patch, the site/region should have saved a backup of the routines in a mail
message using the Backup a Transport Global [XPD BACKUP] menu option (this is done at
time of install). The message containing the backed up routines can be loaded with the "Xtract
PackMan" function at the Message Action prompt. The PackMan function "INSTALL/CHECK
MESSAGE" is then used to install the backed up routines onto the VistA System.

Steps for back out of the VistA patch for Inbound eRx one can reference PSO*7.0*551 Patch
Description in Forum and pso_7_0_p551 _ig detailing Deployment, Installation, Back-Out, and
Rollback for PD PSO*7.0*551.

If the decision is made to back-out the PSO*7.0*551 patch, users should be off of the system and
option ‘Finish Orders from eRx’ [PSO ERX FINISH] should be placed out of order. Due to the
complexity and inclusion of support for new message types, there are two options for back-out
procedures.

1. Re-install patches PSO*7.0*%467, PSO*7.0*506, PSO*7.0*520, and PSO*7.0*527.
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a. This approach will revert the system to inbound eRx version 2.0 functionality, and does
not contain support for the new refill and cancel message types. These records can still be
viewed, but are incomplete due to the lack of supporting logic.

b. This approach also causes all message types to be treated as ‘newrx’ message types, and
will require a follow-on patch to lock down all actions that are not applicable to Cancel
and Refill message types (i.e. Validate Patient, VValidate Drug, Validate Provider, Accept
eRx).

2. Leave PSO*7.0*550 in place and disable all new actions.

c. Taking this approach will ensure supporting logic related to the display of refill and
cancel message types is still available, ensuring the user can still view the records in their
entirety.

d. A follow-on patch will be required to disable all new functionality related to refill and
cancel message types.

5.6.2 Back-Out of Database

This section outlines the steps for backing out Database changes on local database server. These
steps should be performed under strict guidance of the PRE Inbound eRx PM team.

5.6.2.1 Restore backup files from tape

Recover data per procedures in the EO National Data Center Hosting Services document.

5.6.2.2 Mount the instance

1. Set ORACLE_SID=IEPP
2. rman TARGET SYS/Password NOCATALOG

3. RMAN:> shutdown immediate;
RMAN:> startup mount;

5.6.2.3 Restore and recover the datafiles
1. RMAN>run

allocate channel dev1 type disk;

set until time "to_date('2011-12-30:00:00:00', 'yyyy-mm-dd:hh24:mi:ss")";
restore database;

recover database; }

5.6.2.4 Open the database and reset logs
1. RMAN?> alter database open resetlogs;

5.6.3 Back-Out of WebLogic

This section outlines the steps for backing out a new version of the PRE Inbound eRx application
deployed on a local WebLogic (application) server. This is a two-step process: first, remove the
new release, and then deploy the rolled-back release. These steps should be performed under
strict guidance of the PRE Inbound eRx PM team.
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5.6.3.1 Remove New Release

1. Open and log into the WebLogic console. Use WebLogic username and password.

2.

9.

10.
11.

12.

13.

14.

Within the Domain Structure panel in the left column of the WebLogic console, click
the Deployments node.

Within the Change Center panel in the left column of the WebLogic console, click Lock
& Edit.

WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

Select the previously deployed Inbound eRx deployment, click Stop, and then select
“Force Stop Now” from the drop-down list box.

WebLogic will now display the panel Force Stop Application Assistant in the right
column of the console for confirmation to start servicing requests.

Click Yes in the Force Stop Application Assistant panel in the right column of the
WebLogic console.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

Verify that the State of the Inbound eRx deployment is “Prepared”.
Select the previously deployed Inbound eRx deployment, and then click Delete.

WebLogic will now display the panel Delete Application Assistant in the right column
of the console for confirmation to start servicing requests.

Click Yes in the Delete Application Assistant panel in the right column of the
WebLogic console.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

Verify that the Inbound eRx deployment is deleted and no longer present.

5.6.3.2 Deploy Back-out Release

The following steps detail the deployment of the rolled-back Inbound eRx application.

1. Use the WebLogic console that was started at the beginning of the roll-back process.

2.

Within the Domain Structure panel in the left column of the WebLogic console, click
the Deployments node.

Verify that application is in Lock & Edit mode. Lock & Edit mode is indicated by the
“greyed-out” Lock & Edit selection button.

Click the Install button in the Deployments panel in the right column of the WebLogic
console.

WebLogic will now display the panel Install Application Assistant in the right column
of the console, where the location of the Inbound eRx deployment will be found.

a. If the rolled-back Inbound eRx deployment has already been transferred to the
Deployment Machine, navigate to the deployment file location using the links and file
structure displayed within the Location panel within the Install Application Assistant in
the right column of the console. Choose the ear file associated with the rolled-back
release.
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10.
11.

12.
13.

14.

15.
16.

17.
18.

19.
20.

21.

b. If the rolled-back Inbound eRx deployment has not been transferred to the Deployment
Machine:

I. Click on the upload your file(s) link in the Install Application Assistant
panel in the right section of the console.

ii. Click the Deployment Archive Browse to see the Choose file dialogue
used to select the Deployment Archive.

iii. Click Next in the Upload a Deployment to the admin server panel in the
right column of the WebLogic console to return to the Locate deployment
to install and prepare for deployment panel within the Install Application
Assistant.

Once the rolled-back Inbound eRx deployment is located and selected, click Next.

WebLogic will now display the panel Choose targeting style within the Install
Application Assistant in the right column of the console. Leave the default value selected,
install this deployment as an application, and click Next.

Within the Install Application Assistant in the right column of the console, WebLogic
will now display the panel Select deployment targets, where the Deployment Server will
be selected as the target in the next step.

For the Target, select the Deployment Server.
Click Next.

Within the Install Application Assistant, WebLogic will now display the panel
Optional Settings in the right column of the console, where the name of the deployment
and the copy behavior are chosen.

Enter the Name for the deployment. Use: : INB_ERX-3.5.0.008
Verify that the following default option for Security is selected:

DD Only: Use only roles and policies that are defined in the deployment descriptors.
Verify that the following default option for Source accessibility is selected:

Use the defaults defined by the deployment's targets.
Click Next.

Within the Install Application Assistant, in the right column of the console WebLogic,
will now display the panel Review your choices and click Finish, which summarizes the
steps completed above.

Verify that the values match those entered in Steps 6 through 17 and click Finish.

WebLogic will now display the panel Settings for Inbound eRX, in the right column of
the console, where the values previously entered are available as well as a setting to
change the deployment order.

Leave all the values as defaulted by WebLogic and click Save.

Within the Change Center panel in the left column of the WebLogic console, click
Activate Changes.

Within the Domain Structure panel in the left column of the WebLogic console, click
the Deployments node.
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22. WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

23. Select the previously deployed INB_ERX-3.0.5.008 deployment, click Start, and then
select Servicing all requests from the drop-down list box.

24. WebLogic will now display the panel Start Application Assistant in the right column of
the console for confirmation to start servicing requests.

25. Click Yes in the Start Application Assistant panel in the right column of the WebLogic
console.

26. WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

27. Verify that the State of the INB_ERX-3.0.5.008 deployment is “Active”.

5.7 Back-out Verification Procedure

Steps for verifying the VistA patch backout for Inbound eRx reference PSO*7.0*551 Patch
Description in Forum and pso_7_0_p551 _ig detailing Deployment, Installation, Back-Out, and
Rollback for PD PSO*7.0*551.

Depending on the approach taken for the back-out the verification steps will differ. Please
contact the Inbound eRx development/maintenance team for verification instructions.

6. Rollback Procedure

This section outlines the procedures for rolling back to a previous state of the data.

6.1 Rollback Considerations

Back-out considerations will follow VA guidelines and best practices as referenced in the EO
National Data Center Hosting Services document.

6.2 Rollback Criteria

Roleback criteria will follow VA guidelines and best practices as referenced in the EO National
Data Center Hosting Services document.

6.3 Rollback Risks

There are no known risks related to a Roleback.

6.4 Authority for Rollback

The POCs with the authority to order the Roleback is the Inbound eRx IPT, the VA PM, and
other relevant stakeholders, where applicable.
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6.5 Rollback Procedure
6.5.1 Rollback of Database

This section outlines the steps for rollback of Database changes on local database server. These
steps should be performed under strict guidance of the PRE Inbound eRx PM team.

6.5.1.1 Restore backup files from tape
Recover data per procedures in the EO National Data Center Hosting Services document.

6.5.1.2 Mount the instance

28. Set ORACLE_SID=IEPP
29. rman TARGET SYS/Password NOCATALOG

30. RMAN:> shutdown immediate;
RMAN:> startup mount;

6.5.1.3 Restore and recover the datafiles

31. RMAN> run
{

allocate channel dev1 type disk;

set until time "to_date('2011-12-30:00:00:00', 'yyyy-mm-dd:hh24:mi:ss")";
restore database;

recover database; }

6.5.1.4 Open the database and reset logs
32. RMAN> alter database open resetlogs;

6.5.2 Rollback WebLogic

This section outlines the steps for rolling back to a previous version of the PRE Inbound eRx
application deployed on a local WebLogic (application) server. This is a two-step process: first,
remove the old release, and then deploy the rolled-back release. These steps should be performed
under strict guidance of the PRE Inbound eRx PM team.

6.5.2.1 Remove New Release
1. Open and log into the WebLogic console. This is located at:
\\vaauspecdbs801.aac.dva.va.gov\erx\install\. Use WebLogic username and password.

2. Within the Domain Structure panel in the left column of the WebLogic console, click the
Deployments node.

3. Within the Change Center panel in the left column of the WebLogic console, click Lock
& Edit.

4. WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.
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9.

10.
11.

12.

13.

14.

Select the previously deployed Inbound eRx deployment, click Stop, and then select
“Force Stop Now” from the drop-down list box.

WebLogic will now display the panel Force Stop Application Assistant in the right
column of the console for confirmation to start servicing requests.

Click Yes in the Force Stop Application Assistant panel in the right column of the
WebLogic console.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

Verify that the State of the Inbound eRx deployment is “Prepared”.
Select the previously deployed Inbound eRx deployment, and then click Delete.

WebLogic will now display the panel Delete Application Assistant in the right column of
the console for confirmation to start servicing requests.

Click Yes in the Delete Application Assistant panel in the right column of the WebLogic
console.

WebLogic now returns to the Summary of Deployments panel in the right column of the
console.

Verify that the Inbound eRx deployment is deleted and no longer present.

6.5.2.2 Deploy Rolled-Back Release
The following steps detail the deployment of the rolled-back Inbound eRx application.

1.

2.

Use the WebLogic console that was started at the beginning of the roll-back process.

Within the Domain Structure panel in the left column of the WebLogic console, click the
Deployments node.

Verify that application is in Lock & Edit mode. Lock & Edit mode is indicated by the
“greyed-out” Lock & Edit selection button.

Click the Install button in the Deployments panel in the right column of the WebLogic
console.

WebLogic will now display the panel Install Application Assistant in the right column of
the console, where the location of the Inbound eRx deployment will be found.

c. Ifthe rolled-back Inbound eRx deployment has already been transferred to the
Deployment Machine, navigate to the deployment file location using the links and file
structure displayed within the Location panel within the Install Application Assistant in
the right column of the console. Choose the ear file associated with the rolled-back
release.

d. If the rolled-back Inbound eRx deployment has not been transferred to the Deployment
Machine:

iv. Click on the upload your file(s) link in the Install Application Assistant
panel in the right section of the console.

v. Click the Deployment Archive Browse to see the Choose file dialogue
used to select the Deployment Archive.
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10.
11.

12.
13.

14.

15.
16.

17.
18.

19.

20.

21.

22.

23.

24.

vi. Click Next in the Upload a Deployment to the admin server panel in the
right column of the WebLogic console to return to the Locate deployment
to install and prepare for deployment panel within the Install Application
Assistant.

Once the rolled-back Inbound eRx deployment is located and selected, click Next.

WebLogic will now display the panel Choose targeting style within the Install Application
Assistant in the right column of the console. Leave the default value selected, install this
deployment as an application, and click Next.

Within the Install Application Assistant in the right column of the console, WebLogic
will now display the panel Select deployment targets, where the Deployment Server will
be selected as the target in the next step.

For the Target, select the Deployment Server.
Click Next.

Within the Install Application Assistant, WebLogic will now display the panel Optional
Settings in the right column of the console, where the name of the deployment and the
copy behavior are chosen.

Enter the Name for the deployment. Use: : INB_ERX-3.1.0.003
Verify that the following default option for Security is selected:

DD Only: Use only roles and policies that are defined in the deployment descriptors.
Verify that the following default option for Source accessibility is selected:

Use the defaults defined by the deployment's targets.
Click Next.

Within the Install Application Assistant, in the right column of the console WebLogic,
will now display the panel Review your choices and click Finish, which summarizes the
steps completed above.

Verify that the values match those entered in Steps 6 through 17 and click Finish.

WebLogic will now display the panel Settings for Inbound eRX, in the right column of
the console, where the values previously entered are available as well as a setting to
change the deployment order.

Leave all the values as defaulted by WebLogic and click Save.

Within the Change Center panel in the left column of the WebLogic console, click
Activate Changes.

Within the Domain Structure panel in the left column of the WebLogic console, click the
Deployments node.

WebLogic will now display the panel Summary of Deployments in the right column of
the console, where all deployments for the WebLogic domain are listed.

Select the previously deployed INB_ERX-3.1.0.003 deployment, click Start, and then
select Servicing all requests from the drop-down list box.

WebLogic will now display the panel Start Application Assistant in the right column of
the console for confirmation to start servicing requests.
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25. Click Yes in the Start Application Assistant panel in the right column of the WebLogic

console.

26. WebLogic now returns to the Summary of Deployments panel in the right column of the

console.

27. Verify that the State of the INB_ERX-3.1.0.003 deployment is “Active”.

6.5.3 Rollback VistA Patch

Due to the fact that the data involved with inbound eRXx is prescription related, data dictionary
changes and existing data will not be rolled back. The system should maintain the new fields and
records. The back-out procedure will dictate the usage/view of the new data. Any new message
type will still be available to the user, and will be impacted only by the back-out procedure.
Message linking between NewRx message types and cancel/refill message types will be
established. The rolling back of the data would sever this linkage, potentially causing major
problems.

6.6

Rollback Verification Procedure

6.6.1.1 Validation of Roll Back Procedure

The user will be able to view the cancel and refill message types. All actions besides print will be
locked so the user cannot take action on the record. This will create a view only scenario for
cancel and refill message types.

7. Operational Procedures

This section outlines server startup and shutdown procedures.

7.1

Startup Procedures

7.1.1 Start Weblogic Node Managers and Admin Console

1. Atyour normal Linux login account, sudo su to the weblogic account:

2.

3.

4.

7.

8.

$ sudo su - weblogic

On VM1, start node managers:

$ ./startNodemanager [domain].sh

On VM2, start node managers:

$ ./startNodemanager [domain].sh

On VM1, wait for node manager startups to complete:
$ tail -f [DOMAIN HOME]/nodemanager/nodemanager.log

On VM1, watch for the following log messages to indicate the node managers are up:
<INFO> <Secure socket listener started on port 5556, host [vml fgdn]>

On VM2, wait for node manager startups to complete:

$ tail -f [DOMAIN HOME]/nodemanager/nodemanager.log

On VM2, watch for the following log messages to indicate the node managers are up:
<INFO> <Secure socket listener started on port 5556, host [vm2 fgdn]>

On VM1, start AdminServer:
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9.

$ ./startWebLogic [domain].sh

On VM1, wait for the AdminServer startup to complete:

$ tail -f [DOMAIN HOME]/servers/AdminServer/logs/AdminServer.out

10. On VM1, watch for the following log messages to indicate the AdminServer is up:

<Notice> <WebLogicServer> <BEA-000365> <Server state changed to RUNNING.>

7.1.2 Managed Servers

1.

2.

Log into the [domain] Admin Console, start “erx1” and “erx2” managed servers

Verify landing pages are responding:

https:// [proxy fqgdn]/INB-ERX/
https:// [proxy fqdn]/inbound/

7.1.3 Pentaho Services Startup

1.

2.

3.

10.

11.

12.

13.

As your normal Linux login account, sudo su to the kettle account:
$ sudo su - kettle

On VM1, start [ENV] Master Slave:
$ ./startCarte[Env]Masterl.sh
From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Master Slave to start
up by watching: https://[proxy_fgdn]/masterl/kettle/status/
On VM 1, start [ENV] Dynamic Slavel:

$ ./startCarte[Env]Slavel.sh

On VM 1, start [ENV] Dynamic Slave2:

$ ./startCarte[Env]Slave2.sh

On VM 2, start [ENV] Dynamic Slave3:

$ ./startCarte [Env]Slave3.sh

On VM 2, start [ENV] Dynamic Slave4:

$ ./startCarte [Env]Slaved.sh

From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Slavel to start up by
watching: https://[proxy_fgdn]/slavel/kettle/status/

From the CPanel (https://[proxy_fqgdn]/cpanel), wait for the [ENV] Slave2 to start up by
watching: https://[proxy_fqgdn]/slave2/kettle/status/

From the CPanel (https://[proxy_fgdn]/cpanel), wait for the [ENV] Slave3 to start up by
watching: https://[proxy_fgdn]/slave3/kettle/status/

From the CPanel (https://[proxy_fqgdn]/cpanel), wait for the [ENV] Slave4 to start up by
watching: https://[proxy_fqgdn]/slave4/kettle/status/

From the CPanel (https://[proxy_fgdn]/cpanel), check that all 4 dynamic slaves have
registered with the master: https://[proxy_fqdn]/slavel/kettle/getSlaves/

From the CPanel (https://[proxy_fgdn]/cpanel), start the message processing jobs:
https://[proxy_fgdn]/slavel/kettle/runJob/?job=inbound_main/InboundMessageProcessing
_JOB
https://[proxy_fgdn]/slave2/kettle/runJob/?job=inbound_main/InboundMessageProcessing
Retry JOB
https://[proxy_fgdn]/slave3/kettle/runJob/?job=inbound_vista_delivery/InboundDeliverTo
Vista_JOB
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14.

15.

16.

17.

7.2

https://[proxy_fqdn]/slave4/kettle/runJob/?job=outbound_main/OutboundMessageProcess
ing_JOB

From the CPanel (https://[proxy_fgdn]/cpanel), check the
InboundMessageProcessing_JOB status: https://[proxy_fqdn]/slavel/kettle/status, click on
the InboundMessageProcessing_JOB hyperlink and check the job status page.

From the CPanel (https://[proxy_fgdn]/cpanel), check the
InboundMessageProcessingRetry JOB status: https://[proxy_fqdn]/slave2/kettle/status,
click on the InboundMessageProcessingRetry JOB hyperlink and check the job status
page.

From the CPanel (https://[proxy_fgdn]/cpanel), check the InboundDeliverToVista JOB
status: https://[proxy_fqdn]/slave3/kettle/status, click on the InboundDeliverToVista _JOB
hyperlink and check the job status page.

From the CPanel (https://[proxy_fgdn]/cpanel), check the OutboundMessageProcessing
_JOB status: https://[proxy_fqdn]/slave4d/kettle/status, click on the
OutboundMessageProcessing hyperlink and check the job status page.

Shut Down Procedures

7.2.1 Pentaho Services Shutdown

1.

2.

3.

As your normal Linux login account, sudo su to the kettle account:

$ sudo su - kettle

As kettle on VM2:

$ /ul0l/app/pentaho/pdi-[env]slave3/carte.sh [vm2 fgdn] 8083 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]slaved/carte.sh [vm2 fgdn] 8084 -s -u cluster -p cluster

As kettle on VM1:

$ /ul0l/app/pentaho/pdi-[env]slavel/carte.sh [vml fgdn] 8081 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]slave2/carte.sh [vml fgdn] 8082 -s -u cluster -p cluster
$ /u0l/app/pentaho/pdi-[env]masterl/carte.sh [vml_fgdn] 8080 -s -u cluster -p cluster

7.2.2 WebLogic Application Server Shutdown

1.

2.

o

As your normal Linux login account, sudo su to the weblogic account:

$ sudo su - weblogic

Log into erxdomainl Admin Console as weblogic

Stop erxl and erx2 managed servers
Stop Admin console

On VM1, as weblogic:

$ ./stopWebLogic [domain].sh

On VM1, as weblogic:

$ ./stopNodemanager [domain].sh

On VM2, as weblogic:
$ ./stopNodemanager_[domain].sh
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8. Appendices

This section provides additional reference information to use for the installation of various

components.

8.1 Certificate Contents

Use the text in this section for the certificate configuration steps in Section 4.2.7.

8.1.1 va_root_ca_cert.txt

MIIDfjCCAmagAwWIBAgIQA399zv0OpkaxAy6VO4im+hDANBgkghkiG9wOBAQUFADBH
MRMWEQYKCZImiZPyLGQBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExXHDAaBgNV
BAMTE1ZBIEludGVybmFsIFJvb3Q0gQ0EwHhcNMDUxMS IyMTYONDM1WhceNMj UMY Iy
MTY1MzES5WIBHMRMwEQYKCZ ImiZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYC
dmExHDAaBgNVBAMTE1ZBIE1udGVybmFsIFJvb3QgQ0EwggEiMAOGCSgGSIb3DOER
AQUAA4IBRDWAWGgEKAOIBAQDVafeLiz61sJVkI1l+suHKtVyCZAyyjSHhuDcIxonjg
EVk3mRUYZW3QPVuvS2m3NjKujJw9eL4FwGNnou+CUEdTvpAMoIo9Xhcm3uzR1Gg+
Gn6£f9ichd¥rttNkQo+JIXPggzEsNqUEFBRuQymmK7kZODAPNzN9VM1G]jDGejDGCD5S
fxyJyhkurwNWmVjUL18D3E6mMWM/10yinGmTC614FQiJpViW5IauzDS0ceJhr2BSEW
BuH8W6mMAQ9ZdXkiUBZm4 /AUVW6QayK9kHTpFHoYh11i1pJ12iDLnla+NJdzNJiz7U
URArWOLBSBApDX1ijKsAMmcyXMvk4ULONRI9BewoCQRVrBAgMBAAG] ZjBkMBMGCSsG
AQQOBgjcUAgQGHgQAQWBBMASGA1UdDWQEAWIBhjAPBgNVHRMBAf8EBTADAQH/MBOG
A1UdDgQWBBTJ ZG2vNo8cUIHkMx0Og90HayccdzzAQBgkrBgEEAYI3FQEEAWIBADAN
BgkghkiGOwOBAQUFAAOCAQEAOX6+zBW1kKlpyOUarVb6G+cphwePi/Gt40zS58Aq
BiZ9j36GWzdD/LtbbG3J7L]/gE9sFqTV8cxe9sES22TxHhcA5eSF3t0g6xWMzi9S
npRVOGSHVYYLhQ5KbIJPTW3wlt2WGmx1DRCXIOcvXONUPEWN2Y15vBbv7T2kA63M0
0ieYDKb6BMCzj3VBHF 5WuoXXXXcIJBUEPW] t Jf fZ288kqgFkHt 1DKqjdBqZIp9r56pd
4PujhowXBOdViWFJCcK2wIMINvVHSk]jzBluXzTkssdMUg8C1iZPpkDHMui0PhPo3Z0H
hiEE/Cj5hryyeF+iwSwQX6YkH2stk53BylctdC/N8Egudg==

PRE Inbound eRx
Deployment, Installation, Roll Back & Back-Out Guide 156

May 2019



8.1.2 va_internal_subordinate_ca_cert.txt

MIIF2zCCBMOgAwWIBAgIHPQAAAAAW2 TANBgkghkiG9wOBAQUFADBHMRMWEQYKCZ Im
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHDAaBgNVBAMTE1ZBIElu
dGVybmFsIFJvb3Q0gQ0EwHhcNMTMwODE 1MDAONZzA4WhcNMjMwODEzMDAONZzA4W] BQ
MRMwEQYKCZImiZPyLGQBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmMExXJTAJBgNV
BAMTHFZBIE1udGVybmFsIFN1Ym9yZGluYXR1IIENBIDEwggEiMAOGCSgGSIb3DQER
AQUAA4IBDWAWggEKAOIBAQC8gdm7W2s9uaWucxI+miZROP/6U2psmLn+kht 6Rmdd
maar842z5/iSPHhnhPCr6Gc69YZovnJIK/hjMluxsv1iuu60CFgYRGKY fAO2XaXCju
1yXmjogq09TGXIIpkCHpjNBWL8BtcgGmbbZt 7TWWILbvbONcscaewQOhXOWsy7P+E2
maxhtxbg/tVmS1E6anLXCMThFuRRy2B9ps/osh8WgW91PPIJdOYwpFCSISU2PNI i
9gvPr8GQD+5yQPsgdya/QFDBWyccM2eDFLXL8Tx0nJKoTSWwcT7ETJpIYFT7agva
w36Ws62KSUy/QXTWGCEIipReP1lum88/7yI27avehdpzpAgMBAAGjggLBMIICVTAP
BgNVHRMBAf8EBTADAQH/MBOGA1UADgQWBBTeJbRYCV2TJI9gNPR86dkt3Ut1bEZAL
BgNVHQ8EBAMCAYYWEAYJKwWYBBAGCNXUBBAMCAQIWIWYJKwYBBAGCNxUCBBYEFEWP
QVzWUMQMIUEwWpOATI 9JTKOgHLMDWGCSsGAQQBgjcVBWQVMCOGISsSGAQQOBgjcVCIHT
wzOB+fAGgaWfDYTggQiFwgpLBpr2G4H2 /kACAWQCAQIwHwWYDVROjBBgwFOAU4 2Rt
rzaPHFCB5DMToPTh2snHHc8wgdgGA1UdHWSBODCBzTCByqCBx6CBxIYwaHROcDov
L2NybC5hwa2kudmEuz292L3BraS9jcmwvVkFJIbnRlcm5hbFJIvb3QuY3JshoGPbGRh
cDovL2xkYXAucGtpLnZhLmdvdi9DT]1WQU1ludGVybmFsUm9vdCxDTj1DRFAsQ049
UEtJLENOPVN1lcnZpY2VzLERDPVZBLERDPUAPV]9jZXJ0aWZpY2F0Z2VJ1ldm9jYXRp
b25MaxXN0P2Jhc2U/b2JgZWN0Q2xhc3M9Y1JIMRGL zdHIpYnV0aWouUG9pbnQwggEL
BggrBgEFBQCBAQSB/jCB+zCBkgY IKwYBBQUHMAKGQYVSZGFwOi8vbGRhcC5wa2ku
dmEuZ292LONOPVZBSW50ZXJuYWxSb2 90LENOPUFJQSxDTj10S0ksQ049U2Vydml]j
ZXMsREMIVKEsSREMIOR09WP2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1]j
ZXJ0aWZpY2F0aWouQXv0aG9yaXR5MCMGCCsGAQUFBzABhhdodHRwWO1i8vb2NzcC5w
a2kudmiEuz292LzA/BggrBgEFBQcwA0YzaHROcDovL2FpYS5wa2kudmEuzZ292L1BL
SS9BSUEVVKEVVkEJbnR1cm5hbFJIvb3QuY2VyMAOGCSgGSIb3DOEBBQUAAS IBAQAT
5Tw4vholQAuiebJ3zFow3esXmqyjRWeHhbszbNzsYoplszgqelsFPOh69IYuVKVCS
eHz1CxZ6zFO0dFgFOkKDE65BK0IyQ4W9942rRzr8eKDiyFdb2dGgPluS7VtcyX6kI4
BmhW5P8G6WRrD6AZz7G3WUMpHZYtoaE8udOk861Z2k9P7h7P1nEl1zH7inr307F/KjL
kc9m/RRdktvInG2c3cEMa741£CxiQpI2/gWIXKJIJKySyounKbEUtud4o3gXHji21v
/D020I0vecs7RYs1ZuTKoKjO3/uQli85QKifnzpWyLftoOucFIi9W9g2yuWPU6wWIT
eaQRaJrinDddHRgSBgN4

MIIDhzCCAm+gAwIBAgIQKNXLOBACYQRGI+LYwX8c6TANBgkghkiG9wOBAQsFADBK
MRMwEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCdAmExHzZAdBgNV
BAMTF1ZBLUludGVybmFsLVMyLVIDQTEtdjEwHhcNMTYxMDI2MTYxMzIwWhcNMzYx
MDI2MTYyMjUSWIBKMRMWEQYKCZImiZPyLGOBGRYDZ2 92MRIWEAYKCZImiZPyLGOB
GRYCAmMExHzAdBgNVBAMTF1ZBLUludGVybmFsLVMyLVIDQTEtdjEwggEiMAOGCSG
SIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCTqJL6b5hzXU70+1HgX320ds 7AgOGinzA4
£f9JfuzlrFp+ZvVrRgXwZLKkKGEjyNQITY6uI9fG8dwNLrBaOviWYoKwMJI4pbEjl+gy
1UDOrh3e3£fPd68L3m+sUx0K/z+ZSiNkhKIMOPOWFQtYmtCDc7b52zy5NAPGBCJIATB
QcdrVH8MCxCO0IZEpxsTjuSDpceal9eD4nYAeBUVzg+N9K9esWF+SLZxsCnFgMuL/
1kS093wsaoFyBe0OHOWH7GDNmV/Zx1xy3krzGgsz fGRmxb4pXkbqvrOGzju2RZoRx
1YKYnB4brDR4BGWIO84fiiJglofbwCK4gl7nhSi71TEnxRf1tCaPrAgMBAAGjaTBn
MBMGCSsGAQQBgjcUAgQGHgQAQWBBMASGA1UdDWQEAWIBhjASBgNVHRMBAf8ECDAG
AQH/AgEBMBOGA1UdDgQWBBOBLYthZhuMOODTTD507FsZsBHGYTAQBgkrBgEEAYI3
FQEEAwIBADANBgkghkiG9wOBAQsFAAOCAQEAAEL 6FdPpLptzZAlsdGREaSfDP467
e2m7Nelz2CDdT/goRS5ql+uxQpalUvH08LxwINr6Chr018K1uHYMgLuFybf1m5P0R
B/XKKJATszamkMUYRSGeSf1uXKNz4dgXu2yvIBvxyY2qdGJUpEyOmcuzwg/Zhlqgv
1A0g67ZeBtOR0ZnNIMLiMQ7ywd2kQ8MtW1x2tcNONZmtPOb3WkrvG2sgFZN064gP2
YV1Kp9RaENINwYNVyyThbg8CofUIYV20£fSbsI1GR3CQSgPO5CUJ/ScdWuWIVEhWLE
11H5112CCgk+7vaTBtK+QjBliAayTFyonUocbD5VBxB4Dv1CMk7uATrhNw==
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8.1.4 va_internal_cal_s2 cert.pem

MITIEODCCA4igAwIBAgITFAAAAARskyEU61BaeQAAAAAABDANBgkghkiGIOwOBAQSFE
ADBKMRMWEQYKCZImiZPyLGQOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCdmExHzAd
BgNVBAMTF1ZBLUludGVybmFsLVMyLVJIDQTEtdJEwHhcNMTYxXMDI3MTYOMTA3WhcN
MjYxMDI1IMTYOMTA3WIBKMRMWEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZImiZPy
LGOBGRYCAmMExHZzAJBgNVBAMTF1ZBLU1ludGVybmFsLVMyLULDQTEtdjEwggEiMAOG
CSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQC4bY+WwRICKBb6rxoRajJhPAFJIPdwHe
bp3Kzy5Cx1PmOMk 6ANgX3WWgM/gqSebBHCNYvdgSgXMSdVXu0loCIhgBLvccwmxde
4rJD6Vydh3WEv74LayMIIrz106QLcj+6GnVmWmS/+FbEF9SynICY2RhmO8roLplo
UnaNiC3Pruy97ZLHN/OE8Z7FMWIHHB/GQHwWX/1P05p0yv/8WsojctrW8S3d56V1H
u4W411KZMoTxDR2JFpn6g22J4DjVG8ou0SyJOmXMFR+HcmVPAaJbAF1LOwOBOrlF
3W9w4RFo/PWAEM+SopGiTFeMMaPXG37 7F1EhWuX/I0yXtQT9zXt4r TTVAGMBAAG]
ggF9MIIBeTAQBgkrBgEEAYI3FQEEAWIBADAABGNVHQ4AEFGQUG23£62314g3vErHQ
319YG1bL50wwPAY JKwYBBAGCNXxUHBC8wWLQY1KwYBBAGCNxUIgcjDM4H58AaBpZ8N
hOCBCIXCgksGg+96htu7FwIBZAIRBEJALBgNVHQ8EBAMCAYYWEGYDVROTAQH/BAgGW
BgEB/wIBADAfBgNVHSMEGDAWGBQOBLYthZhuMOODTTD507FsZsBHGYTBIJBgNVHRSE
Q3JBAMD6gPKA6hJhodHRWOi8vY3JsLnBrasS52YS5nb3YveGtpL2NybCI9WQS1JbnR1
cm5hbC1TM11SQOEXLXYxLmNybDB7BggrBgEFBQCBAQRVMGOWRWY IKwYBBQUHMAKG
02h0dHA6LyShaWEucGtpLlnZhlmdvdi9wa2kvYWlhL1ZBL1ZBLUludGVybmFsLVMy
LVIDQTEtdjEuY2VyMCIGCCsGAQUEFBzABhhZodHRwO18vb2NzcCSwa2kudmEuz292
MAOGCSQGSIb3DQEBCWUAA4IBAQCA/ZQYzX1u6rBOxITkVY5K8zPAjosvD6ynkr0B
uCH+g0j3edjVQENg1JRVK8 9HgBONMspbTUsZz2 TEVKNH5xWtY0jp6vImlDYDUgSu
bEMe3CeJpkeD9S8J2V/P4P9swPkK2ZiptOlskggnmcK7Z2rIJbevb4GPvQ+wCUE2r8
t3ybYK5B1fyuX4L+h/GVAQWInS3Nt8hvyDyMeW7y7rC+6I0IJRL1a090tbbNZfIn
VR6NHQUatOvdb9HVWIKVvPvpeFOPYtScUXus+mZrVORXKtYrFELUX9jcrV1g2ML2H
A92Pm2HzYILgvw/D2WQOCgZSKfpYr7jgekcGMBriisB1Bg4D

MITEODCCA4igAwWIBAgGITFAAAAAOXI9+1YJISIGA4QARAAARAAAZANBgkaghkiGOwWOBAQSF
ADBKMRMWEQYKCZImiZPyLGQOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCdAmExHzAd
BgNVBAMTF1ZBLUludGVybmEFsLVMyLVJIDQTEtdjEwHhcNMTYxXMDI2MTgzNDM4WhcN
MjYxMDIOMTgzNDM4W)BKMRMwEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZImiZPy
LGOBGRYCAmMExHzAdBgNVBAMTF1ZBLUludGVybmFsLVMyLU1DQTItdjEwggEiMAOG
CSgGSIb3DOEBAQUAA4IBDWAWGGEKAOIBAQC9UaJu7b6BPI9ffk9eZyAjCoLZHAQXD
QWiVrR1DlrkowF7cwSeoyPQ5yoMrHITLQEDL/GRVaL5UeHHw bgbnXvMOgGuv1064
vu42RDUEKofout/34LpBN9DC2JCsocNMVtwyoFuGIBYAeygZDNaLul53tpzw74pa
WKoi1D5pXtOoJkuARs2vMHD3kuzNeBdXFWo/145gnZFpxmJo/Dr3wGzDDi07h53S/
VVAaOXdPISVmlsieKtoLEinyy9gbkxdC7k1MdMJuYnRF92aZY+gezvpVgqW7F1T8z
pPT35wgbxbE1ogqRAMIMED7D5M1 9Kp/bWOEZ/zhWHEY61A91gq4FsTsXxel1AgMBAAG]
ggF9MIIBeTAQBgkrBgEEAYI3FQEEAWIBADAABGNVHQAEFGQUT1TwDfev76TpwXsl
gO0+906wnA7cwPAYJKwYBBAGCNxUHBC8wWLQY1KwYBBAGCNxUIgcjDM4H58AaBpZ38N
hOCBCIXCqksGg+96htu7FwIBZAIBEjALBgNVHQS8EBAMCAYYWEGYDVROTAQH/BAGW
BgEB/wIBADAfBgNVHSMEGDAWGBQOBLYthZhuMOODTTD507FsZsBHGYTBIJBgNVHREE
QjBAMD6gPKA6hjhodHRwOi8vY3JsLnBrasS52YS5nb3YveGtpL2NybCO9WQS1JbnR1
cm5hbC1TM11SQOExXLXYxILmNybDB7BggrBgEFBQCcBAQRVMGOWRWY IKwYBBQUHMAKG
02h0dHA6Ly9haWEucGtpLnZhlmdvdi9wa2kvYWlhL1ZBL1ZBLUludGVybmFsLVMy
LVJIDQTEtdjEuY2VyMCIGCCsGAQUFBzABhhZodHRwO18vb2NzcCSwa2kudmEuz292
MAOGCSgGSIb3DOEBCWUAA4IBAQCX2482Kh858YMc2aYMek32bSZoMRRCKgNEWBBH
DwXpNuOzDjaxrvIPi+foEk/MvTn7PMSqcPYnuRw3IPCJ1uD00S/kUMMXJm30N314
L4AnmZz4BrhyZsYOyYHQJOE4KT2/Diw28XFJYH6FtDZnA105s3xnilg7NatBvBX0K
WayJ1ETJkp2aPlon9u+Tq/YE++Y0ek3MCozimRW/1Wxzq2cd2UENRyt2£fJugAiJ2
S3AJbCWbS5KTZ11ip9tRiHyXDxxcJ+NIFSQgZle/B62m9Xouh6VCTi3alCRY1MXSG
2+yUvBNmGIBO+tacbQAyXYEPAVHrESB+VLs/7jrHDRS5ap21ln
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8.1.6 Dbetrusted_production_ssp _ca_a1_cert.txt

MIIG6DCCBACgAWIBAGICAZowDQYJK0oZIhveNAQELBQAWWTELMAKGALIUEBhMCVVMXGDAWBgNVBAOT
D1UuUy4gR292ZXJubWVudDENMASGA1UECXMERIBLSTEhMB8GA1UEAXMYRMVkKZXJhbCBDb21tb24g
UG9saWNS5IENBMB4XDTEWMT IWOTESNTUYNFOXDTIWwMT IWOTESNDkwNFowgYgxCzAJBgNVBAYTALVT
MRkwEWYDVQQKEXBCZXRydXNOZWQgVVMgSW5jMOwwCgYDVQQOLEWNTULIAXJzA1BgNVBASTHkJ1dHJL
c3R1ZCBQcm9kdWNOaWOuIFNTUCBDQSBBMTENMCUGA1IUEAxXxMeQmV0cnVzdGVKkIFByb2R1Y3Rpb24g
ULNQIENBIEExXMIIBIJjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAN2gPTEBKtvO7JnaOXET7F
YH1PYO5gXCVjbge9LedilLo3efZgsmFEK40t1L61UCI9PJAulteeriLkOvI+momu08xX1FyJdYAWm/
moYRLVUMiCuDgJVLpw7FgmQh7FBBAW7IHeBvCYzUU40zh9VdYuxKkcA5sz9HgFL7RUyb1MAPel179
JBpOdLVYEgBA+025/VVLyegD2wCQhkWKkEISWFDG1i6FjdVK/ilot4kUj8nHS/09%uilebYK+81Pg0
1K0jHhIzoxeTGDx9wiVmkZ/A3FRtramMEPQQaL2d//kY4tImmXW541hAn9SWyOUr523t0xDpsNEL
VaN+7RU4Yt4Cxf6XrwIDAQAB04IDiDCCA4QwDWYDVROTAQH/BAUWAWEB/ zBPBgNVHSAESDBGMAWG
CmCGSAF1AWIBAWYWDAYKYIZIAWUDAgEDBzAMBgpghkgBZOMCAQMIMAWGCMCGSAF1AWIBAWOWDAYK
YIZIAWUDAGEDETCB6QYIKwYBBQUHAQEEgdwwgdkwPwY IKwYBBQUHMAKGM2hOdHA6LYy 90odHRwWLmMZwW
a2kuz2921.275cGNhL2NhQ2VydHNJc3N1ZWRUb2ZjcGNhLnA3YzCB1QYIKwYBBQUHMAKGgYhsZGFw
0i8vbGRhcComecGtpLlmdvdi9jbjlGZWR1IcmFsITIWQ29tbWOuJTIwUGIsaWNSJITIwQOEsb3U9R1BL
SSxvPVUuUy41MjBHb3Z1cm5tZW50LGMOVVM/YOFDZXJ0aWzZpY2F0Z2TtiaWshenksY3Jve3NDZXJ0
aWZpY2F0ZVBhaXI7YmluYXJS5MIIBIwYIKwYBBQUHAQsSEggEZMIIBFTA+BggrBgEFBQcwBYYyaHRO
cDovL3NpYTEuc3NwLXNOcm9uZylpZC5uzZXQvQOEVUINQLUNBLUEXLVNJQS5wN2MwgdIGCCsGAQUFE
BzAFhoHFbGRhcDovL2RpcjEuUc3NwLXNOcmOuzZylpZC5uZXQvY2490mv0cnVzdGVkJITIwUHIVZHV]
dGlvbiUyMENTUCUYMENBJITIwQTEsb3U9QmV0cnVzdGVkITIwUHIVZHV)dGlvbiUyMFNTUCUYMENB
JTIWQTESb3U9UINQLG890mV0cnVzdGVkITIwVVMIMiBIbmMsYz1VUz97QUN1cnRpZml jYXR102Jp
bmFyeSxjcm9zcONlcnRpzZmljYXR1UGFpcjtiaWShenkwDgYDVROPAQH/BAQDAgGHGMB8GALUAIWQY
MBaAFKOMenvVc5£f0YxHmYDgwo/Zf05wL8MIG4BgNVHR8EgbAwga 0wKgqAooCaGIGhOdHA6LyY 9odHRwW
LmZwa2kuZ292L27Z3cGNhL2ZjcGNhLmNybDB/oH2ge4Z5bGRhcDovL2xkYXAuzZnBraS5nb3Yvy241
M2RGZWR1cmEFsJTIwQ29tbWOuJTIwUG9saWNSJITIwQOEsb3UIM2RGUELJLG81IM2RVLIMuJTIwWR292
ZXJubWVudCxjJITNkVVM/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlzdDAdBgNVHQ4EFgQUuU6TpuYML
MnIaIQ6qz0UdtxY)yAOwDQYJKoZIhveNAQELBQADGGEBAK+kk+1bsJuVspfA+1t3cJ918AIi8Ra4
rECJ2NgVARIK4QdAENOmg0zAW2 ybpvI3Z2D8y7vVzkzdkXwIsGMZMLKYK93d4I/TjsMyZMQFSWo9£fV
Txn9E19ivIdzO+R27tYK8LIKhKSO0Q1I6kytzeXiWTwpXHHOYSUFpLNOr30gZUsuoWhpg/sb7VEQ
s+T2fNzXRRw3mgwbgQcx3WEdfLmfwCZC4gcirwlNO0Sfo2GggIcl/0zEL93tJh20SXPwJILKF2WN4k
HUmMRIMQOEOX8yQ+WYt6gl51gWKNXoQMm+TT2W3Y8tEOQGXd+nl1CHiwKQyrPCL1L+EmFgyIN+1ltvm
AxH6k1M=

MITEYDCCAOigAwIBAgICATAWDQYJKOZIhvcNAQELBQAWWTELMAKGA1UEBhMCVVMxGDAWBGNVBAOT
D1UuUy4gR292ZXJubWVudDENMASGA1UECXMERIBLSTEhRMB8GALIUEAXMYRMVkKZXJhbCBDb21tb24g
UG9saWNS5IENBMB4XDTEWMT IWMTE2NDUyN1oXDTMwMT IwWMTE2NDUyN1owWTELMAKGALUEBhMCVVMx
GDAWBgNVBAOTD1UuUy4gR292ZXJubWVudDENMASGALUECXMERIBLSTEhMB8GAIUEAXMYRMVkZXJh
bCBDb21tb24gUG9saWNSIENBMIIBIjJANBgkaghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAZHX7NRYO
WkG/Wg9cMAQUHK14RLXqJuplYcENNNn4 £Ni9KVFmWSHjeavUeL6wLbChlbI1FiPQzB6+Duir3MPJ
1hLXp3JoGDG4FyKyPn66CG3G/dFYLGmMgA/Aqo/Y/ISU937cyxY4nsyOl4FKzXZbpsLjFxZ+7xaBu
gkC7xScFNknWJidpDDSPzyd6Kgq]jQV+NHQOGgxXgVcHFmCye7Bpy3EjBPvmEOoSCwRvDdDa3ucc?2
Mnr4MrbQNg4iGDGMUHMhnv6DOzCIJOPpwX7e7ZjHHS5IQip9bYi+dpLzVhW86/clTpyBLgtsggyFO
HQ105piF5asRR12dP8QjwOMUBmM7+nQIDAQAB04 IBMDCCASWwDWYDVROTAQH/BAUWAWEB/zCB6QYI
KwYBBQUHAQsEgdwwgdkwPwY IKwYBBQUHMAWGM2hOdHAG6LySodHRwLmMZwa2kuZ292L2Z7jcGNhL2Nh
Q2VydHNJc3N1ZWRCeWZjcGNhLnA3YzCB1QYIKwYBBQUHMAWGgYhsZGFwOi8vbGRhcC5meGtpLmdv
di9jbjlGZWR1cmFsJITIwQ29tbWOuITIWwUGIsaWNSJITIwQOEsSb3U9R1IBLSSxvPVUuUy41MjBHb3Z1
cm5tZW50LGMOVVM/YOFDZXJ0aWZpY2F0ZTtiaW5henksY3Jve3NDZXJ0aWzpY2F0Z2VBhaXI7Ymlu
YXJ5MA4GA1UdDWEB/wQEAWIBBjAdBgNVHQ4EFgGQUrQx6dvVz185§EeZgOrCy9l/TnAvwwDQYJKoZ I
hvcNAQELBQADgGEBAI9z2uF/gLGHOuwsz9GEYx728Y13mvIRtedUrYpuGDco71wb509Qt 2wmGCMi
TROMRyDpCZzicGIxgxHPkYnos/UqoEfAFMtOQsHADA4b8Idb70V316rgVNAFIIU+7LQd3nyKE1LN
nJaKOKIyn9psMQz4p09+c+iR3Ah6cFggr2KBWEgAdKLI3VTKQVZHvenAT+0g3e01Cd+uKML80cgX
2BLHb94u6bb2akfI8WpQukSKAiaGMWMyDeiYZdQK1Dn0KJInNR60bLB6)I/WNaNZvSr79PMUjBhHDb
NXuaGQ/1j/RgDG8z2esccKIN471QA2EC/0rskqTcLedgNIMHtyznGI8=
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8.1.8 veterans_affairs_device ca b2 cert.txt

MITIHVTCCBJ2gAwIBAgICHGAWDQYJK0ZIhvcNAQEFBQAWGYgxCzAJBgNVBAYTALIVTMRkwEwWYDVQQK
ExBCZXRydXN0ZWQgVVMgSW5jMOwwCgYDVQOLEWNTU1AxJzA1BgNVBASsTHkJ1dHJ1c3R1ZCBQcmIk
dWNOaWOuIFNTUCBDQSBBMTENMCUGA1UEAxMeQmV0cnVzdGVKIFByb2R1Y3Rpb24gUINQIENBIEExX
MB4XDTA4AMDgwNzE1MjQwMFoXDTE4MDgwNzZE1IM]jIONlowcjETMBEGCgmSJomT 8ixkARKWA2dvdjES
MBAGCgmSJomT81ixkARKWANZhMREwDWYDVQQLEWhTZXJ2aWN1czEMMAOGA1UECXMDUEtJIJMSYwJAYD
VQODEx1WZXR1lcmFucyBBZmZhaXJzIER1dmljZSBDQSBCMICCASIwWDQYJKoZ IThvecNAQEBBQADgGEP
ADCCAQOCggEBALTxrfB9165LB1P1CvdruZNIsSG3WYOIxNQfIXTBZgsOneWFnR2wE1FzhkxvjQORx
vQAfgz1lgBum5cM1l+7BmoFF9ueRP5uUQGF++£+21eQ7HE+5cqw9D1Q4wBt1E/zRrcOPqhQ9Usybqg44
XCLneNvQ56nGyw/KxgyqgycUqojDIgWOIdQ/el2jSxa5qCmrzdLsEFpx 9kVulWz8Wvn4K5VWOV/Pb
EMhvOmdxpXwEBWUALghGbTBeg52N0UGlwgoJJR1i0uRST+bK8QJI+NF7vzmnReWudTFhV3avOwWZhu
TbanQGcS66HBc1lh22F1YDefg2yEHpgmPOBVvV8EC+3I1DnNh51 9cCAWEAAaOCAIwWwggPYMABGALUA
EwWEB/wWQFMAMBAf8wTwYDVROgBEgwWRjAMBgpghkgBZQMCAQMGMAWGCMCGSAF1AWIBAWCWDAYKYIZI
AWUDAGEDCDAMBgpghkgBZQOMCAQMNMAWGCMCGSAF1AWIBAXEWgGE+BggrBgEFBQCBAQSCATAWGGES
MDoGCCsGAQUFBzAChi50dHRwWO18vYW1hMS5zc3Atc3Ryb25nLW1kIm51dCODQSI9TULIALQOELQTEU
cDdjMIG2BggrBgEFBOcwA0aBgqWxkYXA6Ly9kaXIxLnNzcClzdHIvbmctaWQubmVOL2NuPUJ1dHI1
c3R1ZCUYMFBYb2R1Y3Rpb241MjBTULALIMIBDQSUYMEEXLG91PUJ1dHI1c3R1ZCUYMFBYb2R1Y3Rp
P241MIBTUIAIMIBDQSUYMEEXLG91PVNTUCxvPUJ1dHI1c3R1ZCUYMEFVTITIwSW5jLGMOVVM/YOFD
ZXJ0aWZpY2F0ZTtiaWbhcnkwNQYIKwYBBQUHMAGGKWhOdHAGLYIVY3NwMS5zc3Atc3Ryb25nLiWlk
Im51dCOTUIAtQOELQTEVMIHXBggrBgEFBQCBCWSBYjCBxzA7BggrBgEFBQCwWA4 YvaHROCDOVL2Fp
YTEuc3NwLXNOcmOuZylpZC5uZXQvQOEVVKFkZXZpY2VDQS5wN2MwgYcGCCsGAQUFBzADhnt sZGFw
018vZGlyMS5zc3Atc3Ryb25nLWlkIm51dC9ibj1WZXRlcmFucyUyMEFmZmFpcnM1IMjBEZXZpY2U1
MjBDQSUYMEIYLG91PVBLSSxvdT1TZXJ2aWNlcyxkYz12YSxkYz1lnb3Y/YOFDZXJ0aWZpY2F0ZTti
aW5hcnkwDgYDVROPAQH/BAQDAgGHGMB8GA1UdAIWQYMBaAFLuk6bmDCzJIyGiEOgs 9FHbcWI8gNMIIB
BgYDVROfBIH+MIH7MDWgM6Axhi 90dHRWO1i8vY2RWMS52zc3Atc3Ryb25nLWl1kLm51dCIDRFAVUINQ
LUNBLUExLmNybDCBwaCBvgCBu4aBuGxkYXA6Ly9kaXIxLnNzcClzdHIvbmctaWQubmVOL2NuJTNk
OmvV0cnVzdGVkJTIwWUHIVZHVIdGlvbiUyMENTUCUYMENBITIWQTESsb3UIM2RCZXRydXNOZWQ1IMIBO
cm9kdWNOaWOuJITIwUINQITIWQOEIM]BBMSxvdSUzZENTUCxvITNkQMVOcnVzdGVkITIwVVMIMIBJI
bmMsYyUzZFVTP2N1cnRpZmljYXR1UMV2b2NhdGlvbkxpc3QwHQYDVROOBBYEFIGUNZ4ggHdgI2bs
Kpluz7Z21GVBAMAOGCSqGSIb3DOEBBQUAA4IBAQBTNvVIRINONMI0ddS1Q6dX4nEB6LUTUEJES gbt
PINxOIPcw+muXo4NYEXTLIRJr1kOI/MSaITkOUANSALFfLPom36SdSQ9rjxKEkqO+4/FCcScHTWE
CrwSk1AfRdsgR5cgDJ1£j+sPMCYpMX0vydIiUwkpogqGKQVAOVBAIY/Z1VpmpuvWc8koggfs+Hly6
193JsJ2j1LFkSO+sbwN9ZgOQTOQgFPFbScZIKV1g8iTEo0YoX/w+nSHIKSEMIwIZ6yolJ8wvmicN
1V1S3hkjxr00gSf0/I+nz2hgybR/nkft3zklzKeH4ANPmugOF48mGSRsnkHzksGE81SaCPkz3snJQ
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8.1.9 vaww.esrdev.aac.va.gov_cert.txt

MITHizCCBnOgAwWIBAgIDBTdaMAOGCSgGSIb3DQEBCWUAMHIXEzZARBgoJkiaJk/IsZAEZFgNnb3Yx
EjAQBgoJkiaJk/IsZAEZFgJ2YTERMASGAIUECXMIU2VydmljZXMxDDAKBGNVBASTA1BLSTEMMCQG
AlUEAxMAVmMVO0ZXJThbnMgOWzZmYW1ycyBEZXZpY2UgQ0EgQ] IwHhcNMTUWOTEOMT cxNDI3WhcNMTgw
ODA3MTUYyMJjQ2WjBcMRMWEQYKCZImiZPyLGOBGRYDZ292MRIWEAYKCZ ImiZPyLGOBGRYCAmEXEDAO
BgNVBASTB2R1dmljZXMxHzAdBgNVBAMTFNnZhd3cuZXNyZGV2LmFhYy52YS5nb3YwggEiMAOGCSgG
STIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCkYCALO+9HuUkeVKIZzrsO0gKOhDskC1lbu0oOJDGjc0t72mOz
2rgj4+79J6AExovceyTnYiAsGYEmMFMhwmD13v3+aLk8E7P8xf5KFENycYhuxBI611100CISs7Wk2h
prkGHROHkTyxuuUknwzhQ+9gm3CgMGDVhXgNuEwWQoJ3us22drK4NBrZn+dMTeT1KHS09QeoICWC
bgoueoKW10F17U1lnAaCGrABMoncEO+b90DZB5183IxMuzZF1lhwve 6JHsOXKe 0t 3H8WbKy9M3+kOtc
xMTMOVesj7p+3mgDn/ckozRyDkMHc0SZs37SpRr43IYIpDU4R2S0xgVg001£7/J+WIHrAgMBAAG]
ggQ+MIIEO]jCB7AYDVRORBIHKMIHhghZ2YXd3LmVzcmR1ldi ShYWMudmEUZ292ghh2YXd3LmVzcmR1
dIMwLmFhYy52YS5nb3aCGHZhd3cuZXNyZGV2MzEuYWFJLnZhIlmdvdoIYdmF3dy51c3JkZXYOMC5h
YWMudmEuz292ghV2aGF1c3J3ZWIzLmFhYy52YS5nb3aCF3Zhd3cuZXNyZGV2MS5hYWMudmEuz292
ghd2¥YXd3LmVzcmR1djIuYWEjLnZhImdvdoIXdmF3dy51c3JkZXYzImFhYy52YS5nb3aCF3Zhd3cu
ZXNyZGV2NC5hYWMudmEuZz2 92MBcGA1UAIAQQOMA4wDAYKYIZIAWUDAGEDCDCCATAGCCSGAQUFBWER
BIIBIjCCAR4wOWYIKwYBBQUHMAKGL2hOdHA6Ly9haWExLnNzcClzdHIvbmctaWQubmVOLONBL1ZB
ZGV2aWN1Q0EucDdjMIGABggrBgEFBQOcwAOZO0bGRhcDovL2RpcjEUC3NWLXNOcm9uZylpZC5uzZXQv
Y249VmV0ZXJhbnM1MjBBZmZhaXJzJTIwRGV2aWN1JIJTIwQOEIMIBCMixvdT1Q0S0ksb3U9U2Vydml]j
ZXMsZGM9dmEsZGM9Z292P2NBQ2VydGlmaWNhdGUwIwY IKwYBBQUHMAGGF2hO0dHA6LY 9vY3NwLNnBr
aS52YS5nb3YvMDcGCCsGAQUFBZzARh1todHRWO18vb2NzcDEUC3NWLXNOcmOuzZylpZC5uZXQvVkEtL
UINQLUNBLUIyMA4GA1UdADWEB/wQEAWIFOoDANBgNVHSUEIDAeBggrBgEFBQCcDAQY IKwYBBQUHAWIG
CGCGSAF1AwYHMB8GA1UdIWQYMBaAFIGUNZ4ggHdgI2bsKpluz7Z1GVBAMIIBgQYDVROEfBIIBeDCC
AXQWMKAuoCyGKmhOdHA6LYy9jcmwucGtpLnZhlmdvdi90S0kvQ1lJIML3ZhZGV2aWN1LmNybDBOoHKg
cIZubGRhcDovL2xkYXAucGtpLnzZhLmdvdi9jbiUzZFNTUEIyQUUsY241M2RDRFAsY241M2RQS0ks
Y241M2RTZXJ2aWN1cyxkYyUzZHZhLGRJJITNkZ292P2N1cnRpZmljYXR1UMV2b2NhdGlvbkxpc3Qw
NKAyoDCGLmhOdHA6Ly9j ZHAxLnNzcClzdHIvbmctaWQubmVOLONEUC92YWR1dm1l jZS5]) cmwwgZOg
gZCggY2GgYpsZGFw0Oi8vZGlyMS5zc3Atc3Ryb25nLWlkLm51dC99biUzZFZ1dGVyYW5zIJTIwQWZm
YWlycyUyMER1dm1jZSUyMENBJITIwQ]Isb3UIM2RQOS0ksb3UIM2RTZXJ2aWN1lcyxkYyUzZHZhLGR]
JTNkZ292P2N1cnRpZmljYXR1UmMV2b2NhdGlvbkxpc3QwHQYDVROOBBYEFFauWBgfglovaoQ/3SJE
1gCTXVyhMAOGCSgGSIb3DQEBCWUAA4 IBAQAYUuPXvhL4 /E1z0oFV5fAbwm822Vz7U49Z2F/JSEBQQG
OBhmwbFCu7wklIu40Efkzj2nSfAeGzijfhleaTiLClg+wpgh5ez13kzBINAUTMP1JIZQfVGHXOrFQ
AvOgFs5YNakKkthHnbQAWvJI1nlBjelon6YFu3L5eeIJDwdO2CBUboK/ fc/m8Nxe47UTsoRGluin6Y
8P90QglpJT6HgSHOsganLkncU3wTh2vyJUt fMudJqOnBDVBg3PCxtoU2/wgkdFY+UEKHTjYXXkxPuX
NVHQ6sdQONg3y584edm9phxMW2 rmbxENOoN70QWUPBEACrtrK84MxM1w6o6WTSh16YMV/dQz8ho
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8.1.10 vaww.esrstage1a.aac.va.gov.pem

MIIFiDCCBHCgAwWIBAGIHPQAAAAC3pjANBgkghkiGIwOBAQSFADBKMRMWEQYKCZIm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHZAdBgNVBAMTF1ZBLUlu
dGVybmFsLVMyLU1DQTEtdjEwHhcNMTcwMzEOMIA1NGQ3WheNMj AwMzEZzMIAINSQ3
WjCBwDELMAkKGA1UEBhMCVVMxD]jAMBgNVBAgGTBVR1eGFzMQO8wDQYDVQQHEWZBAXNO FoDBYBGNVHREEUTBPghp2YXd3
ImVzcnNOYWAIMWEUYWEjLnZhImdvdoIadmE3dy51c3JzdGFnZTFhImFhYy52YS5n
p3aCFXZoYWVzcndlYjYuYWFjLnZzhLmdvdjAdBgNVHQAEFgQUnkF4Y57 £PVwdOyv/
XY1jZLS7r/YwHwYDVROJBBgwFoAUG23£62314g3vFrHQ319YG1bL50wwSQYDVROE
BEIWQDA+oDygOoY4aHROcDovL2NybC5wa2kudmEuzZ292L3BraS9jcmwvVkELSW50
ZXJuYWwtUz It SUNBMS12MS5]cmwwewY IKwYBBQUHAQEEbzBtMECGCCsGAQUEFBZAC
hjtodHRwWOi8vYW1lhLnBraS52YS5nb3YveGtpL2FpYS92YSOWQS1JbnR1cm5hbC1T
MilJQOExXLXYxLmN1cjAiBggrBgEFBQCcwWAYYWaHROcDovL29jc3AucGtpLlnZhLmdv
djA9BgkrBgEEAYI3FQCEMDAUBi YrBgEEAYT3FQiByMMzgfnwBoGlnw2E4 TEThcKg
SwaDgp9ggeCLUgIBZAIBE]AdBgNVHSUEF]AUBggrBgEFBQCDAGY IKwYBBQUHAWEW
JwY JKwYBBAGCNxUKBBowGDAKBggrBgEFBQCcDAJAKBggrBgEFBQCDATANBgkghkiG
9w0BAQsFAAOCAQEAhm] jREtWAEQStJz2uPw8piDho8Iit3dz2j2/Z2y0bmhbg7elFg
jg4xR2qv4CpNuNinxgMhsrlXV7roxY9UVK3CkmT6Js5DFuUR0yQ9u4WsdMONxxvEa
Keh3hPwBRelcSKbMefn071CObMLz9qSfo9gMQ34vhlKzmVxftn5FBK8LNE/a6uoDv
FxovRmOAa/gMGMZdAMZEmb144+hAngFbFmwXkOFDQO1DBG8SAYfk1UNfBwI2u+33V
UApx19bvnulp8UyHsGI9QEa+£fs49v1ghp4UGiY7CWLhnZbaHNLoYhpioVSruPnMa+
a4vuHW2QSxKVTY+2P3gJpXoUlSLoAJJItKi2njw==

MITIFiDCCBHCgAwWIBAgIHPQAAAAC3pzANBgkghkiGI9wOBAQsSFADBKMRMWEQYKCZIm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmMExHZzAdBgNVBAMTF1ZBLUlu
dGVybmFsLVMyLU1DQTEtdjEwHhcNMTcwMzEOM) EwNzASWheNMj AwMzEzMEwNzZAS
WJjCBwDELMAkKGA1UEBhMCVVMxD]jAMBgNVBAgGTBVR1eGFzMQ8wDQYDVQQHEWZBAXNO
aW4xKjAoBgNVBAOTIVVTIERL1cGFydGl1lbnQgb2YgVmVO0ZXJhbnMgQWZmYW1lyczEN
MASGA1UECxMEQU1UQzEjMCEGALUEAXMadmF3dy51c3JzdGFnZTFiLmFhYy52YS5n
b3YxMDAUBgkghkiGOwOBCQEWIWNKY293ZWJIsb2dpY2FkbWluaXNOcmF0b3JzQHZh
LmdvdjCCASIwDQYJKoZ IhveNAQEBBQADGGEPADCCAQOCGGEBAOK) 1UORXzhQg81 ]
tPGY1wH7g5TDfsSvQUoPBbgOF53MYR8VotqMOJIViggyP4G/TmYJ/HMvaP/2K1tS5
60hHGIPMg01Xa9ZbxhR6u8rp/A7Q1iX96jkWzHUUP40E1jW9j23xGcfx31LaeL4HF
amhrYnIDpYBPkggltVNLHBQiNJE/FcReCpbhHrHFJyr0L+dmkjQWC/CL44gtsIeo
dM67p87NswOKcaiRsbVw+CosIJFZH6WGKgTFDuYyn9ZNpPeBRBUMdS770SCAKukGY
IWIFBXm1AjckGjVUOE9fE5NOD8tSPrfyxnxpSIOHcCtkYLwujl4oGj0Iuee9gisnb
JkY¥YVulcCAWEAAaOCAfowggH2MASGA1UdDWQEAWIFODBYBgNVHREEUTBPghp2YXd3
LmVzcnNOYWAIMWIuYWEjLnZhImdvdoIadmF3dy51c3JzdGFnZTFiLmFhYy52YS5n
b3aCEFXZoYWVzcndlYjQuYWFjLnZhLmdvdjAdBgNVHQ4EFgQU61ixAnd4MoiuQ4n4l
gmS f+uKn4 TUwHwYDVROjBBgwFoAUG23£62314g3vFrHQ319YG1bL50wwSQYDVRO £
BEIWQDA+oDygOoY4aHROcDovL2NybC5wa2kudmEuzZ292L3BraS9jcmwvVkELSW50
ZXJuYWwtUz It SUNBMS12MS5]cmwwewY IKwYBBQUHAQEEbzBtMECGCCsGAQUEBZAC
hjtodHRwOi8vYW1lhLnBraS52YS5nb3YveGtpL2FpYS92YSOWQS1JbnR1cm5hbC1T
MilJQOExLXYxLmN1cjAiBggrBgEFBQcwAYYWaHROcDovL29jc3AucGtpLlnZhLmdy
djA9BgkrBgEEAYI3FQcEMDAUBiYrBgEEAYI3FQiByMMzgfnwBoGlnw2E4IETIhcKg
SwaDgp9ggeCLUgIBZAIBEjAdBgNVHSUEFjAUBggrBgEFBQCcDAGY IKwYBBQUHAWEW
JwY JKwYBBAGCNxUKBBowGDAKBggrBgEFBQCDA}AKBggrBgEFBQCDATANBgkghkiG
9wOBAQSFAAOCAQEAFNLz /wiWJSdzIVUGd4bzXTAXktnnP1lIanNIrLbW3gNoWyilft
4uNL6ES5LFsDTMohvwjOGHaphdJmAp9HD4ZJ1 TWXb1XNXe2yPa6jCKspdVc2j421s
fws0Zx0UeelS/XQZWNJs6gqbEOOsJ4PtwOb1Myq/1VItTWAOTZu3snjH1pVyHmHZ6
3514mHmZ JtHMEV1Dg3DzrTvw0e]jzgng3MpvN25Np+MsiOuyLT8qcUjhWgrIS2AwS
2qyA2n9viQTcmgbU6eSyzJ14gCoGoxhZaHAMTWAFySAwmcgKy jM4dhkySTSKKLOSZ
5065eFKajsUIW+jXD63HuiweHP8vrz1l/4M1Vkg==
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8.1.12 vaww.esrpre-prod.aac.va.gov.pem

MIIFojCCBIqgAwWIBAGIHPQAAAADC6JANBgkghkiGOwOBAQs FADBKMRMWEQYKCZIm
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAmExHZAdBgNVBAMTF1ZBLUlu
dGVybmFsLVMyLULDQTEtdjEwHhcNMTcwNDAOMTE zMzAxWhcNMjAWNDAZMTE zMzAX
WjCBWTELMAKGA1UEBhMCVVMxD]jAMBgNVBAgTBVR1eGFzMQ8wDQYDVQQHEWZBAXNO
aW4xKjAoBgNVBAOTIVVTIERLIcGFydGl1lbnQgb2YgVmV0ZXJThbnMgOWZmYWlyczEN
MASGA1UECxXMEQU1UQzEkKkMCIGALUEAxMbdmF3dy51c3JwecmUtcHIvZC5hYWMudmEu
Z292MTAWLgYJKoZIhvceNAQKBFiFjZGNvd2VibGInaWNhzGlpbml zdHIThdG9yc0B2
YS5nb3YwggEiMAOGCSgGSIb3DQERAQUAAAIBDWAWGYEKAOIBAQDSSFJ9AnbkalXB
J7ngjAHzGnkTQOM8eK13k71iYUKLY JhmH9ZuIiYQQEVghlbsM+Y1vdFXLjclVg7P10
ntkSG/QBz6VDhd8RkeOJEKLMT4/88VZnlbGRAApaVp3UM6dy5r 9fkNOyRgoUBVYS
hPajOm2Z6UQkKz589eS01CCWSWz15K6dFDFvIqmmbOyyfvZ8+1P7BgbI7cOsJAhx
5sDzBKAR3JVsGM+7f50X/eulyuRagrBcbQPrG6Moc50wEkH6t1s2+m6BiVHENIBN
sGHaIWhg+blzsQ9vwYjc/9bGHI7D9281la/LRPErsWKL2uSqQcHA7PEIm8wLpkO5Y
+/071yNVAgMBAAGjggITMIICDzZALBgNVHQ8EBAMCBaAwcQYDVRORBGowa I IbdmF3
dy51c3JwemUtcHIVZCS5hYWMudmEUZ292ght2YXd3LmVzenByZS1lwem9kLmEhYy52
YS5nb3aCFXZoYWVzendlYjcuYWFjLnZhLmdvdoIVdmhhZXNyd2ViOC5hYWMudmEu
7292MBOGA1UdDgQWBBQJAFTUt 3mxMbBdr /ODTQUOMY 2WBJj AfBgNVHSMEGDAWgGBQb
bd/rPeXiDe8WsdDeX1gaVsvk7DBIBgNVHRSEQ)BAMD6GPKA6hjhodHRWO18vY3Js
ILnBraS52YS5nb3¥YveGtpL2NybCI9WOS1IbnR1cm5hbC1TMi1JQ0EXLXYXLmNybDB7
BggrBgEFBQCcBAQRVMGOWRWY IKwYBBQUHMAKGO2hOdHAG6LyShaWEucGtpLnZhLmdv
di9wa2kvYW1lhL3ZhL1ZBLUludGVybmFsLVMyLULDQTEtdjEuY2VyMCIGCCsGAQUF
BzABhhZodHRwO18vb2NzcCbwa2kudmEuZ292MDOGCSsGAQOBg ) cVBWOWMC4GJ1sG
AQQBgjcVCIHIwzOB+fAGgaWfDYTggQiFwgpLBoOCN2CB4 Tt SAGFkAGESMBOGA1Ud
JOQOWMBQGCCSGAQUFBWMCBggrBgEFBQOCcDATANBgkrBgEEAY I3FQOEG)AYMAOGCCSG
AQUFBWMCMAOGCCsGAQUFBWMBMAOGCSgGSIb3DQEBCWUAA4IBAQAgI6£4A0VT71ndB
myYN1S76+rZGccqOoHKSF0740060s8b8gcRSctJOIRxzZWME8wiy55PHS5nkhnOwm
OoWna2P6Efec2FQ8ZURsbi8IefwUX7ISWI99+6C+1L6VrCHIhEQOPXTRAbQmM8H3dR
cvhl1HNQ3MtXuswI3sFvBamYFsXsOtRwiRzFuiT7K4v5kW3Kkre5bsjSLBXglVF]T
PTVMICH3QgP6hbjfgJtQoHfDoQPFSa6DjbGviadY+rQMgiBCI1VN1ZLG44VgsDlyC
u5A0830gi/i1gf30Iyv1J1l/mXJT1LAAUZIG5dPtwT4/Ix3KqJI7cDWdy54ddD1RIb
IyXeTQaF
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8.1.13 das-test.va.gov.pem

MIIG7TCCBAWgAwWIBAgGIDBZSiMAOGCSQGSIb3DQEBCWUAMHIXEZARBgoJkiaJk/Is
ZAEZFgNnb3YxEjAQBgoJkiadk/IsZAEZFgJ2YTERMASGALIUECKMIU2Vydml j ZXMx
DDAKBgNVBAsSTA1BLSTEMMCQGAIUEAxMAVMVO0ZXJhbnMgQWzZmYW1lycyBEZXZpY2Ug
Q0EgQJj IwHhcNMTYwNjEWMTMxXOTUWWhcNMTgwODA3MTUYM)Q2WjBVMRMWEQYKCZ Im
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAMEXEDAOBgNVBASTB2R1dml j
ZXMxGDAWBgNVBAMTD2Rhcyl0ZXNOLnZhLmdvdjCCASIwDQYJKoZ IThvcNAQEBBQAD
ggEPADCCAQoCggEBAKJIGLIWPGT 7WrI1FYJ5HkivoJKwR3nulg6n9hD3m+ENX1RbDP
HOrTx0Xg2YpSK/ORRAVBN4OXD+NVaVyv4XyWzG2ZIF06wGX900GTU2EA/MMKh3ts
XDWTBOIEGIDQ3CUNCZ2J3FF+SSBYtRFRI1ICqYt/77kC4GafjDsFy6MfiXdis906R
RSaXPCFAF7qRqq3Lx8QrlsP5rYj4f95HRGKqN4X/55125Us80+ZReWALUAMEANWL 6
7Z725B8CYhcSxPsvPw7wN15IYJKGe9/DaXeszHKF7tW3VPOg6/g8gSVsOBV1VayUWx
IjzeXenlDWpusmLkD7a9aVeBlE1+W0amYXmGEUMCAWEAAAOCA6cwggOjMFYGAL1Ud
EQRPME2CD2Rhcyl0ZXNOLnZhImdvdoIcdmFhdXNkYXNhcHBpbnQwMDIUYWFjLnZh
LmdvdoIcdmFhdXNkYXNhcHBpbnQwMDMuYWFjLnZhLmdvdjAXBgNVHSAEEDAOMAWG
CmCGSAF1AwWIBAwWgwggEWBggrBgEFBQCBAQSCASIwggEeMDsGCCsGAQUEBzACh1 90
dHRwO18vYW1hMS5zc3Atc3Ryb25nLWlkLm51dCIDQSIWQWR1dm1jZUNBLnA3YzCB
gAY IKwYBBQUHMAKGAGxkYXA6Ly9kaXIxLnNzcClzdHIvbmctaWQubmVOL2NuPVZ1
dGVyYW5zJTIwQWZmYW1lycyUyMER1dm1jZSUyMENBITIwWQ]jIsb3U9UEtJLGY1PVNL
cnZpY2VzLGR)PXZhLGRI PWdvdj 937QUN1cnRpZml j YXRIMCMGCCsGAQUFBzABhhdo
dHRwO18vb2NzcC5wa2kudmEuz292LzA3BggrBgEFBQcWAYYraHROcDovL29jc3Ax
LnNzcClzdHJvbmctaWQubmVOL1ZBLVNTUCIDQS1CMjAOBgNVHQ8BRAfSEBAMCRaAW
JwYDVRO1BCAWHgYIKwYBBQUHAWEGCCsGAQUFBWMCBghghkgBZOMGBzAfBgNVHSME
GDAWgBSB1DWeKgh3YCNm7Cqdbs+2dR1QXTCCAYEGALUdHWSCAXgwggFOMDCgLgAs
hipodHRwOi8vY3JsLnBraS52YS5nb3YVUELJLONSTCI92YWR1dm1jZS5) cmwwdKBy
OHCGbmxkYXA6LYy9sZGFwLNBraS52YS5nb3YvY241M2RTUIBCMkFFLGNUJTNkQORQ
LGNuJTNkUEtJLGNuJTNkU2VydmljZXMsZGM1M2R2YSxkYyUzZGdvd] 95 ZXJ0aWZp
Y2F0ZVJ1ldm9jYXRpb25MaXNOMDSgMgAwhi 50dHRwO18vY2RwMS5zc3Atc3Ryb25n
LW1lkLm51dCODRFAVAMEFkZXZpY2UuY3JIsMIGToIGQoIGNhoGKbGRhcDovL2RpcjEU
c3NWLXNOcmOuZylpZCouzZXQvY241M2RWZXR1lcmFucyUyMEFmZmEpcnM1MIBEZXZp
Y2U1MjBDQSUYMEIyLG91JTNKUEtJLG91JTNkU2VydmljZXMsZGM1IM2R2YSxkYyUz
7Gdvdj9j2z2XJ0aWZpY2F0ZVJI1dm97 YXRpb25MaXNOMBOGA1UdDgQWBBRIxg3+eZpU
APnLc56q/SjzkLYrFzANBgkghkiGI9wOBAQSFAAOCAQEAYW2JInS8JhfoGHODTQrYr
bw8ZXEJGW/jwGlrVzsRNRt3ncBLAj2%1s0QjDo9ImArG5s/xHpa35aQzjUGQAgvV/t
wZ33111H0jZIAch6tn7YRzhpgA7ub50z£8eUTpureJtVFeI09RURE71DWWYpWPMw 7/
D4LGcLB4HpLEBb/4BMXQOnM1cyCsXYSkXDQH1+xPzUUQkJpi7IJRAOMLPxZ2r9ewJf
dDbn8FEnxmNkI15G7gCmaW2cmfitnsI8hoZC+rLL7B3+0/kzZL302yzX2WXmUWzk
Z3ME3CIK+LOWsrTwVUOkiVIL6xrbI6]j2d0GpgShDnn7d5+ftgHsX1i3GdbEHY®x2Ah
dw==
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8.1.14 das-sqa.va.gov.pem

MIIG7DCCBASgAWIBAGIDBbrgMAOGCSGGSIb3DQEBCWUAMHIxXEZARBgoJkiadk/Is
ZAEZFgNnb3YxEjAQBgoJkiadk/IsZAEZFgJ2YTERMASGALIUECKMIU2Vydml j ZXMx
DDAKBgNVBASTA1BLSTEMMCQGALUEAxMdAVMV0OZXJhbnMgOWZmYW1lycyBEZXZpY2Ug
Q0EgQj IwWHhcNMTYwWODI2MTYONZE3WhcNMTgwODA3MTUYM]Q2WjBUMRMWEQYKCZ Im
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAMEXEDAOBgNVBASTB2R1dml j
ZXMxFzAVBgNVBAMTDmRhcylzcWEUdmEUZ2 92MIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMIIBCgKCAQEAQRt193fnT1YYwgxiC6XMCcOOsJorP1lWop43czugGHOP3Z2u]j
f5ubS1i8jfvgQGhuWvVJemijAxJQevipuFddu3GGWMVvofadewA852gdMcXtj8z9exH
L1rN860+8CkU7yj91FsasSWf0a0CLK3jz+GiGakmtztnoZoXc2T+e3NaJhASIdjU
IZH5hVB4qi4PgmCW6rL7SAOetcCtMtaAFSODK8s+VLxSeAzDjvybAc6]XgUXDYNK
Dr3HtWDy3AKz3kOkvadipDnxrcNKPJINO1EM+RKMy7s23BimBg3EHNB+4£fT6t62DL
OJhKgQ7jqJCBLoNeEHNnth7+13VVLON4eEgPxoQIDAQABO4IDpzCCAGMWVgYDVROR
BES8WTYIOZGFzLXNxYS52YS5nb3aCHHZhYXVZZGFzYXBwc3FhMDAXLmMFhYy52YS5n
b3aCHXZhYXVzZGFzYXBwc3FhMDAYLmFhYy52YS5nb3YgMBcGA1UAIAQQMA4wDAYK
YIZIAWUDAgGEDCDCCATAGCCsGAQUFBWEBBIIBIjCCAR4wWOWYIKwYBBQUHMAKGL2h0
dHA6LYy9haWExLnNzcClzdHIvbmctaWQubmVOLONBL1ZBZGV2aWN1QOEucDdjMIGA
BggrBgEFBQcwA0ZO0bGRhcDovL2RpcjEUc3NWLXNOcmOuZylpZC5uzXQvY249vmv0
ZXJhbnM1IMjBBZmZhaXJzJTIWRGV2aWN1JTIwQOEIMjBCMixvdT10S0ksb3U9U2Vy
dm1jZXMsZGMIdmEsZGM9Z292P2NBQ2VydGlmaWNhdGUwIwY IKwYBBQUHMAGGE2hO
dHAG6LYIVY3NwLNnBraS52YS5nb3YvMDcGCCsGAQUEFBzABhi todHRwO18vb2NzcDEU
c3NWLXNOcm9uZylpZC5uZXQvVKEtUINQLUNBLUIyMA4GA1UdDWEB/wQEAWIFoDAN
BgNVHSUEIDAeBggrBgEFBQCDAQY IKwYBBQUHAWIGCGCGSAF1AWYHMB8GA1UdIWQY
MBaAFIGUNZ4ggHdgI2bsKpluz7Z21GVBAMIIBgQYDVROfBIIBeDCCAXQWMKAUOCYG
Kmh0dHA6Ly9jcmwucGtpLnZhlmdvdi90S0kvQ1IML3ZhZGV2aWN1LmNybDBOoHKg
cIZubGRhcDovL2xkYXAucGtpLnZhLmdvdi9jbiUzZFNTUEIyQUUsY241M2RDRFAS
Y241M2RQS0ksY241M2RTZXJ2aWN1cyxkYyUzZHZhLGR JTNkZ292P2N1cnRpZml j
YXR1UmV2b2NhdGlvbkxpc3QwNKAYyoDCGLmhOdHAG6LY 9 ZHAXLnNzcClzdHJvbmct
aWQubmVOLONEUC92YWR1dm1jZS5])cmwwgZ0ggZCggY2GgYpsZGFwOi8vZGlyMS5z
c3Atc3Ryb25nTLW1kLm51dC9jbiUzZFZ1dGVyYW52zITIwQWZmYW1lycyUyMER1dm1 ]
ZSUyMENBJTIwWQJjIsb3UIM2RQOS0ksb3UIM2RTZXJI2aWN1lcyxkYyUzZHZhLGR] JTNk
72292P2N1cnRpZmljYXR1UmV2b2NhdGlvbkxpc30wHQYDVROOBBYEFM4 6 SuxQAMSn
ayR/h1Jgt/b0caNbMAOGCSgGSIb3DQERBCWUAALIBAQAOZ+ie401LRtyICTpt7gtm
CCg805Msj5PDTM2QM2nX+VRiwV3cM1ldgsoK0gr9SKvjx+8sArMQLkzC21XavuwVh
On42mKm1XJvk3kbJIx7NalOtg+8etepzHv1tfORJ1taCt1INTPIUSIBAxZWsYh81218
k8u7/KtnsK6zgiBRaNloovM120CDxeWnFRzSLrTV91Z5V+gr1K1EIS3WkiHO7d+n
wg¥nZB4fA0mjJ83Mrt8IxiTZTP80Qn1LoyPR/vEoqOUamxRBW1Io4wTvEVNG6+9hJ3
GQhfO9E/17v51vgh7Wor58X+iRIBvj04PyU9PB8/ZYTst/t5IoucbMCir77ZEkOB
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8.1.15 das.va.gov.pem

MIIHezCCBmOgAwWIBAgIDBfJIMAOGCSQGSIb3DQEBCWUAMHIXEZARBgoJkiaJk/Is
ZAEZFgNnb3YxEjAQBgoJkiadk/IsZAEZFgJ2YTERMASGALIUECKMIU2Vydml j ZXMx
DDAKBgNVBASTA1BLSTEMMCQGALUEAxMdAVMV0OZXJIJhbnMgOWZmYW1lycyBEZXZpY2Ug
Q0EgQj IWHhcNMTcwMTA2MTk IMTE 1WhcNMTgwODA3MTUYM]Q2WIBOMRMWEQYKCZ Im
1ZPyLGOBGRYDZ292MRIWEAYKCZImiZPyLGOBGRYCAMEXEDAOBgNVBASTB2R1dml j
ZXMxEZzARBGNVBAMTCmRhcy52YS5nb3YwggEiMAOGCSGS Ib3DQEBAQUAAAL IBDWAW
ggEKAOIBAQDZSc8gGHDms 81 rMeAf fccObXAmMUPpiG4 9PECDWNNIkPu60Sd3xEUUZ
9AWR7S+tR82zyzca2G8Gadj000xgT2C4vz2mniuNTnEkALsTf2eNbMN7kcE06SJIX
P+GUEmMpszgxVIoiOnzvOiEfkfVEhubrxI5fWUANxYj7DErCMTiQtnl1GAVELttYKS
PZJISvGuth+VHGYD3u60z1L1Gx+2z0DZYUJriBInX0JzTAAPFrImaxac5qMwAwbNz
3bcpulmYOaYkMHFEiUB6gLs8VoQli/rUlg6dDAKOamtu+dvNYA4g2g+HMOOXRrXj
yzuT+10AMc8rziBCJuJiAX4hJanLV7KnAgMBAAG)ggQ6MI IENTCB6AYDVRORBIHY
MIHdggpkYXMudmEuZ292ghx2YWEF1c2Rhc2FwcHIwZDAWMSS5ShYWMudmEuZ292ghx2
YWF1c2Rhc2FwcHBYZDAWMi S5hYWMudmEuUZ292ghx2YWF1c2Rhc2FwcHBYZDAwWMy5h
YWMudmEuZz292ghx2YWF1c2Rhc2FwcHBYZDAWNCShYWMudmEUZ292ghx2YWEF1c2Rh
c2FwcHBYZDAWNSS5hYWMudmEuZ292ghx2YWF1c2Rhc2FwcHBYZDAWNi ShYWMudmEu
72292ght2YWF1c2Rhc2FwcHBYZDQzLmFhYy52YS5nb3YwEFwYDVROgBBAWD AMBgpPg
hkgBZQOMCAQMIMIIBMAYIKwYBBQUHAQEEQQEIMIIBHIA7BggrBgEFBQcwAOYvaHRO
cDoVvL2FpYTEuc3NwLXNOcmOuZylpZC5uzZXQvQOEVVkFkZXZpY2VDQSS5wN2MwgYAG
CCsGAQUFBzAChnRsZGFw0Oi8vZGlyMS5zc3Atc3Ryb25nLWlkIm51dC9jbj1WZXR]1
cmFucyUyMEFMZmEpcnM1IMIBEZXZpY2U1MIBDQSUYMEIyLG91PVBLSSxvdAT1TZXJ2
aWNlcyxkYz12YSxkYz1nb3Y/YOFDZXJ0aWZpY2F0ZTAJBggrBgEFBOCWAYYXaHRO
cDovL29jc3AucGtpLlnZhlmdvdi 8wNwY IKwYBBQUHMAGGK2hOdHAGLY 9vY3NwMS52
c3Atc3Ryb25nLWlkLm51dCOWQS1ITULIALQOELQ) IwDgYDVROPAQH/BAQDAGWGMCCG
A1UdJIQQgMB4GCCsGAQUFBWMBBggrBgEFBQCDAgGYIYIZIAWUDBgcwHWYDVROjBBgw
FoAUgZQlnigod2AjZuwgnW7PtnUZUF0wggGBBgNVHR8EggF4MIIBADAWOC6gLIYg
aHROcDovL2NybC5wa2kudmEuz292L1BLSS9DUkwvdmEkZXZpY2UuY3JIsMHSgcgBw
hm5sZGFw01i8vbGRhcChwa2kudmEuZ292L2NuJTNkUINQQJIBRSxJbiUzZENEUCX ]
PiUzZFBLSSxjbiUzZFN1cnZpY2VzLGR]IJTNkdmESZGM1IM2Rnb3Y/Y2VydGlmaWNh
dGVSZXZvY2F0aW9uTGlzdDAOoDKgMIYuaHROcDovL2NkcDEuUc3NwLXNOcmOuzZylp
ZC5uZXQvQORQL3ZhZGV2aWN1LmNybDCBk6CBkKCBjYaBimxkYXA6Ly9kaXIxLnNz
cClzdHJIvbmctaWQubmVOL2NuJTNkVmV0ZXJIJhbnMIMjBBZmZhaXJzJTIwRGV2aWN1
JTIWQOEIMIBCMixvdSUzZFBLSSxvdSUzZFN1cnZpY2VzLGR]) JTNkdmESZGM1M2Rn
b3Y/Y2VydGlmaWNhdGVSZXZvY2F0aWIuTGl zdDAABgNVHQ4AEFgQUvaLluziprIjgH
vyKPG1FwBP6elTwwDQYJKoZ IhvcNAQELBQADggEBACOKYWvcihUGTOM9q/dw2FeN
JHzc9ghlsLxDOH1z5zpUfo7vCNSXvckRt POBXAgPfBma+Cvm4MvJI09Cz6XTKkEZL
JogqRmldg9n61l+bIEiX2wgwDT8yBYQRC+eoM6UdoSN7hk60xxZnvahJAdGEStwl2+
FdtejxfiRJr0kA9he/Yrl11EJ2NmWK1YWG6UPzGalrT4H/OQGTItdxr1VIALf£75Ub
089I4vVubkSLAgiwd5xpQnS27uj30g9QUjvIvSwU59/cdMoAw+XLNB1gXVcB3eplK
3SbuzJIJRbhg8HZn4D6aX/g+g0ZPjATMZWBPNLPgPYX/dW5rYjhbs5d5rXUikge=
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