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VistAWeb

Introduction

Veterans Health Information Systems and Technology Architecture (VistA) VistAWeb is an
intranet web application used to review remote patient information found in VistA, the
Federal Health Information Exchange (FHIE) system, the Health Data Repository Il (HDR
I1) databases, and the Nationwide Health Information Network (see
http://healthit.hhs.gov/portal/server.pt?open=512&mode=2&cached=true&objiD=1142). To
a large extent, VistAWeb mirrors the reports behavior of the Computerized Patient Record
System (CPRS) and Remote Data View (RDV). However, by permitting a more robust and
timely retrieval of remote-site patient data, VistAWeb is also an enhancement to CPRS/RDV.

There are three ways to access VistAWeb. VistAWeb can be made available by adding it to
the CPRS Tools Menu, and it can be selected directly from the VistaWeb button in CPRS.
These two methods are referred to as CPRS-spawned versions of VistAWeb. They are
compliant with the Health Level 7 (HL7) Clinical Context Object Workgroup (CCOW)
standards and therefore maintain context with the patient selected in CPRS. As a third option,
VistAWeb can be accessed in a standalone mode by entering the uniform resource locator
(URL) link (https://vistaweb.med.va.gov/) in the Internet Explorer address bar.

Note: Some links found in this installation guide go to sites or pages found on the VA
intranet. These sites or pages are not accessible from outside the VA network.

The standalone version of VistAWeb is connected to neither CPRS nor the clinical context
management application. Standalone VistAWeb serves an important function for users who
have been granted special access to multiple sites, such as for National Programs, Veterans
Administration (VA) researchers, and others. VistAWeb was also made available more
broadly, though temporarily, to assist clinical staff with the retrieval of patient information
from the sites affected by damage caused by hurricane Katrina.

Refer to the VistAWeb User Manual for a detailed description on access and use of
VistAWeb from CPRS and as a standalone application process.

Assumptions

This installation guide is intended for system administrators (specifically, web
administrators) who are assumed to possess the technical knowledge of how to configure and
interact with application servers. This document also assumes the necessary security
hardening guidelines have already been implemented. (Refer to the Office of Cyber and
Information Security link below for information pertaining to security requirements.)

https://vaww.infoprotection.va.gov/portal/server.pt?open=17&0bjlD=4283&DirMode=1&parentname=Dir&par
entid=3&mode=2&in_hi_userid=2&cached=true

VistAWeb is not installed at each local site; it is installed on an application server. A link to
the application may be incorporated into the existing CPRS Tools Menu at the local site. The
instructions provided in this guide identify the required configuration settings for VistAWeb
use from the CPRS Tools Menu. Additional reference material may be viewed in the CPRS
GUI Technical Manual by selecting the following link:

http://www.va.gov/vdl/documents/Clinical/Comp Patient Recrd Sys (CPRS)/cprsquitm.pdf
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Known Constraints
There are known constraints in the installation and use of VistAWeb:

1. VistAWeb is a CCOW-compliant application. If VistAWeb is launched from CPRS on a
PC without the CCOW-compliant Vergence Desktop Components installed, a message
will be displayed saying “VistAWeb is CCOW compliant and has been unsuccessful in
locating a CCOW vault. Please contact your local IRM for assistance.” VistAWeb will
then exit.

Note: IRM staff may refer to the VistAWeb Informational Patch OR*3*230 for guidance
on where to find information and who to talk to about installation and configuration of
the CCOW Desktop Components.

2. Access to VistAWeb in a test account should not be made available to general users.
Access should be made available in a production account. Logging in to VistAWeb in
test accounts will require the user to enter the IP address and port number of the test
system. Access to VistAWeb in a test account should be restricted to IRM staff for
limited testing purposes only.

Note: Using VistAWeb to look up test patients may produce confusing results. No two
sites ever have the same test patients. Using a test patient in a production account may
seem to work okay, but can cause VistAWeb to error out as it attempts to reconcile a test
patient at multiple sites.

3. VistAWeb uses pop-ups. Field facilities that have chosen to turn off pop-ups on desktops
will need to allow them for VistAWeb. In Internet Explorer in the Tools menu pull-down,
select Pop-up Blocker>Pop-up Blocker Settings, type the VistAWeb URL in the
“Address of Web site to allow:” box, and click the “Add” button (Figure 1 below).

4. Starting with version 10, VistAWeb uses version 2.0 of the .Net framework. The .Net
framework can run side-by-side with different versions of the framework installed on the
same machine. If .Net 2.0 is not installed, you should install the .Net 2.0 runtime, as well
as the J# 2.0 redistributable, both available at http://msdn.microsoft.com.
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Figure 1: Setting Internet Explorer to Allow Pop-ups
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Note: Some links found in this installation guide go to sites or pages found on the VA
intranet. These sites or pages are not accessible from outside the VA network.

Access to VistAWeb from CPRS VistAWeb Button

A VistAWeb button is now available next to the Remote Data Available button (Figure 2),
and CPRS will launch VistAWeb for you. Additionally, when VistAWeb is launched by
CPRS, patient context is maintained. This means that VistAWeb will change patients
whenever you do a patient selection in CPRS.
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Figure 2: VistAWeb from CPRS VistAWeb Button
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Providing Access to VistAWeb from the Tools Menu

A site may use the Tools Menu to give users access to other client software from within
CPRS. The parameter, ORWT TOOLS MENU, is used to set up the list of software that
appears on the menu. This parameter may be set up for the site, then overridden as
appropriate at the division, service, and user levels.

Each item entered on the Tools Menu should have the form:
NAME=COMMAND

NAME represents what the user will see on the menu for that line item. An ampersand “&”
may also be used in front of a letter to allow keyboard access to the menu item.

COMMAND may be an entry that is executable by Windows. It may be any file that has a
Windows file association.

For example:
Name=Command: &CPRSInfo=http://vista.med.va.gov/cprs/index.html
For VistAWeb:

Name=Command:
VistaWeb="https://vistaweb.med.va.gov/toolspage.aspx?q9gtw0=<Station|D>&xqi4z=%DFN&yiicf=

%DUZ", where the < > symbols are removed and “StationID” is replaced by the user’s actual
station ID. (A listing of station IDs can be found on the Facilities Locator & Leadership
Directory page at http://vaww1.va.gov/directory/quide/rpt_fac_list.cfm.)

In the following example extracted from the CPRS GUI Technical Manual, note that
CPRSInfo did not require an executable file to be identified. Since Windows understands
hypertext transfer protocol (HTTP), it will launch the workstation’s default browser and
navigate to the address. Also note the quotation marks in the VistA Terminal (VT) example. A
path that contains space characters (like C:\Program Files\...) must be surrounded by quotation
marks. Entries on the command line may also contain parameters. The LOCALVAMC is the
name of a KEA! session, which is passed as a command line parameter.
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Tools Menu — Example Configuration

Select General Parameter Tools Option: ep Edit Parameter Values
--- Edit Parameter Values ---

Select PARAMETER DEFINITION NAME: orwt TOOLS MENU CPRS GUI Tools

MenuORWT TOOLS MENU may be set for the following:

1 User USR [choose from NEW PERSON]
2 Location LOC [choose from HOSPITAL LOCATION]
2.5 Service SRV [choose from SERVICE/SECTION]
3 Division DIV [REGION 5]
4 System SYS [OEC.ISC-SLC.VA.GOV]
Enter selection: 1 User NEW PERSON
Select NEW PERSON NAME: CPRSPROVIDER, TEN TC

—————————————— Setting ORWT TOOLS MENU for User: CPRSPROVIDER,TEN -----
Select Sequence: 1

Are you adding 1 as a new Sequence? Yes// YES

Sequence: 1// 1

Name=Command: &Notepad=Notepad.exe

Select Sequence: 2

Are you adding 2 as a new Sequence? Yes// YES

Sequence: 2// 2

Name=Command: &CPRSInfo=http://vista.med.va.gov/cprs/index.html

Select Sequence: 3

Are you adding 3 as a new Sequence? Yes// YES

Sequence: 3// 3

Name=Command: &VistA="C:\Program Files\Attachmate\KEA! VT\keavt.exe” LOCALVAMC
Select Sequence:

It is also possible to pass context-sensitive parameters. These are parameters that are entered
as placeholders and then converted to the appropriate values at runtime. These placeholder
parameters are:

%SRV = Server name for the current broker connection

%PORT = Port number for the current broker connection

%MREF = M code giving the global reference where the patient DFN is stored
%DFN = The actual DFN of the currently selected patient

%DUZ = Internal entry number of the current user

So, if you have another application that needs to know, for example, the identity of the
current user and currently selected patient, you could list %DUZ and %DFN as parameters in
the command that executes that program.

VistAWeb Installation on an Application Server and Database
Server

The remainder of the installation guide describes the one-time installation of the VistAWeb
application on a sole application server cluster and the one-time installation of the SQL
server database on a database server cluster. It is divided into the following four sections:

1. System Requirements — Hardware
e Components that apply to both web and database servers

e Web server components

January 2010 VistAWeb CPRS Access and Server Installation Guide 5
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e Database server components
2. System Requirements — Software
e Application configurations and settings

3. Installation Instructions—instructions both for the web application server and SQL server
database.

4. Appendix A: Database Schema—database specifications (written for SQL Server 2000)

System Requirements — Hardware

The servers that run VistAWeb are configured in Falling Waters, Virginia. The basic
components for the web servers and the database servers are listed below.

Components that Apply to both Web and Database Servers
e Dell PowerEdge 4210 Rack with KVM (16-port switch)

e Two SAN adapter cards, and Emulex FC HBA with Power Path licenses

Web Server Components
e Two Dell PowerEdge 6650s

e Dual-CPU 2.2 GHz processors
e 8GBRAM
e Five 36-GB SCSI hard drives

e Dual network interface cards

Database Server Components
e Two Dell PowerEdge 6650s

e Quad-CPU 2.2 GHz processors
e 8GBRAM
e Five 36-GB SCSI hard drives

e Dual network interface cards

System Requirements — Software

The basic web application server and database server software configurations are listed
below.

Application Configurations and Settings
e Windows Server 2003 Enterprise, configured with the role of application server

6 VistAWeb CPRS Access and Server Installation Guide January 2010
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¢ Internet Information Services (11S) 6.0 (installed by default as part of the Application
Server role)

e .NET Framework 2.0
e Microsoft Visual J#.NET 2.0 runtime component

e Service packs and updates to all three components are available through Microsoft
Windows update (http://windowsupdate.microsoft.com).

e Web Extension Services set to allow ASP.NET extensions (see Figure 3)
o Create web site configured to use DNS Name (vistaweb.med.va.gov) (see Figure 4)

e Make sure that the corrent version of ASP.NET is selected in the properties dialog of the
virtual folder setup for VistAWeb version 11 (see Figure 5). It should be set to
2.0.50727.

e Configure Vistaweb to use SSL port 443 and use Verisign certificate
e Enable W3c Extended File Log Format

e SQL Server 2000 (The database does not need to run on the same server as the web

application.)
Figure 3: Web Service Extension Settings
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Figure 4: Web Application Settings
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Figure 5: ASP.NET Tab in the Web App Properties Box
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Broker Security Enhancement Code Update Configuration Steps

This version of VistAWeb incorporates changes that allow it to operate under the VistA Broker security
model called the Broker Security Enhancement (BSE). To operate using this model, the following
changes need to be made to upgrade an instance of VistAWeb prior to version 7. If this work has been
done for version 9 or 10, these steps can be skipped.

One Time Only:

1. Back up the SQL Server database. This step cannot be skipped!
Create a login in SQL Server to allow only inserting into the LoggerTable table.

Add 10.2.48.11 as an additional IP on the Windows Server. (This can be added in the
Network Properties or configured as a virtual IP if using a Microsoft Cluster.)

4. Create a segregated Application pool named vwContext in 1IS 6.0. Configure the application
pool to run in multiple web gardens.

5. Create a web application for the new BSE context service; name it VWContext. Configure
the web application to use 10.2.48.11 and unsecured (non-SSL) port 12181. Point this web
application to use the Application Pool vwContext.

a. Specify a new MIME type for this application for “*.do” items to be handled exactly the
same way *.aspx pages are handled.

b. This web application will run as an HTTP application (and not HTTPS).
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6. Run the script entitled “Update CPRS Script” from appendix A against the database in SQL
Server; this will add a column to one of the tables and populate the column with the data.

Server Installation

The installation instructions are divided into two sections—the web application and the SQL
server database schema. Note that for production purposes, the installation of both the web
application and the SQL server database need only be performed once.

Web Application Instructions
Install the VistAWeb application on the server following steps 1-5 below

1
2

6
7

Remove prior versions of VW (and vwContext, if it exists.)

Unzip vistaweb COMPLETE 1l.n.n.tn.mm.dd.yyyy.zip intoaworking
folder of your choice. It is suggested that you name the folder with v11 in the name (for
example, vw_v11).

From your working directory, unzip
vistawebEMR 1l.n.n.tn.mm.dd.yyyy.zip into the target VW folder.

From your working directory, unzip
vistawebcontext 1l.n.n.tn.mm.dd.yyyy.zip into the target folder created
in step 3 of the one-time BSE configuration mentioned above.

From your working directory, edit the file called vistaweb.production.11.n.n.properties,
and change the following:

a. securityPhrase=<BSE Application Security Phrase >

b. db_server=<DNS name of your SQL Server instance>
c. db_databaseName=<Database name>
d

. db_username=<Application user name> - this is the user name used only by
VistAWeb to login to the database and update data in the tables.

e. db_password=<Application password> - this is the password for the above
Application user name.

f. If the log4net logging requires a different Application user name / password,
remove the “#” character from the #db_log4netUsername and
#db_log4netPassword lines, and enter those values respectively.

Open a command prompt at the same location as your working directory

From the command prompt, run the configuration script setupAp.11.n.n.js against your
target VistAWeb folder

a. To do this, type in the following, and press <enter>: cscript
setupAp.ll.n.n.js
vistaweb.production.1ll.n.n.properties <target VW
folder> , where 11.n.n is the version of VistAWeb that you’re installing, and
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<target VW folder> is the name of the folder where all of the VistAWeb files
were unzipped.

I. For example, if the version of VistAWeb you were working with was
11.0.0, and your target VistAWeb folder was located at c:\data\vw, the
command you would execute would be: escript
setupAp.11.0.0.]s
vistaweb.production.11.0.0.properties c:\data\vw

b. See figure 5 for a sample output from this script execution

8 From the command prompt, run the configuration script setupAp.11.n.n.js against your
target vwContext folder

a. To do this, type in the following, and press <enter>: cscript
setupAp.ll.n.n.js
vistaweb.production.1ll.n.n.properties <target
vwContext folder> ,where 11.n.nis the version of VistAWeb that you’re
installing, and <target vwContext folder> is the name of the folder where all of
the vwContext files were unzipped.

i. For example, if the version of VistAWeb you were working with was
11.0.0, and your target vwContext folder was located at
c:\data\vwContext, the command you would execute would be: escript
setupAp.11.0.0.]s
vistaweb.production.11.0.0.properties
c:\data\vwContext

b. See figure 6 for a sample output from this script execution

9 For Production purposes, a domain address was established for VistAWeb
(https://vistaweb.med.va.gov/), with VistAWeb configured as its own website.

10 Set the default VistAWeb content page to “loginframeset.htm.”

11 Grant “Write” permission to the NETWORK SERVICE user on the Windows 2003 server
to the folder ~/resources/images/temp. This is where temporary vitals graph images are
stored for users who request them. The files that get placed in this folder are
automatically managed by VistAWeb.

12 Start the vistawebcontext application pool and the vistaweb web application, then start
the vistaweb application pool.

13 Start the vistawebcontext web application, then start the vistaweb application.

14 Copy vhasites.xml file from the prior VistAWeb instance into <vistaweb>/resources/xml.
15 Start <vistawebcontext>

16 Start <vistaweb>

A copy of the setupAp.11.n.n.js script and properties file are provided in Appendix B.
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Figure 5: Configuration Screen Setup Script

ommand Prompt
vhaishwebv1 - Remate Desktop

C:sdatasdown loadsvwswilist?rcscript setupfAp.11.8.1.js vistaweb.production.11.8.8.
properties c:hdataswuwwoll

Microsoft (B> Windows Script Host Uersion 5.6

Copyright (C) Microsoft Corporation 1996-28081. All rights reserved.

set root logger in log4net.xml to *‘adoMetAppender’
et connection string in log4dnet.xml
set *logBufferSize’ in logdnet.xml to &
changed 1 of 1 for ’'/configurationsappSettingssaddlPkey='allowliewLog’1’ in weh.
config to false

of 1 for ’'sconfigurationsdacConfigsaddl@key=’'protocol_CDS.chemHemExclu

in webh_config to true

of 1 for 'sconfigurationsuserfActivitysaddlBkey='userfctivity.logStats’
1’ in web.config to true
changed 1 of 1 for 'configurationpagesaddllfkey="page.useFullVersion’1’ in weh.
config to false
changed 1 of 1 for ’sconfigurationspage-saddlBkey='page.hiztQuestLinkAezKey’1' in
web.config to
changed 1 of 1 for 'configurationspagesaddl@key='page.-histQuestLinkfesIU’' 1’ in
webh.config to
changed 1 of 2 for 'Aconfiguration/daoConfigraddl@key="vistaConnectionFactory.se
curityPhrasze' or Bkey="fhieConnectionFactory.securityPhraze’]l’ in webh_config to
HARERHEHE R RN HR R
changed 2 of 2 for 'configuration/daoConfigraddl@key='vistaConnectionFactory.se
curityPhrase’ or Bkey='fhieConnectionFactory.securityPhrase’ 1’ in weh.config to
sththhbhth bbbttt
changed 1 of 1 for ’AconfigurationsuzerfictivitysaddlPkey='uszerfictivity.connectio
n3tring’ 1’ in web.config to Server=vhaiswsglvl.vha.med.va.gov;Database=EMR;lUser
I D=0xcxxxx s Password =xxxxxxxx;persist security info=True;packet size=4@%6;Connec
t Timeout=2;Min Pool Size=5;Max Pool Size=508
changed 1 of 1 for ’sconfigurationsuzerfictivitysaddlBkey='uszerfictivity.altConnec
tionString’ 1’ in web.config to Server=vhaiswsglvl.vha.med.va.gov:Database=EMR:Us
er ID=xxooooox: Password=000xxx s persist security info=True;packet size=48%6;Con
nect Timeout=3@;Pooling=False
changed 1 of 1 for 'AconfigurationsappSettingssaddlPkey='passthrulrl’1’ in webh.c
onfig to https:--srlocalhostspassthru-Render . aspx
changed 1 of 1 for ’'AconfigurationsappSettings/addlPkey='caipConfigFile’ 1’ in we
h.config to s/resourcessxmls/caipConfig_production.xml

conf iguration completed

C:sdatasdown loadswwswlise?>
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Figure 6: Script Execution Output Example

o |Command Prompt

C:-sdatasdown loadsvwswllst?>cscript setupAp.11_8.1.3js vistawebh_production.11.8.8.
properties cosdataswuwContextsull

Microsoft (R> Windows Script Host Uersion 5.6

Copyright (C» Microsoft Corporation 1996-2881_. All rights reserved.

zet root logger in logdnet.xml to ‘adoMetAppender’

zet connection string in logdnet.xml

zet ' logBufferSize’ in log4net.xml to &

changed 1 of 1 for ‘sconfigurationsspring-sspiobjects-sspiobjectll@id="connectionFa
ctory’ l/sp:constructor—arg[@name='connectionString® 1’ in webh.config to Server=uh
aiswsglul .vha.med.va.gov;iDatabase=EMR;lUzer ID=wooooooc Password=xooooooc:Min Poo
1l Size=5;Max Pool 5ize=5%00;Fooling=true;Connect Timeout=2;persiszst security info=
True;

changed 1 of 1 for ’~/configuration/springssp:objectssspiobject[@id='connectionFa
ctory’ l/spiconstructor—arg[Ename="altConnectionString’ 1’ in web.config to Server
=vhaiswsglul .vha.med.va.gov;Database=EMR;User ID=x0000000x; Password=3000000xx; Poo 1
i ;Connect Timeout=30;persist security info=True;

conf iguration completed

C:sdatasdown loadsewswlise? >

SQL Server Database Schema Instructions

A database schema is required for maintaining the VistAWeb log files and identity of sites
from which a user can perform patient lookups. Appendix A contains the database
specifications (written for SQL Server 2000). For security purposes, the user account and
password that is needed by the VistAWeb application will not be included in this document.

1. Create a database called EMR, or something similar.
2. Run the SQL scripts in Appendix A.

3. Add the user account used by VistAWeb (contact the VA Service Desk for information
regarding the account/password at 1-888-596-4357 or by e-mail at VASD@va.gov.)

4. Grant the provided user account “dbowner” rights to the EMR database.

VistA Security

VistAWeb can optionally handle VistA security similarly to the way CPRS does, by
requiring the user to have CPRS patient selection and/or CPRS GUI tab access in order to
gain access to patient reports through VistAWeb. This setup is configured on a site-by-site
basis in VistAWeb.

You can see a user’s CPRS tabs and patient selection settings in the user management area of
VistA FileMan.
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Figure 7: User’s CPRS tabs and patient selection settings

Edit an Existing User
NAME: ‘“wWUSER,ONE Page 4 of 5

RESTRICT PATIENT SELECTION: NO OE/RR LIST:

Name Description Effective Date Expiration Date
RPT Reports tab. MAY 21,2008

Exit Save Next Page Refresh

Enter a command or 'A' followed by a caption to jump to a specific field

OMMAND
1(024,010)

C

Please note that VistAWeb supports restriction based on a “No” or a blank in the RESTRICT
PATIENT SELECTION field (it does not currently support “YES™.) It also supports TAB ACCESS
using either the COR or RPT entries.

Patient Selection Restriction Setup

VW supports either a “NO” in the RESTRICT PATIENT SELECTION setting or a blank in
the RESTRICT PATIENT SELECTION.

To require that the user has a “NO” in the RESTRICT PATIENT SELECTION setting, one
would edit the resources/xml/vhasites.xml file, in the VhaSite element that this restriction
applies to. One would entera restriction="selectAl1” attribute onthe DataSource
element that has the VistA source IP and port. For example, for an entry called “CLE13”, to
make this restriction active, one would specify:

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="selectAll"/>
</VhaSite>

Listing 1

The entries in this attribute are not sensitive to case, punctuation, or whitespace. One could
enter:

<VhaSite name="CLE13" ID="982" moniker="CLE13">
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<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="...SelectALL "/>
</VhaSite>

Listing 2

And VistAWeb would function the same as the entry in Listing 1.

Tab Access Restriction Setup

In order to restrict users from VistAWeb access based on the RPT or COR tabs from their
FileMan user profile, one would change the entry for the given VistA in the
resources/xml/VhaSites.xml file. One would add a restriction="core”, Or
restriction="reports”,0r restriction="reports, core”, or
restriction="allTabs” to allow users with COR, RPT, either COR or RPT, or both COR
& RPT, respectfully.

For example, to require users in CLE13 to have the RPT tab authorization in their FileMan user
profile, one would specify CLE13 in the sites file as:

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="reports"/>
</VhaSite>

Listing 3

To require users in CLE13 to have at least the CORE or REPORTS tab authorization in their
FileMan user profile, one would specify CLE13 in the sites file as:

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="core,reports"/>
</VhaSite>

Listing 4

Case, order, and punctuation of the parameters don’t matter either. It could be specified as:

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="Reports CORE"/>
</VhaSite>

Listing 5

In order to require users to have both RPT and COR tabs, one would specify something like this:

<VhaSite name="CLE13" ID="982" moniker="CLE13">
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<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="allTabs"/>
</VhaSite>

Listing 6

Both Patient Selection and Tab Access Restrictions

If you specify both restrictions, then both restrictions will be checked before access is allowed in
the given VistA system.

For example, in order for VistAWeb to check for CPRS Tab access for RPT and COR and to
check for Patient Selection restriction for the site CLE13, you could change the
/resources/xml/VhaSites.xml file to the following:

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="selectAll,allTabs"/>
</VhaSite>

Listing 7

If the restriction attribute is missing or completely invalid, then VistAWeb will act like it does in
prior versions and not check any of these user authorization settings. For our CLE13 example:

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y" restriction="hi there"/>
</VhaSite>

Listing 8

or

<VhaSite name="CLE13" ID="982" moniker="CLE13">

<DataSource protocol="VISTA" modality="HIS" source="10.4.229.27"
status="active" port="9593" test="Y"/>
</VhaSite>

Listing 9

Listing 8 and Listing 9 would both allow users to access VistAWeb like it does in prior versions.
To summarize, Figure 8, below, contains a list of effective restrictions and the parameter string
to use as the value in the restriction attribute to make this work.

Figure 8: Effective restrictions and parameter string values

Restriction Parameter String for the restriction
attribute
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Let users login to VistAWeb like in prior
versions

=7 or simply take the restriction
attribute out of the DataSource element.

Require users to just have the RESTRICT
PATIENT SELECTION setto NO

="selectAll”

Require users to just have the RPT tab in CPRS | =" report”
TAB ACCESS
Require users to just have the COR tab in CPRS | =" core”

TAB ACCESS

Require users to have either the COR tab or the
RPT tab in CPRS TAB ACCESS

="core, report”

Require users to have both the COR tab and the
RPT tab in CPRS TAB ACCESS

="allTabs”

Require users to have the RESTRICT
PATIENT SELECTION setto NO and have
the RPT tab in CPRS TAB ACCESS

="selectAll, report”

Require users to have the RESTRICT
PATIENT SELECTION setto NO and have
the COR tab in CPRS TAB ACCESS

="selectAll, core”

Require users to have the RESTRICT
PATIENT SELECTION setto NO and have
either the COR tab or RPT tab in CPRS TAB
ACCESS

="selectAll, core, report”

Require users to have the RESTRICT
PATIENT SELECTION setto NO and have
both the COR tab and RPT tab in CPRS TAB
ACCESS

="selectAll,allTabs”

January 2010 VistAWeb CPRS Access and Server Installation Guide
Version 11.0

17




Appendix A: Database Schema
e Database Name: EMR
o Database Tables:
= Log
= CprsUsers

SpecialUsers

Requests

LoggerTable
UserAuth

o Views:
= LogDesc
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Log Creation Script

CREATE TABLE [dbo].[Log] (
d] [numeric] (19, 0) IDENTITY (1, 1) NOT NULL ,
requestDate] [datetime] NULL ,

remoteAddr] [varchar] (50) COLLATE SQL Latinl General CP1 CI AS NULL

userId] [numeric] (19, 0) NULL ,

userName] [varchar] (100) COLLATE SQL Latinl General CP1 CI AS NULL
userSitecode] [varchar] (6) COLLATE SQL Latinl General CP1 CI AS NULL
userSitename] [varchar] (50) COLLATE SQL Latinl General CP1 CI AS NULL

4

4

4

requestSitecode] [varchar] (6) COLLATE SQL Latinl General CP1 CI AS NULL

requestSitename] [varchar] (50) COLLATE SQL Latinl General CP1 CI AS NULL

patientID] [numeric] (19, 0) NULL ,

patientName] [varchar] (100) COLLATE SQL Latinl General CP1 CI AS NULL

patientSensitivity] [tinyint] NULL ,

[1
[
[
[
[
[
[
[requestPage] [varchar] (100) COLLATE SQL Latinl General CP1 CI AS NULL
[
[
[
[
[
[

message] [varchar] (1000) COLLATE SQL Latinl General CP1 CI AS NULL

CprsUsers Creation Script

CREATE TABLE [dbo].[CprsUsers] (
[UserID] [numeric] (19, 0) IDENTITY(1,1) NOT NULL ,
[Sitecode] [varchar] (3) NOT NULL ,
[SiteName] [varchar] (80) ,
[DUZ] [varchar] (50) NOT NULL ,
[SSN] [varchar] (9) NOT NULL ,
[Name] [varchar] (100) NOT NULL

SpecialUsers Creation Script

CREATE TABLE [dbo].[SpecialUsers] (
[RecID] [numeric] (19, 0) IDENTITY (1, 1) NOT NULL ,

UserSiteId] [varchar] (3) COLLATE SQL Latinl General CP1 CI AS NULL

DUZ] [varchar] (50) COLLATE SQL Latinl General CP1 CI _AS CNULL ,

UserName] [varchar] (100) COLLATE SQL_Latlnl_General_CPl_CI_AS NULL

Reason] [varchar] (200) COLLATE SQL Latinl General CP1 CI AS NULL
ActiveDate] [datetime] NULL ,

[
[
[
[Ssite] [varchar] (50) COLLATE SQL Latinl General CPl1 CI AS NULL ,
[
[
[DeactiveDate] [datetime] NULL

Requests Creation Script

CREATE TABLE [dbo].[Requests] (
[requestID] [numeric] (19, 0) IDENTITY (1, 1) NOT NULL ,
[userID] [varchar] (3) COLLATE SQL Latinl General CP1 CI AS NULL ,
[text] [varchar] (500) COLLATE SQL Latinl General CP1 CI AS NULL

LogDesc View Creation Script

CREATE VIEW dbo.LogDesc
AS

SELECT *

FROM dbo.Log
ORDER BY id DESC

4
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LoggerTable Creation Script

CREATE TABLE [dbo].[LoggerTable] (

[Id] [int] IDENTITY (1, 1) NOT NULL,

Date] [datetime] NOT NULL,

[
[
[Level] [varchar] (50) NOT NULL,
[
[
[

UserAuth Creation Script

CREATE TABLE [dbo]. [UserAuth] (

Thread] [varchar] (255) NOT NULL,

Logger] [varchar] (255) NOT NULL,
Message] [varchar] (4000) NOT NULL,
Exception] [varchar] (2000) NULL

[sessionId] [varchar] (80) NOT NULL,

sessionType] [varchar] (20) NOT NULL,

effectiveDate] [datetime] NOT NULL,

[

[

[inactiveDate] [datetime],
[status] [varchar] (10),

[name] [varchar] (100) NOT NULL,
[

userId] [numeric] (19, 0) NOT NULL

Update CPRS Script

This script is used to upgrade the CprsUsers table when moving from VistAWeb v6.x to v7 or higher.

/*x***xx% Object: Table [dbo].[CprsUsers]

11:52:06 **x*x*xx/

SET ANSI NULLS ON

GO

SET QUOTED IDENTIFIER ON
GO

SET ANSI PADDING ON

GO

alter table [dbo].[CprsUsers] ADD [SiteName]

go

update [dbo]. [CprsUsers]
set SiteName='Togus, ME'
where SiteCode='402"';

update [dbo]. [CprsUsers]
set SiteName='White River Junction,
where SiteCode='405";

update [dbo].[CprsUsers]
set SiteName='Bedford, MA'
where SiteCode='518";

update [dbo].[CprsUsers]
set SiteName='Boston HCS'
where SiteCode='523";

update [dbo]. [CprsUsers]
set SiteName='Manchester, NH'
where SiteCode='608";

vT'

Script Date: 05/22/2007

[varchar] (100)
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update [dbo]. [CprsUsers]
set SiteName='Northampton, MA'
where SiteCode='631";

update [dbo]. [CprsUsers]
set SiteName='Providence, RI'
where SiteCode='650";

update [dbo]. [CprsUsers]
set SiteName='Connecticut HCS'
where SiteCode='689"';

update [dbo]. [CprsUsers]
set SiteName='Upstate NY HCS'
where SiteCode='528";

update [dbo]. [CprsUsers]
set SiteName='Bronx, NY'
where SiteCode='526";

update [dbo].[CprsUsers]
set SiteName='New Jersey HCS'
where SiteCode='561";

update [dbo].[CprsUsers]
set SiteName='Hudson Valley HCS'
where SiteCode='620";

update [dbo]. [CprsUsers]
set SiteName='NY HCS'
where SiteCode='630";

update [dbo]. [CprsUsers]
set SiteName='Northport, NY'
where SiteCode='632";

update [dbo].[CprsUsers]
set SiteName='Wilmington, DE'
where SiteCode='460";

update [dbo].[CprsUsers]
set SiteName='Altoona, PA'
where SiteCode='503";

update [dbo].[CprsUsers]
set SiteName='Butler, PA'
where SiteCode='529";

update [dbo]. [CprsUsers]
set SiteName='Clarksburg, WV'
where SiteCode='540";

update [dbo]. [CprsUsers]
set SiteName='Coatesville, PA'
where SiteCode='542";

update [dbo].[CprsUsers]
set SiteName='Erie, PA'
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where SiteCode='562";

update [dbo]. [CprsUsers]
set SiteName='Lebanon, PA'
where SiteCode='595";

update [dbo]. [CprsUsers]
set SiteName='Philadelphia, PA'
where SiteCode='642";

update [dbo]. [CprsUsers]
set SiteName='Pittsburgh HCS'
where SiteCode='646";

update [dbo]. [CprsUsers]
set SiteName='Wilkes Barre, PA'
where SiteCode='693";

update [dbo]. [CprsUsers]
set SiteName='Maryland HCS'
where SiteCode='512";

update [dbo]. [CprsUsers]
set SiteName='Martinsburg, WV'
where SiteCode='613";

update [dbo].[CprsUsers]
set SiteName='Washington, DC'
where SiteCode='688";

update [dbo].[CprsUsers]
set SiteName='Beckley, WV'
where SiteCode='517";

update [dbo].[CprsUsers]
set SiteName='Durham, NC'
where SiteCode='558";

update [dbo]. [CprsUsers]
set SiteName='Fayetteville, NC'
where SiteCode='565";

update [dbo]. [CprsUsers]
set SiteName='Hampton, VA'
where SiteCode='590";

update [dbo].[CprsUsers]
set SiteName='Asheville, NC'
where SiteCode='637";

update [dbo].[CprsUsers]
set SiteName='Richmond, VA'
where SiteCode='652";

update [dbo].[CprsUsers]
set SiteName='Salem, VA'
where SiteCode='658";
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update [dbo]. [CprsUsers]
set SiteName='Salisbury, NC'
where SiteCode='659";

update [dbo]. [CprsUsers]
set SiteName='Atlanta, GA'
where SiteCode='508";

update [dbo]. [CprsUsers]
set SiteName='Augusta, GA'
where SiteCode='509";

update [dbo]. [CprsUsers]
set SiteName='Birmingham, AL'
where SiteCode="'521";

update [dbo]. [CprsUsers]
set SiteName='Charleston, SC'
where SiteCode='534";

update [dbo].[CprsUsers]
set SiteName='Columbia, SC'
where SiteCode='544";

update [dbo].[CprsUsers]
set SiteName='Dublin, GA'
where SiteCode='557";

update [dbo]. [CprsUsers]
set SiteName='Central Alabama HCS'
where SiteCode='619"';

update [dbo]. [CprsUsers]
set SiteName='Tuscaloosa, AL’
where SiteCode='679"';

update [dbo].[CprsUsers]
set SiteName='Bay Pines, FL'
where SiteCode='516";

update [dbo].[CprsUsers]
set SiteName='Bay Pines CIO Test'
where SiteCode='998";

update [dbo].[CprsUsers]
set SiteName='Miami, FL'
where SiteCode='546";

update [dbo]. [CprsUsers]
set SiteName='West Palm Beach, FL'
where SiteCode='548";

update [dbo]. [CprsUsers]
set SiteName='N. Florida/S. Georgia HCS'
where SiteCode='573";

update [dbo].[CprsUsers]
set SiteName='San Juan, PR'
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where SiteCode='672";

update [dbo]. [CprsUsers]
set SiteName='Tampa, FL'
where SiteCode='673";

update [dbo]. [CprsUsers]
set SiteName='Huntington, WV'
where SiteCode='581";

update [dbo]. [CprsUsers]
set SiteName='Lexington, KY'
where SiteCode='596";

update [dbo]. [CprsUsers]
set SiteName='Louisville, KY'
where SiteCode='603";

update [dbo]. [CprsUsers]
set SiteName='Mountain Home, TN'
where SiteCode='621";

update [dbo]. [CprsUsers]
set SiteName='Tennessee Valley HCS'
where SiteCode='626";

update [dbo].[CprsUsers]
set SiteName='Memphis, TN'
where SiteCode='614";

update [dbo].[CprsUsers]
set SiteName='Chillicothe, OH'
where SiteCode='538";

update [dbo].[CprsUsers]
set SiteName='Cincinnati, OH'
where SiteCode='539"';

update [dbo]. [CprsUsers]
set SiteName='Dayton, OH'
where SiteCode='552";

update [dbo]. [CprsUsers]
set SiteName='Cleveland, OH'
where SiteCode='541";

update [dbo].[CprsUsers]
set SiteName='Columbus, OH'
where SiteCode='757"';

update [dbo].[CprsUsers]
set SiteName='Saginaw, MI'
where SiteCode='655";

update [dbo].[CprsUsers]
set SiteName='Battle Creek, MI'
where SiteCode='515";
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update [dbo]. [CprsUsers]
set SiteName='Detroit, MI'
where SiteCode='553";

update [dbo]. [CprsUsers]
set SiteName='Indianapolis,
where SiteCode='583";

update [dbo]. [CprsUsers]
set SiteName='Ann Arbor, MI'
where SiteCode='506";

update [dbo]. [CprsUsers]
set SiteName='Danville, IL'

where SiteCode='550";

update [dbo]. [CprsUsers]

IN'

set SiteName='Northern Indiana HCS'

where SiteCode='610";

update [dbo].[CprsUsers]
set SiteName='Milwaukee, WI'
where SiteCode='695";

update [dbo].[CprsUsers]
set SiteName='Hines, IL'
where SiteCode='578";

update [dbo]. [CprsUsers]
set SiteName='Iron Mountain,
where SiteCode='585";

update [dbo]. [CprsUsers]
set SiteName='North Chicago,
where SiteCode='556";

update [dbo].[CprsUsers]
set SiteName='Tomah, WI'

where SiteCode='676";

update [dbo].[CprsUsers]

MI'

IL!'

set SiteName='Jesse Brown VAMC'

where SiteCode='537";

update [dbo].[CprsUsers]
set SiteName='Madison, WI'
where SiteCode='607";

update [dbo]. [CprsUsers]
set SiteName='Columbia, MO’

where SiteCode='543";

update [dbo]. [CprsUsers]

set SiteName='Kansas City, MO'

where SiteCode='589"';

update [dbo].[CprsUsers]
set SiteName='St. Louis, MO'
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where SiteCode='657";

update [dbo]. [CprsUsers]
set SiteName='Topeka, KS'
where SiteCode='677";

update [dbo]. [CprsUsers]
set SiteName='Leavenworth, KS'
where SiteCode='686";

update [dbo]. [CprsUsers]
set SiteName='Alexandria, LA'
where SiteCode='502";

update [dbo]. [CprsUsers]
set SiteName='Little Rock, AR’
where SiteCode='598";

update [dbo]. [CprsUsers]
set SiteName='Fayetteville, AR'
where SiteCode='564";

update [dbo]. [CprsUsers]
set SiteName='Jackson, MS'
where SiteCode='586";

update [dbo].[CprsUsers]
set SiteName='Houston, TX'
where SiteCode='580";

update [dbo].[CprsUsers]
set SiteName='Muskogee, OK'
where SiteCode='623";

update [dbo].[CprsUsers]
set SiteName='Oklahoma City, OK'
where SiteCode='635";

update [dbo]. [CprsUsers]
set SiteName='Shreveport, LA'
where SiteCode='667";

update [dbo]. [CprsUsers]
set SiteName='Biloxi, MS'
where SiteCode='520";

update [dbo].[CprsUsers]
set SiteName='New Orleans, LA'
where SiteCode='629";

update [dbo].[CprsUsers]
set SiteName='Central Texas HCS'
where SiteCode='674";

update [dbo].[CprsUsers]
set SiteName='South Texas HCS'
where SiteCode='671";
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update [dbo]. [CprsUsers]
set SiteName='North Texas HCS'
where SiteCode='549";

update [dbo]. [CprsUsers]
set SiteName='Amarillo, TX'
where SiteCode='504";

update [dbo]. [CprsUsers]
set SiteName='El Paso, TX'
where SiteCode='756";

update [dbo]. [CprsUsers]
set SiteName='Albugquerque, NM'
where SiteCode='501";

update [dbo]. [CprsUsers]
set SiteName='Prescott, AZ'
where SiteCode='649"'";

update [dbo].[CprsUsers]
set SiteName='Tucson, AZ'
where SiteCode='678";

update [dbo].[CprsUsers]
set SiteName='Big Spring, TX'
where SiteCode='519";

update [dbo]. [CprsUsers]
set SiteName='Phoenix, AZ'
where SiteCode='644";

update [dbo]. [CprsUsers]
set SiteName='Denver, CO (HAC)'
where SiteCode='741";

update [dbo].[CprsUsers]
set SiteName='Eastern Colorado HCS'
where SiteCode='554";

update [dbo].[CprsUsers]
set SiteName='Montana HCS'
where SiteCode='436";

update [dbo].[CprsUsers]
set SiteName='Cheyenne, WY'
where SiteCode='442";

update [dbo]. [CprsUsers]
set SiteName='Grand Junction, CO'
where SiteCode='575";

update [dbo]. [CprsUsers]
set SiteName='Sheridan, WY'
where SiteCode='666";

update [dbo].[CprsUsers]
set SiteName='Salt Lake City, UT'
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where SiteCode='660";

update [dbo]. [CprsUsers]
set SiteName='Anchorage, AK'
where SiteCode='463";

update [dbo]. [CprsUsers]
set SiteName='Boise, ID'
where SiteCode='531";

update [dbo]. [CprsUsers]
set SiteName='Walla Walla, WA'
where SiteCode='687";

update [dbo]. [CprsUsers]
set SiteName='Portland, OR'
where SiteCode='648";

update [dbo]. [CprsUsers]
set SiteName='Spokane, WA'
where SiteCode='668";

update [dbo]. [CprsUsers]
set SiteName='Puget Sound HCS'
where SiteCode='663";

update [dbo].[CprsUsers]
set SiteName='Roseburg, OR'
where SiteCode='653";

update [dbo].[CprsUsers]
set SiteName='White City OR'
where SiteCode='692";

update [dbo].[CprsUsers]

set SiteName='Northern California HCS'

where SiteCode='612"';

update [dbo]. [CprsUsers]
set SiteName='San Francisco, CA'
where SiteCode='662";

update [dbo]. [CprsUsers]
set SiteName='Fresno, CA'
where SiteCode='570";

update [dbo].[CprsUsers]
set SiteName='Honolulu, HI'
where SiteCode='459"';

update [dbo].[CprsUsers]
set SiteName='Palo Alto HCS'
where SiteCode='640";

update [dbo].[CprsUsers]
set SiteName='Reno, NV'
where SiteCode='654";
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update [dbo]. [CprsUsers]
set SiteName='Manila, PI'
where SiteCode='358";

update [dbo]. [CprsUsers]
set SiteName='West Los Angeles, CA'
where SiteCode='691";

update [dbo]. [CprsUsers]
set SiteName='Loma Linda, CA'
where SiteCode='605";

update [dbo]. [CprsUsers]
set SiteName='Long Beach, CA'
where SiteCode='600";

update [dbo]. [CprsUsers]
set SiteName='San Diego, CA'
where SiteCode='664";

update [dbo].[CprsUsers]
set SiteName='Las Vegas, NV'
where SiteCode='593";

update [dbo].[CprsUsers]
set SiteName='Fargo, ND'
where SiteCode='437"';

update [dbo]. [CprsUsers]
set SiteName='Des Moines, IA'
where SiteCode='555";

update [dbo]. [CprsUsers]
set SiteName='Iowa City, IA'
where SiteCode='584";

update [dbo].[CprsUsers]
set SiteName='Minneapolis, MN'
where SiteCode='618";

update [dbo].[CprsUsers]
set SiteName='Central Plains HCS'
where SiteCode='636";

update [dbo].[CprsUsers]
set SiteName='Sioux Falls, SD'
where SiteCode='438";

update [dbo]. [CprsUsers]
set SiteName='St. Cloud, MN'
where SiteCode='656";

update [dbo]. [CprsUsers]
set SiteName='Black Hills HCS'
where SiteCode='568";

update [dbo].[CprsUsers]
set SiteName='DoD'
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where SiteCode='200";

update

[dbo] .

[CprsUsers]

set SiteName='HDR'
where SiteCode='CDS';

update

[dbo] .

[CprsUsers]

set SiteName='Claims System'
where SiteCode='100";

GO

SET ANSI PADDING OFF

Create Index for CPRS Users

CREATE

INDEX

[CprsUsers] ON [dbo].[CprsUsers] ([UserID]) ON [PRIMARY]

Create index for SpecialUsers

CREATE

INDEX

[SpecialUsers] ON [dbo].[SpecialUsers] ([RecID]) ON [PRIMARY]

Create index for UserAuth

CREATE INDEX [UserAuth sessionUser] ON [dbo].[UserAuth] ([sessionId],
[userId]) ON [PRIMARY]
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Appendix B: Configuration by a Script
SetupAp.11.0.1.js Script

if (WScript.Arguments.Length<2) {

WScript.StdOut.Writeline ("no parameters specified; you must specify

<property file name> <directory path>'");
WScript.Quit (1) ;
}
var fileSystem = new ActiveXObject ("Scripting.FileSystemObject");

if (!fileSystem.FileExists (WScript.Arguments.Item(0))) {

WScript.StdOut.WritelLine ("the property file '" + WScript.Arguments.Item(0)

be found");
WScript.Quit (1) ;
}

var targetDir=WScript.Arguments.Item(1l);
var propFile=fileSystem.GetFile (WScript.Arguments.Item(0));
var propStream=propFile.OpenAsTextStream(l, -2);

var allowViewLog="false";
var excludeChemHem="true";
var logStats="true";

var useFullVersion="true";
var securityPhrase="";

var rootAppender="";

var logBufferSize="";

var logédnetInternalDebug = "";

var caipConfigFile="";

var db_server = "someServer";

var db _databaseName = "someDatabase";

var db username = "";
var db_password = "";

var db_webUsername="";
var db_webPassword="";
var db_webConnectionStringl="";
var db_webConnectionString2="";

var db_log4netUsername="";
var db_log4netPassword="";
var db_log4netConnectionStringl="";
var db_log4netConnectionString2="";

var db_contextUsername="";
var db_contextPassword="";
var db_contextConnectionStringl="";
var db_contextConnectionString2="";

var bhieReportCredentials domain = "";
var bhieReportCredentials username = "";
var bhieReportCredentials password = "";
var passthruUrl = "";

var histQuestLinkAesKey = "";

var histQuestLinkAesIV = "";

while (!propStream.AtEndOfStream) {
var line=propStream.ReadLine();

if (line.substring(0,1)==="#") {
continue;

}

var divIndex=line.indexOf ("=");

if (divIndex<0) {

'cscript setupAp.js

could not
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Message*******************************************************");

Message*********************************************************"),-

WScript.StdOut.WritelLine ("**Begin

WScript.StdOut.WriteLine (" no '=' found; skipping line ==>" + line);

WScript.StdOut.WriteLine ("**End

continue;
}
var leftSide=line.substr (0,divIndex) ;
var newVal=line.substr (divIndex+1);
switch (leftSide) {

case ("allowViewLog"): {
allowViewLog = newVal.toLowerCase () ;
break;

}

case ("logStats"): {
logStats = newVal.toLowerCase () ;
break;

}

case ("excludeChemHem") : {
excludeChemHem = newVal.toLowerCase () ;
break;

}

case ("useFullVersion"): {
useFullVersion = newVal.toLowerCase();
break;

}

case ("securityPhrase"): {
securityPhrase = newVal;
break;

}

case ("rootAppender"): {
rootAppender = newVal;
break;

}

case ("logBufferSize"): {
logBufferSize = newVal;
break;

}

case ("log4netInternalDebug"): {
log4netInternalDebug = newVal.toLowerCase();
break;

}

case ("caipConfigFile"): {

caipConfigFile = newVal;

case ("db_server"): {
db_server = newVal;
break;

case ("db_databaseName"): {
db databaseName = newVal;
break;

case ("db_webUsername"): {
db webUsername = newVal;
break;

case ("db_webPassword"): {
db webPassword = newVal;
break;

case ("db_webConnectionStringl"): ({
db webConnectionStringl = newVal;
break;

case ("db _webConnectionString2"): ({
db webConnectionString2 = newVal;
break;

case ("db_log4netUsername"): {
db log4netUsername = newVal;
break;
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case ("db_log4netPassword"): {
db_log4netPassword = newVal;

break;
}
case ("db_ log4netConnectionStringl"): {
db_logé4netConnectionStringl = newVal;
break;
}
case ("db_ log4netConnectionString2"): {
db_logé4netConnectionString2 = newVal;
break;
}
case ("db_contextUsername"): {
db_contextUsername = newVal;
break;
}
case ("db_contextPassword"): {
db_contextPassword = newVal;
break;
}
case ("db_contextConnectionStringl"): {
db_contextConnectionStringl = newVal;
break;
}
case ("db contextConnectionString2"): {
db_contextConnectionString2 = newVal;
break;
}
case ("db username"): {
db_username = newVal;
break;
}
case ("db password"): {
db_password = newVal;
break;
}
case ("bhieReportCredentials domain"): {
bhieReportCredentials domain = newVal;
break;
}
case ("bhieReportCredentials username"): {
bhieReportCredentials username = newVal;
break;
}
case ("bhieReportCredentials password"): {
bhieReportCredentials password = newVal;
break;
}
case ("passthruUrl"): {
passthruUrl = newVal;
break;
}
case ("histQuestLinkAesKey"): {
histQuestLinkAesKey = newVal;
break;
}
case ("histQuestLinkAesIV"): {
histQuestLinkAesIV = newVal;
break;
}
default: {
WScript.StdOut.WriteLine ("**Begin
Messaqe*******************************************************"),-
WScript.StdOut.WritelLine ("Setting for '" + leftSide +
line);
WScript.StdOut.WriteLine ("**End
Messaqe*********************************************************");

}
}
}

if (db_webUsername.length<l) db webUsername = db username;
if (db_log4netUsername.length<l) db log4netUsername = db username;
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if (db_contextUsername.length<l) db contextUsername = db_username;

if (db_webPassword.length<l) db webPassword = db password;
if (db_log4netPassword.length<l) db log4netPassword = db password;
if (db_contextPassword.length<l) db contextPassword = db password;

var log4netDom=getLog4netDom() ;

var log4netDomChanged = false;

var nodelList = log4netDom.selectNodes ("/log4net/root/appender-ref");

if (nodelList.length>0 && rootAppender!=null && rootAppender.length>0) {
nodelList.item(0) .setAttribute ("ref", rootAppender);
WScript.StdOut.WritelLine ("set root logger in log4dnet.xml to '" + rootAppender + "'");
log4netDomChanged = true;

}

nodeList = log4netDom.selectNodes ("/logdnet/appender [@name="'adoNetAppender']/connectionString");
if (nodelList.length>0) {

log4netDomChanged = true;

nodeList.item(0) .setAttribute ("value",
stuffConnectionString(db log4netConnectionStringl,db server,db databaseName,db log4netUsername,db
_log4netPassword) ) ;

WScript.StdOut.WritelLine ("set connection string in log4net.xml");

}

nodeList = log4netDom.selectNodes ("/logdnet/appender [@name="'adoNetAppender']/bufferSize");
if (nodelList.length>0 && logBufferSize!=null && logBufferSize.length>0) {
log4netDomChanged = true;
nodeList.item(0) .setAttribute ("value", logBufferSize);
WScript.StdOut.WriteLine ("set 'logBufferSize' in logé4net.xml to " + logBufferSize);
}

if (log4netDomChanged) {
var fileNamel = getLog4netFileName () ;
fileSystem.DeleteFile (fileNamel) ;
var newFilel = fileSystem.OpenTextFile (fileNamel, 8, true);
newFilel.Write (log4netDom.xml) ;
newFilel.Close();

}

var webConfigDom=getWebConfigDom() ;
if (isVistaweb (webConfigDom)) {

changeWebDom (webConfigDom, "/configuration/appSettings/add[@key="allowViewLog']",allowView
Log) ;

changeWebDom (webConfigDom, "/configuration/daoConfig/add[Cfkey="protocol CDS.chemHemExclude
d']",excludeChemHem) ;

changeWebDom (webConfigDom, "/configuration/userActivity/add[@key="userActivity.logStats']"
,logStats) ;

changeWebDom (webConfigDom, "/configuration/page/add[@key="'page.useFullVersion']",useFullvVe
rsion);

changeWebDom (webConfigDom, "/configuration/page/add[@key="page.histQuestLinkAesKey']", hist
QuestLinkAesKey) ;

changeWebDom (webConfigDom, "/configuration/page/add[@key="page.histQuestLinkAesIV']",histQ
uestLinkAesIV);

changeWebDom (webConfigDom, "/configuration/daoConfig/add[@key="vistaConnectionFactory.secu
rityPhrase' or @key='fhieConnectionFactory.securityPhrase']", securityPhrase);

var connectStringl =
stuffConnectionString (db_webConnectionStringl,db_server,db databaseName,db webUsername,db webPass
word) ;

var connectString2 =
stuffConnectionString (db_webConnectionString2,db server,db databaseName,db webUsername,db webPass
word) ;

changeWebDom (webConfigDom, "/configuration/userActivity/add[@key="userActivity.connectionS
tring']", connectStringl);

changeWebDom (webConfigDom, "/configuration/userActivity/add[@key="userActivity.altConnecti
onString']", connectString2);

changeWebDom (webConfigDom, "/configuration/daoConfig/add[@key="bhieReportCredentials.domai
n']",bhieReportCredentials domain);

changeWebDom (webConfigDom, "/configuration/daoConfig/add[@key="bhieReportCredentials.userN
ame']",bhieReportCredentials username) ;

changeWebDom (webConfigDom, "/configuration/daoConfig/add[@key="bhieReportCredentials.passw
ord']",bhieReportCredentials password) ;
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changeWebDom (webConfigDom, "/configuration/appSettings/add[@key="passthrulrl']",passthrulr
1):

changeWebDom (webConfigDom, "/configuration/appSettings/add[Rkey="caipConfigFile']", caipCon
figFile);
}
else if (isVwContext (webConfigDom)) {

//** ywContext **/

var connectStringl =
stuffConnectionString(db_contextConnectionStringl,db server,db databaseName,db contextUsername,db
_contextPassword) ;

var connectString2 =
stuffConnectionString (db_contextConnectionString2,db server,db databaseName,db contextUsername,db
_contextPassword) ;

changeWebDom (webConfigDom,
"/configuration/spring/sp:objects/sp:object[@id="'connectionFactory']/sp:constructor-
arg[@name='connectionString']", connectStringl);

changeWebDom (webConfigDom,
"/configuration/spring/sp:objects/sp:object[@id='connectionFactory']/sp:constructor-
arg[@name='altConnectionString']", connectString2);
}
else {

//** vwPassthru **/

changeWebDom (webConfigDom, "/configuration/spring/sp:objects/sp:object [@type='Render.aspx'
1/sp:property[@name="'DetailContentProcessor']/sp:object/sp:property[@name="'Credentials']/sp:objec
t/sp:property[@name='Domain']",bhieReportCredentials domain) ;

changeWebDom (webConfigDom, "/configuration/spring/sp:objects/sp:object [@type='Render.aspx'
]1/sp:property[@name="'DetailContentProcessor']/sp:object/sp:property[@name='Credentials']/sp:objec
t/sp:property[@name='UserName']",bhieReportCredentials username) ;

changeWebDom (webConfigDom, "/configuration/spring/sp:objects/sp:object [@type='Render.aspx'
]1/sp:property[@name="'DetailContentProcessor']/sp:object/sp:property[@name='Credentials']/sp:objec
t/sp:property[@name="'Password']",bhieReportCredentials password);

}

if (log4netInternalDebug!=null && log4netInternalDebug.length>0) {

changeWebDom (webConfigDom, "/configuration/appSettings/add[key="'1log4net.Internal.Debug']",
log4netInternalDebug) ;
}

nodeList = webConfigDom.selectNodes ("/configuration/system.web/compilation[@debug="true']");
if (nodelList.length>0) {

nodelList.item(0) .setAttribute ("debug","false");

WScript.StdOut.WriteLine ("set 'conpilation.debug' in web.config to 'false'");
}

nodeList = webConfigDom.selectNodes ("/configuration/system.web/trace[@enabled="true']");
if (nodelist.length>0) {

nodelList.item(0) .setAttribute ("enabled", "false");

WScript.StdOut.Writeline ("set 'trace.enabled' in web.config to 'false'");

}

var fileName2 = getWebConfigName () ;

fileSystem.DeleteFile (fileName2) ;

var newFile2 = fileSystem.OpenTextFile (fileName2, 8, true);
newFile2.Write (webConfigbom.xml) ;

newFile2.Close () ;

WScript.StdOut.WriteLine (" ")
WScript.StdOut.WritelLine ("configuration completed");
WScript.Quit (0);

function getLog4netFileName () {
return WScript.Arguments.Item(1l) + "\\resources\\xml\\logdnet.xml";

}

function getWebConfigName () {
return WScript.Arguments.Item(1l) + "\\web.config";

}

function getLog4netDom() {
var fileName = getLog4netFileName () ;
if (! (fileSystem.FileExists (fileName))) {
WScript.StdOut.WriteLine ("log4net.xml file not found in " + fileName);
return null;
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}

var xmlDom=getXmlDom/() ;

xmlDom.load (fileName) ;

if (xmlDom.parseError.errorCode!=0) {
WScript.StdOut.WritelLine ("could not open log4net.xml");
return null;

}

xmlDom.setProperty ("SelectionLanguage", "XPath") ;

return xmlDom;

}

function getWebConfigDom() {

var fileName = getWebConfigName () ;

if (!(fileSystem.FileExists(fileName))) {
WScript.StdOut.WritelLine ("web.config file not found in " + fileName);
return null;

}

var xmlDom=getXmlDom/() ;

xmlDom.load (fileName) ;

if (xmlDom.parseError.errorCode!=0) {
WScript.StdOut.WritelLine ("could not open web.config");
return null;

}

xmlDom.setProperty ("SelectionLanguage", "XPath") ;

return xmlDom;

}

function getXmlDom () {
var xmlDom = null;
try {
xmlDom = new ActiveXObject ("MSXML2.DOMDocument.4.0") ;
}
catch (ex) {
xmlDom = new ActiveXObject ("MSXML2.DOMDocument.6.0") ;
}
xmlDom.async = false;
xmlDom.validateOnParse=false;
xmlDom.resolveExternals=false;
xmlDom.setProperty ("SelectionNamespaces", "xmlns:sp='http://www.springframework.net'");

return xmlDom;

}

function isVistaweb (xmlDom) {
var nodelList =

xmlDom.selectNodes ("/configuration/userActivity/add[@key="userActivity.logStats']");
if (nodelList!=null && nodelist.length>0) return true;
return false;

}

function isVwContext (xmlDom) {
var nodelList =

xmlDom.selectNodes ("/configuration/spring/sp:objects/sp:object[@type="Resolve.aspx']");
if (nodelList!=null && nodelist.length>0) return true;
return false;

}

function replaceStringWith (originalString, stringToFind, stringToStuff) {
var index = originalString.indexOf (stringToFind) ;
if (index<0) return originalString;
return originalString.substring(0,index) + stringToStuff +
originalString.substring (index+stringToFind.length) ;

}

function stuffConnectionString (connectionString, serverName, dbName, userName, password) {

return
replaceStringWith (replaceStringWith (replaceStringWith (replaceStringWith (connectionString, "$server
$",serverName) , "Sdatabase$", dbName) , "Susername$", userName) , "$Spassword$", password) ;

}

function changeWebDom (xmlDom, xPath, newValue) {
var nodelList = xmlDom.selectNodes (xPath);
if (nodelist.length<l) {
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return;
}
for (var i=0;i<nodelist.length;i++) {
nodeList.item (i) .setAttribute ("value", newValue);
WScript.StdOut.WriteLine ("changed " + (i+1l) + " of " + nodelList.length + " for '"
+ xPath + "' in web.config to " + newValue);

}

vistaweb.production.11.0.0.properties Properties File

excludeChemHem=true

allowViewLog=false

logStats=true

useFullVersion=false

securityPhrase=XXXXXXXXXXXXXXXXXXXX

rootAppender=adoNetAppender

logBufferSize=5

caipConfigFile=/resources/xml/caipConfig production.xml

log4netInternalDebug=false

passthruUrl=https://localhost/passthru/Render.aspx
#bhieReportCredentials_domain=vhamaster

#bhieReportCredentials username=vistawebUser

#bhieReportCredentials password=health e vet

#histQuestLinkAesKey=012345678%abcdef

#histQuestLinkAesIV=fedcba9876543210

#

db server=vhaiswsglvl.vha.med.va.gov

db_databaseName=EMR

db_ username=xxxxXxxXx

db password=xxxxXxXxX

#

# In all connection strings, use the placeholders $server$, $database$, S$Susername$, and
Spassword$ for each of those items respectively, when needed

#

# Use the other username and password fields to override the general username and password fields
above, for separate usernames

# and passwords for the different connections, if desired.

#

#db webUsername=

#db_webPassword=

db_webConnectionStringl=Server=S$server$;Database=$database$;User

ID=Susername$; Password=$password$;persist security info=True;packet size=4096;Connect
Timeout=2;Min Pool Size=5;Max Pool Size=500
db_webConnectionString2=Server=$server$;Database=$database$;User

ID=Susername$; Password=$password$;persist security info=True;packet size=4096;Connect
Timeout=30;Pooling=false

#

#db log4netUsername=

#db_log4netPassword=

db logé4netConnectionStringl=Server=$server$;Database=$database$;integrated security=false;persist
security info=True;User ID=$username$;Password=S$password$

#db log4netConnectionString2=

#

#db_contextUsername=

#db_ contextPassword=
db_contextConnectionStringl=Server=$server$;Database=$database$;User

ID=$username$; Password=$password$;Min Pool Size=5;Max Pool Size=500;Pooling=true;Connect
Timeout=2;persist security info=True;
db_contextConnectionString2=Server=$server$;Database=$database$;User

ID=$username$; Password=S$password$; Pooling=false;Connect Timeout=30;persist security info=True;

One-time Setup
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1) Save the above setup script as setupAp.js, and save the properties file as
vistaweb.production.properties

2) Enter the DNS name of your database server, the database name, the application user
name and password for your VistAWeb instance in the db_server, db_databaseName,
db_username, and db_password fields respectively.

3) Save the file.

For example, if your server was named VHAISLVIS1.med.va.gov, your database was named
VW_MAIN, and the application user name and password were vwApp and E+19345890s, the
properties file entry would look like this:

db server=VHAISLVISl.med.va.gov
db databaseName=VW MAIN

db username=vwApp

db password=E+I9345890s
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Example

The example below shows how configuration via the script can be done on a development server.

Even though the example screenshots and output below say “v7”, the same procedure applies to

“Vll,’_

Copy the build files to the c: \data\download\vw\v7t17 folder on the development server:

& C:\data‘download' yw'¥y7t17

File Edit ‘iew Favaorites

Tools

Help

(JBack ~ 3 - | ) Search
o d

Folders | -

Address Iﬂ Cridataldownloadiewiw7ELT

HSE

< | MName =

Sizel Tvpe

| Date Modified

| attr

File and Folder Tasks &

j Make a new folder

@ Publish this Folder ta the
Web

|7 Share this folder

Other Places A

[Evistaweb_7.0.0.617,10,12,20,,,
[£]) vistawebcontext_7.0.0.t17.1,.,
vistawebcontext_7.0.0.t17.1. .
[Z ] vistaweb_7.0.0.k17.10.12.20...

MKl

1EE MDS File

1,173 KB  Compressed (zippe...
1 KE MDS File

1,747 KB  Compressed (zippe...

10/12/2007 3:54 &M A
10{12/2007 3:54 &M A
10f12/2007 3:53 AM A
10f12/2007 3:54 &AM A

| ©

Right click on the \vistaweb and \vistawebcontext virtual folders and select Stop from

the menu (in that order)

'.E Internet Information Services {I1S) Manager M=l E3
¥4 Fle action Wiew Window Help ‘ &)=l
&= | EHEEFEHE REE > E
?g Internet Information Services | Mame | Path | Skatus
= 1.‘5 VHAISLYIST (local compute | g vwiContesxt Ciidatalvwlenpty
__J FTP Sites
=l web Sites
LR Rappart HTTP Sery
wi_onkexk (Stopm
blah
vistaweb (Stopped
Web Service Extensior
J o iljm | ol

Highlight all the files in the program folder for \vistaweb and \vistacontext and press <Delete>.

January 2010

VistAWeb CPRS Access and Server Installation Guide
Version 11.0

39



YWy T vistaweh
File Edit Miew Favorites Tools  Help | ;','
0 Back = ) - + | ' Search Folders | -
Address Iﬂ Cihdatalvw v Tvistaweb j G
Size | Type | Dake Modified | | -
File and Folder Tasks % File Folder 8/27[2007 10:45 AM
. ] File Folder B/27/2007 10:46 &AM —
[y Move the selscted items File: Folder 8/27/2007 10:45 AM
[) Copy the selected items LKB  ASPY File 6/11}2007 2:46 PM
= E-mail the selected LKE ASPY Fils 6/11/2007 2:46 PM
ttems ZKE  ASPY File 8(11/2007 Z:46 PM
X Ft’:::e the selected LKE  HTML Document 611{2007 2146 FM
ZKE ASPYFile £/11/2007 2:46 FM
LKE ASPYFile £/11/2007 2:46 FM
Other Places 3 2KE HTML Document 6/11/2007 Z:46 PM
1KE HTML Document £/11/2007 2:46 PM :
D +7 LKE ASPYFile £/11/2007 2:46 PM
(&) My Dacuments LKB ASPX Fils £/11/2007 2:46 PM
' My Computer LKE ASPYFile £/11/2007 2:46 PM -
& My Network Places b 4

Ele Edit Wew Favorites Tools Help | ;','
QBak - &3 - ¥ | - search Folders | -
address I_} CthdataiwwlTlvistaweh j G

& | Mame - Sizel Type | Dake Madified | fitady

File and Folder Tasks #

_j Make a new folder

@ Publish this Folder ta the
weh

et Share this folder

»

Other Places

= w7

() My Documents

J My Computer

\.3 My Network Places

~|4] | b

Open the zip file for \vistaweb and \vistacontext and copy each one to their respective program
folders.

Copying... !El E |

Copwing 'ConnectToRemotesites, aspx’

To 'Chdatalvwlv 7 vistaweb'

[

20 Minutes Remaining

Open a command window.
Navigate to where the setupAp.js and vistalWleb.dev.properties files are located and run the
script for VistAWeb.
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MINDOWS' system 32 cmd.exe

C:wdatasvuwXcscript setupfp.js vistawebh.dev.properties c:isdataswusw?
Microsoft (RH> Windows Script Host Version 5.6
Copyright <C>» Microsoft Corporation 1996—-2881. All rights reserved.

zet root logger in logdnet.xml to 'adoMetAppender’

zet connection string in logdnet.xml

zet *logBufferfize’ in logdnet.xml to 1

changed 1 of 1 for *sconfigurationsappSettingssaddlfkey='allowliewLog’'1' in weh.
config to true

changed 1 of 1 for *sconfigurationsappSettingssaddlfkey='excludeChemHem’1' in we
h.config to false

changed 1 of 1 for *sconfigurationsuserActivitysadd[fkey="userfActivity.logStats’
1’ in weh.config to true

changed 1 of 1 for *sconfigurationsversionsaddlPkey='verszion.useFullUerszion’1" i
n webh.config to true

changed 1 of 2 for *sconfigurationsdaoConfigsadd[Pkey='viztaConnectionFactory.ze
curityPhraze’ or Bkey=’fhieConnectionFactory.securityPhraze’ 1’ in webh.config to

MY NAME IS VISl

changed 2 of 2 for *sconfigurationsdaoConfigsadd(@key='viztaConnectionFactory.ze
curityPhraze’ or Pkey=’fhieConnectionFactory.securityPhraze’ 1’ in webh.config to

MY NAME IS VISl

zet ‘userfActivity.connectionString’' in weh.config

configuration completed

Cosdatasuouwr

Then run the script for vistaContext.

W WINDOWSY system 32 cmd.exe

Cisdataswuwrcscript setupfip. js vistaweh.dev.properties cosdataswwContextsu?
Microzoft (R> Windows Script Host Uersion 5.6
Copyright (C» Microsoft Corporation 1996-2881. All rights reserved.

root logger in log4net.xml to *adoNetAppender’
connection string in logdnet.xml

‘logBufferSize’ in logdnet.xml to 1
‘connectionFactory.connectionString’ in web.config
‘connectionFactory.altConnectionString’ in webh.config

conf iguration completed

Cosdatasuwr
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Go to 1IS Manager and right click on the \vwContext virtual folder and click Start, then right

click on the \vistaweb virtual folder and click Start (in that order).

'lf, Internet Information Services {IIS) Manager M=l B

¥4 Fle action  View ‘Window Help ‘ —=] =]
&= AE AXFRR 2E(Z > E 0
-Eg Internet Information Services | | Mame | Path | Skakus
= -_1!5 YHAISLYIST (local compute —‘bussl Cridatalvwive 51
[ __J FTP Sites ‘1}\;? Cihdatalvaiy Pivistaweb

=) Web Sites

: -- Rapport HTTP Sersy
-- i onkexk
- blsh

H W
-] Web Service Extensior

1| | il

Point the browser to the development box, and the following screen appears:

vistaWes

E 1. VA Hew England Health Care System

2. VA Healthcare Network Upstate Hew York

3. Veterans Integrated Service Network
4. VA Stars & Stripes Healthcare Network
5. VA Capitol Health Care Network
VA Mid-Atlantic Health Care Network
7. The Atlanta Network
8. VA Sunshine Healthcare Network
VA Mid South Healthcare Network
10. VA Healthcare System of Ohio
11. Veterans In Partnership
E 12. The Great Lakes Health Care System
15. VA Heartland Network
16. South Central VA Health Care Network
17. VA Heart of Texas Health Care Network
18. VA Southwest Health Care Network
19. Rocky Mountain Network
20. Northwest Network
21. Sierra Pacific Network
22. Desert Pacific Healthcare Network
23. VA Midwest Health Care Network
E¥ 100. Central Office

Dane

Home Page medical record

Welcome to the Medical Records module of VistaWeb.
Getting Started
First vou must choose a site to log onto. This must be a site at which you have an account, i.e., access and

verify codes. Do thiz by clicking on the + zign next to vour VISN, then clicking on vour site. That will get
vou a login page.

VistAWeb is an alternative application for obtaining remote data and does not replace RDV nor contain all
the information now available through RDV.

In case of any problem, please contact your local IRM [ Computer support staff or IT
Help Desk.

VistaWeb is a product of the Office of Information.

Versioni: Buildlastupdated: 11/23 /2009

&J Local intranet L 100%
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